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Mownorpagusta "CbBpeMEeHHH MOIXOIU MPH YIIPABICHUETO Ha KuOepcurypHocrra" Ha

Henko TarapeB pasriexkaa KIIOYOBUTE acleKTH Ha MH(OPMAIOHHATA W KOMITIOThPHATA
CHTYpHOCT, KaTo aKI[eHTUpPa BbPXY TAXHATa BPB3Ka ¢ KHOEPCUTypHOCTTA. B Hes ce aHanm3mpat
OCHOBHHUTE €JEMEHTH Ha WH(OpPMAIMOHHATA CUTYPHOCT — IBUIOCTHOCT, HAJIUYHOCT H
MOBEPUTETHOCT HAa MH(OpMAIMTA, KAKTO U 3HAUYEHMETO Ha KPUTUYHHUTE WH(POPMALUMOHHU
aKTHBH M OOCKTHTE OT KpUTHYHATAa MH(pacTpykTypa. [IpencraBenu ca mpumepn OT peaHH
WHIIMJIEHTH, KaTo aTakuTe Haj CBETOBHUA THPTroBckH LeHThp npe3 2001 r. u aBapusata B AEL]
Oyxymuma npe3 2011 r.

MoHorpagusitTa cbIl0O Taka U3SACHSABA Bpb3KaTa MeXIy HHGPOpPMAlMOHHATA H
KOMITIOTBPHATa CUTYPHOCT, KaTo pasriexzia possata Ha T curypHocTTa npu n3rpaxiaHeTo
Ha apXHUTEKTypaTa Ha WHPOpMaMoHHaTa cucTema. HampaBeHa e kiacudukanus Ha MEPKHTE
U MHCTPYMEHTHUTE 3a CUT'YPHOCT, CBBP3aHU C pa3IMYHUTE NMPO(PECHOHAIHHU HAINpaBICHUS B
knbepcurypHoctTa. OCBeH TOBa, MpEACTaBeHA € OICHKAaTa Ha 3peJOCTTa Ha CHCTEMHTE 3a
KHOCpCUTYpHOCT ¥ BBBEXKJAHETO HA UWHTETPHUPAHH CHCTEMH 3a YIpaBJICHHE Ha
knbepcurypHoctTa (MCYK) 6asupann va ERP mozmenn.

JlombIHATETHO, MOHOTpadusATa pasriekaa KOHTpoIa Ha JIOCThIIA, KpunrorpadusiTa u
apXHTEKTypaTa Ha KHOepCHUTypHOCTTa, Oa3rpaHa HAa KOHLENIHMATA 3a 3aIIUTa B IBIOOYHHA.
AHaM3upaHu ca MpeXoBaTa CUTYPHOCT, YIIPABICHUETO HA IPOMEHUTE B MH(OpMaIIMOHHATA

uHPaCTpyKTypa M CUCTeMaTa 3a Bb3CTaHOBsBaHE NIpu OexctBus. Hakpas, pasrienanu ca



MHTEpHET 0E30IacHOCTTa M WHTEPHET CUTYpPHOCTTA, KaTO Ca MpPEACTaBEeHH 3aIUlaxuTe U
MHCTPYMEHTHUTE 3a IPOTHBOJICHCTBHE.

The monograph "Modern Approaches to Cybersecurity Management" by Nedko Tagarev
examines the key aspects of information and computer security, emphasizing their relationship
with cybersecurity. It analyzes the core elements of information security — integrity,
availability, and confidentiality of information, as well as the significance of critical
information assets and critical infrastructure objects. Real-world incidents, such as the attacks
on the World Trade Center in 2001 and the Fukushima nuclear disaster in 2011, are presented
as examples.

The monograph also clarifies the connection between information and computer security,
exploring the role of IT security in building the architecture of information systems. A
classification of security measures and tools related to various professional fields in
cybersecurity is provided. Additionally, the assessment of the maturity of cybersecurity
systems and the implementation of integrated cybersecurity management systems (ICMS)
based on ERP models are discussed.

Furthermore, the monograph delves into access control, cryptography, and the architecture of
cybersecurity, based on the concept of defense in depth. Network security, change management
in information infrastructure, and disaster recovery systems are analyzed. Finally, internet

safety and internet security are explored, with a focus on threats and countermeasures.



L.I.4.Tarapes, H. u Konektus, (2021) MxoHOMHUYEeKH acleKTH Ha MOJENW 3a OIICHKa Ha
KnOepcurypHocT B yMHH Tpanose, Wznarencku xomruieke- YHCC, C., ISBN — 978-619-232-
566-4, obmio cTp. 221

I'masa ,,1.1. O6m; 6a3oB Mojen Ha mpoekTa ~ crp. 18-20; I'maBa ,,YACT II MOJIEJI 3A

CUT'YPHOCT B YMHUTE I'PAJOBE, BASUPAH HA PA3IIWPEH MOJAEJI HA YMHU
I'PAJOBE 1 OCHOBHMU YA3BUMOCTU B MOJAYJIUTE ” ctp. 43-72; I'nasa ,,4ACT III
KPUTHUYEH IIOTJIE] BbPXY METPUKUTE 3A AHAJIN3 HA KUBEPCUT'YPHOCTTA
”, BeBenenue , 3.1. ,,JIoOpa“ cpemy , ioma* metpuka , 3.2. Mojgen Ha MeTpuka upes ,,Iler
MTOKAa3aTeJs 32 CUTYPHOCT, KOUTO TPsOBa /1a ce B3eMar mpeasua” crp. 74-92; I'nara ,,YACT
IV JUHAMWYEH BU3HEC MOZEJI HA CUT'YPHOCTTA (BUSINESS MODEL FOR
INFORMATION SECURITY (BMIS)) 3A U3I'PAXIAHE HA CUI'YPHOCTTA B
YMHUTE I'PAJJOBE. MOAEJI HA CUT'YPHOCTTA IOACTIVE. MOJEJI 3A BPB3KA
MEXAY MOJAVYJIMTE HA YMHUSA I'PAJl U 3ALIUTATA HA JIMUHUTE JAHHU ”,
Bueenenue , 4.1. lunamuuen 6u3Hec MoJeNn Ha cUTypHOCTTa, 4.2. Mojien Ha CUTYpHOCTTa
IOActive, ctp. 105-122; I'naBa ,,4ACT V PRAGMATIC SECURITY - IIPAI'MATHYEH
MOJIEJI 3A OLEHKA HA KUBEPCUI'YPHOCTTA crp. 129-157; TI'naBa
»- JIPUJJOXKEHUE 1 HAPBUHUK 3A COBCTBEHUKA HA HWHOOPMALIMMOHHU
AKTHUBU B YMHUA T'PAJ] ” ctp. 187-202; I'nasa ,JIPUJIOJKEHUE 5 OIIPOCTEH
MOJEJI HA YMHUA T'PAJL 11 OCHOBHU EJIEMEHTHU ” ctp. 209-212, 060 ctp. 112

[Tybnukanusta pasriexaa JUTHTaIu3alusITa Ha IPOIECUTE Ha YIpaBJIeHHUE U MPexojia KbM
YMHH T'PajioBe, KaTo MOYepTaBa HEOOXOJAMMOCTTa OT MOJCPHU IMOJIMTUKU 3a CUTYPHOCT U
3almuUTa Ha JaHHUTE. ToW aKIeHTUpa BBPXY MpEeNU3BUKATEICTBATa 32 OCUTYpSBaHE Ha
KHOEPCUTYPHOCT B YMHUTE TPaJiOBE, MPEIBU CKCIIOHCHIIUAIHUS PAcTeK HA yCTPOWCTBATA,
CBBp3aHM C UHTEPHET, U HapacTBamiara ypoanuzaius. TeKcThT IpeCTaBsi OCHOBEH MOJIEI 32
YMHH TpajJioBe, BKIIOYBAIl MOJyITW Kato HuppoBa HHPPACTPYKTypa, KHOEPCUTYPHOCT,
yrpaBJeHHE Ha I'Pajia 1 HKOHOMUYECKH acnieKTh. ChIIo Taka ce pas3riiekaar yI3BUMOCTHTE B
pa3IYHU MOAYJH Ha YMHUTE Tpajgose, kato MKT undpacTpykTypa, eHepreTuka, yrpaBieHue
Ha BOJWTE, YIIPABJICHUE HA OTIIABIIMTE, TPAHCIIOPT U 3/paBeona3Bane. JJoKkyMeHTHT npeiara
JUHAMHYEH Ou3Hec MoJjien 3a nHpopMaimonHa curypaoct (BMIS) u mozen 3a curypHocT ot
IOActive, ¢okycupaiiku ce BbpPXY JKM3HCHHS IUKBI HAa TEXHOJIOTMHATE M BAKHOCTTA Ha
CUTYPHOCTTa Ha jocTaBuniiute. OCBEH TOBA CE MPEICTaBs pPaMKaTa 32 METPUKHU 332 CUTYPHOCT
PRAGMATIC 3a omenka Ha epeKTHBHOCTTa Ha KHOEPCHTYPHOCTTA, KaTO C€ MOAYepTaBa
HEO0OXOJUMOCTTA OT TOYHO CHOMpAaHE | JOKJIAJBAHE HA IAHHU 3a MOA00psSIBaHE HA MEPKUTE 3a

CHUT'YPHOCT. 3aKII0YeHUETO nogdyepraBa Ba)XHOCTTa Ha HCEHIPCEKbCHATUA MOHHUTOPHHT,



PEAOBHHUTEC OAWTHU W UHTCTPHUPAHCTO HA MCPKUTEC 3a CUT'YPHOCT B IPOCKTHPAHCTO U

CKCIIJIoaTausATa Ha TCXHOJIOTHUUTC 3a YMHH I'palOBE.

The publication discusses the digitalization of management processes and the transition to
smart cities, emphasizing the need for modern security policies and data protection. It
highlights the challenges of ensuring cybersecurity in smart cities, given the exponential
growth of internet-connected devices and the increasing urbanization. The text outlines a basic
model for smart cities, including modules like digital infrastructure, cybersecurity, city
management, and economic aspects. It also explores vulnerabilities in various smart city
modules, such as ICT infrastructure, energy, water management, waste management,
transportation, and healthcare. The document proposes a dynamic business model for
information security (BMIS) and a security model by IOActive, focusing on the lifecycle of
technology and the importance of vendor security. Additionally, it introduces the
PRAGMATIC security metrics framework for evaluating cybersecurity effectiveness,
emphasizing the need for accurate data collection and reporting to improve security measures.
The conclusion stresses the importance of continuous monitoring, regular audits, and the

integration of security measures into the design and operation of smart city technologies.



L.I'.6.1. Tagarev, N. (2019) "Role of Case Study Analyses in Education of Cybersecurity
Management”, The 13th International Multi-Conference on Society, Cybernetics and
Informatics: IMSCI 2019, IInternational Institute of Informatics and Systemics, SBN: 978-1-
950492-12-1 (Volume I), pp 61-64 (Scopus Indexed)

The problem that this article describes is the application of the knowledge that the trainees gain

on case study analyses. This article discusses two approaches in the case study — by the
algorithm and by heuristic analyses. The algorithm analyses allow a proactive approach to
cybersecurity. The heuristic analyses allow on time proactive analyses of cyber-attacks. To
make cybersecurity analyses it requires basic knowledge. The main sphere of knowledge for
successful analyses is the knowledge of — Physical security, Information security, Computer
security, IT security, Network security. We can provide this knowledge to the students through
the cybersecurity course. To make a successful case study analyses course provides additional
information for threats and risks, sources of the attack, the path of the attack and security
measures and defence mechanisms. The article discusses cybersecurity problems related to
management. This article relates to the scientific project “Economic aspects of models for the
assessment of cybersecurity in smart cities” in the University of National and World Economy,
Bulgaria.

[MpoOnemMbT, KOWTO Ta3u CTaTHsA OINMKCBA, € MPUIATAaHETO Ha 3HAHUS, KOMTO OOydaeMHTe
npuI00OHMBAT OT aHAJIM3M Ha KazycH. Tas3u craTusaTa pa3riiexk/a 1Ba MOIX0a IPH aHaIIu3a 4pe3
Ka3yCH — OT aJTOPUTBM W 4Ype3 CBPUCTUYHH aHAJIM3U. AJNTOPUTMHUYHMAT aHAT IMO3BOJISBA
MPOAKTHBEH TMOJAX0A KbM KHOEpCcHUTypHOCTTa. EBpHCTHKara T103BOJISIBA HABPEMEHHU
NPOAKTUBHM aHAJIM3M Ha KMOepaTaku. 3a U3BBPIIBAHE HA aHAIM3M Ha KUOSPCHUTYPHOCTTA Ce
M3MCKBAaT OCHOBHU mo3HaHusa. OcHOBHaTa cdepa Ha TO3HAHHWE 3a YCHEIIHW aHAIM3U ca
MO3HAHMA 110 — PU3UYECKa CUTYPHOCT, HH(GOPMALMOHHA CUTYPHOCT, KOMITIOTbPHA CUTYPHOCT,
UT curypHocT, MpekoBa CUTYpHOCT. Hue Mo)keM mpeiocTaBuM Te3M 3HaHHS Ha YYalluTe ce
4pe3 KypcoBe M0 KUOEPCUTYPHOCT. 3a J1a ce HaIllpaBH yCIEIIeH aHalli3 Ha Ka3yc, ce aHAIM3Upa
JOIBIHUTEIHA HH(POPMAIHA 32 3aIUIaXy U PUCKOBE, N3TOYHMIM HA aTakara, TS Ha aTakara
U MEpKUTE 3a CHTYPHOCT, W 3ammuTa MexaHum3Mu. Crartusrta pasriexia mnpoOiieMHuTe Ha
KNOEpCUTYpHOCTTA CBBP3aHM C YNpaBIeHHETO. Ta3u CTaTHs € CBbp3aHa C Hay4eH MPOEKT
“VIKOHOMHUYECKH acIeKTH Ha MOJIENH 3a OIeHKa Ha KMOEPCHTYPHOCT B YMHHTE TpasioBe” B

YHCC, boparapusi.



L.I.6.2. Tagarev, N. (2019) Education in Management of Cybersecurity, 9th International
Conference The Future of Education, (Florence, Italy, 27-28 June 2019); Filodiritto Publisher,
ISBN  978-88-85813-45-8, ISSN  2384-9509, ISPN  939-1-00801418-4, DOI
10.26352/D627 2384-9509 2019, pp. 49-54 (Web of Science Indexed)

The problem presented in this article is the growing need for adequate and relevant

cybersecurity education. Current trends placed cybersecurity and the upward trend in the use
of smart technologies as the backbone of any business and management education. The
education program and training have to cover the specific needs for management of
cybersecurity. The program includes — computer security, network security, information
technologies (IT) security, physical security, Internet security, security policy, management
and business continuity. For training and analyses, we use cyber-attacks examples and real-life
cases. As a milestone, the author, use the cybersecurity in objects of critical infrastructure.
These objects require specific cybersecurity measures and defence mechanisms. This education
of management of cybersecurity provides the often forgotten ‘“horizontal approach” in
cybersecurity. On the other side, in general, there is a need for adequate analyses — methods
and methodology. The most frequently used, training methods are risk analyses, case studies
and scenario analyses. Information security (IS) is part of cybersecurity education. Education
in IS is based on most popular international standards such as ISO and NIST. Education relies
on Information security management system (ISMS), cryptography, authentication methods

and process analyses.

[TpoGnembT, MpeCTaBeH B Ta3u CTATHUs, € HapacTBalllaTa HYKa OT aJleKBaTHO U MOIXO/AIIO
oOpazoBaHue 1o kubepcurypHoct. Hacrosdmyre TeHASHIMN MOCTaBIT KMOEPCUTYPHOCTTa U
BB3XOSIIaTa TEHACHIUS B M3MOJI3BAHETO HAa MHTEIUICHTHU TEXHOJIOIMHU KaTo rpbOHaKa Ha
BCAKO Ou3Hec M ympaBieHCKo oOpa3oBaHue. OOpa3oBaTenHara mporpama U 0Oy4eHHETO
TpsiOBa 1@ TOKpHBAT CIEHU(PUYHUTE HYXIA 3a YyIpaBIeHHE Ha KHOSPCUTYpHOCTTA.
[Iporpamara BKIIOYBA — KOMIIIOTBPHA CUIYPHOCT, MPEXKOBAa CUT'YPHOCT, CHI'YpHOCT Ha
nHpopmanmonnute Texaomorun (UT), ¢usmdecka CUTYpHOCT, HHTEPHET CHUTYPHOCT,
MOJIUTHKA 33 CHTYPHOCT, YIIPaBJICHNUE H HEMPEKHCHATOCT Ha On3Heca. 3a 00ydeHne U aHATTU3U
M3I0NI3BaMe TIPUMEPH 3a KHOepaTaKy M CIydad OT peayHus )KUBOT. Karo KpalbrbiieH KaMbK
aBTOPBT M3MOJI3Ba KHOEPCUTYPHOCTTA B 00EKTH Ha KpUTHYHA HH(pacTpyKTypa. Te3n o0eKTH
U3UCKBAT CHENM(PUYHN MEPKH 3a KNOEPCUT'YPHOCT U 3allIUTHU MexaHu3Mu. ToBa o0yueHue 1no
yIpaBiieHHe Ha KUOEPCUTYpHOCTTa OCUTYpPSIBa YECTO 3a0paBsiHUS ,,XOPHU3OHTAJIEH MOIX0 " B
kubepcurypHoctTa. OT Ipyra cTpaHa, KaTo I5U10 UMa HyX/1a OT aIeKBaTHU aHAJIN3U — METOJIU

u metogoiorus. Hali-uecTo U3moa3BaHUTe METOAU 3a O6y‘-I€HI/IC Ca aHaJIM31 Ha pUCKa, Ka3yCu



U a”Hamu3u Ha cueHapuu. Mudopmarmonnara curypHoct (MC) e yact oT o0ydeHHeTo 1o
kubepcurypHoct. O6yuenuero no IS ce ocHoBaBa Ha Hal-HOMyJISPHUTE MEXKIYHApOIHH
crangaptu kato ISO m NIST. OOyueHmero pazunTa Ha CHCTEMa 3a YIpaBICHHE Ha
uHdopmarmonHata curypsoct (ISMS), kpunrtorpadus, MeToau 3a yJ0CTOBEpSBaHE U aHATTU3U

Ha TIPOIIECH.



LI'.7.1. Tagarev, N. (2019) Defence Resource Planning in the Environment of Internet of
Things, Research Papers Vol. 1/2019, Publishing Complex - UNWE, ISSN 0861-9344, pp. 169
— 197, Indexed: RePec,Google Scholar,ROAD,SIS,J-Gate, CEEOL

The problem of this article concern the lack of Defence Resource Planning (DRP) for the future

environment of the Internet of Things(IoT). This paper shows the aspect in the DRP in Bulgaria
and the probable change in the environment of IoT. The article provides data, cases and
examples for comparison. The author shows DRP in Bulgaria in some details, that concerns
the analyzed object. Study explains the connection between IoT and DRP. There are some
basics about ERP. In this article finds a place the main difference between DRP and ERP. The
paper acknowledges the threats and the change of the threats in the IoT. In this article are used
several methods for quality analyses that include documentary, process, system case study and
analogy methods. This article is one of the first with economic and management approach on
this topic — smart devices (that communicate independently through 10oT) and their significance
for DRP. According to the hypotheses, the main author’s conclusion is that the implementation
of [oT in DRP will have a major impact on the US-centric military oriented states. Key words:
Defence resource planning, Internet of Things, Threats, ERP.

[TpoOnemMbT Ha Ta3u CTATHs ce OTHACA JO JIUIICaTa Ha IJIAHWPAaHE Ha PecypcuTe 3a oTOpaHa
(DRP) 3a 6bnemara cpena Ha Matepret Ha Hennara (IoT). Tazu nmyOnukanus moka3pa acmexkTa
Ha DRP B bearapust u BepositHata npomsiHa B cpeaara Ha loT. Crarusita npenocrass JaHHH,
cillydad W mpuMmepu 3a cpaBHeHue. ABTopbT noka3sa JPII B bearapus B HAxkou aeraiinw,
Kacaery anaamsupanus o0ekt. [Ipoyusane obsicHsBa Bpp3kata Mmexxay [oT u DRP. ima Hsikon
ocHOBHHM Hema 3a ERP. B Ta3u cratus Hamupa MsACTO ocCHOBHATa pasnnka Mexxay DRP u ERP.
JIOKyMEHTBT IpU3HAaBa 3alylaxuTe W mnpomsHara Ha 3aruiaxute B [oT. B Tasm crarms ca
M3ION3BaHN HSAKOJIKO METOJla 3a aHAJIM3 Ha KayecTBOTO, KOMUTO BKIIIOYBAT JOKYMEHTAJHH,
MPOIIECHU, CHCTEMHH Ka3yCH M METOJM 3a aHaJorusa. Ta3W cTaTHsl € €JHa OT ITbPBHTE C
WKOHOMHYECKH W YINPABICHCKH TIOAXOA IO Ta3W TeMa — CMapT YCTpoicTBa (KOHTO
KOMYHHUKHpaT He3aBucuMo upe3 loT) u TsaxHoTto 3Hauenue 3a DRP. Cnopen xumoresute
OCHOBHOTO 3aKJIIOUEHUE Ha aBTOpa €, uye BHenpsBaHeTo Ha loT B DRP me mma romsamo

BB3/ICHCTBUE BbPXY BOCHHO opueHTupanute koM CALL apprxaBu.
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L.I.7.2. Tagarev, N. (2019) Contraband and Counterfeit of Tobacco Products in Digital Age,
Research Papers, Vol.4 2019, UNWE, Publishing complex — UNWE, Sofia, ISNN: (print) -
0861-9344, (online) — 2534-8957, pp. 243-251Indexed: RePec,Google Scholar,ROAD,SIS,J-
Gate, CEEOL

CONTRABAND AND COUNTERFEIT of tobacco products results in a huge losses of
revenue for government.Implementation of cyber/digital technologies in these activities is the
problem ofthis article. These technologies change the scope of counteracting illegal
activities.Object in this paper is Contraband & Counterfeit(C&C) of tobacco productsas the
subject is implementation of digital technologies in these illegal activities. Methodology uses
some cases as document analyses, comparative analyses and analyses of strong and week
points. Results show the opportunities and the new reality of C&C of tobacco products.The
scope of paper is limited to the basics of C&C of tobacco products. The material does not claim
exhaustiveness. It lists factors and views that are often ignored in other researches.

KOHTPABAHIATA N OAJINOUKALUATA Ha TIOTIOHEBU U3JEHAUS BOIU 10 OTPOMHU
3aryOu Ha MPUXOIH 3a PABUTEICTBOTO. BHEpsBaHeTO Ha KNOEp/ U POBU TEXHOIOTHUH B TE3N
JeHHOCTHU € MPOOJIeMBbT pasriIexk/IaH B Ta3u cTaTus. Te3u TEXHOIOTUU MPOMEHAT 00XBaTa Ha
MPOTHBOACHCTBUETO HAa HE3aKOHHHTE NeiHOCTH. OOEKTHT B Ta3W CTaTHs € KOHTpabaHoa U
dammpuimpane (C&C) Ha TIOTIOHEBH W3IETHs, KaTO IMPEIMETHT € BHEAPSIBAHETO Ha
U(GPOBH TEXHOJIOTHH B TE3W HE3aKOHHH JEHHOCTH. METOHOIOTHATa N3ITONI3BA HAKOH CITydan
KaTo aHAJM3W Ha JOKYMEHTH, CPABHUTEITHH aHAJIM3W M aHAIM3M HAa CHWJIHU M clIa0u CTpaHU.
PesynratuTte nokasBaT Bb3MOXKHOCTUTE U HOBaTa peanHocT Ha C&C Ha TIOTIOHEBU M3JEIus.
O6xBarpT Ha cratusita € orpaHuueH 10 ocHoBUTe Ha C&C Ha TIOTIOHEBH H3AETUS.
MarepuaibT He NpeTeHaAnpa 3a usuepnareaHocT. Toi n30posiBa GakTOpH U BB3IIIEAU, KOUTO

YeCTO CC HpCHC6pCFBaT B IPpyIru U3CJICABAaHUsI.
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L.I'.7.3. Tagarev, N. (2016) Basics of management for cloud computing security, Inernational
Conference on Application of Information and Communication Technology and Statistics in
Economy and Education(ICAICTSEE), University of National and World Economy, Sofia,
2015, Publishing Complex - UNWE, AUGUST 15TH 2016, ISSN 2367-7635 (PRINT), ISSN
2367-7643 (ONLINE), ctp. 457-462, Uanekcupano B: ProQuest

The main problem of this paper is acknowledgement of multiple level conflicts in security
management in the clouds. The secondary problem that is observed is access and management
of access in cloud environment. This article indicates connections between law, standards and
policy. The main threats and defence mechanisms in cyber security related to the clouds are
described. Thus this article represents a review of basics, which contains some analyses, and
models for cloud security.

OCHOBHHSAT Mp00JIEM Ha Ta3H CTATHUs € YCTAHOBSIBAHETO Ha KOH(MIMKTH HA MHOXKECTBO HUBA B
YIPaBJICHUETO HAa CUTYpHOCTTA B obsarure. Bropuanust npodiem, KOWTo ce HaOioaaBa, €
JOCTBITBT M YIPABICHHUETO HA JIOCTHIIA B 0ONadHa cpexa. Ta3W CTaThs 1MOCOYBa BPB3KUTE
MEKIYy 3aKOH, CTaHHApTH M moauTHka. OTHMCaHM ca OCHOBHHTE 3alllaXd M 3aIlUTHH
MeXaHU3MH B KHOEPCHUTYpHOCTTA, CBBp3aHM C oOmamuTe. Taka Ta3u CTaTHS MpPEACTaBIISIBA

Iperjica Ha OCHOBUTE, KOITO ChAbpiKa HAKOU aHaJIM3U U MOJICJIN 3a CUTYPHOCT B o0Jraka.
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L.I".7.4. Tagarev N. (2016) Basics of management for cloud computing security (part 2 physical
security) , Inernational Conference on Application of Information and Communication
Technology and Statistics in Economy and Education(ICAICTSEE), University of National
and World Economy, Sofia, 2016, Publishing Complex — UNWE, Sofia, FEBRUARY 19TH
2019, ISSN 2367-7635 (PRINT), ISSN 2367-7643 (ONLINE), pp. 285-294

This article is continuation of series of such for management of cyber security. The problem

that is observed is management of physical security in cloud environment. This article indicates
connections between law, standards and policy for physical security. The main threats and
defence mechanisms in cyber security (physical aspects) related to the clouds are described.
Thus this article represents a review of basics, which contains some analyses, and models for

physical security.

Ta3u craTusi € IPOABIDKCHNE Ha Cepus OT TaKWBa 3a yIpaBIeHHWE HAa KHOEPCHTYpPHOCTTA.
[TpobnemsbT, KOHTO ce HabII0AaBa € yrpaBiieHHe Ha (pru3nyeckaTa CUTypHOCT B 00JayHa cperia.
Tas3u cTaTtus mMocouBa BPH3KUTE MEXAY 3aKOHA, CTAaHAAPTUTE W MOJUTHKATa 3a (prusmuecka
curypHocT. OnucaHu ca OCHOBHUTE 3aIUlaXM M 3allUTHH MEXaHU3MHM B KMOEpCUTYpHOCTTa
(pusmuecku acrnektu), cBbp3aHu ¢ oOmanuTe. Taka Ta3u CTaTHs IpEACTaBIsABA Mperyiea Ha
OCHOBHTE Ha KHOGPCUTYPHOCTTA, KOUTO CE MPENCTABIT Ype3 aHAIN3H M MOJIENH 32 (pr3muecKa

CUT'YpHOCT.

13



L.I'.7.5. Tagarev, N (2017) Cyber security — Seven basic principles for self-control in work
environment Inernational Conference on Application of Information and Communication
Technology and Statistics in Economy and Education(ICAICTSEE), University of National
and World Economy, Publishing Complex — UNWE, Sofia, MAY 29TH 2020, ISSN 2367-
7635 (PRINT), ISSN 2367-7643 (ONLINE), pp. 432 -439

This article is continuation of series of such for management of cyber security. The problem

that is observed is management of behavior of the personal in his work environment. This
article indicates connections between human attitude, standards and policy for self control in
work environment. The main threats and defence mechanisms are indicated. Practical examples
are given to show the fluent problems in different organizations. Thus this article represents a
review of top basics priorities concerning the problems with the personal.

Ta3u craTusi € IpOABIDKEHHE Ha Cepus OT TaKMBa 3a yINpaBleHHE Ha KHOEpCUTypHOCTTA.
[TpobnembT, KONTO ce HaOIIOAaBa € YIpaBJIeHNE Ha MMOBEJCHUETO Ha JIMYHOCTTa B paboTHATA
My cpena. Ta3u craTust mocoyBa BPB3KMTE MEXKIY YOBELIKOTO OTHOUIEHHE, CTAaHAAPTUTE U
MOJIMTHKATA 32 CAMOKOHTPOJI B paboTHaTa cpena. [locouenn ca OCHOBHUTE 3aIIaXy U 3allIATHU
MexaHu3MH. JageHu ca mpakTHYECKH NMPUMEPH, 3a J1a ce MOKaxaT ,,pa3MUTHTE" IPOOIEMHU B
pasnuyan opraHu3anuu. [1o To3u Ha4yMH, Ta3u CTaTHs MPEACTABISABA MPETJICA HA OCHOBHHUTE

0a30BH MPHUOPHUTETH OTHOCHO MPOOJIEMUTE C IMIYHOCTTA.
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LI.7.6. Nedko Tagarev, (2019). "Cyber Security Training Model (Nuclear Security),"
Ikonomiceski i Sotsialni Alternativi, University of National and World Economy, Sofia,
Bulgaria, issue 2, pages 46-55, June.

The problem addressed in this publication is the growing need for adequate and relevant cyber

security training. Emphasis is placed on current trends in nuclear security and the upward trend
in the use of nuclear technology. Specific examples of cyber-attacks over nuclear objects are
mentioned. The Master’s degree program “Economics of Defense and Security” with
specialization “Nuclear Security” is briefly presented. It is important to note that currently the
program quoted is the only one in the world. Specific examples of the areas where masters who

have successfully completed the training program can also be found in the publication.

[IpoGnembT, pasrienan B Ta3w MyONWKalusi, € HapacTBallaTa HYyXJa OT aJeKBaTHO U
MOAXOJANIO O0y4YeHHE MO KHOEPCHUTYPHOCT. AKIIEHTHT € MOCTaBeH BHPXY ChBPEMEHHUTE
TEHJICHIIUM B AJIpeHATa CUTYPHOCT M BB3XOJIAINAaTa TEHICHIWS B M3MOJI3BaHETO HA SPCHU
TexHoJoruu. [locoyBaT ce KOHKPETHUM MPHMEpPH 3a KuOepaTaku cpenry sSApeHU OOCKTH.
Hakpatko e mpenacraBeHa Maructbpckara mporpama ,JIkoHOMWKka Ha oTOpaHaTa |
CUTYPHOCTTA” ChC CIleIUanm3anus ,,Jnpena curypHoct”. BaxxHo € na ce oTOenexu, ve B
MOMCHTA ITUTHpaHaTa MporpaMa ¢ eIUHCTBeHaTa B CBeTa. B myOnukamusaTa Morar ga 0bjaar
HaMepEHU W KOHKPETHH IPUMEpPH 332 00JACTUTE, B KOUTO MArHUCTPH, 3aBBPIIIIHA yCIEITHO

mporpamara 3a o0y4eHue.
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L.I.7.7. Tarapes, H. (2018) 3nauenue Ha simpeHata curypHocT mpe3 21 Bek, Hanmnonannara
HayuHa KoH(epernmus Ha TeMa ,,EBPOIIEVICKUSAT ChIO3, BBJIIAPUS 1 BOMHUTE HA
21 BEK — IIOJUEHEHUTE 3ATUIAXHW” 18 nexemspu 2017 1. Codus, HoBa xoHdpepeHnTHA
3ana Ha CVY ,,CB. Kn. Oxpuncku”, bankancku uHCTUTYT 3a CTpaTermuyecku NPOTHO3H U
ynpasienue Ha pucka Cogwus, 2018, ISBN- 9786199075722 ctp.78-91

The problem addressed in this publication is the current issues of nuclear security. Often these

problems are scratched at the expense of more popular, artificially created and popularized
issues. The violation of nuclear security can affect everybody in society. The publication also
shows how the Department of National and Regional Security at the University of National
and World Economy is approached to solve these problems.

[TpoGnembT, 3acerHaT B Ta3W MyOJNUKalUs, € akTyalHara NpoOieMaTHKa Ha sjpeHara
curypHoct. YecTo Te3u mpobiaeMu ce 3a1pacBar 3a CMETKa Ha IO-TOMYJSIPHH, W3KYCTBEHO
CH3/1aJICHU U TIOMyJIsipu3upanu npobiemu. HapymaBaneTo Ha siipeHaTa CUTYpHOCT MOXKE Ja
3acerHe BCHYKHM B 00miecTBoTo. M3maHnero moka3Ba M Kak KbM KaTtenpa ,,Harnuonamnna u

perunonanna curypaoct B YHCC ce moaxoxna KbM penIaBaHeTo Ha TE3U MPOOIIEMH.

16



I.I'.7.8. Tagarev, N. (2019) Economic & Investment Perspectives in the Digital Society, Joint
Research & Industrial Expert Forum "Future Digital Society Resilience in the New Digital
Age*, 30.03-02.04.2018 Bulgarian Academy of Sciences, Softrade, Sofia, 2019,ISBN 978-
954-334-221-1, pp. 35— 52

This article observed the problem of future investments in digital society for the period 2018-

2028. As some of the investments are pretty sure, others are discussible. This article considers
several areas — warfare, big companies, smarttechnologies, cloud technologies, smartcities and
education. Also the study provides some statistics, cases, examples, assumptions and
predictions.. There are also list of military technologies of the future decade, future
technologies of the big companies, alternative products for the mass usage and more.

Ta3u crartus pasriexna npoOnema ¢ ObJCHIMTE MHBECTUIMU B LU(PPOBOTO OOLIECTBO 3a
nepuona 2018-2028 r. Twit kKaTo HAKOM OT UHBECTULIMUTE Ca 1OCTA CUTYPHH, IPYTH MOJJIEeKAT
Ha oOcwkxnaHe. Ta3m cratus pasriexia HAKOJNKO OONacTH — BOIHA, TOJIEMH KOMITaHUH,
MHTEIUTEHTHU TEXHOJIOTHH, 00JIaYHU TEXHOJIOTHH, YMHH TpajioBe U oOpa3oBanue. ChIo Taka
NPOYYBAHETO MPEAOCTaBS HIKOU CTATHCTHKH, Ka3yCH, IPUMEPH, TPEIIOIOKEHHUS ¥ TPOTHO3H.
Hma u criuchbK ¢ BOGHHH TEXHOJIOTHM Ha OBACHIOTO JeceTHIIeTHE, ObJeIN TEXHOJIOTHH Ha

TOJICMHUTE KOMITaHUU, AJITCPHATUBHU MTPOAYKTH 3a MaCOBa yHOTpC6a " ap.

17



L.I".7.9. Tarapes, H. (2019) O6y4enue B 001acTTa Ha KHOEPCUTYPHOCTTA, COOPHUK C JOKIAIH
or IOOwmneiina HayuyHa KoHGepeHuus 25 romuHM kKartenpa ~“HammonanmHa W pernoHagHa
curypHoct” Ha Tema ~“OOydeHHETO W H3CIEJBaHUATA MO0 MKOHOMHKAa Ha OTOpaHaTa H
CUTYpHOCTTa — Hactosme u O0paemnie”, Uznatencku kommiekc- YHCC, ISBN 978-954-644-
897-2, ctp. 102-107.

[MpobnemMbT pasriexmaH B TO3M JOKIAa € MpoIechT Ha oOydeHHe B obOiactra Ha

KnOepcurypHocTTa. 3a J1a ce CTHIHE JI0 TO3U Ipolec Ha 00y4eHHe ce IPEeMUHAaBa Mpe3 HAKOIKO
JMCIUIUITMHYA CBBP3aHU ¢ MH(GOPMAIIMOHHUTE TEXHOJOTHH, KOUTO TOATOTBAT 00yyaBaHUs 3a
aJIeKBaTHO W PAIMOHAIHO BB3MPUATHE HA TpOIeca Ha YIpPaBICHHE Ha CUTYpHOCTTa Ha
uHopmanusita. be3 mno3HaBane Ha HMH(MOPMAMOHHUTE TEXHOJOTMH € HEBH3MOXKHO
YIIpaBJICHHETO Ha MpoLieca Ha 3alUTa Ha HH)OpMaIHITA.

The problem addressed in this report is the process of training in the field of cybersecurity. To
achieve this training process, several disciplines related to information technology are passed,
which prepare the trainees for an adequate and rational perception of the process of information
security management. Without knowledge of information technology, it is impossible to

manage the process of information protection.
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L.I.7.10. Tagarev, N. (2019) Role of case study analyses in counteracting Contraband &
Counterfeit of tobacco products, INTERNATIONAL CONFERENCE ON COMBATTING
ILLICIT TOBACCO TRADE AND RELATED CRIMES, October 29-31th, 2018, UNWE,
SOFIA, BULGARIA, Publishing Complex - UNWE, ISBN 978-619-232-220-5, pp.120-135

The problem of this article is the underestimation of using of a logical method for analyses as

case studies in counteracting Contraband & Counterfeit of tobacco products. Generally, a case
study is an incident that has happened regarding the problem. In Contraband & Counterfeit of
tobacco products, there are thousands of such incidents per year. Such kind of cases can be
found in every country across the world without exception. The case studies help the analyses
to stay close to reality.

[TpoGneMbT Ha Ta3uW CTATHs € MOJUEHSIBAHETO HA W3IOJI3BAHETO HA JIOTHYECKH METOJ 3a
aHAIM3M KaTo Ka3yCH B NMPOTHUBOACHCTBHETO Ha KOHTpabaHnmara u dammmdbunmpanero Ha
TIOTIOHEBU u3zenus. KaTo 1510 Ka3ychT € WHIMICHT, KOWTO Ce € CIIyYHJI IO OTHOLICHUE Ha
npobnema. [lpn koHTpabanmata u QamuuUIUPaHeTO HA TIOTIOHEBH M3JCNUS UMa XWISIN
NOJ00HM MHIMJICHTH roAuiiHo. TakuBa ciay4au MoraT 1a ObJjaT HaMEpeHH BbB BCSKa CTpaHa

o cBeTa 0e3 M3KITI0UCHUE. Ka3yche moMarart aHaJIM3HUTC Ja OCTaHaT 0130 A0 p€aJTHOCTTA.
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LI'.7.11. Tagarev, N. (2019) A Critical Look at the Metrics for Measuring the Effectiveness of
a Cybersecurity System, 9 TH INTERNATIONAL CONFERENCE ON APPLICATION OF
INFORMATION AND COMMUNICATION TECHNOLOGY AND STATISTICS IN
ECONOMY AND EDUCATION ICAICTSEE — 2019 October 24 — 26th, University of
National and World Economy Sofia, Bulgaria, PUBLISHING COMPLEX — UNWE, SOFIA,
AUGUST 24TH, 2020, ISSN 2367-7635 (PRINT) ISSN 2367-7643 (ONLINE), pp 183-191,

Unpexcupano B: ProQuest
This publication is part of the material of science project “Economical aspects of security in

smart settlements”, a University of National and World Economy Nel5/2018. In this
publication are discussed the theoretical aspects of metrics and data that is collected for
improving the effectiveness of cybersecurity system. The following text is based on the
principle that the security goals have to be in line with business objectives. There are explained
the requirements for good metrics, and the usefulness of other ones. There are shown some
popular metrics that are not used very often for strengthening security.

Tasu myOnukanus € 4acT OT MaTepuana Ha HaydeH MpPOeKT ,,/IKOHOMHUYECKH acleKTH Ha
curypHoctra B wmHTenureHTHHTe cemuma”’, YHCC Nel5/2018. B Tasu nyOnukarms ce
00CHXK/aT TEOPETHMYHHUTE AacleKTH Ha METPUKUTE U JaHHHUTE, KOUTO ce chOupar 3a
noo0psiBaHe Ha e(heKTUBHOCTTA HA CHCTEMara 3a KHOepCUTypHOCT. TeKCThT ce 0OCHOBaBa Ha
MPUHIINIA, Y€ [EeTUTE 32 CUTYPHOCT TpsiOBa Jla ca B ChOTBETCTBHE ¢ OM3HEC menure. Tam ca
OOSICHEHU M3UCKBaHMATA 3a JOOPH METPHUKH M IOJIE3HOCTTa Ha Apyru. [lokazaHu ca HAKOM

MOITYJIAPHU MMOKA3aTCIIN, KOUTO HE CC U3II0JI3BAT MHOI'O Y€CTO 3a YKPEIIBAHEC HA CUTYPHOCTTA.
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LI".7.12. Tagarev, N. (2020) Smart Cities in Japan, 8TH INTERNATIONAL CONFERENCE
ON APPLICATION OF INFORMATION AND COMMUNICATION TECHNOLOGY AND
STATISTICS IN ECONOMY AND EDUCATION (ICAICTSEE - 2018 OCTOBER 18 —
20TH, 2018, UNWE, SOFIA, BULGARIA, PUBLISHING COMPLEX — UNWE, SOFIA,
ISSN 2367-7635 (PRINT), ISSN 2367-7643 (ONLINE), ISSUED FOR PUBLICATION:
JUNE 30TH, 2020, pp. 267-275, Uaaexcupano B: ProQuest

This publication is part of the material of science project “Economical aspects of security in

smart settlements”, a University of National and World Economy Nel5/2018. It concerns the
smart cities in Japan. The goal of this study is to observe and gain knowledge about best
practices in this country. In addition, there are examples of smart cities in Japan, their role and
purposes. There are also explained the problem and the reasons for implementation of the smart
technologies.

Ta3u myOnuKamus € 9acT OT Marepuana Ha Hay4eH MpPOeKT ,,IKOHOMHUYECKH acleKTH Ha
curypHocTra B umHTenurenTHure cenmma’, YHCC Nel5/2018. CraBa BBIOpOC 32 yMHHUTE
rpagoBe B Snonus. LlenTa Ha TOBa mpoyuBaHe € Ja ce HaOMromaBaT M MPUAOOHST 3HAHUSA 32
Haii-100puTe MPaKTUKH B Ta3u cTpaHa. OCBEH TOBa MMa MPUMEPH 32 MHTEIUI'CHTHH I'PaJoBe B
Snonus, TaxHata poisd u nenu. Pa3scHABaT ce mpobiemMa U MPUYMHUTE 32 BHEAPSBAHETO Ha

CMapT TCXHOJIOTUUTC.
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L.I.7.13. Tagarev,N. (2020) Role of Cybersecurity Management Explained by a Single Case
Study, XIII International & Interdisciplinary Scientific Conference VANGUARD
SCIENTIFIC, INSTRUMENTS IN MANAGEMENT '2020, 29 July - 03 August 2020,
ONLINE Sessions, UNWE, SOFIA, BULGARIA, Vol 16 (2020): Vanguard Scientiffic
Instruments in Management ISSN-1314-0582

In this article is discussed the misunderstanding of the need of cybersecurity managers. The

main role of managers is to align the security goals to business goals of the organisation. We
can see this role by the change of assets of the information security and the assets of the
organisation by a case study through the process analyses. This article proposes a solution with
the implementation of project management. We have to look to the cybersecurity as a project,
with its programs and packages. The products provided by this approach are management and

technological products.

B Tasm cratus ce aumckyTHpa Hepa3OMpaHETO Ha HEOOXOAMMOCTTa OT MEHM/DKBPU IO
knbepcurypHocT. OCHOBHATA oI HAa MEHU/KBPHUTE € J1a ChIIIacyBaT LEJINUTE 32 CUTYPHOCT C
OM3Hec LeIMTe Ha opraHn3anusaTa. MokeM Jja BUIUM Ta3H poJis upe3 MpoMsiHaTa Ha aKTUBUTE
Ha MH(OpPMAIIMOHHATA CUT'YPHOCT U aKTUBHUTE Ha OpraHU3aLUATa, Ype3 aHaIU3 upe3 Ka3ycu U
4pe3 aHaNM3 Ha mporecu. Ta3u cTaTus mpejyiara pelieHnue ¢ BHEApsSBaHEe Ha yIpaBlIeHUE Ha
npoekTH. TpsOBa a riegaMe Ha KUOEPCUTYPHOCTTA KaTo Ha MPOEKT, C HETOBUTE NPOTrpaMu U
nakeT. IIpoaykTuTe, mperocTaBeHH OT TO3M MOJXOJ, Ca YNPaBIEHCKHM M TEXHOJOTHYHU

MPOAYKTH.
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L.I.7.14. Tagarev, N. (2020) Minimum Requirements for IDS Based on “Cost-Benefit”
Approach, 10 TH INTERNATIONAL CONFERENCE ON APPLICATION OF
INFORMATION AND COMMUNICATION TECHNOLOGY AND STATISTICS IN
ECONOMY AND EDUCATION ICAICTSEE - 2020 November 27 — 28th, 2020,
PUBLISHING COMPLEX — UNWE, SOFIA, AUGUST 21ST, 2021 BULGARIA ISSN
2367-7635 (PRINT) ISSN 2367-7643 (ONLINE), pp 363-375

The problem addressed in this article is maximizing the effect of the Intrusion Detection

System (IDS) with limited resources allocated by the cybersecurity organization. The object of
the article is the IDS models, and the subject is the minimum requirements for the system. The
methodology used to assess these requirements is "costbenefit" analyses. The analysis
compared IDS models, and case studies were applied to achieve an economic justification for
the significance of the problem. The minimum requirements, i.e. the benefits are seen as
"technical or technological" features that provide a sustainable product - cybersecurity.
Concerning costs, different approaches have been proposed for their evaluation. The
publication indirectly affects the return on investment in cybersecurity.

[TpoGnembT, pasrienaH B Ta3W CTaTus, € MaKCHMHU3UpAHETO Ha edekTa OT cucremara 3a
oTkpuBane Ha npoHukBaHe (IDS) ¢ orpanudenn pecypcH, pasnpeaesieHd OT OpraHUu3alusiTa 3a
knb6epcurypHoct. O6ekT Ha cratusTa ca IDS Monenure, a npeMeT MUHUMAITHUTE H3UCKBAHHS
KbM cucTeMara. MeToJoorusTa, U3roi3Bana 3a OICHKa Ha Te3W M3UCKBAaHU, € aHAIU3 Ha
"pazxoau-non3n". AHanu3bT cpaBHsBa IDS Mopenu W ca mpuioXkeHW Ka3ycH, 3a Ja ce
NOCTHIHE HWKOHOMHYECKa OOOCHOBKAa 3a 3HAYMMOCTTa Ha mpoOinemMa. MHHUMAaIHUTE
W3UCKBAaHUS, T.€. TIOJBHTE, C€ pasriekiaar Karo ,,TeXHHYECKH WM TEXHOJIOTUYIHHU
XapaKTEePUCTUKHU, KOUTO OCUTYpPSIBAT YCTOHYUB MPOIYKT — KHOepcurypHoct. [lo oTHomeHue
Ha Pa3XOJUTe ca MPEIIOKESHN PA3IMIHHU MTOIXO/IM 3a TAXHATA oleHKa. [lyOmuKkamnmsaTa KOCBEHO

BJIMAC BbPXY BB3BPHIIACMOCTTa HA MHBECTULITUUTEC B KI/I6€pCHprHOCT.
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L.I'.7.15. Tagarev, N. (2021) Manageable Mature Maturity Model(M-MMM) for Evaluation of
Cybersecurity, 11 TH INTERNATIONAL CONFERENCE ON APPLICATION OF
INFORMATION AND COMMUNICATION TECHNOLOGY AND STATISTICS IN
ECONOMY AND EDUCATION ICAICTSEE - 2021 November 27 — 28th, 2020,
PUBLISHING COMPLEX — UNWE, SOFIA, BULGARIA, SEPTEMBER 15TH, 2023 ,
ISSN 2367-7635 (PRINT) IS SN 2367-7643 (ONLINE) ctp. 344-362

The problem addressed in this article is maximizing the effect of the cybersecurity management

in organizations. The object of the article is the models for Mature Maturity Model (MMM).
The methodology is based on implementation and analyses in the Mature Maturity Model
(MMM) that is used in project management. According to this, we can look at cybersecurity as
a project with its economic and technical aspects(soft and hard). In this article will be found
previous applications and theoretical principles of MMM. Proposed Manageable Mature
Maturity Model (M-MMM) is based on data, evaluation and quantity metrics. The M-MMM
can provide method for distribution/allocation of the resources for cybersecurity with
measurable results. In addition, we will try to provide some experiments on the application of
the methodology and without it. These examples are based on problems that we can met in
management of cybersecurity.

[TpoGnemsbT, pasrieaan B Ta3u CTaTHs, € MAKCUMU3HUPAHETO HA e(eKTa OT yNnpaBIeHHETO Ha
KubepcurypHocTTa B opranuzaunute. OOeKT Ha cTaTUATa ca MOAEIHUTE 32 MOJAENT Ha 3pAJIOCT
(MMM). Mertononorusra ce OCHOBaBa Ha BHEAPSIBAaHE M aHAJIM3M B MOJENA 3a 3pSIOCT
(MMM), koiiTo ce u3MON3Ba B YMpaBiCHHETO Ha mpoekTH. Cropem ToBa MOXKEM Ja
pasriexaaMe KHOSpCUTypHOCTTa KaTO MPOEKT C HETOBUTE MKOHOMHYECKH M TEXHHYECKHU
acrekTu (MEeKH U TBBpH). B Taszu cTatus e HamepuTe NpeuIIHU IPUI0KEHUS U TEOPETUYHH
npuHuunu Ha MMM. Ilpeanoxenust ynpasnsieM 3psi mozaen (M-MMM) ce ocHoBaBa Ha
JJAHHW, OLECHKAa M KOJHMYECTBECHHM IoKazarenu. M-MMM Moxke Aa OCHTypu METOA 3a
pasnpezeneHne/pasnpeaesicHne Ha PeCypcuTe 3a KHOSPCUTYPHOCT ¢ M3MEPHMHU pPe3yJITaTH.
OcBeH ToBa IIe Ce OMUTaMe Ja MPEJOCTaBHM HSIKOW EKCIIEPHMEHTH 3a MPHIAraHeTo Ha
MeTomonorusiTa u 6e3 Hes. Te3wm mpuMepHu ce OCHOBaBaT Ha MPOOJIEMH, KOHTO MOXEM Ja

CpEIIHEM IIPH yIIPABICHHETO HA KHOSPCUTYPHOCTTA.
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L.I'.7.16. Tagarev, N. (2024) Application of Regression Analyses and Marginal Analyses for
Assessing the Effectiveness of COVID-19 Pandemic Mitigation Measures in Bulgaria,
International Journal of Science and Research (IJSR), Volume 13 Issue 1, January 2024p ISSN
(Online): 2319-7064 pp. 1521-1527

Regression analysis is a popular method for determining multiple variables' relationships. We

can use it to quantify this dependence between economic measures and the harmful effects of
the COVID-19 pandemic. In addition, we can predict change in future periods. The problem
with applying the method is the development of hypotheses about the dependence and accuracy
of the data. This problem is discussed in this study, as one of the examples we have given is
the "real" level of unemployment and the fastened digitalisation of society. On the other hand,
we have the definition of the positive and negative effects of dependent variables on measures
that are independent variables. We apply marginal analysis to measure the positive effect and
determine when a measure is ineffective. The aim and logic of this study are to reduce the
"falsification" of the scientific product so that it is based on objective facts and events and not
on the feelings and interpretations of the researcher.

PerpecnoHHUAT aHAU3 € MOTYJISIPEH METOJ] 332 ONPEACIISIHE Ha BPH3KUTE MEXKITY MHOKECTBO
npoMeHIuBH. MOXeM Jia TO M3MO0JI3BaMe, 3a J1a ONpeeIUM KOJIMYECTBEHO Ta3H 3aBUCUMOCT
MEXITy HKOHOMHYECKHTE MepKU U Bpeaaute edexru ot nmangemusta COVID-19. Ocsen ToBa
MOYKEM J1a IPEIBUANM MPOMsHA B Obaenu epuoau. [IpoGineMbT npu npuitaraneTo Ha MeToia
€ pa3pabOTBAaHETO HA XMITOTE3H 33 3aBUCUMOCTTA M TOYHOCTTA Ha JaHHHUTE. 103U mpolieM ce
00CBHX/1a B TOBa M3CJICABAHE, KATO €UH OT MPUMEPUTE, KOUTO JAI0XME, € ,,pealTHOTO " HUBO
Ha 0e3paboTHIia 1 yCKOpsIBaIllaTa ce AUTHTaIN3anus Ha oomiectBoto. OT apyra cTpaHa, UMame
OTIPEICNICHUETO 3a TIOJIOKUTEITHUTE W OTPHLATETHUTE e(EKTH Ha 3aBHCUMHTE MPOMEHIIMBH
BBPXY MEPKUTE, KOUTO ca He3aBUCHMH NTPpOMEHJIMBH. Hue npuinarame MapriuHaneH aHaims, 3a
71a U3MEPUM TTOJIOKUTEITHHS e(EeKT U J1a OTIpeIeNIIM KoTa AajieHa Msipka e HeedektusHa. Llenra
M JIOTUKATa Ha TOBa M3CJEBaHE € Ja ce Hamanu "¢ammuudukanusara” Ha HAyYHHUS POAYKT,
Taka 4Ye TOW J]a ce OCHOBaBa Ha OOCKTHUBHM ()aKTH W CHOWTHS, a HE Ha YyBCTBaTa H

HUHTCPHPETAUNUTE HA U3CIICTOBATCIIA.
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LI.7.17. Tagarev, N. (2024) Implementation of Blockchain in ERP for Cybersecurity In
pp.ternational Journal of Science and Research (IJSR) ISSN (Online): 2319-7064 pp. 1737-
1741

Blockchain technology has a role beyond cryptocurrency. The ERP also has a role beyond

financial and accounting analyses. Blockchain is a key technology of the Fourth Industrial
Revolution, removing the boundaries between physical and digital spaces. It creates new
innovative opportunities and disrupts existing businesses by enabling decentralized digital
transformation. This article examines ERP and blockchain technologies, as well as their
combination. The added value that both technologies bring to cyber security and the possibility
to increase this value by adding an additional effect is discussed. Considered as an example of
contributing to the effect, the process of checking for vulnerabilities.

biiokueliH TexHOJNIOTHATAa MMa pois OTBBA KpunroBanytara. ERP cwmo mma pons W3BBH
(uHAHCOBUTE W CYETOBOJHHU aHaNM3U. biiokdeliH e KiIouoBa TexHosorus Ha YerBbpraTa
UHAYCTPHAJIHA PEBOJIIOLMSA, IpeMaxBallla I'paHULUTe Mexny (usnueckure u IUPpoBUTE
npoctpancTBa. Toil  cb3maBa  HOBM  HMHOBATUBHM  BB3MOXKHOCTH M ,HapymaBa‘
ChUIECTBYBalIUTE OW3HEC MPAaKTUKH, KaTO TII03BOJIABAa JIELEHTpalM3upaHa LudppoBa
tpanchopmanus. Ta3u crartus pasraexnaa ERP u 6mokueitH TeXHOIOTHUTE, KAKTO U TAXHATA
koMOuHamusa. OO6cwxaa ce nobaBeHaTa CTOMHOCT, KOSITO IBETE€ TEXHOJOTMH HOCAT KbM
KHOSPCUTYPHOCTTa M BB3MOXKHOCTTa Ta3W CTOWHOCT Ja CE€ YBEIMYHM upe3 Jo0aBsHE Ha
JIOIBITHATENCH eQeKT. Pasrmexnan kato mpuMep 3a MPUHOC KbM edeKTa, MpOoulechT Ha

MPOBEpKa 32 YSI3BUMOCTH.
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LI.7.18. Georgi Pavlov, Nedko Tagarev, (2024) Enhansing Cybersecurity trough the
Integration of Geographic Information System Technologies Iternational Journal of Science
and Research (IJSR) Volume 13 Issue 8, August 2024 ISSN (Online): 2319-7064 pp.591-599
This article explores the integration of Geographic Information Systems GIS with

cybersecurity to enhance threat analysis, incident response, and overall network security.
Cybersecurity systems can achieve higher efficiency and effectiveness by leveraging GIS data
for spatial analysis and real - time monitoring. Integrating SCADA systems further enables
comprehensive monitoring and management of external and internal environments. This study
also discusses the application of machine learning in automating data analysis for
cybersecurity, providing a cyclical improvement in security processes. The article analyses the
effect of cybersecurity through GIS technologies.

Tasu craTust n3cnensa naterpupanero Ha GIS Ha reorpadckure MHPOPMAITMOHHE CUCTEMH C
KnOepCcUrypHoCTTa 3a Mo100psiBaHe HA aHAIM3a Ha 3aIUIaxXHUTe, PEeaKIusATa PU WHIUACHTH U
ISUIOCTHATa MPEXoBa CUTYpHOCT. CHCTeMHTEe 32 KHOEPCUTYPHOCT MOTaT Jia MOCTUTHAT I10-
BUCOKa e€(eKTUBHOCT U e(peKTHBHOCT 4pe3 m3nomBaHe Ha ['MC naHHM 3a MpOCTpaHCTBEH
aHayu3 1 HaOoieHre B peasiHo BpeMme. MuTterpupanero Ha SCADA cuctemMu TOMTBIHUTEITHO
MO3BOJISIBA [SUIOCTEH MOHUTOPHHT M YIIPaBJICHHE HA BBHHIIHATA M BHTPEIIHATa cpena. Tosa
NpOyYBaHE ChIIO Taka OOCHKAA NPWIOKEHUETO HAa MAUIMHHOTO OOydYeHHe IpH
aBTOMATH3HMpaHEe Ha aHaIW3a Ha JAHHU 33 KUOEPCUTYPHOCTTA, OCUTYPSBANKH ITHKINIHO
nmo00peHue B MpoLecHTe Ha CUTypHOCT. CTaTHsTa aHaIH3Mpa ePeKTa OT KHOEpCUTYpHOCTTa

ype3 ['C Texnomoruure.
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LT.7.19. Tagarev, N. (2024), APPLICATION OF CYBER INTELLIGENCE FOR
SECURITY OPERATION CENTER, 13TH INTERNATIONAL CONFERENCE ON
APPLICATION OF INFORMATION AND COMMUNICATION TECHNOLOGY AND
STATISTICS IN ECONOMY AND EDUCATION (ICAICTSEE - 2023), DECEMBER 15-
16TH, 2023, UNWE, SOFIA, BULGARIA ISSN 2367-7635 (PRINT), ISSN 2367-7643
(ONLINE) PUBLISHING COMPLEX — UNWE, SOFIA, BULGARIA, ISSUED FOR
PUBLICATION: OCTOBER 1ST, 2024 pp. 57-65

Ensuring practical cyber intelligence for a Security Operation Center (SOC) involves

collecting, analyzing, and utilizing information about cyber threats to enhance the
organization's security posture. This encompasses the gathering and analysis of data on
potential and active cyber threats, including Indicators of Compromise (IoCs)" which refer to
signs that a security breach may have occurred, while "Tactics, Techniques, and Procedures
(TTPs)" refer to the methods and behaviours used by an attacker to carry out a cyber attack and
utilized by threat actors. Additionally, it entails the use of advanced tools to monitor networks,
systems, and applications for suspicious activities, such as the utilization of Security
Information and Event Management (SIEM) systems, Intrusion Detection Systems (IDS), and
Intrusion Prevention Systems (IPS). Furthermore, it involves developing and implementing
plans to respond to security incidents, including identifying, containing, eradicating, and
recovering from cyber-attacks. Regularly scanning systems for vulnerabilities and applying
patches or mitigations to reduce the attack surface are also crucial components of cyber
intelligence in the SOC. Lastly, monitoring and analyzing user and entity behaviour to detect
anomalies that could indicate insider threats or compromised accounts is another significant
aspect of effectively integrating cyber intelligence into SOC operations.

OcurypsiBaHETO Ha MPaKTUYECKO KuOeppa3y3HaBaHe 3a LIEHTHp 3a omepanuu Mo CUTypHOCTTa
(SOC) Brmo4Ba chOHMpaHe, aHATM3UpPAHE M M3MOJI3BaHEe HAa WH(pOpMaNus 32 KHOCPHETHYHH
3aIlIax® 3a MoJI00psBaHE HAa ChbCTOSHUETO HAa CHTYPHOCTTA Ha OpraHu3amsTa. ToBa BKIIOYBA
cbOMpaHe M aHalW3 Ha JaHHU 3a IOTCHUMAJIHM W AaKTUBHU KHOEpHETHYHU 3alljaxw,
BrimounTenHo Muaukatopu 3a komnpometrupane (IoCs), KouTo ce OTHACST A0 MPU3HALHM, Ye
MOJKe JIa € HACTHITWI MPOOUB B CUTYPHOCTTA, 10KaTo "TakTuku, TexHuku u npouenypu (TTP)"
Ce OTHACAT 10 METOJMUTE U TMOBEACHUATA, MU3MOJ3BaHM OT HaIajarels 3a M3BbpLIBAHE Ha
KHOepHEeTUYHA aTaKka U U3MOJI3BAHU OT YYaCTHULUTE B 3aruiaxara. OCBEH TOBa, TOBA BKJIIOYBA
U3I0JI3BaHETO Ha YCHBBPIICHCTBAHM MHCTPYMEHTH 3a HAOJIOAEHHE HAa MPEXH, CUCTEMH U
MPUIIOKEHUS 33 TOJO3PUTETHH IEHHOCTH, KaTO M3IOJI3BAHETO HAa CHCTEMH 33 CHUTYPHOCT M
ynpasieHue Ha croutus (SIEM), cuctemu 3a otkpuBane Ha npoHukBanus (IDS) u cucremu 3a
npenoTBpatsiBane Ha nmpoHuksane (IPS), ocBeH ToBa BriIrouBa pa3paboTBaHe U IpUjlaraHe Ha

IJIAaHOBC 3a p€arupaHe Ha MHIOHUJIACHTU CbC CHTI'YPHOCTTA, BKIIOYUTCIIHO I/I,I[CHTI/Iq)I/ILII/IpaHe,
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orpaHuyaBaHe, U3KOPEHSIBaHE U Bb3CTAHOBSIBAHE OT KHOEpaTaku U MpUJIaraHeTo Ha ,,[1adoBe
WIM CMEKYaBallld MEpPKU 3a HaMmallsiBaHE Ha IMOBBPXHOCTTA HAa aTakara, KOMTO CBILO ca
KIIFOYOBM KOMIIOHEHTH Ha KuOeppasysHaBaneto B SOC. W Hakpas, HaOTIOACHHUETO U
aHAJM3UPAHETO HA MOBEIEHUETO Ha MOTPEOUTENINTE U CYyOEKTUTE 32 OTKPHBAHE Ha aHOMAJIUH,
KOMTO OMXa MOTJIHM Ja TOKa3BaT BHTPEIIHMU 3aIIaXy WM KOMIIPOMETHPAHU aKayHTH, € JAPYT

Ba)KCH acIeKT Ha €PEKTHBHOTO HHTETPHpaHE Ha Knubeppazy3HaBaHeTo B oneparuute Ha SOC.
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L.I.7.20. Tagarev, N. (2024), GAP ANALYSES IN CYBERSECURITY, APPLICATION OF
CYBER INTELLIGENCE FOR SECURITY OPERATION CENTER, 13TH
INTERNATIONAL CONFERENCE ON APPLICATION OF INFORMATION AND
COMMUNICATION TECHNOLOGY AND STATISTICS IN ECONOMY AND
EDUCATION (ICAICTSEE - 2023), DECEMBER 15-16TH, 2023, UNWE, SOFIA,
BULGARIA ISSN 2367-7635 (PRINT), ISSN 2367-7643 (ONLINE), PUBLISHING
COMPLEX — UNWE, SOFIA, BULGARIA, ISSUED FOR PUBLICATION: OCTOBER
1ST, 2024 pp. 66-72

This article, part of a series on cybersecurity management, addresses the challenge of managing

Cybersecurity as a process and a product. It explores the connections between the current
situation, standards, and policies for self-control in the cybersecurity work environment while
also highlighting the concept of GAP analyses for managing the main threats and defence
mechanisms. The article provides practical example that demonstrate the real-world
application of these concepts in different organizations, thereby assuring readers of the
practicality of the solutions presented. GAP analysis is a commonly employed methodology
across diverse fields including business, education, and project management. It plays a crucial
role in assessing the disparity between the present state of affairs and the intended objectives.
The acronym "GAP" encompasses "Goal, Achievement, and Performance," representing the
fundamental elements involved in the analysis process.

Ta3m cratus, YacT OT TMOpeaWIa 3a YIpaBlIeHHE HAa KHOEPCHUTYPHOCTTA, pasriekaa
NpeAN3BUKATEICTBOTO Ha YIPABICHUETO HA KHOEPCUTYPHOCTTA KAaTO MPOIeC U MPOAyKT. Ts
U3CieBa BPh3KUTE MEKIY TEKyIaTa CUTYaIus, CTAHAAPTHTE U MOJUTHKHUTE 32 CAMOKOHTPOJ
B paboTHaTa cpela 3a KHOSpCHI'YPHOCT, KaTO CBIIEBPEMEHHO MOAYEpPTaBa KOHIICTIHUATA 32
GAP ananu3u 3a ynpapjeHHWE Ha OCHOBHHUTE 3aIUlaXd M 3allUTHH MexaHu3mu. Crarusra
NpesocTaBsl MPAaKTHYECKH NpPUMEp, KOWTO JEMOHCTpUpPA PEaTHOTO MPWIOKEHHWE Ha TE3U
KOHLEMIIMK B pa3IMYHU OpTaHM3allMH, KaTo 1O TO3M HA4YMH YBepsSBa YHUTATEIUTE B
NPaKkTHYHOCTTa Ha mpeacTaBeHuTe pemieHns. GAP aHamm3bT € YecTo H3IMOJI3BaHA
METOJIOJIOTUSl B Pa3JIMuHKU OOJIACTH, BKJIIOYHUTEIHO OWM3HEC, 0Opa3oBaHUE W YIIpaBICHHE Ha
npoektu. Toli urpae perrasaiia poJsist IpH OLEHKaTa Ha HEChOTBETCTBUETO MEXK/y HACTOSIIIIOTO
CHhCTOSTHHUE Ha HelllaTa u MlaHupaHuTe 1nenn. AkpoHuMsT "GAP" o0xBaima "1emn, mocTHKeHe

u Hpe,I[CTaB}IHC", npeacraBisaBallii OCHOBHUTE CJIICMCHTH, BKIIFOUCHHA B MPOIICCa HA aHAJIM3.
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L.I.10.1. H. Tarapes (2017) ”CbsBpeMEeHEH HHCTPYMEHTAPHYM 32 H3MEPBaHEe Ha CUTYpPHOCTTA”
- YHCC 2013-2015r.HU A HIT 1-9/2014, xonektuBHa MOHOTpadus, M31aTeackn KOMILIEKC-
YHCC, C., ISBN 978-954-644-945-0

I'maBa ,,ChBpeMeHHU MOJIEN 3a OIICHKA HA CUCTeMara 3a Kuoep curypHoct”, ctp. 92 — 108

[IEHKaTa Ha HHPOPMALMOHHATA CHTYPHOCT U KHOEPCUTYPHOCTTA CE MPAaBU BBPXY OCHOBATa Ha
CTaHJApTH, KOWUTO JaBaT MpouecH, HH(GOpMAIMsITa M HW3TOYHUIUTE Ha HHPOpMAIWs,
HeoOX0 UMM 3a orpeaensHeTo . ChlecTByBaT iBe OCHOBHHM rpymnu ctangapty [ISO 27000 u
NIST Special report 800:... ISO 27000 3axaBa mpoueAypuTe 1 mMporeca, KakTo ¥ mporeypara
3a u3BbpILIBaHe Ha aHanu3 Ha pucka. NIST 800:... 3a1aBa KOHKPETHU TEXHUYECKH MapamMeTpu
3a wHpopManuMoHHaTa W KuOepcurypHocrra. OCHOBHaTa METOJMKAa 3a OICHSIBaHE Ha
nH(OpMaIMOHHNTE cUCTeMH ce 3aaaBa oT mojena Ha COBIT. 3a na Moxe ga ce oleHH
KHOCPCHUTYPHOCTTA, € HEOOX0IUMO MOAMMUKAIS U KOMOWHAIMS OT CIIOMEHATHTE MOJICIIH,
KakTO M J00aBsHE Ha METOJMKH 3a YIpPaBJICHHE W MKOHOMHUYECKH aHaiau3. B obmacrra Ha
KNOEpCUTYpHOCTTAa OCHOBHATa IeJl € IpeAOoTBpaTsBaHETO Ha 3arybara Ha BbBeAEHaTa
nHdopMaIrs U HaTM4KUeTo Ha "moaabpxkaiia cuctema” (back-up).

The assessment of information security and cybersecurity is made on the basis of standards that
provide processes, information and sources of information necessary for its determination.
There are two main groups of standards ISO 27000 and NIST Special report 800:... ISO 27000
sets the procedures and process, as well as the procedure for performing risk analysis. NIST
800:... sets specific technical parameters for information and cybersecurity. The main
methodology for assessing information systems is set by the COBIT model. In order to assess
cybersecurity, it is necessary to modify and combine the mentioned models, as well as add
management and economic analysis methodologies. In the field of cybersecurity, the main goal

is to prevent the loss of the entered information and the presence of a "back-up system".
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I.I.10.2 H. Tarapes, I'naBa ,,CBmaunma”, nmaparpad: ,,I'eorpadcku huzuueckn mMojenu Ha
OencTBuUs ¢ Bp3MOKHOCTH 32 u3nonsBane Ha [ IC texnonorun” crp.74-84; rmaBa AumMutpos,
., H. Tarapes,E. boromunosa, ,,Jlogxonu 3a onpenensiHe Ha UKOHOMHYECKaTa OLEHKA MpHU
OenctBust u aBapun’ crp. crp.113-144 (2019) MkoHomudvecka olleHKa Ha 3alIdTaTta MpU
oencteus u aBapun, U3garencku komruiekc- YHCC, , ISBN 978-619-232-173-4

YerBbprara rimaBa Ha I[lyOmumkamusta "I'eorpadckm ¢usmdeckn moaenu Ha O€ACTBUS C

Bb3MOKHOCTH 3a wu3nomsBaHe Ha [MC texHomoruu" pasrinexna pa3ivuuyHU TMPUPOTHU
OeACTBHS, KaTo CBJIAYMINA, 3eMETPECCHUSI  TOPCKH IMOXKApH, ¥ BH3MOXKHOCTUTE 32 TSIXHOTO
KaprorpagupaHe M MKOHOMHYECKA OIIEHKa C IOMOINTa Ha reorpadcku MHGOpMAaLOHHH
cuctemu (I'MC). IlaparpadgbT omucsa mporecuTe Ha CBIAYUIIATa, IPUYUHHUTE 33 TSIXHOTO
BB3HMKBAHE U METOJUTE 32 TAXHOTO M3cieBaHe U kinacupukanus. ChIo Taka ce pa3riiexaar
I'PaBUTAlIMOHHHUTE MPOLIECH, KOUTO BOJST 10 CPYTBAHUS U IIPEMECTBAHE HA CKAJHH M 3€MHU
Macd. B dacTra, mocBeTeHa Ha TOPCKUTE IMOKapH, C€ aHAJIM3UpAT MPUYUHHUTE 32 TAXHOTO
BBb3HMKBAaHE, HKOHOMHYECKUTE TMOCICAUIM W BB3MOXHOCTUTE 3a MOJEIHpaHe Ha
pasmpocTpanenneTo Ha noxapute ¢ momomnra Ha ' UC. JIokyMeHTBT mouepTaBa BaXKHOCTTA
Ha ['MIC TexHOIOTHUTE 32 MPOTHO3MPAHE U OLIEHKA HA MIETUTE OT MPUPOJHU OCIICTBHSA, KOETO
MOXE Ja IOMOTHE 3a IMO0-e()eKTHBHO YIpaBICHHE Ha PHCKOBETE W HaMalsBaHE Ha
WKOHOMHYECKUTE 3aryOH.

The fourth chapter of the publication "Geographical Physical Models of Disasters with
Opportunities for Using GIS Technologies" examines various natural disasters, such as
landslides, earthquakes, and forest fires, and the possibilities for their mapping and economic
assessment using Geographic Information Systems (GIS). The document describes the
processes of landslides, the causes of their occurrence, and the methods for their study and
classification. Gravitational processes leading to rockfalls and the displacement of rock and
soil masses are also discussed. In the section dedicated to forest fires, the causes of their
occurrence, economic consequences, and the possibilities for modeling fire spread using GIS
are analyzed. The document emphasizes the importance of GIS technologies for predicting and
assessing the damage caused by natural disasters, which can help in more effective risk

management and reduction of economic losses.

B netu pasnen e npeacTaBeH MOJeN 3a pa3xoJieH aHau3, BHeIpeH B copryepa GRASS GIS,
KOWTO ce W3I0JI3Ba B pAMKHTE Ha TPOSKTa. MOJETbT BKIIIOYBA OCHOBHUTE METOJIH 32 aHAJIH3,
KaTo MapaMeTpUyieH METOJI, MH)KEHepeH pa3xojieH aHanu3 1 ABC aHaiu3, KOMTO MO3BOJISIBAT

CTaHOapTU3UpaHe€, CpaBHCHUEC M II030BABAHC Ha HCTOPUYCCKU OIIUT OT APYTH IPOCKTH.
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Pa3xoaure 1o Jkxu3HEHMs LIUKBJI Ha TPOEKTA ca pa3zieJieH! Ha IeCT OCHOBHHU (pa3u: IIIaHUPaHE,
MIPEBEHIIMSI, CMEKUaBaHe, TOTOBHOCT, PEAKIIMs U Bb3CTaHOBSBAHE.

MonenbT BKIIOYBA U AITEPHATHBHH €JIEMEHTH Ha pa3xoauTe, 0a3upaHu Ha MPOIECEH aHaJIH3
U HMCTOPUYECKH NaHHU, KAaTO Pa3XOJUTE ca KAaTErOpU3MpaHU CIOpe] BUAA Ha IIETUTE —
(¢u3uYecKy, eKOJOTHYHH, COMATHN U MKOHOMHUYECKH. [IpencTaBeH € U MOAeN Ha IThJIIHUTE
pa3xo/u 3a pa3InIHU AITEPHATHBH 32 TIEPHOA OT 15 roMHM, KaTo pa3xoauTe ca pa3mpeieeHn
0 eTanuTe Ha )KU3HEHHS [IUKBII.

OcBeH TOBa, pas3rielaHd ca pPa3XOQUTe IO EJNIEMEHTH, Karo IUIaHUpaHe, IPEeBEHIHS,
CMEKuYaBaHe, T'OTOBHOCT, pEaKklMs W Bb3CTAHOBSBaHE, C JAETAilIHO oNucaHME Ha BCAKa
Kareropus. MoaenpT BKIIOYBA H  KIacHQUKAIMs Ha 3EMHUTE KJIACOBE CIIOpPE[]
HOMEHKJIaTypaTta Ha ,,KopuHa®, KosTo ce U3M0JI13Ba 32 aBTOMAaTUYHO U3YUCICHUE Ha LIIETUTE U

Pa3xoauTe BbPXY 3aCCrHATUTC TCPUTOPHUH.

Fifth section presents a cost analysis model implemented in the GRASS GIS software, used
within the project. The model includes key analysis methods such as parametric analysis,
engineering cost analysis, and ABC analysis, which allow for standardization, comparison, and
reference to historical experience from other projects. The costs over the project's lifecycle are
divided into six main phases: planning, prevention, mitigation, preparedness, response, and
recovery.

The model also includes alternative cost elements based on process analysis and historical data,
with costs categorized according to the type of damage — physical, environmental, social, and
economic. A model of total costs for various alternatives over a 15-year period is presented,
with costs distributed across the lifecycle phases.

Additionally, the costs by elements are examined, including planning, prevention, mitigation,
preparedness, response, and recovery, with a detailed description of each category. The model
also incorporates a classification of land cover types according to the CORINE nomenclature,

used for automatic calculation of damages and costs on affected areas.
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I.I.10.3. H. Tarapes,(2022)’Monenupane, aHanu3 u ontumuszupane Ha ColuanHo-
MKOHOMHYECKHTE MEPKH 32 HAMAISIBAHE HAa HETATUBHUTE MOCIEACTBUS OT nanaemusra Covid-
19” I'naBa: Mepku cBBbp3aHU C AUTUTaTHATa UKOHOMUKA CcTp. 27-42 W3natencku KOMILIEKC-
YHCC, C., ISBN978-619-239-875-0

JIOKyMEHTBT pasriexja IuUrutaiHuTre Mepku B bwarapus, yckopean ot COVID-19, u

OppenuTe TuTaHoBe 3a mudpoBa TpaHchopmarws. Ce3maneHa e HamumoHanHa enekTpoHHA
OubimoTeka 3a y9uTely, a IbpkaBaTta ¢ (MHAHCUpaa 3aKyIyBaHETO Ha JIANTOIH 32 YICHUIIH
U yuuTenu. BpBeneHa e enekTpoHHa pelenTa, Ho ¢ OrpaHHYeHO NPUIIoKeHHe, U pa3paboTeHa
ratopMa 3a perucTpanus 3a BakcMHanus. B pamkure Ha [lmana 3a BB3CTaHOBSBAaHE U
YCTOMUYMBOCT ca MpeABUeHU 1,6 MiIpA. eBpo 3a IU(poBU3aLUsA B CEKTOPH KAaTO €HEPreTHKa,
3/jpaBeonasBaHe U TpaHcnopT. Benpeku unBectuuute, bparapus uzocrasa mo DESI unaekca
crpsimo EC, ocoGeHO B CBbP3aHOCTTA, YOBEUIKHS KAlIUTAI U MHAyCTpUaiHaTa HU(poBU3aLusl.
OcCHOBHMAT mpobiaeM € (OKYyChT BbpPXY aJAMUHHMCTpALUATa, a HE BbpXy OH3Heca H
npou3BoacTBOTO. [lIBenus nmpemiara 1o0pu npumepu ¢ m3nonsBanero Ha [ YC TexHonmornm 3a
aHaJIM3 Ha BEPUTUTE 3a JOCTaBKM M OHJIANH IulaTGopMu 3a OusHec paszButue. JokmaabT
KpUTHKyBa MetononorusTa Ha EC 3a m3MepBaHe Ha AUTUTATHUS HAPEABK, KOSITO HE OTYNTA
IIPOU3BOJICTBEHHU TexHojoruu. Ilpeanara ce usnomnssane Ha pazmMut Mozenu (Fuzzy Cognitive
Maps) 3a mo-mperu3eH aHanau3. KIFOYOBHM WHAMKATOPH Ca CKOPOCTTA HA JAMTHUTAIH3ALNA,
aBTOMATH3aLHUATa, CHEPrHMHOTO TOTpPEOJIEHHE © YCTOWYMBOCTTA HA TEXHOJOTHHTE.
EdexTnBHOCTTa Ha MEPKHUTE IIIE MOXKE J1a CE OI[EHU Mo-peamucTuaHo ciex 2025 r. [TangeMusta
YCKOpH HSKOH TPOIECH, HO JUTUTAIM3AIMATA OCTaBa MPEAM3BHKATEICTBO. MHBEeCTHIIMHTE
TpsiOBa 1a ObJIaT HACOUEHH HE CaMO KbM aIMUHUCTPALIUATA, HO M KbM OU3HECa U HHAYCTPHTA.
be3 mpomsiaa B moaxona bearapus puckyBa aa octaHe n3ocTaBamia B iudpoBaTa HKOHOMUKA.
The document examines digital measures in Bulgaria, accelerated by COVID-19, and future
plans for digital transformation. A National Electronic Library for teachers was created, and
the government funded the purchase of laptops for students and teachers. An electronic
prescription system was introduced, though with limited application, and a vaccination
registration platform was developed. Under the Recovery and Resilience Plan, €1.6 billion is
allocated for digitalization in sectors such as energy, healthcare, and transport. Despite
investments, Bulgaria lags behind the EU in the DESI index, particularly in connectivity,
human capital, and industrial digitalization. The main issue is the focus on administration rather
than business and production. Sweden offers good examples, such as using GIS technologies
for supply chain analysis and online platforms for business development. The report criticizes
the EU methodology for measuring digital progress, which does not account for production

technologies. It suggests using fuzzy models (Fuzzy Cognitive Maps) for a more precise
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analysis. Key indicators include digitalization speed, automation, energy consumption, and
technology sustainability. The effectiveness of these measures can be realistically assessed
only after 2025. While the pandemic accelerated some processes, digitalization remains a
challenge. Investments should target not only administration but also business and industry.

Without a change in approach, Bulgaria risks remaining behind in the digital economy.
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I.I.10.4. H. Tarapes (2021) ['naBa ,,MpexxoBa 1 nHQOpPMAIIMOHHA CUTYPHOCT B €JIEKTPOHHOTO
ynpasienue (oomra yact)” ctp. 283-340; Lakosa, 1., M. Xybenona, K. I'eopruesa, T. Tumesa,
H. Tarapes (2021) ,,Bcuuko 3a eneKTpOHHOTO yNpaBjieHHUE B €THO PAKTHYECKO PHKOBOJICTBO
Wzn: Tlapagurma, Codwus, ISBN 9789543264544 I'maBa ,,MpexoBa U uHPOpMaAIMOHHA
CHTYpHOCT B €JIEKTPOHHOTO yripaBieHue (oomra gact)” ctp. 283-340;

KubepcurypHocTra € OT ChIIECTBEHO 3HAYCHUE 32 KPUTHYHUTE OOCKTH, ThH KaTo MOBEYETO
KOHTPOJMpAIIy akTUBU ca mudpoBu. [IpobieMbT, KOHTO € OmpeneNieH Mo TO3M HadWH, Ce
CbCTOM B OTPOMHHS OOXBaT Ha YIPABICHHETO Ha KUOEPCHTYPHOCTTA, KOMTO YeCTO ce
npeHeOpersa 3a CMeTKa Ha HHCTPYMEHTHUTE 32 CUTYPHOCT, KOUTO MOrar 1a 0b1aT cCopTyepHO

WIIH XaplyepHO pelIeHNe 3a HIKAKbB MPOOIIEM.

[IpenmersT Ha Ta3u 4yacT OT MaTepuala € KUOepCUTypHOCTTa (KOMIIOTbPHA M MPEXOBa) B
cpepara Ha nyOauuHuTe oOekTu. KubepcurypHocTra € ChIIECTBEHAa 4YacT OT
aJIMUHHUCTPATUBHUTE OOCKTH, ThU KaTo IuQpoBaTra MHPpPACTPyKTypa 3a YIpPaBICHHUETO HA
IbpKaBaTa € KpUTUYHA HHPpAcTpyKTypa. OCHOBHATA TeMa € MOJUTHUKATA 32 KHOEPCUTYPHOCT,
KOSITO BKIJIFOYBA BCHYKM W3HMCKBAaHUS 32 (PYHKIMOHMpAHE HA Ta3W HH(OPACTPYKTYypa, KaTo

TpeTupa M 3aIUTHATE MEXaHU3MH KaTo coPTyep u Xapayep.

Cybersecurity is essential for critical facilities, as most controlling assets are digital. The
problem, as defined in this context, lies in the vast scope of cybersecurity management, which
is often overlooked in favor of security tools that may be software or hardware solutions to

specific issues.

This section of the material focuses on cybersecurity (both computer and network security) in
the field of public facilities. Cybersecurity is a crucial aspect of administrative entities since
the digital infrastructure used for state governance is considered critical infrastructure. The
main topic is cybersecurity policy, which encompasses all requirements for the functioning of
this infrastructure while also addressing protective mechanisms such as software and hardware

solutions.
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L.I.10.5. H. Tarapes (2021) I'nasa ,,OcurypsiBane Ha HHGOPMAIMOHHA U MPEKOBA CUTYPHOCT
ceriiacHo Hapen0a 3a MUHUMAaTHATE H3UCKBAHUS 32 HHPOPMALIMOHHA U MPEKOBA CUTYPHOCT”
cTp. 622-656 llakoma, U., M. Xyb6enoBa, K. I'eopruesa, T. Tumena, H. Tarapes (2021)
,,BCHUKO 3a eJIEKTPOHHOTO YIpaBJIE€HUE B €HO IPAKTHUECKO pbKoBoACTBO U3a: [Tapagurma,
Codus, ISBN 9789543264544

KommioTbpHaTa 1 HHGOPMAIIMOHHATA CUTYPHOCT €a CKBIIO M TPYJOEMKO HaYMHAHKE, C KOCTO
aJIMUHHCTpALUATa ce CObCKA CIIel CEPUO3HM MPoOIeMH B 00JIaCTTa Ha KHOEPCUTYpHOCTTA
npe3 mocieqHuTe Be roauHu. KubepcurypHocrra n3nckBa (MHAHCOBH MHBECTHIINU, KOUTO
3aBHCAT OT pa3Mepa M CTPyKTypaTa Ha OpPraHM3alMsiTa. 332 M3TPaXKIAHETO Ha 3AIMUTHUTE
WHCTPYMEHTH B OpPraHM3alUATa CE HW3UCKBAT 3aIbJIOOYEHN TEXHUYECKH ITO3HAHUS TI0
OTHOIIICHHWE HAa apXHUTEKTypaTa Ha KOMIIOTBpPHHUTE Mpexu. [IpobmemMbT ¢ BHEApSBAaHETO Ha
MUHHMAJHATE W3UCKBAHUS 32 KOMIIOTHPHA U MPEKOBA CUTYPHOCT CE€ ChCTOM OOMKHOBEHO B
OTCHCTBHETO Ha (DMHAHCOBH CPEJCTBA MM HAIMYME HA TOATOTBEHHU CIIY)KUTEIH, KOUTO Ja ca

n00pe 3a1mo3HaTH ¢ 0COOCHOCTUTE U PUCKOBETE B KHOCPCUTYPHOCTTA.

Llenta Ha HacTOAIIAaTa YacT € Ja MOJIIOMOTHE IMpoIleca Ha BHEAPSIBAaHE M M3IThIHEHHE Ha
n3nckBaHusaTa Ha Hapen0ara 3a MUHUMAITHU N3MCKBAaHUS 32 MHPOPMAMOHHATA H MPEKOBaTa
curypHocT, npuera ¢ [IMC Ne 186 ot 19.07.2019 r., B cuna ot 26.07.2019 r. (Hapenbara)l .

To3n ImpouecC € N3KIIIYUTCIIHO KOMINICKCEH ITOpaad HEroBaTa MYJITHAUCHUIITIMHAPHOCT.

MarepuanbT € CTpyKTypHpaH B CbOTBETCTBHE ChC CTPYKTypaTa Ha pa3IJIe:KJaHNsI HOPMAaTUBEH
aKT, KaTO HOPMAaTUBHHUTE TEKCTOBE Ca pa3siCHEHM HAKPaTKO C OIJIe Ha TAXHOTO pa3OupaHe U

MpUIaraxe.

Computer and information security are expensive and labor-intensive endeavors that the
administration has faced following serious cybersecurity issues over the past two years.
Cybersecurity requires financial investments, which depend on the size and structure of the
organization. Building protective tools within an organization requires in-depth technical
knowledge of computer network architecture. The challenge in implementing the minimum
requirements for computer and network security often stems from a lack of financial resources

or the absence of adequately trained personnel familiar with cybersecurity risks and specifics.

The aim of this section is to support the process of implementing and complying with the
requirements of the Regulation on Minimum Requirements for Information and Network
Security, adopted by Council of Ministers Decree No. 186 of July 19, 2019, in force since July
26, 2019. This process is highly complex due to its multidisciplinary nature.
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The material is structured in accordance with the structure of the regulatory act under review,

with the legal provisions briefly explained to facilitate their understanding and application.
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11.2K.26. Nedko Tagarev, (2022). "Economic Aspects of Models for Assessing Cybersecurity
in Smart Cities," Ikonomiceski i Sotsialni Alternativi, University of National and World

Economy, Sofia, Bulgaria, issue 2, pages 44-61, June.
Ta3u nybomukammst e pesdynrar ot YHUBEPCUTETKU ITPOEKT 3A U3CJIEABAHUA

NeNID NI-15/2018 ,,UKOHOMHUYECKH acCTeKTH Ha MOJICIN 3a OIIEHKa Ha KHOEPCUTYPHOCTTa B
UHTCJIIMTEHTHUTE TpajnoBe” . l3cinenBaHeTo TmpeAcTaBs € aHaIM3Upa MOJCIHTE Ha
MHTEJIMTCHTHUTE TPAJIOBE, MOIXOAUTE KbM CTPOHTEICTBOTO M TH aHAIM3UpPa U CpPaBHSBA.
[Tokazan e Mozen 3a KHOEPCUTYPHOCT Ha MHTEIUTEHTHHUTE TpasioBe. T03M MO € H3TpajJcH
BBPXY YABIDKEH MOJIEN Ha WHTEIMIEHTHU rpajgoBe. [lonxoapT KbM MoJena ce OCHOBaBa Ha
cnenn(pUIHUTE YSI3BUMOCTH U 3aIlJIaXH 32 BCEKU OT MOAYyJHTe. Ha To3m eTar oT u3cieaBaneTo
3aM04Ba U3rPaKIaHEeTO Ha Bpb3KaTa Ha HKOHOMHYECKUTE e(eKTH BbPXY KHOSPCUT'YPHOCTTA.
Ta3u Bpb3Ka MOKa3Ba, 4Ye MHBECTHUPAHETO B KUOEPCHTYPHOCT YCKOpSBA JUTHTAIN3ALUATA.
Cnenpamata CThIOKA OT U3CJEIBAHETO IpHiara KPUTHYCH aHAIM3 Ha MOKa3aTeJHTe,
TPaJMIIMOHHO M3IIOJ3BaHU 3a OLEHKa Ha KuOepcurypHoctrta. [Ipemnmarat ce xputepuu 3a
u300p Ha ,,100pu rmokasarenu™. MoaenuTe 3a U3rpaxkiaHe Ha KHOEpCUT'YPHOCT Ca CPaBHEHH U
ca TOKa3aHM TEXHWTE CHJIHHM W ci1abu cTpaHu. Te3m Mozmenu moraT Jga ce HpuiiaraT B
KOMOMHAINMS C yIpaBJICHUE HA MPOCKTH 3a MOJIEN Ha KHOSPCUTYPHOCT MIIM METOJIOJIOTHS 32
Ch3JlaBaHe Ha MOJIeJI 32 UKOHOMUYECKa OIIeHKa Ha KnubepcurypHocrTa. B monkpena Ha Mmozena
Ha WKOHOMHYECKAa OICHKa Ce TpWiara ImparMaTHYHAaTa METOAOJIOTHS 3a OIEHKa Ha
curypHocTTa. MHpOopManusaTa OT pa3InvHy CIydau Oerie H3Moa3BaHa B MOJAKPEera Ha IPOeKTa
1 Oelre MpoBEICHO MPOYYBaHE C MOTPEOUTENUTE Ha MPOAYKTA 32 KHOSPCUTYPHOCT.

This publication is the result of UNIVERSITY RESEARCH PROJECT N-NID NI-15/2018
»Economic aspects of models for assessing cybersecurity in smart cities. The study presents,
analyzes and compares the models of smart cities and the approaches to construction. A model
for cybersecurity of smart cities is also shown. This model is built on an extended model of
smart cities. The approach to the model is based on the specific vulnerabilities and threats for
each of the modules. At this stage of the study, the link between the economic effects on
cybersecurity begins. This link shows that investing in cybersecurity is accelerating
digitalization. The next step of the study applies a critical analysis of the indicators
traditionally used to assess cybersecurity. Criteria for selecting a€cegood indicatorsa€ are
proposed. The models for building cybersecurity are compared and their strengths and
weaknesses are shown. These models can be applied in combination with project management
for a cybersecurity model or a methodology for creating a model for economic assessment of

cybersecurity. In support of the economic assessment model, the pragmatic security
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assessment methodology is applied. Information from various cases was used to support the

project and a survey was conducted with users of the cybersecurity product.
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11.3.26. Tarapes, H. YueOHomomarano 3a u3zpaboTBaHe Ha KypcoBa paboTa MO METOIBT
«Pa3xomu-ITom3n» 1 aHaM3 HA Ka3yc MO CHOUTHE N0 AUCIUILTHHUTE «IKOHOMUYECKH aHAIIN3
B oTOpaHaTa ¥ CUTypHOCTTa» U «VIKOHOMHUYECKH aHaJIu3 BbB BHTPEIIHUS PEll U CUTYPHOCTY,
Asanrapy [Ipuma, Codus, 2024 t, ISBN 978-619-279-018-9 meka kopuia, ISBN 978-619-
279-019-6 pdf

AKTyamHOCTTa Ha MeEToIa ,,pasXOAU-TION3H TPOM3THYA OT (QYHKIUATA My Ha
MHCTPYMEHT 3a B3€MaHE Ha pEIICHUs, M3IOJ3BaH B PA3UYHU 00JACTH, KaTo OTOpaHa U
CHUTYpHOCT, MKOHOMHKa, OW3HEC, MyOJMYHA TONUTHKA M YIPaBICHHE Ha MPOEKTH. TOif
BKJIIOYBA CPaBHSABAaHE Ha Pa3XOAMTE 3a PA3IMYHM AITEPHATHBH PELICHUE WU INPOEKT C
OYaKBaHMTE MOJI3H. METOABT Ha Pa3XOJUTE U MOJI3UTE € MHOTO YMECTEH, Thil KaTO OCUTypsiBa
cHUCTEeMaTUYHa M KOJIMYECTBEHA pPaMKa 3a B3€MaHe Ha pEeICHMS.

AHanmu3bT Ha Pa3XOAMTE M IOJ3UTE € IIMPOKO M3IMOJI3BAH METOJA B OpraHU3alMH,
MIPAaBUTENICTBA M MNpPEANpUATHS 3a B3eMaHe Ha uMHopMHpaHM pemieHus. Toil momara 3a
e(eKTUBHOTO pa3NpeAeiIsiHE Ha PeCYypCUTe Upe3 UACHTU(UIIMPAHE HA TIPOEKTU UITH AEHHOCTH,
KOMTO IpejylaraT Hali-BUCOKa HeTHa MoJ3a. To31 METOJ1 € OT pelliaBalllo 3HaYeHue 3a CyOeKTH
C OTPaHUYEHH PECYPCH, 3a Jla C€ rapaHTHUpa, Y€ HHBECTULIMUTE Ca HACOUEHH KbM HHUIIMATHBH,
KOMTO JIOCTaBAT Hali-3HauMMaTa 00I11a CTOIHOCT.

AHanu3bT Ha pa3XxoUTE U MOJI3UTE CE U3II0JI3BA U 32 OLIEHKA Ha MPOEKTa, KbJCTO JINIATA,
B3€Mallly PELICHHs], MPETETISIT OYaKBAaHUTE IMOJI3M CHPSMO MPOTHO3UPAHUTE Pa3xonu, 3a Ja
OLICHAT >KU3HECIIOCOOHOCTTAa Ha MpoekTa. [IpaBuTencTBaTa M3MOI3BAT TO3M METOM, 3a Ja
OLICHAT BB3JICHCTBUETO HA MPEJIOKEHHUTE MOJIMTUKHU, KaTO B3eMaT NMPEIBU KPAaTKOCPOUHHUTE
U ABJATOCPOYHUTE PA3XOJU U MOI3H.

To3u MeTOo I MOKE CHILO /1a TOMOTHE ITPH WACHTH()HUIIMPAHETO U OLIEHKATa Ha PHCKOBETE,
CBBP3aHH C PELICHNE WIH MPOCKT, Ype3 KOJIMYECTBEHO ONMpPEAEITHE Ha Pa3X0IUTE U MOJI3UTE.
Toii ocurypsiBa mpo3padyeH M CHUCTEMAaTH4YeH IIOAXOJ KbM B3E€MAHETO Ha pEeIICHUS,
MO3BOJISIBAKH Ha 3aMHTEPECOBAHUTE CTPAHMU Jla pazdoepar 0O0CHOBKaTA 331 JaJICHO PEUICHUE
U J1a TPUOPUTH3UPAT MHOKECTBO MPOCKTH MIIM MHUIIMATHBH B3 OCHOBA Ha OOIINS MM PUHOC
KbM LEIUTE HA OPraHU3ausTa.

OcBeH TOBa aHANU3BT HAa PA3XOOUTE€ M IOJI3UTE MOAOOpsIBA OTYETHOCTTA, KaTo
IPEJOCTaBsl OCHOBAa 3a OLIEHKa Ha ycllexa WM Heyclexa Ha pelleHHe, WIH IPOeKT.
BHenpsiBaHeTo 1M03BOJIsIBA Ha OpraHM3alMUTE J]a CPABHSABAT JAECHCTBUTEIHUTE pPE3yJTaTd C
II'bPBOHAYATIHUTE MPOTHO3H, YJIECHIBAMKH HEMPEKbCHATOTO MOI00pEHHE.

B3emammure pemieHus MOrar ChIO Taka Ja paslIUpAT METOAa Pa3XoJu-MOoJ3H, 3a Ja
BKJIIOYAT EKOJIOTMYHU M COLMATHM (AakTopu U3BBH (PMHAHCOBUTE CBHOOpa)XeHU,
JONPUHACSHKH 3a I0-BCEOOXBATHO B3€MaHE Ha PELICHUSI.

Beopekn ompeneneHu OrpaHMYeHHs, KaTO HampuMep IpeIu3BUKATENICTBA MpHU
KOJINYECTBEHOTO ONPEICIITHE Ha ONIpeJIeJIeHN HeMaTepuainHu (pakTopy, CyOeKTUBHU OLICHKH U
MOTEHIMAIHN OTKJIOHEHUS, METOIbT Ha PA3XOJUTE U MOJI3UTE OCTaBa HE3aMEHUM HHCTPYMEHT
3a HACOYBAHE Ha PEILEHUS U pas3NpeeieHHE Ha PECYpCH B IIMPOK JUATIa30H.

Ilenra Ha y4eOHOTO TMOMAarajgo 1O WKOHOMHYECKH aHalu3(,,pa3Xxoau-Toi3u™) ¢
MPEeNIOCTaBSIHETO Ha MHCTPYMEHT M pecypc, NpelHa3HadeH Ja MOMOTHE Ha CTyAEHTHUTE Ja
HayJar, pa3OepaT M 3almOMHAT WH(OpMAIuUATa, KOSTO € CBBbp3aHa C NPWIOKEHHETO Ha
MeTonukara. [lo TO3M HaYMH MOXe Ja ce TOJ00pAT C(pEKTUBHOCTTA Ha Y4YcOHHTE
cecHH(JICKIUHU U YIPAKHEHNA) U ISUTOCTHOTO aKaJeMUYHO MPEICTaBsIHE HAa CTYCHTHTE.

3amaunTe, KOUTO CH IMOCTaBs y4eOHOTO MOMaraio 10 OTHOIICHHE Ha YIEOHHsI ITPOIIec:

1. YecHsBane Ha pa30upaHeTO HAa METOMKATAa 32 MKOHOMHYECKH aHAIN3 B OTOpaHara
u curypHocrra. ToBa ce mocTura upe3 onpocTsiBaHEe Ha CJIOXKHHU KOHLIEIIIUH, 3a [1a CE Pa3Aesu
nHpOpPMaIUATa HAa TIO-MAJIKM YacTH M J1a OCHTYPH BU3yaJHH MPEACTaBIHHA 32 MOIMOMaraHe
Ha pa3bupaHeTo.
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2. Opranusupase Ha HH(opManMsaTa KaTo ce crioMara 3a OpraHM3UpPaHEeTo Ha JAHHUTE U
uHpOpPMaLUATa M0 CTPYKTYPUPAaH HAUWH, KOETO YJIECHSBA yYallUTE A CXBAaHAT BPB3KHUTE
MEXIY pa3IHdHi TeMH U J1a UICHTH()UIUPAT KIIFOYOBU €JIEMEHTH.

3. HacppuaBaHe Ha akTUBHOTO pa3OMpaHe W U3MOJI3BaHEe HA MaTepuasa, ype3 BoJIeHE Ha
OeneXKH, TUIAHOBE 3a MPHJIOKEHHE HAa METOJUTE M MHTEPAKTUBHU YNPAKHEHUSA, KOUTO
HachbpyaBaT 00y4aeMUTE Jla y9acTBAaT aKTUBHO B YUEOHHsI MPOIIEC, 3aCHIBAIKN pa3OupaHeTo
Ype3 aKTUBHO aHTa)KUpaHe.

4. Y4eOHOTO MoMarajo MOXK€ Ja TIOMOTHE IPH YIPaBICHHETO Ha BPEMETO, KaTo
MOATIOMOTHE y4allliTe Jja IPUOPUTU3HPAT 3aJaunTe, Aa CH MOCTaBAT LEIH U Ja pa3npeacisiT
BpeMeTo e(heKTUBHO IO BpeMe Ha yueOHHUs MPOIIeC, IO OTHOIICHHE Ha IOATOTOBKATA 3 H3IUTH
W TIOATOTOBKATa Ha CAMOCTOSITEITHH PadOTH.

5. Ilo oTHOmIEHHE HA MOATOTOBKAaTa 3a TECTOBETE, y4eOHOTO MOMarajo MpeaocTaBst
pecypcH 3a IOJIAraHEeTO Ha MPAaKTUYECKH M3MHUTH, NPUMEpHH BbIpocH. Ilo To3u HauuH ce
MOBHIIIaBA YBEPEHOCTTA U MIPEJCTABIHETO Ha 00ydaeMHUTe [0 BpeMe Ha U3IUTHTE.

6. Ilomaranoro mo3BoJisiBa aJalTHPaHE KbM CTUJIOBETE HA yY€HE, KaTO CE OTUUTaT
pasIMYHUTE WHIUBUAYaJHU CTWIOBE Ha YydeHe (BU3YaJIHH, CIyXOBH, KHHECTETHYHH).
VY4ebHOTO moMarano OTYUTa Te3U Pa3IMYHH PEINOYNTaHU 32 YUEeHE, IPe0CTaBINKY ONLIUHY,
KOUTO €a B CbOTBETCTBHE C MPEANOYUTAHNS OT HHANBHA HAYMH Ha YUEHE.

7. YueOHOTO moOMarajo JONpHHACH 3a HaMajsiBaHE Ha CTpeca, KaTro OCUTYpAT
CTPYKTYpUpPaH MOAXO0J KbM yueHeTo(pa3OupaHe, U3I0I3BaHE U MPECh3/laBaHe), pa3OMBaiku
OIPOMHHU KOJIMYECTBAa MHPOPMALIUS HA YIIPABIAEMH YaCTH.

8. Y4eOHOTO momaraio mo3BojisiBa Ha 00ydaeMHTE J1a MPELEHIT CBOETO pa3OupaHe Ha
MaTepuaia, Aa WICHTU(PHIUPAT OOJIACTHTE HA CIA0OCTH M CHOTBETHO J1a KOPUTHUPAT CBOS
MOJIX0JT Ha 00yUCHHUE.

B acnekra Ha npenogaBaHuTe TUCLUILIMHU TPsOBa 1a ce YTOYHH, ue B OakamaBbpcKa
cTereH ce paboTH B JeTepMHUHHUpaHA(ONpeneNeHa) cpela Ha HU3IMOJI3BaHUTE METO.H,
BEPOATHOCTH, 3aIlIaxXH, YSI3BUMOCTH U HY>KIu. [Ipu pemnogaBaHeTo B MArUCThPCKA CTEIIEH Ce
OTYHTA HEOTPENEIICHOCTTa Ha Cpejara, Karo B IMOMAarajoTo ca J00aBeHH CIOMaraTelHH
METO]IM 32 aHaJIU3 Ha BEPOSITHOCTHUS XapaKkTep Ha cpejaara.

B Tekcra mie 3a0enexuTe, Ue Ha MECTa HE C€ M3IOJ3BAT CIICHU(PHIHATE TEPMUHU WITH
HAaUMEHOBAHUA HAa KOHKPETEH 00EKT, a MOMyJSIPHOTO My Ha3BaHHE. ToBa € HalpaBeHo, 3a Ja
ce ,,0JIEKOTH“ TeKCTa, KaKTO U IieJieBaTa ayAUTOpHs J1a Bb3IpUEMe T0-JIECHO METOIMKaTa, 06e3
Ja ce 3aabiadouaBa B TEOPETHUHHU KoHuenuuu. Chlio Taka mie 3abenexure HaIUYHMEeTO Ha
MHOI'O TEPMUHH B aHIJIMICKHS €3UK, KOUTO Ha MpaKTUKa 0003HauaBaT €IMH U ChI €JIEMEHT
wiu npouec. B pamkute Ha TOBa y4ueOHO MoMarajo CM€ C€ ONMTAJIM Ja ONTUMHU3UpaMe
TEPMUHOJIOTHATA BbB BB3MOXKHUTE PAaMKU Ha OBIArapcKus €3uK(Upe3 ajJeropuu), Taka ue
BCUYKM aHAJIMTHUYHM METOAM Jia ca pazOupaemu U npuioxkumu. OT Ipyra cTpaHa HSKOM OT
U3I0JI3BaHUTE JaHHU He ca peamHuTe(McTUHCKUTE). ToBa ce AbKu Ha (hakTa, e no-rojsiMara
qacT oT MH(popMamuara 3a 0O0eKkTuTe € KilacupuIMpaHa, KaKTo M HHPOpManusaTra oT
MIPOU3BOJUTEINTE, JOTOBOPUTE U OpoLIypHTe ca crielupUIHM 3a KOHKpeTHUs 00ekT. [Ipo3aTta
B M3JIO’)KEHMETO MOXKE Jla He € JAeTailllHa M onucarenHa(IeCKpUITUBHA), HO € HeOOX0AUMO
,,AKTHBHO YeTeHE", 3 J]a ce paz0epar v MPUIIOKaT SIEMEHTUTE Ha aHaIn3a. Benuky enemMenTH,
JETalIu U MOJEIH ca CBBP3aHH 110 MEKAy cH.(Oell. aBT.)

Ot mpyra crpaHa, Mopagd HaJIMYUETO HA MHOTO M3YHUCIEHUS M BEPOSITHOCTTA Jia ce
JOIIyCHE TpelliKa, MPU30BaBaM 3a M3IMO0J3BAHETO Ha €JIEKTPOHHU TA0JIMIU U aBTOMATU3UPAHU
WHCTPYMEHTH OCOOCHO 32 CTATUCTHYECKHUTE W3YHCICHUE. Te3n HHCTPYMEHTH HH TT03BOJISIBAT
MHOTO TO0-0Bp30TO BepuUHUIMpPaHEe HAa MOJEIUTE M TECTBaHE Ha moBede moxaenu. [Ipe3
MOCTICTHUTE JIBE TOJMHU MOPAJN OHJIAH 00ydeHHeTo, ToBa Oerre T1eMOHCTPUPAHO OT MEH U
M3IOI3BAHO OT CTYIEHTHUTE C TOJISIMA JIEKOTA U YCIIEX.
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The relevance of the cost-benefit method stems from its function as a decision-making tool
used in various fields, such as defense and security, economics, business, public policy, and
project management. It involves comparing the costs of different alternative solutions or
projects with the expected benefits. The cost-benefit method is highly relevant as it provides a
systematic and quantitative framework for decision-making.

Cost-benefit analysis is a widely used method in organizations, governments, and businesses
for making informed decisions. It helps in the efficient allocation of resources by identifying
projects or activities that offer the highest net benefit. This method is crucial for entities with
limited resources to ensure that investments are directed toward initiatives that deliver the most
significant overall value.

Cost-benefit analysis is also used for project evaluation, where decision-makers weigh the
expected benefits against the projected costs to assess the viability of a project. Governments
use this method to evaluate the impact of proposed policies, taking into account both short-
term and long-term costs and benefits.

This method can also help in identifying and assessing the risks associated with a decision or
project by quantifying the costs and benefits. It provides a transparent and systematic approach
to decision-making, allowing stakeholders to understand the rationale behind a decision and
prioritize multiple projects or initiatives based on their overall contribution to the organization's
goals.

Furthermore, cost-benefit analysis enhances accountability by providing a basis for evaluating
the success or failure of a decision or project. Its implementation allows organizations to
compare actual results with initial forecasts, facilitating continuous improvement.
Decision-makers can also expand the cost-benefit method to include environmental and social
factors beyond financial considerations, contributing to more comprehensive decision-making.
Despite certain limitations, such as challenges in quantifying certain intangible factors,
subjective assessments, and potential biases, the cost-benefit method remains an indispensable
tool for guiding decisions and allocating resources across a wide range of fields.

The goal of the educational guide on economic analysis (cost-benefit) is to provide a tool and
resource designed to help students learn, understand, and retain information related to the
application of the methodology. This can improve the effectiveness of learning sessions
(lectures and exercises) and the overall academic performance of students.

The tasks that the educational guide sets for the learning process are:
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Facilitating the understanding of economic analysis methodology in defense and security. This
is achieved by simplifying complex concepts, breaking down information into smaller parts,
and providing visual representations to aid comprehension.

Organizing information by helping to structure data and information in a way that makes it
easier for learners to grasp the connections between different topics and identify key elements.
Encouraging active understanding and use of the material through note-taking, application
plans, and interactive exercises that encourage learners to engage actively in the learning
process, enhancing understanding through active participation.

Time management by helping learners prioritize tasks, set goals, and allocate time effectively
during the learning process, particularly in preparing for exams and independent work.

Exam preparation by providing resources for practice tests, sample questions, and other
materials that boost learners' confidence and performance during exams.

Adapting to learning styles by accommodating different individual learning styles (visual,
auditory, kinesthetic). The educational guide takes these preferences into account, offering
options that align with each learner's preferred style.

Reducing stress by providing a structured approach to learning (understanding, applying, and
reproducing), breaking down large amounts of information into manageable parts.
Self-assessment by allowing learners to evaluate their understanding of the material, identify
areas of weakness, and adjust their learning approach accordingly.

In the context of the taught disciplines, it should be clarified that at the undergraduate level,
the focus is on a deterministic (defined) environment of the methods used, probabilities, threats,
vulnerabilities, and needs. In teaching at the master's level, the uncertainty of the environment
is taken into account, and supplementary methods for analyzing the probabilistic nature of the
environment are added to the guide.

In the text, you will notice that specific terms or names of particular objects are sometimes
replaced with more popular terms. This is done to "lighten" the text and make it easier for the
target audience to grasp the methodology without delving too deeply into theoretical concepts.
Additionally, you will notice the presence of many terms in English, which in practice denote
the same element or process. Within this educational guide, we have attempted to optimize the
terminology within the possible limits of the Bulgarian language (through allegories), so that
all analytical methods are understandable and applicable. On the other hand, some of the data
used are not real (true). This is due to the fact that most of the information about the objects is
classified, as well as the information from manufacturers, contracts, and brochures, which is

specific to the particular object. The prose in the exposition may not be detailed and descriptive,
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but "active reading" is necessary to understand and apply the elements of the analysis. All
elements, details, and models are interconnected. (Note by the author.)

On the other hand, due to the presence of many calculations and the possibility of errors, |
advocate for the use of spreadsheets and automated tools, especially for statistical calculations.
These tools allow us to verify models much faster and test more models. Over the past two
years, due to online learning, this was demonstrated by me and used by students with great ease

and success.
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