YHUBEPCUTET 3A HAITMOHAJIHO U CBETOBHO CTOITAHCTBO

CTAHOBMIIE

Otr:  ooy. 0-p Honuo Hsanos Jumumpos, Ynusepcumem 3a HAYUOHAIHO U CEEMOBHO
cmonancmeo, kamedpa , Hayuonanna u pecuonanna cuzsypnocm”, npogecuonanino
Hanpaenenue 3.8. Hrxonomuka, Hayuma cneyuannocm HxonHomuka u  ynpaeneHue
(Kopnopamuena cueypnocm u aumuxpusucvo ynpasienue, CucypHocm HA eHepUUHUsL
ousnec).

OTtHOCHO: KOHKYPC 3a 00ueHm 8 npogecuonanto nanpasienue 3.8. Ukonomuxa, Hayuna
cneyuantocm ,, Mkonomuuecku ananus u ynpasienue na kubepcueyprocmma*

1. Uudopmanus 3a KOHKypca.

KoHkypchT € 00siBEeH 3a HyXIWTE€ Ha Katenpa ,HamuoHamHa W peruoHaliHA
curypHoct KkbM ¢akynrer ,,JkoHomuka Ha uHppactpykrypara“ Ha YHCC, cwriacHo
Pemenne na AC Ne 6/11.12.2024 r.. YyacTBaM B ChCTaBa Ha Hay4HOTO KypH IO KOHKypca
cbriacHo 3amoBen Ne 765/7.03.2025 r. na Pekropa na YHCC.

2. Kparka nndopmanus 3a KaHIMIATHTE B KOHKypca.

B konkypca ydacTtBa eauH KaHauaaT - ri. ac. 1-p Heako I'eoprues Tarapes. Toii e
3aBppmma  Coduiicka MaTemMaTHYecKa THUMHa3us, OakamaBbp 10 ,,JIkoHOMHKa Ha
unaycrpusra® YHCC, u nBe wmaructpatrypu mno ,JIKOHOMMKa Ha HWHAYCTpUATA® U
,JIKoHOMHKa Ha otOpaHaTa m curypHoctra™- Jloktop ¢ mo HMkonomuka (KopmopartusHa
CUTYpHOCT), ipodecronanno HampasiaeHue 3.8 B YHCC.

KbM MomenTa kanaupgarsT € r1iaBeH acucteHT B Karempa ,, Hanuonamna u
pernonanna curypHoct® B YHCC. Ilpenonasa cneguure aucuuiuimau: OKC bakanasbp:
AkTyanHH TpoOiieMu B OTOpaHaTa M CUTYPHOCTTA; MIKOHOMHYECKH aHalW3 U IJIaHUpPaHE B
orOpanata u curypHoctra; MubopmanmoHHu TexHoJornH, MpeXoBa 3amuTa;. AHaIU3 Ha
ysI3BUMOCTH; BbBeneHne B €eTHYHOTO XakepcTBO; OCHOBU Ha BUPTyalu3alusiTa B O0JIayHUTE
cucremu. OKC Maructbp: MKOHOMUYECKH aHAIW3 BbB BBTPEIIHHUS PEA U CUTYPHOCT;
3amuTa Ha uHbopManuaTa; MIKOHOMUYECKH acleKTh Ha KuOepcurypHoctTa; CUTypHOCT B
uHTepHeT; TecTBaHe 3a MPoOUB HA MHPOPMALMOHHUTE CUCTEMHU; 3alluTa Ha HHpOpManusaTa
B 0TOpaHaTa U CUTYPHOCTTA.

3. M3nbiHeHHe HA M3MCKBAHUATA 32 3aeMaHe Ha aKaJeMHUYHATA JUIb/KHOCT.

3.1.  H3nvanenue Ha KoIuvyecmeeHume U3UCKGAHUS.



I'n. ac. n-p Henko TarapeB 3HaYMTENTHO HAAXBBHPIS M3UCKYEMHUTE TOUKH B HAIIMOHAIECH
mamad u Te3u Ha YHCC karo oOnust um mocoueH 6poit e 1678 npu muanmanau 720, ¢ KoeTo
HaJIBHIIaBa U3UCKBAHUTE TaKHWBA 3a 3a€EMAHETO HA aKaJleMUYHATa UIBKHOCT ,,IOLICHT .

3.2.  M3nwanenue na kayecmeenume u3UCK8AHUs

[To oTHOIIEHWE Ha KAYECTBEHHTE HM3WMCKBAHMS € HAIMIE XAOWINTAMOHEH TPYJI ChC
3arnaBue: CBBpEMEHHM TMOAXOIW TMPH yNpaBIeHHETO Ha KubepcurypHoctra, Yact L.
Teopernunu u MeToanyecku ocHOBU, M3n: ABanrapn mpuma, C., (Mmonorpadus); ISBN —
978-619-239-547-6 (pdf), obmro ctp. 206.

Tpynosere u m3ciieBaHMATa HAa KaHAWAATa TMOKA3BaT IOCIEIOBATENEH U CEPHO3CH
Hay4yeH NPUHOC, KaTO TOW/TS MHTEPHpETHpa TEOPETUUYHUTE PAMKH B OPUTHHAIHH M IBIOOKO
MNPOYUCHU MMPAKTUUCCKHU IPUITOKCHUA.

B pesynrat Ha rnacyBaHero, CbBETHT MO XaOWIHUTALUS [1aBa HOJI0HCUMENHO
cmanoguuje 3a TOTCHLUATHUS KaHIUAAT B KOHKypca 3a M300p Ha ,,JOUEHT, TJ. ac. I-p
Henxo I'eoprues Tarapes u npejiara Ha karenpa ,,HalmonanHa 1 permoHaiHa CUTYpPHOCT U
Ha DakynretHus chBeT Ha Dakynrer ,,lkoHOMHKa Ha WHPPACTPYKTypaTa™ da uHuyuupam
005656aHemo HaA KOHKYpC 3a 3aeMaHe Ha akaJeMHYHaTa JUTBXHOCT ,,JOIIGHT" B
npodecnonanno HampapieHue 3.8. MKOHOMHUKA, HayyHa CHEIHAIHOCT ,, IKOHOMHYECKH
aHaJM3 M yIpaBJIeHUE Ha KHOePCUTypHOCTTA - cripaBKa B poTokoa Ne 9/11.11.2024 r.

4. Onenka Ha YyuyeOHO-mpemoAaBaTeJiICKaTa [eHOCT 3a BCEKM KAHIUAAT
MOOT/IeJTHO.
Hasa ce xpamka oyewkxa Ha NpenooasamencKus oOnum U CmeneHma Ha
Nn0020MBEHOCM HA KAHOUOAmMa 3a 3aemMane Ha aKademMuyHama ObH*HCHOCH NO KOHKYPCA.

KangunarsT ri. ac. 1-p Heaxo Tarapes 6e3cniopHo € 100bp mpodecnoHamucT Bo odaacTra
Ha KUOEPCUTYpHOCTTa M MKOHOMHUKATa Ha OTOpaHAaTa M CUTYPHOCTTA, 32 KOETO CBUICTEJICTBAT
CIICTHUTE HAKOJIKO Hellla:

* [IpakTHdeckara U IpenojaBaTesickara JeHHOCT Ha KaHU/IaTa ca B TACHA B3aUMOBPB3Ka,
JOTPHHACSIMKH 32 [SUIOCTHOTO pa3BUTHE HA HEroBara mpodecruoHanHa padora.

* JIMa MHOECTBO CIICIHAIN3AIHN:

e Ceprudukaru kubepcurypaoct ThinkCyber

o (Ceprudukar xa pprpenieH ogutop mo [ISO27001:2022 ot 2024 r. Ne 510937

o C(Ceprudukar 3a yaactue npoekt SfP — 982063

e Ceprudukar 3a npemunaro oOyuenue o project SfP — 982063

e Ceprudukar 3a ygactue B ybPKIIOIN, KbM MHUHUCTEPCTBO Ha OTOpaHaTa U
curypHoctTa,beirapus u Ernst& Young, European Defence Agency

e Ceprudukart 3a Kypc 1o o0yueHue 3a paboTa ChC ChbBPEMEHHH OMOJINOTEYHO-
nHpopMmanmonuu cuctemu nposeneH 06-20.12.2013r. YHCC, B u3nbiHEeHHE HA
npoekt BGO51PO001- 3.1.09.-024

o (Ceprudukar 3a Kypc 1o o0yueHue 3a Mpe3aHTalMOHHN CpeACTBa mpoBeneH 02-
18.12.2013r. YHCC, B u3nbanenue Ha nmpoekT BGO5S1PO001- 3.1.09.-024

e Jlurmoma 3a mporpamuct C++



BbB BpB3ka ¢ KOHKypca € MpeacTaBeHo ydactute Haa 10 HaydHo-
U3CIIEI0BATENICKH MPOEKTa U € pbKOBOAMUTEN Ha 1.
5. KparTka xapakTepuCcTHKA HA NPeACTABEHUTE HAYYHU TPYA0Be/MyO0IMKAUM.
[IpenocraBeHnTe 3a M3TOTBSIHE HAa CTAHOBHUINE MOHOrpadus W MyOiaMKanuu ca ¢
pa3iaMyHa TEMaTUKa, HO OCHOBHO B CJEIHUTE [IBE HANpaBICHUs: Ynpaenenue Ha
KubepcucypHocmma u UKOHOMU4eCcKy aHaiu3 v JABeTe ca OTIMYHO pa3r'bpHATH U U3CIICABAHU
OT KaHAuaaTa.
[IpencraBenu ca 06mo 20 myOnmMKauy Ha aHrIHUCKY U 11 Ha Obarapcku e3uk. JlBe
ot Tax oT 2019 . ca chOoTBETHO MHIIEKCUPAHH B Scopus u Web of Science.
6. CuHTe3MpaHa OLlEHKA HA OCHOBHUTE HAYYHU U HAYYHO-NPHUJI0KHU NMPUHOCH HA

KaHAUJAATHTe.

Haii-Baxxuure npuHocu oT nmyOyuukanuuTe Ha ri. ac. 1-p Henko Tarapes morat na ce
IIPEJICTABSAT IO CIEIHUS HAUMH!

1. Hayuynn:

1.1.0muT na ce ch3aanaT KOHIENTYaTHA PaMKH 32 yIpaBlieHHe Ha KHOEPCUTYPHOCTTa
KaKTO M MOJIEJIH 3a O0y4CHHE;

1.2.Konnenryansa pamka 3a npuiokeHneto Ha ERP koHmenmusTa npu padorara ¢
[oT u oTHOIIEHHE HAa OTYETHOCTTA M CUTypHOCTTa Ha cuctemure. [lpunoxenune na ERP B
kubepcurypHoctTa kato mporuec. [Ipunoxkenne Ha ERP B ,,010K4eitH TexHONIOTHHUTE KaTO
IIPOLIEC 33 CUTYPHOCT;

1.3.YcraHoBeHa € Bpb3KaTa MEXKAY CHUTYpHOCTTa U  OHW3HEC-LEIUTE Ha
OpraHu3alysTa, Karo TOJMTUKATa 3a CUTYPHOCTTa TpsiOBa Ja € B CBHOTBETCTBHE C
6usHec(paboTHATa, IPOU3BOACTBEHATA), TOJIMTHUKA Ha OPraHU3AIHITA.

2. Hay4yHO-NIpH/10KHU:

2.1 lebunupane Ha MOJEN 3a OICHKA Ha 3peJIOCTTa HA yMOpaBJICHHE Ha
nH(}OpMalMOHHATA CUTYPHOCT, KAKTO U YCTAaHOBSIBAHE, aHAJIN3 U MPEJIOKEHUE 3a peIIeHne
Ha KOH(JUKT mpu OOJauHUTE TEXHOJOTHH CIIPSIMO 3aKOHUTE, CTaHAApTHTE, MOJUTHKA U
YOpPaBIEHUETO HA CUTYPHOCTTA;

2.2.AHanu3 W OIEHKa Ha METPUKHUTE 3a YCTaHOBsIBaHE Ha e(QEKTUBHOCTTa Ha
YIPaBJICHUETO Ha KUOEPCUTYPHOCTTA,

2.3.M3cnenBaHe M aHaIW3MpaHE HA OCHOBHUTE MNPUHIUIM 32 HU3IPAXKIAAHETO Ha
CUTYPHOCTTA U KHOEPCUTYPHOCTTA B YMHUTE(MHTEIUT€HTHUTE) TPAIOBE;

2.4.YupaBieHue Ha KHUOEPCUTYPHOCTTA, KAaTO IMPOEKT ChC CHOTBETHHUTE MPOTPAMH,
MAKeTH, TEXHOJOTUYHHU U MEHUIKBPCKH MPOTYKTH;

2.5.Jlebunupane u onpeAessiHe Ha MACTOTO Ha KHOEp pa3y3HaBaHETO B CHCTEMaTa 3a
KHOEpPCUTYPHOCT.

3. IIpaKTHKO-NIPUJIOKHU:

3.1.1lpunoxeHue ClIEHAPUUHUTE NOAXOAM IPHU aHAIW3a Ha YSI3BUMOCTUTE C 1€l
kuOepcurypHoct. Ilpunoxenne Ha GAP ananu3a 3a ynpaBlIeHHETO Ha KUOEPCUTYPHOCTTA,
KaTo MPOIEC U MPOAYKT;



3.2.Ilporno3upane Ha uaBectununte 2018-2028 r. B obmacTTa Ha BOWHA M BOGHHUTE
TEXHOJIOTHH(aBTOHOMHH CUCTEMH ), TOJIEMH KOMITAHUU, MHTSIIUTEHTHU(YMHHUTE) TEXHOJIOTHH,
00JIlaYHM TEXHOJIOTUH, YMHH TPaJIoBEe U 00pa3oBaHMUE;

3.3.Mozaen 3a NpWIOKEHHE HAa METoJa ,,pa3XOAM-NON3U TMpH pa3paboTBaHE Ha
MPAKTUYECKH 3aJ7[a4d, CBHP3aHU C MPHUI0OMBAHETO HA AKTUBU M MPAKTUYECKO MPUIIOKEHHE
Ha Pa3XOJHHUTE aHAIIM3M MPH aHaJIN3a Ha Pa3XxOJUTe 3a MPUPOTHHU OCJCTBUS M OIICHKATa Ha
KHOEpCUTypHOCTTA.

7. OCHOBHM KPUTHUYHM 0eJIesKKHM U MPENOPbKU KbM BCEKH KAHIUIAT MOOTHAEIHO.

HsiMaM chlecTBeHH KpPUTHUYHH O€NeXKH M TPernopbku KbM KaHAuAaTa. bux
npenopbyal Ja IpoAbDKU J1a padOTH U JOpa3BUBA CBOUTE HAYYHH UHTEPECH B 00JIACTUTE OT
kubepcuryprocrra. Chllo Taka, Ja ampoOupa MOCTHUTHATUTE pe3yiTaTd B HayyHaTa CH
JEHHOCT B U3JJaHMsI C OIIIe TI0-BUCOK UMMAKT ¢akTop B Scopus i Web of Science.

HamnpaBenute mno-rope mOpenopbKU HE 3acsiraT HM3THKHATUTE JOCTOMHCTBATa Ha
Hay4HaTa JIeWHOCT Ha KaHJIUJaTa U HE MPOMEHST U3LISUIO0 MOJI0KUTEIIHOTO MU BIIE€YATIICHHUE.

8. 3akurouenmne.

[ToznaBam kanguaarsT ria.ac.ga-p Henko I'eoprumeB TarapeB ot 2003 r. kato
CBhCTY/ICHT B MarucTbpcKaTa nporpama 1o ,, IkoHomuka Ha HHIYCTpUATA®, a CHIIO TaKa KaTo
KOJIETH U HETOB PaKbBOAUTEN B KaTeapa ,,HannoHaniHa u pernoHaiHa CUTypHOCT .

Bb3 ocHOBa Ha W3rOTBEHOTO CTAHOBUIIE M MOWTE TMPEKH BIEYATICHUS OT
ChbBMECTHATa HU paboTa, MOTa J]a IaM CBOETO IMOJIOKHUTEITHO CTAaHOBHINE 21. ac. 0-p Heoko
T'eopeues Taecapes na Obae M30paH 3a 3aeMaHe HAa aKaJeMUYHATA JIBXHOCT ,,0oyeHm ' B
npodecnonanno Hampasinenue 3.8. Mkonommka, Hayuna cnemumanHocT ,,JIkoHOMHYECKH
aHaJIM3 U yMpaBJIeHNe Ha KUOGPCUTYpHOCTTA™,

Hara: 22.04.2025 | (631030 (oL

Codus /mou. a-p Honvyo NBanoB JlumMutpos/



OPINION

From: Associate Professor Dr. Noncho Dimitrov in professional field 3.8. Economics,
Scientific specialty "Economics and Management".

Regarding: competition for associate professor in professional field 3.8. Economics,
Scientific specialty "Economic Analysis and Management of Cybersecurity".

1. Information about the competition.

The competition is announced for the needs of the Department of "National and
Regional Security" at the Faculty of "Infrastructure Economics" of the UNWE, according to
the Decision of the Academic Council No. 6/11.12.2024. I participate in the composition of
the scientific jury for the competition according to Order No. 765/7.03.2025 of the Rector of
the UNWE.

2. Brief information about the candidates in the competition.

Senior Asst. Dr. Nedko Georgiev Tagarev graduated from Sofia Mathematical High
School, Bachelor in "Industrial Economics" UNWE, and two master's degrees in "Industrial
Economics" and "Defense and Security Economics" - Doctor of Economics (Corporate
Security) at UNWE.

Currently, the candidate is a senior assistant at the Department of "National and
Regional Security" at UNWE. Bachelor's Programs: Current Issues in Defense and Security;
Economic Analysis and Planning in Defense and Security; Information Technologies;
Network Security; Vulnerability Analysis; Introduction to Ethical Hacking; Fundamentals of
Virtualization in Cloud Systems; Master's Programs:Economic Analysis in Public Order and
Security; Information Protection; Economic Aspects of Cybersecurity; Internet Security;
Penetration Testing of Information Systems; Information Security in Defense and Security

3. Fulfillment of the requirements for holding the academic position

3.1. Chief Assistant Prof. Dr. Nedko Tagarev significantly exceeds the required
points both nationally and at UNSS, with a total of 1,678 points (minimum required: 720),
thereby surpassing the requirements for the position of "Associate Professor".

3.2. Fulfillment of the qualitative requirements

Regarding qualitative requirements, there is a habilitation thesis titled: Modern

Approaches to Cybersecurity Management, Part I. Theoretical and Methodological
Foundations, Publ.: Avangard Prima, Sofia (monograph); ISBN — 978-619-239-547-6 (pdf),
total 206 pages.

The candidate's works and research demonstrate a consistent and serious scientific
contribution, interpreting theoretical frameworks into original and thoroughly researched
practical applications.

As a result of the voting, the Habilitation Council provided a positive opinion for the
potential candidate in the competition for the selection of "Associate Professor", Chief
Assistant Prof. Dr. Nedko Georgiev Tagarev, and recommends that the Department of
"National and Regional Security" and the Faculty Council of the Faculty of "Infrastructure



Economics" initiate the announcement of a competition for the academic position of
"Associate Professor" in Professional Field 3.8. Economics, Scientific Specialty "Economic
Analysis and Cybersecurity Management" - reference in Protocol No. 9/11.11.2024.

4. Assessment of teaching and teaching activities for each candidate separately

A brief assessment of the teaching experience and the degree of preparation of the
candidate for the academic position under the competition for habilitation.

The candidate, Chief Assistant Prof. Dr. Nedko Tagarev, is undoubtedly a skilled
professional in the field of cybersecurity and defense economics, as evidenced by the
following:

* There is a strong interconnection between the candidate's practical and teaching
activities, contributing to the overall development of his professional work.

* He holds multiple specializations:
ThinkCyber Cybersecurity Certificates
Internal Auditor Certificate for ISO27001:2022 (2024, No. 510937)
Certificate of Participation in Project SfP — 982063
Certificate of Completed Training for Project SfP — 982063

e Certificate of Participation in a Workshop with the Ministry of Defense and Security,
Bulgaria, and Ernst & Young, European Defence Agency

e Certificate for a Training Course on Modern Library-Information Systems (06-
20.12.2013, UNSS, under Project BGO51PO001-3.1.09.-024)

e Certificate for a Training Course on Presentation Tools (02-18.12.2013, UNSS, under
Project BGO51PO001-3.1.09.-024)

e (C++ Programmer Diploma

In relation to the competition, participation in over 10 research projects has been
presented, and he is the lead researcher in 1.

5. Brief description of the submitted scientific works/publications

The submitted monograph and publications for the preparation of the opinion cover
various topics but mainly focus on two areas: Cybersecurity Management and Economic
Analysis, both excellently developed and researched by the candidate.

A total of 20 publications in English and 11 in Bulgarian have been submitted. Two
of them from 2019 are indexed in Scopus and Web of Science, respectively.

6. Synthesized assessment of the main scientific and scientific-applied
contributions of the candidates

The most important contributions from the publications of Senior Assistant Professor
Nedko Tagarev can be presented as follows:

1. Scientific

1.1. Attempt to create conceptual frameworks for cybersecurity management as well
as training models

1.2. Conceptual framework for the application of the ERP concept in working with
IoT and in relation to accountability and security of systems. Application of ERP in
cybersecurity as a process. Application of ERP in "blockchain technologies" as a security
process.

1.3. The relationship between security and the business goals of the organization is
established, as the security policy must be in accordance with the business (work,
production) policy of the organization.



2. Scientific and applied

2.1. Definition of a model for assessing the maturity of information security
management, as well as identification, analysis and proposal for a solution to a conflict in
cloud technologies in relation to laws, standards, policy and security management.

2.2. Analysis and evaluation of metrics for establishing the effectiveness of
cybersecurity management.

2.3. Research and analysis of the basic principles for building security and
cybersecurity in smart (intelligent) cities.

2.4. Cybersecurity management, as a project with the relevant programs, packages,
technological and management products.

2.5. Defining and determining the place of cyber intelligence in the cybersecurity
system.

3. Practical

3.1. Application of scenario approaches in the analysis of vulnerabilities for the
purpose of cybersecurity. Application of GAP analysis for cybersecurity management, as a
process and product.

3.2. Forecasting of investments 2018-2028 in the field of war and military
technologies (autonomous systems), large companies, intelligent (smart) technologies, cloud
technologies, smart cities and education.

3.3. Model for applying the "cost-benefit" method in the development of practical
tasks related to the acquisition of assets and practical application of cost analyses in the
analysis of the costs of natural disasters and the assessment of cybersecurity.

7. Main critical remarks and recommendations for each candidate separately

I have no substantial critical remarks or recommendations for the candidate. I would
recommend that he continue to work on and further develop his scientific interests in the
field of cybersecurity.

8. Conclusion

I have known the candidate, Chief Assistant Prof. Dr. Nedko Georgiev Tagarev, since
2003 as a fellow student in the Master's program in "Industrial Economics", as well as a
colleague and his supervisor at the Department of "National and Regional Security".

Based on the prepared opinion and my direct impressions from our joint work, I can
provide my positive opinion that Chief Assistant Prof. Dr. Nedko Georgiev Tagarev should
be selected for the academic position of "Associate Professor" in Professional Field 3.8.
Economics, Scientific Specialty "Economic Analysis and Cybersecurity Management".

Date 22.04.2025 Signature: ........ccoooiiiiiiiii
Sofia /assoc. prof. Dr. Noncho Ivanov Dimitrov/



