YHUBEPCHUTET 3A HAHIMOHAJIHO U CBETOBHO CTOITAHCTBO

CTAHOBUIIE

Ot:  odoyeum 0-p I'eopeu Ilasnos Ilasnos, xonopysarn ooyenm ¢ YHCC, B ipohecHnoHAITHO
HanpasiieHue 3.8. Ukonomuka, Hayuna crienmansoct ,,iIkoHOMUKa U yripaBiieHHe

OTtHOCHO: KOHKYpC 3a [JOUeHT B mpodecruonanHo Hamnpasienue 3.8. MkoHomuKa,
Hayuna cneuuanHoct ,JIKOHOMHYECKHM aHaIW3 H  yIOpaBJE€HUE Ha
kubepcuryprocrra

1. Mudopmanus 3a KOHKypca

KonkypchT € 00siBeH 3a HyXauTe Ha Karenapa ,,HamuoHamHa u pernoHaiHa
curypHoct® kpM (akynrer ,MlkoHomuka Ha wuHppactpykrypata® Ha YHCC, cbriacHo
Pemenue na AC Ne 6/11.12.2024 .. YyacTBaMm B ChCTaBa Ha Hay4HOTO KYypHU IO KOHKypca
coraacHo 3anoBea Ne 765/7.03.2025 r. na Pexropa na YHCC.

2. KpaTka undopmanus 3a KaHINJAATUTE B KOHKypca

I'm. ac. n-p Hemko TI'eoprumeB TarapeB e 3aBbpmmi Coduiicka MareMaThyecka
rumMHa3us, 6akaigaBbp 1o ,,Mlkonomuka Ha uHayctpusta“ YHCC, u aBe maructpatypu 1o
,,JIKOHOMHKa Ha WHAYyCTpHUATa*“ U ,,JIkoHOMHKa Ha oTOpaHaTa M cUrypHOCTTa - JloKTOp MO
Nxonomuka(Kopnoparusna curypuoct) B YHCC.

KsM MomenTa kanauaarbT € TiaBeH acucteHT B Karenpa ,Hauuwonanna wu
pernonanHa curypHoct B YHCC. Ilpenonasa cnennure aucuuminan: OKC bakanaBbp:
AkTtyanHu npoOiieMu B oTOpaHaTa M CUTypHOCTTa; IKOHOMHYECKM aHAIW3 U TUIAHUPAaHE B
orOpanata u curypHoctra; MHpopmannonHu texHomoruu,; MpexoBa 3amura;. AHaIU3 Ha
ysI3BUMOCTH; BbBeieHre B eTHUHOTO XakepcTBO; OCHOBU Ha BHPTYyaIU3alUsITa B 00JIauHUTE
cucreMud. OKC Marucrbp: UKOHOMHYECKH aHAM3 BBHB BBTPEIIHUS PEA M CHTYPHOCT;
VYnpaBneHue Ha cUrypHocTTa; IKOHOMHYECKH aclieKTH Ha KuOepcurypHocTTa; CUTYPHOCT B
UHTEepHET; TecTBaHe 3a MPOOMB HA MH()OPMALMOHHUTE CUCTEMHM; 3alluTa Ha UHPOpMAIHUITa
B OTOpaHaTa M CUTYPHOCTTA.

3. I3nb/iHeHNe HAa M3MCKBAHMATA 32 3aeMaHe HA aKaJeMHYHATA JJIbKHOCT

3.1.U3nvanenue na Konuuecmeenume uzuckeauus. ri.ac.a-p Henko Tarapes
3HAYUTEITHO HAJIXBBPJIA M3UCKYEMUTE TOYKM B HanuoHaseH mamad u te3n Ha YHCC kato
oOIUAT UM MocoueH Opoi ¢ 1678 npu muHumanHu 720, ¢ KOETO € JIoCTa HaJl N3UCKBAHUTE
TaKMBa 33 3a€MaHETO Ha aKaJIEMUYHATA JTHKHOCT ,,JIOLEHT .

3.2.U3nvanenue na kauecmseHume U3UCKGaAHUs

[To oTHOWIEHNE HA KAYECTBEHUTE WU3MCKBAHUS € HAJHIIEC XaOWIMTAIIMOHEH TPYI ChC
3arnaBue: CBHBpPEeMEHHHM TOJXOAW TMPH YOpaBJICHWETO Ha KkubepcurypHocrra, Yact .
Teopernunu u Metoaudecku ocHoBH, M3nm: Apanrapa mpuma, C., (monorpadwus); ISBN —
978-619-239-547-6 (pdf), obmio ctp. 206. A3 KaTO pEleH3EeHT Ha Ta3u MOHOTpadus UCKaM Jia
nojyeprasi, 4e TO3U TPYyJ IO CBOATA CHIIHOCT MPEICTABISIBA OPUTHHAIHO M WHTEPECHO
n3cJe/IBaHe 32 CbBPEMEHHHU MOIXOIU MPHU YIIPABIEHUETO Ha KHOEPCUTypHOCTTA



[Tocouenurte myOaMKAMK W LAJIOCTHATAa HM3CJIENOBATENICKA JICHHOCT Ha KaHIHaaTa
CBUJETEJICTBAT 3a IEJICHACOYEH W OTIOBOPEH Y4Y€H, KOUTO HMHTEPIPETUPA HAYyUHUTE
MIOCTAHOBKHU B MHTEPECHHU U 3abJI00UECHN NPAKTUYECKU U3CIICBAHMS.

B pesynrar Ha riacyBaHeto, CbBETHT MO XaOWIUTAlMS JaBa MOJIOKHTETHO
CTAaHOBMIIE 32 NMOTCHLMATHUS KaHIWAAT B KOHKypca 3a M300p Ha ,,JIOLEHT®, IJ. ac. J-p
Henxo I'eoprues Tarapes u nipejyiara Ha kateapa ,,HalnoHanHa v peruoHajiHa CUTYPHOCT" U
Ha @akynretHus cbBeT Ha DakynreT ,,JIkoHOMHKa Ha HHPpACTPyKTypaTa*™ A1a HHUIMUPAT
00sIBABAHETO HA KOHKYPC 32 3aeMaHe Ha akaJeMUYHaTa JUIbXHOCT ,JOLEHT B
npodecronanHo HampapieHue 3.8. MkoHOMHKa, Hay4yHa CHEIUATHOCT ,,JIKOHOMHUYECKU
aHaJIM3 M yIpaBJIeHHe Ha KHOepCUTrypHOCTTa ~-clipaBka B mpoTokoa Ne 9/11.11.2024 r.

4. Onenka Ha y4eOHO-IpenojaBaTe/IcKaTa [AeHHOCT 3a BCEeKH KaHAUAAT
MOOT/IEJHO

Kanmunatst rinac.a-p Hemko TarapeB Oe3criopHo € 100bp MpodeCHOHATUCT BO
o0nacTTa Ha KMOEPCUTYpPHOCTTAa MU MHUKOHOMHKA Ha OTOpaHaTa M CUTYPHOCTTA, 32 KOETO
CBUTE/IEJICTBAT CJIIETHUTE HAKOJIKO HeIlla:

Nma nobpa cumOHO3a MexAy IMpakTHYecKaTa M IperojaBaresickara JeHHOCT Ha
KaHu/aTa.

Nma penuia criennanu3aimu:

. Cepruduxaru kubepcurypraoct ThinkCyber

. Ceptudukar na BprpemieH onutop mo [ISO27001:2022 ot 2024 1. Ne 510937

. Ceptudukar 3a yuactue npoekt SfP — 982063

. Ceprudukar 3a npemunato oodyuenue no project SfP — 982063

. Ceptudukar 3a yyacTue B ybpKIIomn, KbM MUHHUCTEPCTBO Ha OTOpaHaTa u
curypHoctrta,bearapus u Ernst&Young, European Defence Agency

. Ceptudukar 3a Kypc 1mo o0ydeHue 3a pabota CbC CbBpEeMEHHU OMOIMOTEUHO-

uHpopmaronHu cucremu nposenaeH 06-20.12.2013r. YHCC, B usnbiHeHue Ha
npoext BGO51PO001- 3.1.09.-024

. Ceptuduxkar 3a Kypc 1o odydeHue 3a npe3aHTallMOHHU CPEJICTBA IIPOBEJICH
02-18.12.2013r. YHCC, B usnbanenne Ha mpoekT BGO51PO001- 3.1.09.-024

VYyactBa B Haja 10 HAyYHO-M3CIIEIOBATEIICKU MPOCKTA U € PHKOBOUTEN Ha 1.

5. KpaTka XxapakTepUCTHKA HA NMpPeJICTABEHUTE HAYYHHN TPYAOBe/MyOINKALUH

[IpenocraBeHuTe 3a WM3rOTBSIHE HA CTAHOBWINE MOHOTpadus W MyONHMKaluMU ca C
pa3iuyHa TEMaTHKa, HO OCHOBHO B CIICHUTE JBE HAMpPaBICHUs: YNpaBjieHHE Ha
kuOepcurypHocrra 1 MkoHoMHKa Ha oTOpaHaTa BTOPOTO, HO M JBET€ Ca OTJIMYHO
pasrbpHATH U U3CJICBAHU OT KaHAUIATA.

[IpencraBenu ca o6mo 20 mybnukanuu Ha anruiicka U 11 Ha ObaTapcku e3uk. [[Be
oT Ts1x oT 2019 1. ca choTBETHO MHIEKCUpaHu B Scopus 1 Web of Science.

6. CunTe3MpaHa OlleHKA HA OCHOBHHUTE HAYYHHM M HAYYHO-NIPUJIOKHU NMPHHOCH
HA KaHIUJaTHTe

Haii-BaxxauTe npuHocu oT myOnukanuute Ha riac.a1-p Heaxo TarapeB morat na ce
MPEJICTABST 1O CJCAHUS HAUHH:

Hayunmu:

*Onur 5a ce ch3nagaT KOHIENTyalHd paMKH 3a yIpaBJIeHHE Ha KUOSPCUTYPHOCTTA
KAaKTO U MOJICNIN 32 00yUYEHHE;

*Konnenrtyanna pamka 3a npuioxenueto Ha ERP konnenmmsTa npu padotata ¢ loT
U OTHOLIEHHE HA OTYETHOCTTa M cUrypHocTra Ha cuctemure. [Ipunoxkenne Ha ERP B



kubepcurypHocTTa kato npouec. [Ipunoxenne Ha ERP B ,,0;10k4eiitH TexHOMOTHUTE KATO
MPOILIEC 32 CUT'YPHOCT;

*YcTaHoBeHa € Bpb3KaTa MEXIY CUTYPHOCTTa U OM3HEC-LIEJTUTE Ha OpraHu3alusTa,
KaTo TMOJIMTUKATa 3a CHUTypPHOCTTa TpsAOBa na € B CHOTBETCTBHE C Om3Hec(paboTHaTa,
MIPOM3BOJICTBEHATA), OJUTHKA HA OpPraHU3alUATA.

Hay4Ho-npn/ioxHu:

*JlepuHupane Ha MOJEN 3a OIEHKAa Ha 3pejocTTa Ha yIpaBlIeHHE Ha
nH(pOpMAIMOHHATa CUTYPHOCT, KAKTO M YCTAHOBSIBAHE, aHAIM3 U MPEAJIOKEHUE 32 PelIeHHe
Ha KOH(JMKT MpH OOJAaYHUTE TEXHOJOTHU CHPSMO 3aKOHUTE, CTAHJAPTUTE, MOJUTHKA U
YIPaBICHUETO HA CUTYPHOCTTA;

*AHaiM3 M OIIGHKAa HAa METPUKHTE 3a YCTaHOBsBaHE Ha e(EeKTHMBHOCTTa Ha
YIpaBJICHUETO Ha KUOEPCUTYPHOCTTA;

*M3cnenBaHe M aHaJNM3UpaHE HAa OCHOBHUTE MPHUHLMIIM 3a M3rPaXJaHETO Ha
CUTYPHOCTTA U KHOEPCUTYPHOCTTA B YMHUTE(MHTEIIMTEHTHUTE) TPAJIOBE;

*YnpaBneHne Ha KHOEpCUTYPHOCTTA, KaTO IPOEKT ChC CHOTBETHUTE MPOTPAMH,
MAaKeTH, TEXHOJIOTUYHU U MEHUKBPCKU MPOAYKTH;

*lebunupaHe U ompenaessiHe Ha MSACTOTO Ha KuOep pa3y3HaBaHETO B CHCTEMaTa 3a
KHOEPCUTYPHOCT.

ITpakTHKO-NIPHJIOKHHU

*[IpunoskeHne CICHAPUUUHUTE TOJIXOAM TPH aHaIW3a HA YSI3BHUMOCTHTE C eI
kubepcurypHoct. Ilpunoxenne Ha GAP ananu3za 3a ynpaBieHHETO Ha KHOEPCUTYPHOCTTA,
KaTo MpOILeC U MPOIYKT;

*[Iporanoszupane Ha mHBectunmure 2018-2028 1. B 0oOmacTTa Ha BOMHA M BOCHHHTE
TEXHOJOTHH(AaBTOHOMHH CHCTEMH ), TOJIEMH KOMITAHUHU, HHTEJTUTeHTHH(YMHHUTE) TEXHOJIOTUH,
00J1aYHM TEXHOJIOTHH, YMHHU TPAJI0BE U 00pa30BaHUE;

*Mojen 3a TpUIIOKEHHE HAa METOoAa ,,pa3XxoIu-NoBH’ Tpu pa3paboTBaHe Ha
MPAKTHYECKU 3aJ1a4M, CBBP3aHH C MPUAOOMBAHETO HA AKTUBU U MPAKTHYECKO MPUIIOKCHHE
Ha Pa3XOJHUTE aHAIM3H P aHAIHM3a Ha Pa3XOAUTE 3a MPUPOJIHHU OCJCTBUS M OILEHKATa Ha
KHOEpCUTYPHOCTTA.

7. OCHOBHHM KPUTHYHHU 0eJIeKKH U NPEeNnoPbKH KbM BCeKH KaHIHIAT MOOT/IEJTHO

HsiMaM chlnecTBeHM KpUTHYHU OCNEXKKA M TPENOPBhKH KbM KaHauaara. bux
MPETopBHYal a MPOIBIIKH J1a padOTH U AOpa3BUBA CBOUTE HAYYHH HHTEPECH B OOJIACTHTE OT
KHOEpCUTypHOCTTA.

8. 3aku0uenne

ITo3naBam kannuaatsT ri.ac.a-p Heako ['eoprues Tarapes oT 2006 r. KaTo CTYJEHT B
MarucTbpckara nporpama 1o ,,Jikonomrka Ha oTOpaHaTta U CUI'YpHOCTTA®, a ChIIO TaKa KaTo
PBKOBOJMTEN Ha HETOBaTa JOKTOPAHTYpa.

Bb3 ocHOBa Ha WU3rOTBEHOTO CTAaHOBUIIE M MOWTE IMPEKH BIEYATICHUS OT
CbBMECTHaTa HM paboTa, MOra ¢ ITbJIHA YOEIEHOCT Jia JaM CBOETO MOJIOXKHUTEITHO CTAHOBUILE
ri. ac. 1-p Heaxo I'eoprueB Tarapes na Obae u30paH 3a 3aeMaHe Ha akajJeMUYHATa
JUTBKHOCT ,,IOleHT* B mpodecuonanHo Hampasienue 3.8. Vkonomuka, Hayuna
CHEIUATHOCT ,,IkoHOMHYECKH aHaJIu3 U yIpaBJIeHHe Ha KUOepCUrypHocTra

7.04.2025 / Codus | 06)1551 % (I



OPINION

From: Associate Professor Dr. Georgi Pavlov Pavlov, Honorary Associate Professor
at the UNWE in professional field 3.8. Economics, Scientific specialty "Economics and
Management"

Regarding: competition for associate professor in professional field 3.8. Economics,
Scientific specialty "Economic Analysis and Management of Cybersecurity"

1. Information about the competition

The competition is announced for the needs of the Department of "National and
Regional Security" at the Faculty of "Infrastructure Economics" of the UNWE, according to
the Decision of the Academic Council No. 6/11.12.2024. I participate in the composition of
the scientific jury for the competition according to Order No. 765/7.03.2025 of the Rector of
the UNWE.

2. Brief information about the candidates in the competition

Senior Asst. Dr. Nedko Georgiev Tagarev graduated from Sofia Mathematical High
School, Bachelor in "Industrial Economics" UNWE, and two master's degrees in "Industrial
Economics" and "Defense and Security Economics" - Doctor of Economics (Corporate
Security) at UNWE.

Currently, the candidate is a senior assistant at the Department of "National and
Regional Security" at UNWE. He teaches the following disciplines: Bachelor's degree:
Current problems in defense and security; Economic analysis and planning in defense and
security; Information technologies; Network protection; Vulnerability analysis; Introduction
to ethical hacking; Fundamentals of virtualization in cloud systems. Master's degree:
Economic analysis in internal order and security; Security management; Economic aspects of
cybersecurity; Internet security; Penetration testing of information systems; Information
protection in defense and security.

3. Fulfillment of the requirements for holding the academic position

3.1. Fulfillment of the quantitative requirements. Senior Assistant Professor Nedko
Tagarev significantly exceeds the required points on a national scale and those of the UNWE,
as their total indicated number is 1678 with a minimum of 720, which is well above the
required ones for holding the academic position of "associate professor".

3.2. Fulfillment of the qualitative requirements

With regard to the qualitative requirements, there is a habilitation work with the title:
Modern approaches to cybersecurity management, Part I. Theoretical and methodological
foundations, Ed.: Avangard Prima, S., (monograph); ISBN — 978-619-239-547-6 (pdf), total
p. 206. As a reviewer of this monograph, I would like to emphasize that this work is
essentially an original and interesting study of modern approaches to cybersecurity
management.

The indicated publications and the overall research activity of the candidate testify to
a purposeful and responsible scientist who interprets scientific statements in interesting and
in-depth practical research.

As a result of the vote, the Habilitation Council gives a positive opinion for the
potential candidate in the competition for the selection of "associate professor", senior



assistant professor Dr. Nedko Georgiev Tagarev and proposes to the Department of "National
and Regional Security" and the Faculty Council of the Faculty of "Infrastructure Economics"
to initiate the announcement of a competition for the academic position of "associate
professor" in the professional direction 3.8. Economics, scientific specialty "Economic
Analysis and Management of Cybersecurity" - reference in protocol No. 9/11.11.2024

4. Assessment of teaching and teaching activities for each candidate separately

A brief assessment of the teaching experience and the degree of preparation of the
candidate for the academic position under the competition for habilitation.

The candidate, Senior Assistant Professor, Dr. Nedko Tagarev, is undoubtedly a good
professional in the field of cybersecurity and economics of defense and security, as
evidenced by the following several things:

There is a good symbiosis between the candidate's practical and teaching activities.

There are a number of specializations:

* Cybersecurity certificates ThinkCyber

* Certificate of internal auditor according to ISO27001:2022 from 2024 No. 510937

* Certificate of participation in the SfP project - 982063

* Certificate of completed training in the SfP project - 982063

* Certificate of participation in a workshop at the Ministry of Defense and Security,
Bulgaria and Ernst & Young, European Defense Agency

* Certificate for a training course for working with modern library and information
systems held 06-20.12.2013. UNWE, in implementation of project BGO51PO001- 3.1.09.-
024

* Certificate for a training course on presentation tools held 02-18.12.2013. UNWE,
in implementation of project BG0O51PO001- 3.1.09.-024

Participates in over 10 research projects and is the head of 1.

5. Brief description of the submitted scientific works/publications

The monographs and publications provided for the preparation of the opinion are of
different topics, but mainly in the following two areas: Cybersecurity Management and
Defense Economics, the latter, but both are excellently developed and researched by the
candidate.

A total of 20 publications in English and 11 in Bulgarian are presented. Two of them
from 2019 are respectively indexed in Scopus and Web of Science.

6. Synthesized assessment of the main scientific and scientific-applied
contributions of the candidates

The most important contributions from the publications of Senior Assistant Professor
Nedko Tagarev can be presented as follows:

Scientific:

* Attempt to create conceptual frameworks for cybersecurity management as well as
training models;

* Conceptual framework for the application of the ERP concept in working with IoT
and in relation to accountability and security of systems. Application of ERP in cybersecurity
as a process. Application of ERP in "blockchain technologies" as a security process;

* The relationship between security and the business goals of the organization is
established, as the security policy must be in accordance with the business (work,
production) policy of the organization.

Scientific and applied:



* Definition of a model for assessing the maturity of information security
management, as well as identification, analysis and proposal for a solution to a conflict in
cloud technologies in relation to laws, standards, policy and security management;

* Analysis and evaluation of metrics for establishing the effectiveness of
cybersecurity management;

* Research and analysis of the basic principles for building security and cybersecurity
in smart (intelligent) cities;

* Cybersecurity management, as a project with the relevant programs, packages,
technological and management products;

* Defining and determining the place of cyber intelligence in the cybersecurity
system.

Practical:

* Application of scenario approaches in the analysis of vulnerabilities for the purpose
of cybersecurity. Application of GAP analysis for cybersecurity management, as a process
and product;

* Forecasting of investments 2018-2028 in the field of war and military technologies
(autonomous systems), large companies, intelligent (smart) technologies, cloud technologies,
smart cities and education;

* Model for applying the "cost-benefit" method in the development of practical tasks
related to the acquisition of assets and practical application of cost analyses in the analysis of
the costs of natural disasters and the assessment of cybersecurity.

7. Main critical remarks and recommendations for each candidate separately

I have no significant critical remarks and recommendations for the candidate. I would
recommend that he continue to work and further develop his scientific interests in the areas
of cybersecurity.

8. Conclusion

I have known the candidate, Senior Assistant Professor Nedko Georgiev Tagarev,
since 2006 as a student in the Master's program in "Defence and Security Economics", and
also as the supervisor of his doctoral studies.

Based on the prepared opinion and my direct impressions of our joint work, I can
with full conviction give my positive opinion that Senior Assistant Professor Nedko
Georgiev Tagarev, PhD, be elected to the academic position of "Associate Professor" in the
professional field 3.8. Economics, Scientific specialty "Economic Analysis and Management
of Cybersecurity"

7.04.2025 / Sofia Signature: .........cooeiiiiiiiiiii,



