YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

PEHEH3UAA

Otr: mpodecop na-p Benmenmun AmnrenoB I'eoprueB, mpodecronamHo
Hanpasienue 9.1. Hanmonanna curypHoct, naenaprameHT Hanuonanna wu
MEXIYHapOIHa CUTYPHOCT, HOB OBbJirapcku yHUBEpCUTET

OTHOCHO: KOHKYpC 3a ,JOIEHT B MNpodeCHOHATHO HampaBieHue 3.8
NkoHOMHKA, Hay4YHa CHEHHATHOCT ,,JIKOHOMHUYECKH aHaau3 |
ynpasieHue Ha kubepcurypuocrra“ B YHCC.

1. Nndopmanus 3a KOHKypca

KonkypcbT € 00siBeH 3a Hy)kauTe Ha Kateapa HanuonanHa u peruoHainHa
curypHoct, axynrer Mkonomuka Ha uHbppactpykrypara B YHCC cwriacho
Permenne Ha AC Ne 6/11.12.2024 r. YuacTBaM B ChCTaBa Ha HAYYHOTO YKYPH I10
KOHKypca chriacHo 3amoBen Ne765/07.03.2025 r. Ha 3aMeCTHHK peKTOpa Ha
YHCC no HaydyHOM3CIIe10BaTEICKATa JEUHOCT.

2. Undopmanus 3a KaHAUAATUTE N0 KOHKYpCa

KanmunatsT mo kOHKypca 3aBbpIlBa cpeaHo oOpazoBaHue B coduiicka
Marematndyecka TuMHasus ,,CB. Ilaumcuit  XwieHgapcku®, ciael  KOETO
npunoOouBa OakalaBbCKka M MarucTbhpCKa CTENEH Ha BHUCLIE 00pa3oBaHMUE,
3aBBPILIBANKU CIEIUATHOCT ,, IKOHOMHKA HA UHAYCTpUATA* B Y HUBEPCUTETA 3a
HAallMOHAJIHO W CBETOBHO CTOMaHCTBO. Ha mo-cienBain eram 3aBbpliBa
MarucTparypa mo CHernuagHocT ,,JIKkoHOMHKa Ha CUTYpPHOCTTa U OTOpaHaTa® B
ceimusi yHuBepcuter. B mepuoma 2008-2013 r. ce oOyuaBa B JOKTOpCKa
nporpama ,MlkoHomuka wu ympasienue (KoprnopaTtuBHa curypHoct)® u
npuaoOuBa oOpa3zoBaTelHaTa W HaydHa CTEINEH ,JIOKTOP® cJej 3alluTa Ha



aucepTanys Ha TeMa ,,YChBBPIICHCTBAHE HA aHAM3a HA CUTYPHOCTTa Ha
nH(popmaIuaTa B 00EKTH OT KpUTHUYHATA HHPPACTPYKTypa“.

[IputexxaBa ceptudukaTd B chepuUTe HAa KHOCPCHTYPHOCT, BBTpCIICH
OJIUT U JIP.

KeM MoMeHTa 3aeMa akageMHYHATa [UIHKHOCT ,,[JJaBEH AaCHUCTEHT B
kareapa HarmumoHalHa W permoHajgHa CUTypHOCT. He e 3aeman akajaeMHYHH
mrsxkHocTH n3BbH YHCC.

3. U3nbjHeHHe HA HM3HCKBAHHUATA 32 3aeMaHe Ha aKaJeMHYHaTa
JTBKHOCT

Ot kaprara, IpeACTaBsllla M3NBIHEHUETO OT CTpaHa Ha KaHJujara 1o
KOHKypCa Ha KOJMYECTBEHUTE HM3MCKBAHMUS 3a 3a€MaHE Ha aKaJleMUyHaTa
JuTbkHOCT L, to1ieHT B YHCC e BuaHO, ue npu HeoOxoauMu 720 TOYKH CHIIUIT
nMa JIoKa3aTesacTBa 3a 1678 ToukH.

Ot kapTtaTa, IpeAcTaBsllla U3M'BIHEHUETO OT CTpaHa Ha KaHJWJaTa Mo
KOHKypca Ha KaUeCTBEHHUTE M3MCKBAHMS 3a 3aeMaHE Ha aKaJeMHYHA JJIBXKHOCT
,JJorneHT B YHCC e BuIHO M3MBIHEHUETO HAa BCHYKH Ka4eCTBEHU M3NCKBAHUS.

B nportokon ot cBoe 3acenanue ¢ Homep Ne9 ot 11.11.2024 r. CbBeThT
no xabumuranusa npu YHCC naBa MojgoKUTEIHO CTAaHOBHIIE 32 KaHIUATa II0
KOHKypca 3a u300p 3a akajeMHU4yHaTa JJIBKHOCT ,,JOIEHT , IJ1. ac. n-p Hexko
I'eoprues Tarapes.

l'opHute pe3ynratu maBaT OCHOBAHHME Ha pPEIEH3EHTA Ja IMpueMe, ue
KaHAUAAThT MO KOHKYpCa M3MbJHSIBA BCUYKU HM3UCKBAHHUS 3a 3acMaHe Ha
aKkaJeMHuJHaTa JIbXHOCT ,,JoneHT B YHCC.

4. OueHka Ha y4eOHO-TIpenogaBaTeJcKaTa JeifHOCT

KangumatbT mno KOHKypca ©WMa JO MOMEHTAa TETHAJECEeT TOJUHU
MPEINOIaBaTEICKU OMUT, HAaTpPylnaH OCHOBHO KAaTO TMpeErojaBaTesl B Kareapa
Hauunonanna n pernonanna curypaoct B Y HCC u TONBIHUTENHO KaTO JIEKTOP
B MexayHapoaHo 6usnec yurmumiie B boresrpan u Konex ,,Codus“ B Codus.
Or npenacraBeHUTE  JOKa3aTEICTBA IO  KOHKypca CcTaBa SICHO, 4e
NPENOJABATEIICKUAT ONWUT HA ChIIAS BKIKOYBA BOJCHE HAa JIEKIUM U Ha
AHTJIMMCKH €3HK.



I'maBen acucrenr Hengko TarapeB exeronHo nOKpuUBa aKaJaeMUYHA
HAaTOBApPEHOCT HAIXBBPJIIAIIA YETHPUCTOTHH dYaca moja (gopmara Ha JICKIIUU U
ynpaxkHeHus. [lomero Ha JeKIMOHHA NEWHOCT Ha KaHAWAATa MO KOHKypca
MOKPHUBA IIMPOKO TOJIe OT HAYYHU 00JIACTH, KOUTO PELEH3EHTHT pa3zielia B TPU
TEMaTUYHU TPYIIH:

- IOJIMTUKU HA CUTYPHOCT U €BPOTNEIHCKA apXUTEKTypa 32 CUTYPHOCT;

- ”H(POPMAITMOHHU TEXHOJIOTHH, KHOEPCUTYPHOCT, HHTEPHET CUTYPHOCT;

- IKOHOMHWYECKH aHaIN3, aKTyaJHU MpoOJeMHU U IUIaHWpaHE B CUTYPHOCTTA U
orOpaHarTa;

- KOPIOpAaTHWBHA U €HEPTUilHA CUTYPHOCT.

[IpenonaBatenckata NEWHOCT Ha KaHAHWAATa MO KOHKypca W TeMaTHUKara Ha
BOJICHUTE JIEKIIMM M YIPaKHEHUS M3IUIO ca B 00JlacTTa Ha MPO(ECHOHATHO
HamnpasieHue 3.8 MkoHoMuKa U Hay4yHa cierMaiHOCT IKOHOMUYECKH aHalu3 U
yIpaBJieHHE Ha KHOEPCUTYPHOCTTA.

l'opnata wH(pOpMaIUs, TMOAKpPENeHa ChC CHOTBETHUTE JOKA3aTEICTBEHU
MaTepHualy, JaBa OCHOBAaHWE HA PEICH3EHTA Jla MpHUeMe, Y€ KaHIUIATHT 10
KOHKypca OTroBapsi Ha akaJeMHYHaTa KOMIIETCHTHOCT 3a 3aeMaHe Ha
aKaJeMHYHaTa JJIBKHOCT ,,JIOICHT .

5. Ob6ma XapaKTepUCTHKA Ha NpeaACcTAaBeHUTE HAYYHHU
TPYAOBe/IMyOJIUKAUMA

KanauaateT mo KOHKypca € MpeACTaBHII TPUAECET U eaHa MyOIHKaIiu
OT pa3jNyHU KaTeropuu, Ha OBITAPCKM W aAHTIUNCKK e3uK. OCHOBHUTE
U3CJIeI0OBATEICKK  00JIaCTH, MOKPUBAaHU OT MYOJMKAIMUTE PELEH3EHTHT
OTIpesessi O CIEeIHUS HAuMH:

- ympaBJeHue, MojenupaHe W o0ydeHue B o0nactra  Ha
KHOEPCUTYPHOCTTA,

- YaCTHHW KOHIICTIIIMM 3a CUTYPHOCT, B TOBa YHUCJIO KOHTpabaHma u
dammmdunmpane Ha TIOTIOHEBU u3aeaus, cloud computing u ap.;

- WHCTYMEHTapHyM Ha YMIpPaBIEHUETO Ha CUTYPHOCTTa, B TOBA YMCIIO
METPUKH 32 KHOEPCUTYPHOCT, HMKOHOMHYECKH aHajlIu3 ,,pa3X0Au-TIONI3H",
perpecruoneH ananmu3, GAP ananms;

- ”H(OPMALIMOHHA U MPEKOBA CUTYPHOCT.

B mpeacraBenus mno koHkypca MoHorpaduueH Tpyn ChBpeMeHHH



MOAXOAM TpHU ympaBiieHHe Ha kubepcurypHoctra. Yact 1. Teopetnunu wu
METOJIMYECKH OCHOBH KaHIUAATHT MO KOHKypCa TIOCTaBs akIEHTa BBPXY
KJIIOYOBM AacleKTH Ha HUHOOpMAIMOHHATA W KOMIIOThPHATa CHUTYPHOCT.
ABTOpPBT u3CHeABa Bpb3KaTa MEXIy HHGOpPMAIMOHHATa M KOMITIOThpHATA
curypHoct B cBeriuHata Ha WT curypHoctra mnpu H3rpaxaaHeTo Ha
apXuTeKkTypaTa Ha uH(popMallMoHHaTa cucteMa. B MoHorpadusita e Hamepuia
MSICTO aBTOpPCKa KiIach(UKaIis Ha MEPKUTE U MHCTPYMEHTHUTE 3a CUTYypHOCT,
CBBpP3aHH C PA3NUYHUTE NPO(ECHOHATHU HANpPaBICHUS B KUOEPCUTYPHOCTTA
KaKTO M OIICHKAa Ha 3peJoCcTTa Ha CHCTEMHUTE 3a KHOEpPCUTYpHOCT U
BBHBEKJAHETO HA UHTETPUPAHU CUCTEMH 3a YNPaBIICHHE HAa KUOEPCUTYPHOCTTA
(UCYK) 6a3upanu vHa ERP monenu. Karo otaennu Beripocu MOHOTpahUIHUST
TPYJ BKJIIOYBA BBIIPOCUTE, CBHP3aHU C KOHTPOJIA HA JOCThIIA, KpUnTorpadusita
U apXUTEKTypaTa Ha KHOEPCUTYPHOCTTA, Oa3rpaHa Ha KOHIICTIIUATA 3a 3alUTa
B IBJ0OYMHA. ABTOPBT TOJjIara Ha aHalIW3 MPEXKOoBaTa CHUTYpPHOCT,
VIOpaBICHUETO HA TPOMEHUTe B uH(POpMammoHHaTa WHPPACTPYKTypa U
cucTeMaTa 3a Bb3CTaHOBABaHE Mpu OenctBus. B kpas Ha MoHorpadus e
OTJICJICHO MSICTO Ha W3CIEABAHUATA B IMOJIETO Ha WHTEPHET OE30MacHOCTTa U
UHTEPHET CUTYPHOCTTA, KaTO aBTOPHT MPEJICTABs 3aIUIAXUTE U UHCTPYMEHTHUTE
3a IPOTUBOJICUCTBHUE.

B Monorpadusra cbc 3arnaBue NKOHOMUYECKH acCNEeKTH HAa MOJEIH 3a
OIICHKa Ha KUOEPCUTYPHOCT B YMHH TPaJIOBE, B KOSITO YYaCTHUKHT B KOHKypca
€ 4acT OT aBTOPCKHUA KOJEKTHB, CE€ aKIIEHTUPa BbPXY MpEInU3BHKATEIICTBATA 32
OocUTypsiBAHE HA  KHOEPCHUTYPHOCT B  YMHUTE TpaZioBe, MPEIBUT
EKCITIOHECHIIMATHUS PacTeX Ha yCTPOMCTBATa, CBBP3aHHU C UHTEPHET. ABTOpUTE
U3CIeIBaT ySI3BUMOCTUTE B PA3JIMYHU MOJYJIM Ha YMHUTE T'pajioBe, MpeajaraTt
TUHAMUYEH OM3HEC MOJieN 3a MH(POPMAIIMOHHA CUTYPHOCT U paMKa 3a METPHUKHU
3a kubepcurypHoct Ha Oa3zara Ha PRAGMATIC — moaxoma. M3Boaute B
MOHOTpaUYHUS TPYA ca B TOCOKa KBbM HEOOXOJUMOCT OT HEMpPEeKbhCHAT
MOHHUTOPUHT, PEAOBHU OJWTH W WHTETPUPAHE HA MEPKHUTE 3a CHUTYPHOCT B
MPOEKTUPAHETO M EKCIUTOATALMATA HAa TEXHOJOTUUTE 32 YMHU TPaOBe.

Karo o0mu xapakTepuCTHKU Ha TMPEACTaBEHUTE MO KOHKypca HAYYHH
TpyaoBe Ha . acucteHT Henmko TarapeB pereH3eHThT H3THKBa TSXHATa
aKTyaJTHOCT, OOIIECTBEHAa M HAay4HAa 3HAYUMOCT, JBJIOOYMHA HAa HABJIM3aHE B
W3CIIEIBAHUTE TPOOJIEMH W Pa3HOOOpa3HO MOPT(HOIHMO OT HM3CIECABAHU TEMHU,
KOUTO Ca B TMOJIETO Ha O0SIBEHUSI KOHKYPC.



PenieH3eHTHT aBa IOJIOKUTEIHA OLEHKA HA MPEACTABEHUTE OT CTpaHa
Ha KaHIuJaTa MO KOHKypCa Hay4YHU TPYIOBE U MyOJIMKAIlMU M TH TPUEMHU 32
JOCTAaThYHU 34 3a€MaHE Ha aKaJeMUYHATA JUIBKHOCT ,, JIOLEHT .

6. OueHka HA HAYYHHUTE U HAYYHO-TIPUIOKHU IPUHOCH

B npenocraBenute no KOHKypca JOKa3aTeICTBAa KaHIUIAThT MPETCHANPA
3a TOCTUTaHe Ha TMPUHOCH B PA3JIMYHU HAy4YHU OO0JacTH, KOUTO TOH
Kknacuupa Karo HAYYHU(TCOPETUYHH), HAYYHO-TIPWIIOKHU W TPAKTHUKO-
PUIIOKHH.

PelieH3eHTHT mpueMa MNPETEHIMUTE HAa KaHAWAAaTa MO KOHKypca Karo
pazJiesnsi MOCOYEHUTE MPUHOCH B JIBE KaTErOpUHU, a UMEHHO HAYYHO-TIPUJIOKHU
u npwioxHu. OT CBOsI CTpaHa, B MbpBaTa KaTErOpHs MPUHOCH PELEH3EHTHT
onpenens KaTo ChIIECTBEHH MPUHOCUTE B CIIETHUTE 00JACTH:

- KOHLENTyaJlu3upaHe Ha wujesTa 3a BHeApsiBaHe Ha HWHTerpupana
cuctema 3a ynpasieHue Ha kubepcurypHoctra (MCYK) O6asupana na ERP —
MoAenmn W JepuHWpaHe HA OCHOBHHTE TEXHHYCCKH HAIMpaBICHUS U
HarpaBieHHs 32 00y4eHHUE NPU YIPABICHUETO Ha KUOEPCUTYPHOCTTA,;

- U3CJIC/IBAHE M OIEHKA Ha MPUJIOKEHHETO Ha JUTUTAIHU TEXHOJOTUU B
MOJITO HAa  TMPECTBIIHOCTTa, B  YAaCTHOCT TIpH  KOHTpabaHAaTa W
banmuduIIpaHeTo Ha TIOTIOHEBU U3JIETUS;

- UKOHOMHMYECKU aHaJu3 B IMOJIETO Ha siApeHaTa CUTYPHOCT, OOJIAauHUTE
TE€XHOJIOTUU, METPUKUTE 32 KHOEPCUTYPHOCT;

- aHaJIU3 U OIICHKA Ha BIUSIHUETO BHPXY CUTYPHOCTTA HA KOHIICMIIUATA 3a
0T, ymHuTE TpasoBe u T.H.

BbB BTOpaTa kareropus OT MPUHOCH, & UMEHHO MPAKTUKO-TIPUIIOKHUTE,
PElEH3eHTHT 00pBIla CTICIIMAIHO BHUMAHNE Ha CIICTHUTE:

- TpollecM W TMOporpaMud Mpu oOOydeHHE IO MpoOJeMuTe Ha
KHOEPCUTYPHOCTTA,

- TPWIOKCHUE Ha CIECHAPUHHOTO IUIAHWpAHE, MATPUYHU PEIICHUS |
MPOTHO3UPAHE TP MPOTUBOJACHUCTBUETO CPEINLy NMPECTHITHOCTTA,

- IPWJIOKEHNE HA METOJa ,,pa3X0IU-TI0N3U " B MHTEPEC Ha MEHUKbPCKU
pEIIeHUs B Pa3IMdHUA 00JIaCTH HA CUTYPHOCTTA U TP MPAKTUYECKU 3aa4H.

PelieH3eHTHT OlleHsABa MOJIOKUTETHO H3CIIe0OBATEICKAaTa JEWHOCT Ha
KaHaMIaTa 1O KOHKypca, KOSITO My € Jajla BB3MOXKHOCT Ja TOCTUTHE



pe3yaTaTty, Ha 6azaTta Ha KOMTO Ja MpeTeHaupa 3a NpuHocu. CHIIUAT CMsTa, Ye
BUIBT U O0E€Ma Ha MPUHOCUTE OTrOBapSAT HAa HM3UCKBAHUSTA 3a 3a€MaHE Ha
aKaJeMHUYHaTa JIHKHOCT ,,JIOLEHT .

7. KpuTnuHu 0ej1e’KKH M NPenopbLKU

PelieH3eHTHhT HAMA KPUTUYHU OEIEKKH KbM KaHAUAAaTa MO KOHKYypca B
00JlacCTUTE HA HErOBaTa akaJeMUYHA U U3CIEA0BaTENICKa IEHHOCT.

[IpenopbkuTe ca B MOCOKA KbM 3ama3BaHe U pasllIdpsBaHE HA MOJIETO Ha
M3CIIEOBATEIICKA M  MPENOAABAaTEICKM HMHTEpPEC C€ 1€  HENPEKbCHATO
aKTyaJlu3upaHe Ha 3HAHUATA, KOUTO CE MPENOCTABAT HA CTYACHTUTE, 3alla3BaHE
Ha MyOJMKallMOHHATA AKTUBHOCT M YYacTHETO B HAYYHOM3CIIEIOBATEICKU
POEKTHU, 3aCUJIBAHE HA OTHOCHUTEIIHHS [IsUT HA aKaJIeMUYHA IEWHOCT Ha YyXKIU
€3I U BbBEXK/IAHE HA WHOBATUBHU METOJAW M CPEACTBA MPH MPOBEKIAAHE HA
YIpaXHEHUSITA ChC CTYJICHTHUTE.

8. 3akJouenue

Ha ©0a3zara Ha 1peAoCTaBeHUTE JOKAa3aTEJIICTBEHH  MaTepuaiu
PELEH3EHThT CMsTA, Y€ KaHAWIATHT MO KOHKypca IpHUTEXaBa HEOOXOIUMUS
aKaJeMHUYEH ONHUT W MOCTM)KEHMsI B 00JacTTa Ha HAayuyHUTE U3CIEABAHUS I10
HalpaBJIEHUETO Ha OOSBEHUS KOHKypc. PelleH3eHThT [aBa MOJIOKHUTETHA
OLICHKAa M TOJKPETsl MPEeASI0KEHHETO 3a u300p Ha ri. acucteHT Henko Tarapes
3a 3aeMaHe Ha akKaJeMHU4yHa JUIBKHOCT ,JOLEHT B MNpPOPECHOHAITHO
HanpasiieHue 3.8 MkoHOMUKa, HayyHa CHENUATHOCT IKOHOMUYECKH aHaIu3 U
yIpaBJIeHUE Ha KHOEPCUTYPHOCTTA.

16.04.2025 r. Moamuc: .....cooovvvvviiiiiiiiin..
rp. Codus (mpodecop a-p B. I'eoprues)



UNIVERSITY OF NATIONAL AND INTERNATIONAL ECONOMY
REVIEW

From: Professor Dr. Venelin Angelov Georgiev, professional field 9.1.
National Security, Department of National and International Security, New
Bulgarian University.

SUBJECT: competition for "associate professor” in the professional
field 3.8 Economics, scientific specialty "Economic Analysis and Management
of Cybersecurity" at the UNWE.

1. Information about the competition

The competition is announced for the needs of the Department of National and
Regional Security, Faculty of Infrastructure Economics at the UNWE in
accordance with the Decision of the Academic Council No. 6/11.12.2024. |
participate in the scientific jury of the competition in accordance with the Order
No. 765/07.03.2025 of the Deputy Rector of the UNWE for Research.

2. Information about the candidates for the competition

The candidate for the competition graduated from secondary education at the
Sofia Mathematical High School "St. Paisii Hilendarski", after which he
acquired a bachelor's and master's degree of higher education, graduating with a
degree in "Industrial Economics” at the University of National and World
Economy. At a later stage, he graduated with a master's degree in "Security and
Defense Economics” at the same university. In the period 2008-2013 is
studying in the doctoral program "Economics and Management (Corporate
Security)" and has acquired the educational and scientific degree "doctor" after
defending a dissertation on the topic "Improving the Analysis of Information
Security in Critical Infrastructure Objects".

He holds certificates in the fields of cybersecurity, internal audit, etc.

He currently holds the academic position of "Senior Assistant" in the
Department of National and Regional Security. He has not held any academic
positions outside the UNWE.



3. Fulfillment of the requirements for holding the academic position

From the map presenting the fulfillment by the candidate in the competition of
the quantitative requirements for holding the academic position "associate
professor” at the UNWE, it is evident that with 720 points required, the same
has evidence for 1678 points.

From the map presenting the fulfillment by the candidate in the competition of
the qualitative requirements for holding the academic position "associate
professor” at the UNWE, it is evident that all qualitative requirements are
fulfilled.

In the minutes of its meeting with number Ne9 of 11.11.2024, the Habilitation
Council at the UNWE gives a positive opinion for the candidate in the
competition for selection for the academic position "associate professor"”, Senior
Assistant Professor Dr. Nedko Georgiev Tagarev.

The above results give the reviewer reason to assume that the candidate in the
competition fulfills all the requirements for holding the academic position
"associate professor" at the UNWE.

4. Assessment of teaching and learning activities

The candidate in the competition has fifteen years of teaching experience to
date, gained mainly as a lecturer in the Department of National and Regional
Security at the UNWE and additionally as a lecturer at the International
Business School in Botevgrad and Sofia College in Sofia. From the evidence
presented in the competition, it is clear that the teaching experience of the same
includes giving lectures in English.

Chief Assistant Nedko Tagarev annually covers an academic workload
exceeding four hundred hours in the form of lectures and exercises. The field of
lecturing activities of the candidate in the competition covers a wide range of
scientific areas, which the reviewer divides into three thematic groups:

- security policies and European security architecture;

- information technologies, cybersecurity, internet security;

- economic analysis, current problems and planning in security and defense;

- corporate and energy security.

The teaching activities of the candidate in the competition and the topics of the
lectures and exercises are entirely in the field of professional field 3.8



Economics and scientific specialty Economic Analysis and Management of
Cybersecurity.

The above information, supported by the relevant evidentiary materials, gives
the reviewer reason to assume that the candidate in the competition meets the
academic competence to occupy the academic position of "associate professor".

5. General characteristics of the submitted scientific works/publications
The candidate for the competition has submitted thirty-one publications from
different categories, in Bulgarian and English. The reviewer defines the main
research areas covered by the publications as follows:

- management, modeling and training in the field of cybersecurity;

- private security concepts, including smuggling and counterfeiting of tobacco
products, cloud computing, etc.;

- security management tools, including cybersecurity metrics, economic cost-
benefit analysis, regression analysis, GAP analysis;

- information and network security.

In the monographic work submitted for the competition Modern approaches to
cybersecurity management. Part 1. Theoretical and methodological foundations,
the candidate for the competition emphasizes key aspects of information and
computer security. The author explores the relationship between information
and computer security in the light of IT security in the construction of the
architecture of the information system. The monograph includes an author's
classification of security measures and tools related to various professional
areas in cybersecurity, as well as an assessment of the maturity of cybersecurity
systems and the introduction of integrated cybersecurity management systems
(ISMS) based on ERP models. As separate issues, the monographic work
includes issues related to access control, cryptography and cybersecurity
architecture based on the concept of defense in depth. The author analyzes
network security, change management in the information infrastructure and the
disaster recovery system. At the end of the monograph, a place is dedicated to
research in the field of Internet safety and Internet security, as the author
presents the threats and countermeasure tools.

The monograph entitled Economic Aspects of Cybersecurity Assessment
Models in Smart Cities, in which the participant in the competition is part of the



author's team, focuses on the challenges of ensuring cybersecurity in smart
cities, given the exponential growth of devices connected to the Internet. The
authors investigate vulnerabilities in various modules of smart cities, propose a
dynamic business model for information security and a framework for
cybersecurity metrics based on the PRAGMATIC approach. The conclusions in
the monographic work are in the direction of the need for continuous
monitoring, regular audits and integration of security measures in the design
and operation of smart city technologies.

As general characteristics of the scientific works presented in the competition
by Senior Assistant Professor Nedko Tagarev, the reviewer highlights their
relevance, social and scientific significance, depth of penetration into the
researched problems and a diverse portfolio of researched topics that are within
the scope of the announced competition.

The reviewer gives a positive assessment of the scientific works and
publications presented by the candidate in the competition and accepts them as
sufficient for occupying the academic position of "associate professor”.

6. Evaluation of scientific and applied scientific contributions

In the evidence provided for the competition, the candidate claims to have
achieved contributions in various scientific fields, which he classifies as
scientific (theoretical), applied scientific and applied practical.

The reviewer accepts the claims of the candidate for the competition by
dividing the indicated contributions into two categories, namely applied
scientific and applied. In turn, in the first category of contributions, the reviewer
determines as significant contributions in the following areas:

- conceptualization of the idea for implementing an Integrated Cybersecurity
Management System (ICSM) based on ERP - models and defining the main
technical directions and training directions in cybersecurity management;

- research and evaluation of the application of digital technologies in the field of
crime, in particular in smuggling and counterfeiting of tobacco products;

- economic analysis in the field of nuclear security, cloud technologies, metrics
for cybersecurity;

- analysis and assessment of the impact on security of the concept of IoT, smart
cities, etc.

In the second category of contributions, namely practical and applied, the
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reviewer pays special attention to the following:

- processes and programs in training on cybersecurity issues;

- application of scenario planning, matrix solutions and forecasting in
countering crime;

- application of the "cost-benefit" method in the interest of management
decisions in various areas of security and in practical tasks.

The reviewer positively assesses the research activity of the candidate in the
competition, which has enabled him to achieve results on the basis of which he
can claim contributions. He believes that the type and volume of the
contributions meet the requirements for occupying the academic position of
"associate professor".

7. Critical remarks and recommendations

The reviewer has no critical remarks towards the candidate in the competition
in the areas of his academic and research activities.

The recommendations are aimed at preserving and expanding the field of
research and teaching interest in order to continuously update the knowledge
provided to students, maintaining publication activity and participation in
research projects, strengthening the relative share of academic activity in
foreign languages and introducing innovative methods and tools when
conducting exercises with students.

8. Conclusion

Based on the provided evidentiary materials, the reviewer believes that the
candidate in the competition has the necessary academic experience and
achievements in the field of scientific research in the field of the announced
competition. The reviewer gives a positive assessment and supports the
proposal for the election of Senior Assistant Professor Nedko Tagarev to
occupy the academic position of "Associate Professor" in the professional field
3.8 Economics, scientific specialty Economic Analysis and Management of
Cybersecurity.

16.04.2025 Signature: ............coooiiiiiiiinnn..
Sofia (Professor Dr. V. Georgiev)

11



