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1. ITyonukamms: Naskova, G., Opportunities to Improve the Cybersecurity of
Software Applications in 12th International Scientific Conference on Computer
Science (COMSCI), Sozopol, Bulgaria, 2024 — uaaexcupana B SCOPUS

a. Pestome: M3cnenpaneto ce hokycrupa BbpXY BBIIPOCH, CBBP3aHU C
KubepcurypHoctTa Ha copTyepHuTe npuioxxkenus. [Ipencrasen e 0630p
Ha KJIFOYOBH JIMTEPATYPHU U3TOUYHHIIN 32 TEXHOJIOTUYHU MEPKH 32
CUTYPHOCT 32 UH(OPMALIMOHHU cucTeMU U yeO mnatdopmu. Kputudano
pasriielaHd U aHAIM3UPAHU Ca MEPKU Ha Pa3JIMYHU €TaIH OT MPOIEca Ha
pazpaboTka Ha copTyep ca. B moakpena Ha npeacTaBeHUTe KOHIICTIIUHY €
IIPOBEJICHO OHJIAMH NpOy4BaHe. [[JaHHUTE OT MPOYUYBAHETO ca
aHAJIM3WpaHU U B3 OCHOBA Ha TOBa ca (hOPMYIUPAHU U3BOIU U
MPENOPHKU 3a COPTYEpHU UHKEHEPU U CUCTEMHU IIPOTPAMUCTH.

Knrouosu oymu: copTyepHu npuiioxkeHus:, yed npuiioKeHHs, KHOEpCUTYPHOCT,
TE€XHOJIOTUYHU MEPKHU, TPOrpaAMHUpAHE.

b. Abstract: This study focuses on issues related to the cybersecurity of
software applications. A review of key literature sources on technological
security measures for information systems and web platforms is
presented. Some measures in various stages of the software development
process are critically examined and analyzed. In support of the presented
concepts, an online survey was conducted. The data from the survey were
analyzed, and based on this, conclusions and recommendations for
software engineers and system programmers were formulated.

Keywords: software applications, web applications, cybersecurity, technological
measures, programming.



2. Hackoga, I'.,- KubepcurypHocT BbB BUCIINTE YYWINIIA — HOJAXO/IU U 100pU
npakTuku B COOpHUK ¢ AokIaau oT HannonanHa HayyHO-TIpaKTHYecKa
KOH(epeHIus “AUruTanHa Tpanchopmanus Ha 00pa30BaHUETO — MPOOIEMU U
pelieHus, oleHsaBaHe u akpeautamus”’, Pyce, benrapus, 2023

a. Pestome: B ciencTBue OT pasBUBalIus CE CBAT U €BPOIIEUCKUTE TUPEKTUBU
3a AWTUTANMA3alMs Ha OOpPa30BaHMETO, BUCUIUTE YUYWJIMINA BCE IMOBEYE
pa3unTar Ha HU(ppPoBU TexHOJOTH. ToBa I'M M3MPAaBs HEMIPEKBHCHATO MPEA
rOJISIM PUCK OT KHOEPATAKHU.

OcuryBsiHeTO Ha 3allMTa Ha KpalHWTE CTAHLWW, BKJIIOYBAIIM JIANTOIH,
HACTOJIHU KOMITIOTPU U JIPYTH, C€ IPEBPbHIIAa B OCHOBHA 3ajaya OT CTpaTerusTa 3a
kubepcurypHoct Ha Bcesko Bucmie yuwnuiie. ESET Endpoint Protection e
HOMYJIAPHO pPELIEHHE 3a 3allUTa Ha KpalHWUTE CTAHLIMH, W3MOJI3BAHO HIMPOKO B
pa3nuyHu opraHuszanuu. Pasrimeganu ca mpenMMcTBaTa M Bb3MOKHOCTHTE B
YHHUBEPCUTETCKA Cpefa.

Cucremata ce BHeApsiBa JIECHO, KOETO € pEIIaBallo ChOOpaKEHUE 3a
YHUBEPCUTETHUTE, KOUTO B bbiarapus uecto na umar orpannyenu UT pecypcu. ESET
Endpoint Protection e edexTrBeH npu OTKPHBAaHE W MPEIOTBPATABAHE HA PEIHIA
K1Oep 3ariaxu, BKIIOUUTETHO 370BpeJeH copTyep, PUIIUHT aTakKu U PaHChMYep.
CodTyepbT KOJEKIIMOHUPA JTaHHU 3a KpallHUTE CTAaHLWU U Tpeasara rpaduku 3a
aHaJu3 Ha MMOBEJICHUETO Ha BCAKA.

Knrouosu oymu: nururanuzanys Ha 00pa30BaHUETO, BUCIIU YUMIUIIA,
KUOEpPCUTYpHOCT, KnOepaTaku, KpalHU CTAHIIMHU, 3JI0BpPEICH cOQTyep, MOHUTOPUHT
Y TIOBEJICHYECKH aHaJIN3, YHUBEPCUTETCKA Cpe/ia.

b. Abstract: As a consequence of the developing world and the European
directives on the digitization of education, higher schools increasingly rely
on digital technologies. This puts them at constant risk of cyber-attacks.

Securing endpoints, including laptops, PC, and more, is becoming a core task

of any higher school's cybersecurity strategy. ESET Endpoint Protection is a popular
solution widely used in various organizations. The advantages and opportunities in a
university environment are discussed.

The system is easy to implement, which is a crucial consideration for
universities, which in Bulgaria often have limited IT resources. ESET Endpoint
Protection is effective at detecting and preventing a range of cyber threats, including
malware, phishing attacks and ransomware. The software collects data on endpoints
and offers graphs to analyze the behavior of each.



Keywords: digitalization of education, higher education institutions, cybersecurity,
cyberattacks, endpoints (endpoint devices), malware, monitoring and behavioral
analysis, university environment.



