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OKJIAH, NYOJIHKYBAHH B COOpHHIM OT HAYYHH KOH(PEPEeHIMH, HHACKCHPAHH

B ME&XXAYHAPOAHH 0a3y JAaHHH C HAYUHA HHQOQMauHﬂ

1. Benkosa, Y. (2024). HamansBaHe Ha pek/1aMHHTE HIMaMH B IMrHTATHHS MAPKETHHT C
NMOMOLITA Ha W3KYCTBEH nHTenekt. B MHoBaTHBHH MH(OPMALIHOHHH TEXHOJIOMHH 3a
JMFHTATM3aLMS Ha HKoHoMMKata: Hayuna kondepenums, 2023, YHCC: C6opuuk ¢ noknamu (c.

79-88). Codus: Usnarencku xomnaexke — YHCC.

https://iited.unwe.bg/iited2023/
https://ideas.repec.org/a/nwe/iitfed/y2023i1p79-88.html
https://econpapers.repec.org/article/nweiitfed/

Pesiome: HenpekbcHaTtata Aurvtanu3auus Ha rinobaiHaTa MKOHOMMKA IMOCTaBid Ha4aloToO Ha
CBBP3aHOCT ¥ BB3MOXKHOCTH 3a GM3Heca fa ce aHraxupa ¢ norpebutenute. Brupekn ToBa, T
CBILO TaKa JOBE XA M JI0 pa3IMyHH 3aIlIaxy B OHJIaifH MPOCTPaHCTBOTO. E/iHA OT Te3H 3ariaxu
€ PEKJIaMHaTa U3M ama, KOSTO 3acTpalliaBa LelocTTa U epeKTHBHOCTTa Ha OHJIAlH peKJIaMHHTE
KaMIIaHWM B BCE MOAUTHTAIM3HpaHaTa MKOHOMUKA. M3KyCTBEHUAT HHTEIICKT (UN), obopynsaH ¢
BB3MOXXHOCTH 32 aH alu3 Ha JaHHH B peajHO BpeMeé M YChBBPIICHCTBAHH AIrOpHTMH 32
HICHTHUIMpaHe Ha MOJIENH, TIpe JUlara B3MOXHOCTH 32 €(eKTHBHO pearupaHe Cpeily TO3H
BUJ aTakW. Upe3 aHaimM3a Ha MHOXeCT Ba oT jJaHHM, M Moxe na pasrpaHM4Yd MCTHHCKHTE
MOTPEOUTENICKH B3aMMOJENHCTBUA B JUTHTAIH OTO MPOCTPAHCTBO OT M3MAMHHMTE, Aa MapKupa
aHOMAJIMH H JIa ce ajlanTipa 65p30 KbM pa3BHBALI UTE CC H3MaMHH TaKTUKH. TO3H HOKYMEHT ce
NpeAcTaBs MOAXOA 3a pelleHHe 32 CMEKYaBaHE Ha PEK JIAMHUTE M3MaMH, CBC cneruduieH
aKIEHT BBPXY TAXHOTO BB3JeicTBHE U ponAta Ha MU B cripaBd HETO C TOBa NMPEAU3BUKATEIICTBO
¥ Hachp4YaBa Ch3JaBaHETO Ha M10-CUTYPHA M YCTOHYKMBA JUTHTAIH 2 HKOHOMHKA.

KiaiouoBun JAYMH: H3KYCTBEH UHTEIICKT, 3aIlJIaXH, JUTHTAJIICH MAapKECTUHT

Abstract: The continuous digitization of the global economy brings about connectivity and
opportunities for bus inesses to engage with consumers. However, it also introduces various
threats in the online space. On e of these threats is ad fraud, which jeopardizes the integrity and
effectiveness of online advertising ca mpaigns in an increasingly digitized economy. Artificial
intelligence (AI), equipped with real-time dat a analysis capabilities and advanced algorithms for
pattern recognition, offers effective ways to count eract such attacks. Through the analysis of
extensive datasets, Al can distinguish genuine user interac tions in the digital realm from
fraudulent ones, identify anomalies, and adapt rapidly to evolving fraud ulent tactics. This
document presents an approach to mitigating ad fraud, with a specific focus on its i mpact and
the role of Al in addressing this challenge, promoting the creation of a more secure and res ilient

digital economy.

Keywords: artificial intelligence, threats, digital marketing



2. Velkova, 1. (2024). Next-Gen Accounting and the Disruptive Power of Al in Financial
Forecasting and Efficiency. B MHoBaTuBHH uH(OPMALIMOHHH TEXHOJIOTHH 3a IMrUTATH3ALAS Ha
25 okromspu 2024, YHCC (c. 205-

nkoHomukara: C60pHUK OKNANH OT HayuHa KoHepeHLHs,
213). YHHBEPCUTET 33 HALMOHANHO M CBETOBHO CTONAHCTBO.

https://ideas.repec.org/a/nwe/iitfed/v2024i 1p205-213.html
https://econpapers.repec.org/anicIe/nweiiti’ed/y 322024 3ai 3al 3ap 3a205-213.htm

Pesrome: To3u JOKYMEHT H3cielBa TpaHc(OPMHPALLIOTO BB3AEHCTBHE HA H3KYCTBEHHA
unrenekt (Al) B cHeTOBOACTBOTO, KaTo ce (okycHpa BBPXY (HHAHCOBOTO MPOTHO3HPaHE H
onepatuBHata edexTHBHOCT. OCHOBHATa 11€J1 € /ia ce OLEHH CPaBHHTETHOTO npeacrasgHe Ha Al
MOJEIUTE CHPSAMO TPaAULMOHHHUTE CYETOBOJHH METOJH. Ype3 cTpyKTypHpaHa METONONOTHA,
NMPOYYBAHETO OLIEHABA KIIOYOBH NOKa3aTeNH, BKIIOYHTENHO TOYHOCT, CKOPOCT H eexTuBHOCT, B
ynpasisiBaHu oT Al M KOHBEHIIMOHAIHH TeXHUKH. KoHcTaTauuuTe rokassar, 4€ Al 3HaYuTENHO
HamaJisBa BPEMETO M YCHJIMATA, HEOOXOMMMH 3a CUETOBOJHHMTE 3ajia4H, KaTo MO TO3H HaYHH
ONTUMH3MpA MPOLIECUTE Ha B3EMaHE Ha pelleHHs, MO3BOJIsABA MO-MPELH3HO PA3NPEICICHAC Ha
PECYpPCHTE M YJECHSIBa MPOrHO3MpaHeTo B peasiHo BpeMe. Tlofo6eH Hanmpeabk € OT peiasaiio
3HaYEHHE 32 OpraHM3allMhTe, KOMTO CE CTPEMAT Ja MOMIBPXKAT KOHKYPEHTHO NMPEAUMCTBO Ha
BCE MO-IMHAaMHUYHHU na3apu. [IpoyuBaHeTo 3akimoyaBa, Ye HHTETpUPaHETO Ha Al B CYETOBOOHHTE
MIPaKTHKHU € HE CaMO IOJIE3HO, HO M OT CHIIECTBEHO 3HAYEHHE 33 OCUTypABaHE Ha OBaem pacTex

H OllepaTHBHa YCTOMYMBOCT.

K11090BH IyMH: H3KYCTBEH HHTENIEKT, CYETOBOACTBO, (GHHAHCH, MPOrHO3MPaHe, TensorFlow

Abstract: This paper explores the transformative impact of artificial intelligence (AI) in
accounting, focusing on financial forecasting and operational efficiency. The primary objective
is to assess the comparative performance of Al models relative to traditional accounting
methods. Through a structured methodology, the study evaluates key metrics, including
accuracy, speed, and efficiency, across Al-driven and conventional techniques. The findings
demonstrate that Al significantly reduces the time and effort required in accounting tasks,
thereby optimizing decision-making processes, enabling more precise resource allocation, and
facilitating real-time forecasting. Such advancements are critical for organizations striving to
maintain a competitive edge in increasingly dynamic markets. The study concludes that
integrating Al into accounting practices is not merely advantageous but essential for ensuring

future growth and operational resilience.

Keywords: Al accounting, finance, forecast, TensorFlow



CTaTHM M_CTY/IHH, MHJEKCHDaHH B ADYI'H MEXYHADOAHH 0a3H_JIaHHH ¢

Hay4yHa HHQOQMagHﬂ, H!6J'IHK!BRHH B HAYYHM CIITHCAHHMSA

1. Velkova, I. (2024). Cybersecurity Challenges and Solutions in University Enrollment
Systems. Knowledge- International Journal , 66(3), 305-311.

hlms://ois.ikm.mk/index.php/kii/article/view/7030/6788

https:/www.ceeol.com/search/article-detail 7id=1 297590

Pestome: C oryiea Ha 3HAYUTENHUA TEXHONOTHYEH HAMpeIbK BbB BCHYKH ACMEKTH Ha XMBOTa
HM M HApacTBALLATA 3aBUCHMOCT OT NUTHTAIHH IIATGOPMH, YHHBEPCUTETUTE CE H3MPABAT MPEN
HOBH TIpean3BHKaTeNncTa. ENHO OT OCHOBHHTE MPEAM3BMKATE/NCTBA € CBBP3aHO C Mpoleca Ha
sanucBaHe Ha cTyaeHTH. Cnen nauaemuata or COVID-19 MHOro yHMBEPCHTETCKH JIEHHOCTH
NpeMHHaxa B OHJIAMH cpela — 3amialliaHe Ha CeMEeCTpHaIHH TaKCH, MojiaBaHe Ha JOKYMCHTH,
MPOBEXJAHE Ha JIEKUMH M 1p. 3a MHO3WHA MOCCIIECHHETO HA YHHBEPCHUTET Ha MACTO 32
3amucBaHe B H36paHa mporpama Gelue 3aTpyAHEHO NMOpPaaH pasnpoCTpaHeHaTa 31paBHa KpH3a.
B pesyiTaT Ha TOBa HSKOM YHMBEPCHTETH IO CBETA 3all0YHaxXa 1a BhBEX/AT OHJIAHH CHCTEMH
3a 3allMCBAaHE HA HOBOMNpPHETH CTYHEHTH, KOMTO IpeAsarar yAOOCTBO M MO-HHCKH pa3XOJH.
BNpekn TOBa, HapacTBaHETO HA OHJNANH CHCTEMHMTE 3a 3amMcBaHe M 00paboTkara Ha
YyBCTBHTEJIHA MH(OpMAaLMs — KaTo JIMYHU JaHHU M (PMHAHCOBH JIETaiiM — B ChYCTaHHC € BCC
HO-TIONMYJIIPHATE OHJIAMH IUIAINaHWA, YBEIM4aBaT YA3BHMOCTTa Ha TE3H CHCTEMH KbM
kubepaTakd. B TO3M KOHTeKCT paspaboTBaHETO Ha HAfIeXIHH M aNalNTUBHM CTPATCTHH 32
KHGEPCHI'YPHOCT CTaBa OT ChIIECTBEHO 3HAUECHHE 3a 3aIIMTA OT NOTEHIMAIHK NpobueH. IIpes
2023 r. ce HabmroJaBa 3HAYMTENHO YBEJIMYECHHE HA KHMOepaTaKuTe, HaCOYEHH KbM BHCIOH
yue6GHH 3aBe/ICHHA U TEXHHUTE TIPOLIECH, BKIIOUHTENHO U Te3H, 3aCArallli OHJIakH 3aNiCBaHETO.
ToBa momuepTaBa HEOOXOAMMOCTTA OT IISJIIOCTHH M aJIEKBaTHH MCPKH 3a KHOEpCUTypHOCT,
KOHTO €()EeKTMBHO Ja 3alUTaBaT YyBCTBUTEJIHMTE CTYJACHTCKM NAHHM M Ja@ TapaHTHpat
HENpeKbCHAaTa LEUIOCTHOCT Ha MHCTHTYLMOHAIHATA JEHHOCT. OcBeH TOBa, AMHAMUYHHAT
XapakTep Ha KHOep3aIuIaxuTe H3MCKBA IIOCTOAHHM aKTyalH3aliy 1 noxoOpeHus Ha 3alMTHUTE
npoTokoms. HactosmoTo H3ciezane ce okycupa BbpXy KasyCH, CBBP3aHH C npoOUBH U
YA3BHMOCTH, M pas[yiexJa MpOLECHTe Ha OHIAWH 3aMHCBaHE B HAKONKO eBpOIEHCKH
YHMBEPCHTETA C aKLIEHT BbPXY CUTyPHOCTTa Ha JaHHHUTE. PesynraTuTe NOKa3BaT, 4¢ OCHOBHUTE
YA3BHMOCTH Ca CBBP3AHH ChC Ca0W NPaKkTHKH 10 Y/OCTOBEPSBAHE, JIMICA HA JOCTATBYHO
MHOro(akTOpHa aBTeHTHKALIA ¥ MHTErpalys CbC CTapH CHCTCMH. [MpoBexaaHeTo Ha pelOBHHU
OMMTH [0 CUrYPHOCTTA H TECTOBE 3a IIPOHUKBAHE € OT KITIOYO0BO 3HAUCHHE 3a UJICHTUHLIMPaHE
¥ MMHHMM3HpaHe Ha CJa00CTHTE B CHCTEMHTE 32 CTY/ICHTCKO 3alHMCBAHC. TecroBete 3a
NPOHHMKBaHE, NMPH KOHTO €THYHH XaKEpH ce ONHUTBAT Aa npoOHAT 3alMTaTa Ha CHCTEMATa,
MOTaT /ia pasKpHAT C1aboCTH, KOMTO He ce OTKPUBAT NPH CTaHNAPTHH ONUTH. Llenta Ha TOBa
M3cle/BaHe € Ja NMPEeUIOKH MOJEN 33 IOBUIIABAHE HHBOTO HA CHIYPHOCT B CHCTEMHMTC 3a
3alMcBaHe Ha HOBONpHETH cTyaeHTH. HeoOXouMO € YHHBEPCHUTETHTE [1a BHEAPAT UJIOCTHH
MOAXOAM 3a yNpaBlieHHe Ha WH(OpMalMOHHATa CHIYPHOCT, KOHTO Jia rapaHTHpaT HE CaMo
3alMTA Ha JaHHUTE, HO M e)eKTHBHO YIpaBjieHHe Ha pPUCKOBeTe. Upe3 HACHTHPHUMPAHE HA
CBIIECTBYBALMTE NPEAM3BUKATE/ICTBA M NIPENOpbKa Ha I00PH NPAKTHKH, TO3HW AOKYMEHT Le/H
Ja monoOpy 3alMTaTa Ha YYBCTBHTENHaTa MHGOpMauus M Ja MOBHMIIHK o61WOTO HHBO HA
CHTYDHOCT B YHMBEPCHTETCKHTE HH(OPMALMOHHH CHCTEMH. TIPE/TIONKEHHUAT METOA € TECTBAH B
pealiHa cpefia ¥ e OLleHeH KaTo ed)eKTHBEH 3a HaMaJlABaHE Ha PHCKa OT M3THYaHE Ha JaHHH H




-

MOBHILIABAHE Ha NOBEPHETO U CUTYPHOCTTA B YHHBEPCUTETCKATA Cpeaa.

K/11090BH AyMH: KHGEPCUTYPHOCT, YHUBEPCUTET, CUCTEMA 38 3anucBaHe, NpoGHBH

Abstract: Given the significant technological advances in all aspects of our lives and the
increasing dependence on digital platforms, universities are facing new challenges. One major
challenge concerns the student enrollment process. Since the COVID-19 pandemic, many
university processes have moved to an online environment - semester payment, online
application, conducting lectures, etc. It has been daunting for many to visit universities in
person to enroll in their chosen programs due to the widespread health crisis. As a result, some
universities around the world have started implementing online enroliment systems for newly
admitted students that offer convenience and affordability. However, the rise of online check-in
systems and the handling of sensitive information — such as personal data and financial details —
combined with the growing popularity of online payments has increased the vulnerability of
these systems to cyber-attacks. In light of these challenges, developing robust and adaptive
cybersecurity strategies has become essential for safeguarding against potential breaches. In
2023 will see a significant increase in cyber-attacks targeting higher education institutions and
their processes, including those affecting online enrollment systems. This highlights the need
for comprehensive and appropriate cyber security measures to effectively protect sensitive
student data and ensure the ongoing integrity of institutional operations. Additionally, the
evolving nature of cyber threats necessitates continuous updates and improvements to security
protocols. This study therefore focuses on case studies of breaches and vulnerabilities and
reviews the online enrollment processes of several universities in Europe, with an emphasis on
data security. The findings reveal that key vulnerabilities relate to weak authentication
practices, insufficient multi-factor authentication and integration with legacy systems.
Conducting regular security audits and penetration testing is critical to identifying and
mitigating vulnerabilities in student enrollment systems. Penetration tests, where ethical hackers
attempt to break into the system, can help uncover weaknesses that may not be apparent during
routine audits. The purpose of this research is to propose a model to improve the security level
of newly admitted student enrollment systems. It is essential that universities implement
comprehensive information security management approaches that ensure not only data
protection but also effective risk management. By identifying existing challenges and
recommending best practices, this document seeks to improve the protection of sensitive data
and improve the overall security of university information systems. The proposed method has
been tested in a real environment and has been evaluated to reduce the risk of data breaches and

increase the trust and safety of the university environment.

Keywords: cybersecurity, university, enrollment system, breaches




2. Benxosa, UBona. (2025). MHoBaTHBHHM cHCTEeMH 3a yrpaBieHHE HA HACHTHYHOCTH U IOCTHII
B aKaneMHuHMTE MHCTMTYUMH. Hayunu mpyooee na YHCC, 2025, 6p. 2, c. xx—xx. ISSN
0861-9344.

Pestome: CraTHata M3cNeABa poONSTA Ha CHCTEMUTE 3a yrpapieHHe Ha HIEHTHYHOCTH B
aKaICMHYHMTE CPEAM M NpPEeAcTaBA Mojen 3a BK/IOYBAHE HA YTBBPACHH TEXHONOTHYHH
NMOAXOAM KaTO €AHOKPATHO yAocToBEpABaHe, MHOrogakTopHa aBTEHTHKALMA H YIpaBieHHe HA
mocThbia, GasMpaHo Ha PONM, KAaKTO M pellieHHs ¢ M3MoJ3BaHe Ha TEXHONOrHMTE 3a Gin3Ka
KOMYHMKAlHA M paanoyecToTHa uaeHTHdukauusa. Lienta e na ce npemnoxar nogobpeHus Ha
obpasoBaTeNnHaTa cpena Mo BpeMe Ha IWrMTaiHata TpaHcopMmalMs MO OTHOMICHHE Ha
CHTYPHOCT, MAIabMpPyeMOCT W ONTUMH3aLIMA Ha aIMHHUCTPaTHBHUTE MpoLecH. IIpeioxkena e
ApXWTEKTypa, KOATO NEMOHCTPHpAa YCTOMUMBOCT cpelly KuGepaTakd M CHBMECTHMOCT ChC
CBIISCTBYBAIlM MNJATGOPMH, KOETO s NpaBH KIIOYOBA 3a YCTOHYMBO YIpPAaBICHHE Ha
HACHTHYHOCTH B 0Opa30BaTeIHATE MHCTHTYLIMH

Kmo9oBn mymm: ynpasneHue Ha MAEHTMYHOCTH, aKafeMHYHH nactutyuun, SSO, MFA,
RBAC

Abstract: The article explores the role of identity management systems in academic
environments and presents a model that incorporates established technological approaches such
as single sign-on (SSO), multi-factor authentication (MFA), and role-based access control
(RBAC), as well as solutions utilizing near-field communication (NFC) and radio-frequency
identification (RFID) technologies. The aim is to propose improvements to the educational
environment during digital transformation in terms of security, scalability, and optimization of
administrative processes. An architecture is proposed that demonstrates resilience against
cyberattacks and compatibility with existing platforms, making it a key component for
sustainable identity management in educational institutions.

Keywords: identity management, academic institutions, SSO, MFA, RBAC
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