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OBIIA XAPAKTEPUCTUKA HA JMCEPTAIIMOHHMUSA TPY [{

1. AKTyaJIHOCT Ha npobJieMa

AKTYyaJTHOCTTa Ha mpodJieMa ce omnpeaens OT TI00aTHUTE MPOMEHHU, HOPOACHU OT
Pa3BUTHETO HAa TEXHOJOTMHUTE M KHOepIpecThIHOCTTA. MH(OpMalmoHHaTa CUTYpHOCT Ce
IIOCTUTa Ype3:

=> NPEBaHTUBHU MEPKU — CBBP3aHU C KOHTPOJIMPAHE HA PUCKA U OIPAaHUYaBaHE
Ha HeXeJlaHU ChOUTHS, KaTO BbBEXKAAHE Ha MapOJIM U INOJIUTUKU 32 CUTYPHOCT,
3acekpeTsBaHe Ha HHpopMauus, paibpyosau U T.HaT.

=> OTKpHUBAaIIX MEPKH — OTHACAIIH CE JI0 OTKPHBAHE HA CHOUTHSI, KOUTO MOTaT J1a
JIOBEJIAT /10 HEKEJIaHM SBJICHUS, KaTO MPOCIEIsBaHe, U3II0JI3BaHE HAa CEH30pU
3a JBUKEHHE, CUCTEMHU 3a HaOIIOCHHUE U T.HAT.

=> BB3CTAHOBUTEIHM MEPKM — HMMAIlM 3a L] Bb3CTAHOBSABAHE Ha LIEJOCTTA,
KOH(HUISHIIMATHOCTTa W HAJMYHOCTTa Ha HHpOpManusaTa (KaTo pe3epBHU
KOIMs, BBBEXJAaHE Ha IUIaHOBE 3a paldoTa MpHU aBapuM, ONpeEAeIsHE Ha

AOIYCTHUM OUala3oOH OT I'PCIIKU U T.HaT.).

[IpenmerHaTa obnact Ha HH(OPMALIMOHHATA CUTYPHOCT C€ CBBbP3Ba OCBEH ChC 3alUTa
Ha HMHpopMalusATa U C H3UCKBAHUATA 3a CHUTYpPHOCT Ha HMHQPOPMAIMOHHUTE CHCTEMH,
HAQUMHUTE 32 OLIEHKAa Ha PUCKa, MPEANpPHUETUTE MOJUTUKM 3a 3alluTa Ha MHPOpMaLuUATa.
OcHOBHa XapaKTEepUCTHKAa Ha CHUTypHOCTTa Ha HHQopManusaTa € HelHaTa HaJIWYHOCT,
OTpa3sBallla, OT €Ha CTpaHa, eAMHCTBEHO JOCThIIa HA OTOPU3UPAHU JIUIIA /10 Hes, a OT JIpyra
— HEO0OXOJMMOCTTa OT OMPEENIEHO BPEME U PECYPCH 3a MpEICTaBsiHE Ha MH(OpMaIUITa Ha

68.38., HU3BBPIICHA 3asdBKa 3a JOCTHII.

2. U3caenoBaTesicKu mpoodJiemM

M3cnenoBaresckuaT mnpodjeM Ha AMCEPTALMOHHUS TPy € Jla CE YCTaHOBST
OCHOBHMTE TIOJIMTUKHU 32 HHPOPMALIMOHHA CUTYPHOCT, KOUTO OKa3BaT €(pEeKTUBHO U e(PUKACHO

BB3/ICHCTBUE BbPXY ChXpaHIBaHETO HA MH(OpMAIHITA.

AnpoOGupaHeTo Ha MOJIEN 32 CUTYPHOCT Ha HHGOpMaIusaTa BbB BUCHIETO 00Opa30oBaHKE
criomara Jia ce:

= mnono0pu nHPOpPMAIMOHHATA CUTYPHOCT BBB BUCILIETO O0Opa30BaHHUE;




=> OrpaHuyYar ysS3BUMOCTHTE U 3aIllaXuUTe B MH(OpPMAlMOHHATa CUTYPHOCT BBB
BUCIIETO 00pa30BaHHUE;
=> OrpaHuYaT PUCKOBETE OT KHOEpATaKH;

— periaMcHTHpa J0CThIIa 10 I/IH(i)OpMaLII/Iﬂ 1 JaHHH.

3. Ilen u 3a1a4u HA TUCEPTALMOHHUS TPY/

Ien Ha paucepTauMOHHUS TPy € JAa C€ Cb3JaJ€ KOHIENTyaJleH MOJAEN Ha
nH(pOpMallMOHHATa CUTYPHOCT BBB BHUCHIETO oOOpa3zoBaHue. [IpemsiokeHUAT MoJen cieaBa
OCBEH Jla aHaJu3upa BCHUYKH YSI3BHUMOCTH Ha WH(OpMAallMOHHATAa CHCTEMa BBHB BHCILETO
oOpa3oBaHue, Ja OTrOBaps HA HOpMaTHBHATa ypeada U Ja MO3BOJIM Ch3JjaBaHe Ha e()EKTUBHO
Ha0JII0/IeHNE, N3BBPIIIBAHE HA MMPEBEHITNS, TOBUINIABAHE HA €()EKTUBHOCTTA Ha M3IIOI3BAHUTE

pecypcu, orpaHnv4aBaHe Ha KI/I6epHpeCT'LHJ'IeHI/I${Ta U aKTyaJIU3upaHe.

3agauu:

1. Jla ce mpencTaBsT TECOPETUYHHUTE ACTIEKTH Ha MHPOPMALMOHHATA CUTYPHOCT.

2. Jla ce pasrimenaT NpaBHO-OPTaHU3AMOHHUTE W TEXHOJOTUYHHUTE AaCIEKTH B
nH(pOpMalMOHHATA CUTYPHOCT BbB BUCIIETO 0Opa30BaHUE.

3. Mla ce aHamu3upa TEKyLIOTO CHhCTOSIHME Ha WH(OPMALMOHHATa CUTYPHOCT BbHB
BHCIIIETO 00pa30BaHUE.

4. Jla ce W3roTBM MOJEN 3a OrpaHMYaBaHE HAa YSA3BUMOCTUTE U 3aIUIAXUTE B
nH(}OpMalMOHHATa CUTYPHOCT BbB BUCIIETO 0Opa30BaHUE.

5. la ce ompenensT HOJA3UTE OT BHEApsABaHE Ha Mojena 3a MoAoOpsiBaHe Ha

HH(bOpMaHHOHHaTa CUT'YPHOCT BbB BUCHICTO o6pa30BaHHe.

4. Hay4Hna Te3a

Hayuynara Te3a ce OcCHOBaBa Ha TBBPACHHMETO, Y€ CbH3JABAHETO HA MOJEN Ha
nH(pOpMallMOHHA CUTYpPHOCT B CEKTOpa Ha BUCHIETO OOpa3oBaHHUE 1€ MPEAOCTaBU HOBU
BB3MOXHOCTH 3a ChXpaHsBaHe, 3alllUTa W aKkTyaJlu3upaHe Ha MHQOpMalMITa U MOTOKA OT

AHHHU.




5. OO0eKT U npeaMeT HA TMCEPTAIUOHHUSA TPY]

Oo0ekT Ha H3CJICABAaHC € CUCTEMAaTa 3a OCUTYpsIBAHC Ha CUT'YPHOCT Ha I/IH(i)OpMaI_[I/IHTa

B YHUBEPCUTETUTE.

IIpeaMer Ha wu3clieBaHE Ca BB3MOXXHOCTUTE 3a OrpaHUYaBaHE YSI3BUMOCTUTE WU
3alIaxuTe B HMH(POPMAIMOHHATAa cpela dYpe3 MpeajaraHe Ha KOHIENTyaleH MOJeNl Ha

nH(pOpMalMOHHATA CUTYPHOCT BBB BUCIIETO 00pa30oBaHUE.
6. MeTtoau 3a uscjaeaBaHe

H3non3Banu METOAM B OUCCPTALIHMOHHHA TPyAd Ca aHajlu3d M CHUHTC3, HMHAYKIHAI,

ACAYKIUS, CDABHUTCIICH aHaJIN3, JIOTUYCCKU U CUCTEMCH ITOAXOA, KAKTO U AaHKETCH MCETO.




CbABPKAHUE HA JTMCEPTALIMOHHMUSA TPY |

ITbPBA I'JTABA. UTHOOPMAIIUA U UTHOOPMALIMOHHA
CUT'YPHOCT

B Touka 1.1. ,VUnpopmanust — CHIIHOCT, MPOU3XOA U crieludHKa Ha 3amuTara’ ce
M3BEX/JAaT OCHOBHU JC(QUHUTHUBHU IMOHATHUS OTHOCHO CBIIHOCTTA W CHenudHuKaTa Ha
uH(popManuara. Y4eHuTe U3BexKaaT GopMyIupoBKaTa 3a HHPOpPMAIUS KaTo ,, YeHeH U 8AHCEeH
pecypc’, OT KOUTO HAI'BIIHO 3aBUCH ,, YSIOCHIHOMO UKOHOMUYECKO U COYUATHO pa3gumue Ha
peauonume. “*. B cBoATa IMPOKA CMUCIIOBA IANOCT, MHGOPMALHUATA €: NAHHH, 3HAHHS, HOY-
Xay, OIIUT, KOUTO CIIoMarar jia ce 3aJ0BOJIAT NOTPEOUTEICKUTE OYaKBaHUs U HarjacH, KakTo
M Ja ce JOCTHMTHE 10 KOHKpeTHH nenm?. ToBa e OCHOBHATA NMpHUYMHA MH(OPMAIUATA KATO
[EHEeH KamuTan ja ObJe 3ammMTeHa mpe3 BCUYKU (a3u Ha CBOS JKU3HEH IHMKBJI — OT
Ch3JaBaHETO ¥ 10 HEMHOTO yHHMIOKaBaHe. HezaBucumo or ¢dopmara, KOATO MpHema, Ts

BUHArM TpA0Ba 1a ObJe 100pe 3ammuTena’,

JlymaTa mpousnau3a oT jaTuHckata informare — maBam ¢opma, T.e. mHDOpMAIHITA
BUHATU € MPEJICTaBeHa ¢ HikakBa opma, cTpykTypa, Moaen; informatio — naBam npencrasa,
noHsTHe 3a Hemo?, OKCOPACKUAT PEUHHUK 5 0OACHABA KATO ,, hakmu, npedocmaeeHu uiu
Hayuenu 3a Hewjo ulu HAK020‘; , cbOoOWeHO 3HaHUue OMHOCHO KOHKpemen akm, npeomem

wiu cvbumue

, T.€. mH(pOopMaIusaTa ce choOIaBa Ha MOJydaTess MPU HATUIUETO HA HIKaKBa
KOHKPETHOCT, ChOMTHIHOCT. MoJKe J1a ce HampaBH 3aKIIOYEHUETO, Y€ MHPOpMAIUITa MPSKO
Ce OTHACS KbM YOBEIIKHU JACHCTBUS C aKTUBEH XapaKTep, KOUTO ca HACOUCHU KbM ChOOIIaBaHe
Ha HeIo, MpHuIaBaHe Ha (hopMa Ha HEm[Oo MOCPEICTBOM CIIOBOTO, 3a Ja MOXKE Jla CE CTUTHE JI0

TBBPICHUETO, Y€ ,, UHPOPMAYUOHHOMO 06Uecmeo eeue GyHKyuoHupa ‘S,

! Pavlov, G., Poudin, K. (2019). Challenges to information security at regional level. // Trends in
Regional Development and Security Management. Sofia: UNWE Publishing Complex, pp. 16-22.

2 bidem.

3 Cemepmxues, 11. (2007). Yupasnenue Ha nnpopmanuonnara curyproct. Codus: Codrrpeiin,

4 llperkoBa, M. Buumarenna ynotpeba Ha TOHATHETO ,uH(OpManus“. // Memuu u OOUIECTBEHH
koMyHuKanuu. JlocTsiHo Ha: https://media-journal.info/?p=item&aid=155.

5 Oxford English Dictionary. Available on: https://www.oed.com/search/dictionary/?scope=
Entries&q=information.

6 Krzton, W. (2021). (In)security of the functioning of the information society in the Cyberspace. //
Przeglad Europejski. 3, p. 86.



https://www.oed.com/search/dictionary/?scope=

IIpe3 1948 r. Bunep, ocHOBaTen Ha KUOEpPHETHKATA, 3asBsBA, Y€ ,, UHDoOpMayusma e
ungopmayus, a ne mamepus unu emepeus. Humo eoun mamepuanuzom, Koumo He npusHasa
moea, ne mogce oa oyeree 6 nawuy onu’'. Taka Toil BbBeXIa MOHATHETO MH(OPMAIUS B
TeopusATa Ha KOMYHHUKalusATa BbB ¢umiocodusta. CrenoBareaHo, HU3CIEAOBATENN H
¢dbunocodu padboTiT 3a neuHUpPaHe HA KOHIEHIUATA 32 HHGOPMAIU B Mpoab/DKeHne Ha 60
romuay. CTaTHCTHKaTa ToKa3Ba, ye 10 1980 1. e mmano oxomo 130 neduHmmmu®,
OcHoBatensaT Ha TeopusaTa Ha uHpopmanusara, K. IllanbH, cunTta, 4e € HEBB3MOXKHO Ja ce
MIOCTaBsI IOBEPUETO HA €HA-€JUHCTBEHA KOHLEMIHUs, Thid KaTo UH(OpMAIHITA MMOAJEKH Ha

BCHUYKHU 00J1aCTH Ha HayKaTa U Hay4YHaTa ﬂeﬁHOCTg.

3a menWTe HA IUCEPTAMOHHUS TPy aBTOPHT H3IMOJI3BA COOCTBEHA Ne()UHHUIIUSA,
OCHOBaHa Ha MPOYYBAHETO, a UMEHHO, Y€ UHPopmayuama € CbBKYNHOCT OT 3HAHHUS H
OINMT, OCHOBAHU HA NMPEKH U/WIHA KOCBEHH HAOJI0JeHHS 3a 1a/ieH 00eKT U/ WJIu AABJIEHUS,
KOHUTO BOJSAT /10 CYOeKTHBHH W/MJIH O0CKTHBHH YMO3AKJIIOYeHHs, OCHOBAHU HA (PaKTH,
aoka3zatesicTBa, MCTUHHU xumnore3u. IlpenaBa ce nupekTHO (BepO0AJHO CJOBO) WJIH
HHJAUPEKTHO (E-KOpeCHOHAEeHIMs W/MJIM THCMEeHA KOPEeCNOHJAeHIusl)) W BOAU 0
OTKPHUBaHe HA HOBM Hellla, HOBUHH, chbOuTHsA. Haji-ecTecTBeHMAT Oesier 3a ChlIeCTBEHA
uHpopMmanysa e HeilHaTa HCTUHHOCT. UHdopManusaTa € HAll-IEHHUAT pecypc HA HOBOTO
BpeMe M TOW TpsAdBa Ja UMA 3aIUTEHOCT OT 3JI0OYMHUILJIEHH ATAKH MW BCEBbH3MOKHHU

NpeTEeHHH 32 3J10yN0TPeoH.

CHOpCI[ H3JIOKCHOTO CJIEABA Oa CC HaIlpaBHu U3BOJ4, Y€ I/IH(I)OpMaLII/IHTa € IMHaAaMH4YHa

CHUCTCMA, KOATO BKJIKOUBA OTT'OBOPU HA BBIIPOCH, 3a d C€ ITIOCTUTHE HOTpe6HOCTTa OT 3HAHUC.

B 3akona 3a 3ammTa Ha Kracudurmpanata nHGopManua’ ce MOCTAHOBSBA BOIEIIHS
MIPUHITUII ,, HeOOX0OUMOCm 0a ce 3Hae‘‘, KOWTO TIO0 TIPE3YMIIIUS M3BEXK/a HAesITa 32 YOBEKa
KaTo COLMAIHO KMBOTHO'!, KoeTo MMa Hykna ma choOmaBa M Ja My Obje choOIIaBaHA

HsKaKBa HOBOCT, HOBHMHA.

" ur mo: Qiao, T. (2011). Definition and Essence of Information. // triple. 9(2), p. 342.

8 Gang, L. (2007). An inquiry into the origin of the philosophy of information. Beijing: JinCheng Press, p.
71.

® Ibidem.

10 3aKkoH 3a 3amuTa Ha KnacupuIupaHaTa uHpOpPMAIIHS. JloCTBITHO Ha:
https://lex.bg/bg/laws/Idoc/2135448577.

1 Appaer, E. (2009). YoBeksT — ,,conmanno kuBoTHO . Codus: Jamsn SJkos.
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C’LI_HCCTBYBaT HAKOJIKO H3TOYHHMKA Ha pPUCK IIpH IHOp€AaBaHC M II0JIy4YaBaHE Ha

uHbOpMaIHI:
= 3ary0a Ha JJOBEepHue;
= HapyUICHUS HA CUTYPHOCTTA U KOMITIOTHPHH TPECTHILICHUS;
= NpPOMEHH B TEXHOJIOTUHTE;
= 3ary0a Ha KJIFOYOB IIEPCOHAT;
= MoBpe/a Ha 00OPYABAHETO;
= BpeMeBa HECPCKTHUBHOCT.

Hpyra nepununus 3a uHGOpMaLMATA s OTBEKAA KaTO ,, e1eMeHmaper (Qakmop 6ve

13 H CC€ YTOYHsABA, UYC Oes3 I/IH(I)OpMaI_[I/IH 3a TEeKyllaTa

BCUYKU OP2AHUBUPAHU OeltiHocmu “
CUTYyallusl Ha B3€MaHE Ha PELIeHUs € TPYJHO Jia ce MPEeANpPUEeMAaT CThIIKH, KOUTO JAa OCUTYPST
rapaHius 3a OCTUraHe Ha rnocraBeHaTa 1en. C Ipyru IyMH, BCSKO LI€JICHACOUYEHO JIEHCTBUE
M3UCKBa MHPOPMAIIHS, KOSITO J1a TOBEE /10 TPaHUIlaTa Ha aKTUBHATa opranu3aius. OneHkara
Ha BCsIKa peliaBalla CUTyalus, T.e. MpearnprueMaHe Ha JEUCTBUS C KOHKpPETHA e, BOIU 10

BCHUYKHUTC ITPOSBJIICHUA HA HH(bOpMaHHH.

WudopManinoHHUTe W  KOMYHUKAI[MOHHW TEXHOJIOTMM Ca  CBIICCTBEHH 32
OpraHM3allMiTe W XOpara, 3a Ja TOJAbpKaT BUCOKM HUBAa Ha IPOW3BOJUTEIHOCT.
Bo3npueManeTo Ha Te3u TEXHOJIOTHH, UABA C MHOXKECTBO HOBHU YSI3BUMOCTH U CIIEIOBATEIHO
HOBU 3aIlJlaXy 3a MOBEPUTETHOCTTA M IIEIOCTTa HA JMYHUTE M OPraHU3ALMOHHUTE JaHHHU.
Excrieprure, 06aye, ca chINIaCHH, Y€ XOpaTa ca Hai-c1ab0To 3BEHO B 3alllMTaTa HA CUCTEMAaTa

32 HMOPMAIMOHHA CHT'YPHOCT Ha €{HA OpTaHU3aIns ",

[TonsiTHETO CucypHocm ce U3I0II3Ba OCPEACTBOM JBAa OCHOBHU TEPMUHA — UHmepec u
sannaxa. TIspBUAT odopMs TIEAMIIETO 3a OCh3HATA MOTPEOHOCT, IIEHHOCT, KOSATO Ype3

BOJISITA 3a JIEHCTBHE, BOAM IO 3aJ0BOJISIBAHE HAa MOTpeOHOCTH. BTOpaTa € BCHYKO OHOBA,

12 Bryson, J. (2016). Managing information services: an innovative approach. Farnham, Surrey, UK:
Ashgate, pp. 268-269.

13 Kwecka, R. (2016). Information in the Area of Security. New Paradigms. // Journal of Defence
Resources Management. 7(2), p. 102.

14 Furnell, S. et al. (2012) Power to the people? The evolving recognition of human aspects of security. //
Comput Secur. 31(8), pp. 857-1014.




KOCTO IIPAKO HJIM KOCBCHO 3acTpallaBa pCAIM3HUPAHETO HA HHTCPECUTC Ha JIUYHOCTTA B

II0COKA CUTYpHOCTTA U,

Crnopen [Ixoy3ed Haii curypHocTTa € M3KIIOUUTEIHO BaXKEH BBIIPOC U MOXKE J1a ObJIe
CpaBHEHa C KHCIOpoja — He ce 3a0en3Ba, JoKaTo He ce u3ryou’®. Conumannure cuctemu ce
HYXJIasT OT CEpHO3Ha CHUTYPHOCT, 3allOTO BBHIIHUTE 3alUIaxXd MOXKE Ja JOBEAaT 10
KaTaCTpOCI)aJIHI/I IIOCJICAUIIH. Yuenusar cunTa, 4€ BCdKa €AHa COIMaJIHA CUCTCMa IMPUTCIKaBa
cnenuduIHa KyJITypa HAa CHUTYPHOCT, KOSTO WMEHHO JETePMHUHHpPA OTHOMICHUETO KBbM
cebenono6HuTe U KbM OKonHaTa cpenal’. Ot apyra cTpaHa, I[BeTKOB cuuta, 4e KaTeropusra

18

CU2ypHOCm € ,,CI0JICHA U MHO20acnekmua “*° 1 mopaau To3u (PakT ce 3aTpyIHABAT OMUTHUTE

Ja C€ U3BCAC CUCTCMAaTHU3aluA Ha ITIO3HAHUCTO.

Crnopen [1aBoB TEPMUHHATE UHGOPMAYUOHHA CUSYPHOCH, KOMIIOMBPHA CUSYPHOCTL U
ocueypsisane Ha uHgopmayusma WMMAT CBOATa B3aUMHOCBBP3aHOCT, KaTro OT Tas3u
TEOPETUYHO-00yCIIOBEHA XUIIOTE3a MOXKE Jla C€ HaIllpaBH 3aKJIFOUEHUETO, 4ye nHPOopMaIusiTa B
XXI Bek ce pasriexaa B KOHTEKCTAa HAa JUTHTAIHUTE MPEAU3BUKATEIICTBA HA BPEMETO U
Ch3/IaBAHETO HAa MOIIHU CHUCTEMH 3a MPOTHUBOACHCTBUE HA MPECTBHIUVICHUATA, TOPOJACHU OT
kubeparaku. ['apaHTHpaHeTo Ha HAIlMOHATHATA CHUTYPHOCT MOXXE Ja C€ CIly4d €AMHCTBEHO
4pes ,, u3epaxicoane Ha e8oNIIOYUOHHO-PA3BUBAUYA Ce KOMNIEKCHA UHGDOpMayUuoHHa cucmema
3a cmpamezuyecko ynpasienue “'°. YueHUAT yTouHsABa, Y€ HE3aBHCHMO, Ue Te3H 00JIACTH Ha
CUTYPHOCT C€ M3IOJI3BAaT KATO CAHOHMMHH 3aMECTUTEIIN MOpaan o0IaTa UM Iei — 3aluTa Ha
nH(popMaNUATa, TO € HEMPABUIHO Ja ObJaT THIKYBaHH €JHAKBO, Thil KATO UMa CHIIECTBEHU

pas3iinius MCKIY TAX.

[TaBnoB u Ilynun onpenenst nHGOpMalMOHHATA CUTYPHOCT KaTO CIIOCOOHOCT Jia ce

ocurypu ,,madﬁa, yArocmHocm u HajaudHocm “20, a B HCTOPHUYCCKHA CH KOHTCKCT C€

9 » 1 “
nmoTpedsiBa, 3a Ja ,,U3pa3u KOMOUHQUUSL MedAHCO KOMRIOMBbPHA — cu2ypHocm "’ u

,, KOMYHUKAYUOHHA cucyprocm 2,

15 Credanos, I'. (2008). Teopus Ha MexayHapoHata curyproct. Codus: Cuena, c. 71.

¥ Tlut. no Poudin, K. (2018). Developing and Maintaining business Security Culture. // Yearbook of
UNWE. 1. Sofia: UNWE, pp. 255-269.

7 1bidem.

18 Tleerkos, LIB. (2016). ChbBpeMEHeH WHCTPYMEHTapUYM 3a OLEHSBAHE HA CHTYPHOCTTA. //
VkoHOMHUUYECKHU U COLUAJIHYU alNTepHATUBH. 2, C. 24.

1 ITagnos, I. (2010) Lut. chu.

2 TaBmos, I'., IMyamn, K. (2011). Hndopmarnuonsa curypaoct B opranmsanmsra. Codus: YU
,,CTomaHcTBo™, c. 9.

2 T]ax Tam, c. 8.
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ITo cBosita cbuHOocT HC € nuHaMMYHO CBhCTOSHUE Ha OOIIECTBOTO, B KOETO ca
3alIUTEHU OCHOBHHTE IpaBa M CBOOOIM Ha OBIATapCKUTE IpakIaHH, IbPKABHUTE TPAHUIIH,
TEPUTOPHAITHATA ISUIOCT U € TAPAaHTUPAHO JIEMOKPATHYHOTO (P)YHKIIMOHHUPAHE HA AbP)KAaBHUTE

U I'PaXKIAHCKUTC HHCTUTYLHH C IICJI 3alla3BaHC U YBCJIMYaBaHC HA 6J'IaFOC"bCT0$IHI/IeT022.

Jedununumnre Ha nHGOPMALIMOHHA CUTYPHOCT OOMKHOBEHO ce (hOKyCcHpaT BbPXY JIBa
acriekta. [IbpBUAT € CTeneHTa, 10 KOATO CIy>KUTEIUTE pa3OupaT MoBeIeHHETo 3a Oe3omacHa
nH(OPMAIIMOHHA CUTYPHOCT, KOETO YECTO C€ OUepPTaBa B MOJUTHUKUTE, MIPABUJIaTa U HACOKUTE
Ha TAXHATa oprammsanma. Kruger et al.?* ompenensar ToBa KaTo cTemeH, 10 KOATO BCEKH
YJIeH Ha NepcoHalia pa3dupa BaKHOCTTA HA WH(OPMaIlMOHHA CUTYPHOCT, HUBATA, MOIXOISIIN
3a OpraHu3alMiITa U TEXHUTE WHIUBUYAIHH OTTOBOPHOCTH 3a CHUTYpPHOCT. BTOpuAT acmexT
ce (okycupa BBpPXY CTENEHTa, JO KOSTO CIYXKHTCJIUTE Ca AHTWKUPAHU U CE IbpPXKAT B
CbOTBETCTBUE C Hal-IOOpUTE NPAKTUKH, KOUTO 4YECTO C€ OYepTaBaT B MOJUTUKHUTE,

IIpaBujIaTa 1 HACOKUTC 3a I/IH(i)OpMaLII/IOHHa CI/Il"ypHOCTZS.

Pa3pa60TBaHeT0 M YCIICHIHOTO BHCAPSABAHC HA IOJUTHUKA 34 CUTYPHOCT, € CJIOXKCH,

MHOTOIIACTOB M OTFOBOPEH IIPOLEC HA HANMOHAIHO HHBOZ’.

CnenBa 5@ ce YTOYHHU
OOCTOSITENICTBOTO, Y€ IMpH IMpoBeXkaaHeTo Ha edexkTuBHA monutuka 3a MC mpeaBaputenHo
yCIOBHE € Ja C€ OLEHH PHUCKOBHAT KOMIIOHEHT IIpUM B3E€MAHETO HA YIPABICHCKH U

OpraHnu3aliiOHHU pCHIeHI/ISI27 .

TepmunsT ,,Uuayctpus 4.0 e my6nuuno mpencrtaBed mpe3 2011 r. Ha manaumpa B
XanoBep?®, kaTo (yHIaMeHT ca creaHuTe AeGUHUINU HA THPBUTE TPH HHLYCTPHATHH
peBoronuu. IIbpBara MHAyCTpHUandHa peBOJIOLUS € Oens3aHa OT MpexoJl OT pPbYHH

MMPOU3BOJACTBCHU MCTOAHW KBbM MalllMHH, 3aJBUKBAHU C Ilapa WM BOOA. BnaronapeHI/Ie Ha

22 KoHuenius 3a HalMOHAJIHA CUTYPHOCT Ha Pery6muka Buirapus, npuera ¢ Pemenue na 38-0 HC or 16.
04. 1998 r., o6H., /IB, O6p. 46 ot 22. 04. 1998 r. locremHo Ha: hitps://www.strategy.bg/Strategic
Documents/View.aspx?lang=bg-BG&Id=655.

2 Bulgurcu, B. et al. (2010). Information security policy compliance: an empirical study of rationality-
based beliefs and information security awareness. // MIS Quart. 34(3), pp. 523-548.

24 Kruger, H. et al. (2006) A prototype for assessing information security awareness. // Comput Secur.
25(4), pp. 289-296.

% |bidem.

2 Tlymun, K. (2013). Tlonutrka 3a HaMOHAIIHA CUTYPHOCT MPE3 PU3MaTa Ha MEHH/UKBPCKATa TEOPHS.
Hayka, oOpa3zoBanne, curypHoct: lOOuneiinHa MexayHaponHa KoHdepeHIus ,Jlecer roauHu
oOpazoBanue mo curypHoct B HBY®: cbcTosHME M mepcHeKkTHBH Ipes oOydeHHEeTO B YCIIOBHS Ha
JMHAMHW4HA U TpyaHonpeasuaumMa cpena. Codus: HBY, pp. 96-104.

2" Marees, M. (2000). AHanu3 U OLEHKAa Ha PUCKa IpH U300p Ha MHBeCTUIHOHHH pemeHns. Codus:
CromnaHCTBO, C. 8.

28 \ogel-Heuser, B., Hess, D. (2016). Guest editorial: Industry 4.0—prerequisites and visions. // IEEE
Trans Autom Sci Eng. 13.
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eNeKTPUYECTBOTO, BTOpara wuHAycTpuamHa peBodoLus, TpaHchopmupa Gadpukute B
MOJICPHH TIPOU3BOJICTBCHHU JINHUHU, KOETO BOJU JI0 BHCOKA MPOM3BOAMTEIHOCT U 3HAYMTEIICH
MKOHOMHUYECKH pacTex. Tperara MHAYCTPHAIHA PEBOJIOLUS M3BEKAA KOMITIOTPH HA MOJICBO
HHBO KaTO MPOTrPaMHPYeM JIOTHYECKH KOHTPOJEP U KOMYHUKAIIMOHHHM TEXHOJOTHH B
TIPOM3BOICTBEHMS MPOIIEC, KOETO JOBEK/A 0 aBTOMATH3MPaHO Mpou3BoacTBo® . B epara Ha
Wupyctpus 4.0 mpousBoacTtBenute cucremu, mnon (opmara ma CPPS, morar na B3emar
MHTCIMTCHTHA PEIICHHUS 4Ype3 KOMYHHKALUs B PEATHO BPEME U CHTPYIHHYECTBO MEKIY

,, np0u36000meeﬂu YUuKiu “30, KOC€TO ITI03BOJIsIBA I'bBKaBO IIPOU3BOACTBO HA BUCOKOKAUYCCTBCHU

NEpCOHAIN3UPAHU MMPOAYKTH IIPU MaCOBa e(beKTI/IBHOCTgl.

Wunyctpust 4.0 mpencTaBisiBa ,, Cb8KYIHOCH OM C8bP3AHU YUPPOBU MEXHOL0UYHU
pewenuss, noonomMazawu paeumuemo Ha asmomMamusayuama, UuHmezpayuasma u 0OMeHa Ha
OanHu 8 peanto epeme 6 NpouzeodCcmeeHume npoyecu. “>> 1 He caMo — B OPraHM3AIMOHHHTE
TakuBa. TS BKJIIOYBA B CBHUIHOCTTA CH HOBU HHU(PPOBU TEXHOJOTUU U TOJIAM HAOOp OT

TCXHOJIOTUYHU PCIICHHA, KOUTO Ch3JaBaT KAa4YCCTBCHO HOB J'IaHIlHIaq)T Ha HMKOHOMHUYCCKHU

AKTHUBHOCTH.

Haii-HoBute 3amnaxu u npeausBukatencrBa npen MC, kakBUTO ca 3allaxure B
KHOEepIIPOCTPAaHCTBOTO, C€ MPEBPBHIIAT BB (DyHIaMEHTaleH npobyieM Ha JHemrHarta ernoxa. C

U3UCKBAaHHUATA, KOHTO Ca H3JI0XKCHU B Hapez[6aTa 3a oOIncpartuBHa CBBMECTUMOCT U

MHMOPMAIMOHHA CHIYPHOCT S, Ce M3/IaraT OCHOBHHTE 3aKOHOJATENHHM IOCTAHOBKH, KOHTO
OTIpe/IeIIsAT HAaUMHHUTE 32 BOJIEHE, ChbXPaHsABAaHE U JOCTBII 10 PErHCThpa Ha CTAHIAPTUTE, KAKTO
U METOJIMKAaTa 3a MU3BBHPILIBAHE Ha OLIEHKA 3a ChOTBETCTBHE C M3UCKBAHMATA 10 OlEpaTHBHA
curypHocT. Cra3BaHeTo MM ce€ rapaHTHpa upe3 cepTH(duKanus Ha HH(OPMAIMOHHHUTE
cucTeMH M (DYHKIIMOHATHOCTTa HA eJMHHATa cpela 3a OOMEH Ha €JIEKTPOHHHU JOKYMEHTH.
KoHTpoabT ce ochlecTBsiBa OT mpenceaarens Ha [IbpxkaBHaTa areHIMs 3a HH)OPMALIMOHHU

TEXHOJIOTUH U C’I)O6I]_[eHI/I$[.

2 Xu, X., Lu, Y. et al. (2021). Industry 4.0 and Industry 5.0—Inception, conception and perception. //
Journal of Manufacturing Systems. 61, pp. 530-535.

%0 Lu, Y., Xu, X., Wang, L. (2020). Smart manufacturing process and system automation — a critical
review of the standards and envisioned scenarios. // J Manuf Syst. 56, pp. 312-325.

81 Zhong, R., Xu, X, Klotz, E., Newman, S. (2017). Intelligent manufacturing in the context of Industry
4.0: a review. // Engineering. 3(5), pp. 616-630.

%2 TTak Tam.

33 MC. Hapenba 3a o0OmuTe M3MCKBAHMSA 33 OIEPATHBHA CHBMECTHMOCT M HH(OPMAILIMOHHA CHI'YPHOCT.
JIOCTBITHO Ha: https://www.mtitc.government.bg/sites/default/files/naredba_za_ obsite iziskvaniq
za_mrejova_i_informacionna_ sigurnost_zagl_izm_dv_br 5 ot 2017 g v sila_.pdf.
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3akoHbT 3a KubepcurypHocT Ha Pemy6muka Boarapus®® ypexma opranmsanusra,
YIPaBJIEHUETO M KOHTPOJA MO KUOEPCHUTYpHOCT, KaKTO M HPEANPUEMAHETO Ha MEpPKH 32
TIOCTUTaHE Ha ,, 6UCOKO 060 HUBO HA Mpedcosa u ungopmayuonna cuzyprocm >, B Un. 2,
anm. 1 ce TBIKyBa ONpEAENEHHETO 3a KHUOCPCHTYPHOCT, a MMEHHO KaTo ,,CbCHOSHUE HA
0bwecmeomo u 0vbpicasama, NPuU Koemo ypes npuiaeane Ha KOMIIEKe om MepKu U 0eticmeus
KUbepnpocmpancmeomo e 3auumeHo om 3aniaxi, C6bP3aHi ¢ He208ume He3a8UCUMU MPENHCU
U ungopmayuonna ungpacmpykmypa unu Koumo mozam 0a napywam pabomama um. .
JlombnBa ce, Ye KHOEPCUTYpPHOCTTa BKJIIOYBA B CBHIMHOCTTa CH MpeKoBaTa U
MHQOpMAIIMOHHATa CHTYPHOCT, OT €JHAa CTpaHa, a OT JApyra — IPOTUBOJCHCTBHE Ha
KHOEpIpecThIIHOCTTA U KubeporOpana. B Ui. 2, an. 3 ce npunara neuHANNS HA MPEXOBa U
MH(OPMAIIMOHHA CUTYPHOCT, a UMEHHO ,, CHOCOOHOCIMMA HA Mpedcume U UHPOPMAYyUOHHUmMe
cucmemu 0a ce NPOMUBONOCMABAN HA ONPeOeNeHO HUBO HA 6b30elCmEUs, 3acaeauju
OMPUYAMENHO — HATUYUEMO, UCTUHHOCIMA, —YeloCmma —Uiu  No8epumerHocmma Ha
CLXPAHABAHU, NPEHACAHU UIU 00pabomeanu OAHHU UMU HA CEbP3AHUMeE C MAX YCIYelU,
npeonazany om mesu Mpevicu u uHGopMayuonHu cucmemu uiu docmunuu ypes max. 3. Karo
MEpKH 3a 0e30MacHOCT U NPE0TBPATABAaHE HAa MOTCHIMAIHN PHUCKOBE U 3aIIaXH, CE IpUIaraT
OpraHU3aIMIOHHH, TEXHOJOTMYHHU U TEXHUYECKU CIIOCOOH C 11€J1 MUHUMH3HpaHe Ha PUCKOBUTE
¢aktopu. IlocouBar ce Haunonannara crparerusi 3a KuOepcuUrypHocT, kakto U CbBeTa 1o
KHOEPCUTYPHOCTTA, KOMTO € KOHCYJITaTUBEH U KOOpIWHHUpaIl oprad KbM MC, a KaTo OCHOBEH
OpraH 3a CIpaBsHE M MPOTHBOJECHCTBUE ce Ha30BaBa MUHUCTBPBT Ha OTOpaHaTa, KOMTO MMa
IIPaBOMOIIMATA [0 TO3M 3aKOH Jla MPOBEXJa Jbp)KaBHA IMOJUTHKA 32 3alllUTa M aKTHUBHU
JeWCTBUS Cpelry KuOep- U XUOPUIHU aTaKH MOCPEICTBOM M3IPaXKIAHETO W Pa3BUBAHETO HA

kuOepoTOpaHa.

ISO/IEC 27001 e crammaptr 3a MC, xato B Hero ce jaeuHHpAT H3MCKBAHHATA,
CBBP3aHU C YIPABJICHUETO HA CUTYPHOCTTA HA JJaHHUTE U HHPOpPMaLUATa, KHOEPCUTYPHOCTTA
M 3ammTata Ha moBepuTenHocTTa. Ilpmemanero Ha cucTeMa 3a  yHpaBleHHE Ha
MHQOPMAIIMOHHATa CHTYPHOCT, € CTpPaTern4yecko pemieHne 3a eJHa OpraHu3aIlisL.
Cp3naBaHeTo M BHEIPSBAHETO HAa CHUCTEMA 3a yNpaBJieHHWE Ha MHPOPMALMOHHATA CUTYPHOCT

Ha OpraHusanusaTa, CC€ BJIUAC OT HYXIUTC U LCIUTC HA OpraHu3alusATa, M3UCKBAHUATA 34a

34 3akon 3a kubepcurypuoct. Jloctsrno Ha: https://lex.bg/bg/laws/ldoc/2137188253.
% [Tax Tam.
% [Tax Tam.
87 T1ak, Tam.
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CUTYPHOCT, MW3MOJ3BAHUTE OPraHMU3AllMOHHU TIPOIECH, pa3Mepa U CTPYKTypara Ha

opranuzanysaTa. Bcuuku Te3u pakTopH ce 04akBa Jja ce IMPOMEHST C BPEMETO.

Cucremara 3a  ympaBleHHMEe Ha  HH(OpMalMOHHATa CHUTYPHOCT  3amas3Ba
MOBEPUTETHOCTTA, LIEJIOCTTA U JTOCTHIIHOCTTAa HA MH(OpMAIHATA Ype3 MpUiIaraHe Ha MpoLec
3a ynpaBlieHHE Ha pUCKa U JaBa YBEPEHOCT Ha 3aMHTEPECOBAHUTE CTpPaHH, Y€ PUCKOBETE CE
yrpasisBar agekBaTHo. Baxno e CYUC na e yact oT U 1a € UHTErpupaHa ¢ MpolecuTe Ha
OpraHu3alMATa U IISUI0CTHATA CTPYKTypa Ha yIpaBlieHHE U Y€ WH(POPMAIIMOHHATA CUTYPHOCT

CC B3CMa MPCABUA ITPH ITPOCKTHUPAHCTO HaA IIPOLICCH, I/IH(i)OpMaLII/IOHHI/I CHUCTEMH U KOHTpOJ'II/I38.

B Touka 2.1. ,,Bucmiero obpazoBanue kato 00eKT Ha MH(POPMAIIMOHHA CUTYPHOCT ce
M3PEeKIAT Pa3IMYHU 3aKOHH M HapeaOu, KOMTO PErJIaMeHTHPAT YCTPOMCTBOTO, (YHKIIMHUTE,
VIpPaBICHUETO, JOCTBIIa JO CUTypHOCTTa. M3Bexnma ce nepmHumms Ha wudpoBaTa
TpaHcopMmaIs KaTo ,,npoyec, Xapakmepusupauwi ce ¢ HnoBCeMeCmHO 6HeopsasaHe U
KOMOUHUpaune Ha yugposu mexHoio2UuU 6b8 6CUYKU Chepu HA 0Ouecmeenus U CIMONAHCKU

arcusom. “*°.

“acren cextop
T

LM®POBA
TPAHC®OPMALIS

YHOBELUKU KANUTAN

VKT
VHAOYCTPUATHA
EKOCUCTEMA

OPTAHU3AUWNOHEH
WKT nonurukm sa m

i npeanaraxe e
=
. =

PaMKOBM NONUTUKMN S

HUP/L nporpamm

MudbpacTpyxTypa

Wnrenexryanua
cobermenoct

CexTophn
nonuTMKM u
undposa
TpanchopMaums

HUPA —~ Hay u
NYY —~ npexu YyxoecmpaHHu uHeecmuyuu

®@urypa 1
Mudposa Tpanchopmanus
H3Tounuk: Strategy.bg

3 ISO/IEC 27001:2022. Information security, cybersecurity and privacy protection — Information
security management systems — Requirements. Available on: https://www.iso.org/obp/ui/en/#iso:std:iso-
iec:27001:ed-3:v1:en.

% Iludpposa tpaHchopmamms Ha bearapus 3a  mepuoma  2024-2030 1. JlocTBOHO — Ha:
https://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=1661.
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B xox e Ilporpamara ,,I{udposa EBpona®, koaTro € Haco4eHa KbM MPEIOCTABIHETO HA
1(POBH TEXHOJIOTHHU B OTTOBOP Ha MPEIN3BUKATENCTBATa HA ChBpeMeHHus cBatT™’. Upes Hes
Ce pa3KpUBaT HOBU BB3MOXKHOCTH, HAChpUaBa ce pa3pabOTBAaHETO HA HAJICKIHU TEXHOJOTHH,
MOJIKPEIsl Ce U3TPAKIAHETO Ha €IHO OTBOPEHO JeMOKpaTuyHO oOmiectBo. OcHOBaBa ce Ha

TpuTe CTHIOA 32 IM(POBA HKOHOMHUKA U 1M poBa TpaHchHopMarms*:

= TeXHOJIOTHM B yCJyra Ha XopaTa — MHBECTHIIMU B pasrpbllaHe Ha Hu(poBU
YMEHHUS; 3alIUTa OT KHOEepaTaku; U3KYCTBEH HHTEIEKT U pa3pabOTBaHETO MYy B
KOHTEKCTa Ha [paBaTa Ha YOBEKAa; BbBEXK/IaHE Ha BUCOKOCKOPOCTEH MHTEPHET;

paslmMpsBaHe KalaluuTeTa Ha CylepKOMIIIOTPUTE;

= cnpaBelJMBa U KOHKYPEHTOCNOCOOHA NM(PPOBA HKOHOMHKA — JOCTHII J10
WHOBAllMM ¥ JIMHAMHYHU OOITHOCTH; OTTOBOPHOCT Ha OHJIAMH IIaT(HOPMHTE;
rapaHTUpaHe MPUTOAHOCTTa Ha MpaBUiaTa Ha OHJAMH YCIYTH, JIOSUIHATa

KOHKYPCHIMSA,; TOBUIIABAHE JOCTHIIA JO BUCOKOKAYCCTBCHU JJaHHU,

— OTKPHUTO, ACMOKPATHYHO H yCTOﬁ‘lHBO OﬁllleCTBO — MHW3IO0JI3BAHC Ha
TCXHOJIOTUUTE C LS HaMallsIBaHC HA BBIJICPOJHUTC C€MHUCHU B III/I(l)pOBI/Ifl
CCKTOP; Bb3MOKHOCTHU HA IPAXXAAHUTC 3a KOHTPOJI HA JAHHUTC UM, Cb3J1aBaHC

Ha IIPpOCTPAHCTBO 3a 3IpaBHU JAHHU, 60p6a cpery I[GBI/IHCI)OpMaI_II/ISITa.

WsrpaxnaHero Ha wHH(pOpMAIMOHHA CHCT€Ma BBB BHCIIETO 00pa3oBaHME, Ce
MOJYMHSABA Ha IOJIMTUKATa MO MpekoBa M HMH(OpManMoHHA curypHoctT. Ilo To3u HaumH
nH(pOpMallMOHHATAa CUTYPHOCT c€ MpUOOIaBa KbM MPUHIUIUTE U IIEHHOCTUTE, KyJITypara 1
Tpagunuure Ha PenyOnuka bearapus. Ot qpyra crpaHa, U3rpaxJJaHETO Ha eJIeKTPOHHA BU3MS
B yeOIpOCTpaHCTBOTO Ha JajneHa opranuszauus (BY3), usmsuo TpsOBa ga e cboOpaseHa c
apXMTeKTypaTa Ha y4eOHOTO 3aBesieHme’’. Haif-e(peKTHBHA € T.HAp. KOMNIEKCHA CUCMEMA,
KOSITO C€ ChCTOM KaKTO OT OCHTypsIBaHE Ha 3allUTa Ha YCTpOMCTBaTa, Taka M Ha 3alluTa OT

T'pCUIKHA HA CAMUTE HOTpC6I/ITeJII/I43.

0 TIporpama ,,ITudpposa Espona“. JlocrenHo Ha: https://digital-strategy.ec.europa.eu/bg/activities/digital-
programme.

4 EK. Msrpaxnane Ha nuppoBOTO Obaerne Ha EBpona. JocTbmHo Ha:
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/shaping-
europes-digital-future_bg.

42 Numos, I1. u ap. (2021). 3apaskos, 3., Jo6pesa, X. (2021). Undopmarumonna curypuoct. Codusi: BA
,,L eopru PakoBcku®, c. 150.

43 TTak Tam.
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[IpaBaT ce m3BOAM OT II'bpBa IJIaBa, KaTo ce Haliusra BbpXy TOBa, Y€ CUI'YPHOCTTA
BHHaru € c¢€aHa OT Hal-BaXXHHUTE oejaim u HOTpe6HOCTI/I Ha HWHAWBUJIA, O6IJ.I€CTBOT0 u
AbpiKaBaTa KaTo LsJ10. @OpMI/IpaHCTO M pa3BUTHUCTO Ha YOBCHIKATA LUBHUIIM3AlMA BUHAru €
OUJI0O CBBP3aHO C IPEMaxBaHETO HA pa3IMYHU 3aIUlaxH, [PUUYMHEHM OT NpUpOJATa,
00I1IeCTBOTO, BPaXIE€OHUTE CTpaHH, TEXHOJIOTMYHUTE ChOpBkKEeHUA U T.H. C apyru aymu,
CUT'YPHOCTTAa € €AHO OT Hal-BaXHUTC yciioBUd 3a CBIICCTBYBAHCTO W PA3BUTUCTO Ha
o01ecTBOTO U AbpkaBata. [lonsarueTo ,,6e30macHOCT™ € U3MOA3BAaHO 32 IbPBU IBT Ipe3 1190
I. KaTo ,,/MUX0 CbCMosAHUe HA Ho8ewKus OyX, 8 KOemo ce uyscmea 6 0e30nacHocm om

gesikaxeu onacnocmu .

4 Sidorkin, A., Iroshnikov, D. (2019). Theoretical issues of “security” concept. / Journal of Politics and
Law. 3(12), pp. 34-39.
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BTOPA I'JIABA.

AHAJIM3 HA CbCTOAHUETO HA UTHO®OOPMAIIMOHHATA
CUT'YPHOCT BbB BUCIHLIETO OBPA30OBAHUE

B rtouka 2.1. ,MeTOmONOTHYECKH MHCTPYMEHTapUyM 3a 3alluTa Ha HH(opMaiusTa
BBB BHCIIETO 00pa3oBaHue™ ce Pa3TiekIaT BUIOBETE CUTYPHOCT, KaTo ce OTOEIsA3Ba, Y€ Mpe3

2018 r., koraro GDPR Bmm3a B cuma®

, IPEM3BUKBA PA3IMYHU pEaKIHHU B OOIIHOCTTa Ha
BUcIIeTO oOpa3zoBanue. OpraHu3aluuTe HATPYyNBAT TOJEMH KOJIMYecTBa MHGpopMauus Io-
OBp30 OT BesiKora. Upe3 TEXHOJIIOTMHTE MOTraT Aa M3IOI3BAaT T€3M O00EMH OT JaHHH, 3a Ja
noo0pAT eheKTUBHOCTTA M J1a OCHTYPST MO-MH()OPMHUPAHW BH3MOKHOCTH 3a B3eMaHE Ha
pewienus. Ta3u HapacTBama 3aBucumoct oT T BbBene pasnnyHy NPEeJUMCTBA, HO CHIIO TaKa

O3Ha4YaBa OOIIbJIHUTCIHU PUCKOBC.

3amurata Ha TEXHOJIOIMYHAaTa MHPPACTPYKTypa Ha JMLa U OpraHU3aluu € BakHa. B
Ta3u Bpb3Ka CE€ M3IOJI3BAT TEXHOJIOIMH 32 MHQOpPMAllMOHHA CUTYPHOCT M KMOEPCUTYpPHOCT.
NudopmanonHata CUTypHOCT 3amquTaBa HMH(pOpMaluATa Ha OpraHu3alluuTe  OT
HepaspenreHo MoauduIEpaHe, TpeKbcBaHe, MpoBepka W paskpubane’®. Taszu mnbopMarms
MoXe Ja Obae moj KakBaTto W jaa e kubep- wnu apyra ¢gopma. MKT m mpaktukute 3a
CUTYPHOCT C€ 3aHMMaBaT KOHKPETHO CBhC 3alluTaTa Ha LudpoBaTa HHPpPACTPyKTypa Ha

OpraHnu3alvuTe, 3a Aa IOMOTrHAT 3a CMCKYaBaHC U IIPCAOTBPATABAHC Ha 3aHJ'IaXI/IT€47.

BuBenenu ca HHCTPYMCHTH U TCXHHUKU 34 CUTYPHOCT Ha HUKT 3a 3aluTa Ha

8

uuppoBuTE aKTUBM U MHpacTpykTypu’®. WscnensaHusra 3a TOBa U NPHEMAHETO B

OpraHu3aluTe OOMKHOBEHO €a Ka3ycH, Clielu(UYHU 33 OpraHu3alusira.

Wuctutyuuute 3a Buciie oopasoanue (BY3) ca cunHo aurutanuszupanu npe3 XXI

BCK, paBQHTaﬁKH Ha TCXHOJIOTHUUTEC, 3a Ja YHOpaBJIdBaT CBOUTC OIrPOMHU KOJHNYCCTBA

5 06w pernament 3a 3ammra Ha jannuTe. JlocThiHO Ha: hitps://gdprinfo.eu/bg.

4 Magomelo, M., Mamboko, P., Tsokota, T. (2014). The Status of Information Security Governance
within State Universities in Zimbabwe. // Journal of Emerging Trends in Computing and Information
Sciences. 5(8), pp. 710-727.

47 Anderson, D., Abiodun, O., Christo[Jels, A. (2020). Information security at South African universities
— implications for biomedical research. // Int. Data Priv. Law. 10(2), pp. 180-186.

48 Eze, T., Aroh, C. (2020). Management of Information Security in Public Universities in Nigeria. // Int.
J. Digit. Soc. 11(1), pp. 1575-1578.
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49

unpopmanuga . KommroTbpHaTa HHPPACTPYKTYypa U MpPEXKH Ca BBBEICHH B IOMOII Ha

CTYACHTHUTC, NPCIOAABATCIIUTE U CIIYKUTCIIUTC B pa60TaTa Ha UHCTUTYUHUUTEC.

Ha ®@urypa 2 ca kaTeropusMpaHd 3alUIaxUTe CHOpEN YsI3BUMHUS CyOEKT Ha

OpraHnu3alyunTe.

OpraHu3auuoHHa TexHonornyHa
CUrypHOCT CUTYPHOCT

NHCTpYMEHTK 1
TEXHWKK 3a

curypHocTt 3a KT

:

dusnyecka CraHpapThu
CUTrypHOCT pamku
®@urypa 2

Kareropuzauust Ha UKT uHCTpyMeHTH 3a CUTYPHOCT M TEXHUKH
H3T04HUK: aBTOPCKA HHTepIpeTanus

OpraHu3anMoHHATa CHT'YPHOCT cC€ CIpaBss CbC 3aIUIaXUTe, MPOM3THYAIIM OT
YSI3BUMOCTH B YIIPaBJICHHETO HAa YOBEUIKH U nuppoBu akTuBH oT BY3. YoBemkure puckose
CBILIO Ca OCHOBEH (haKTOp, JONPHUHACALL 3a CUTYPHOCTTa Ha OopraHu3anusara. ToBa € oco0eHO
BpHO 3a BY3-0oBeTe, KOUTO B MHOTO CTpaHU ca C XpPOHUYHO Heao(pUHAHCHpaHEe, 0COOEHO B
ciomaratenHu/noaxpensmu cekropu kato WUT. OcBen ToBa, nageH ¢akynreT 0OMKHOBEHO
uMa T0-Bb3PAaCTHU CIY)KUTENH, 3a KOUTO Mo3HaHusTa no WMT He ce ycBosBaT JecHO.
HenpaBuiHoTO ynpaBieHHe Ha JOCThIIA HA MEPCOHANA MOXKE Ja M3JI0KHM OpraHu3alusaTa Ha
PUCK OT BBTpelIHU 3aruiaxu. [lepcoHanbT ¢ Manko oOydyeHHE U OCBEJOMEHOCT OTHOCHO
MPAKTUKUTE 32 CUTYPHOCT ChIO ce cunTa 3a puck 3a UKT nuppacTpykTypara 3a CUTYpHOCT
Ha opranuzanusaTa. Cpea puckoBUTe (PAKTOPH, YOBEHIKHUAT (aKTOp, CE CUUTA 3a Haif-ci1aboTo

3BeHo’,

TexHoJOrHYHATA CUT'YPHOCT C€ 3aHMMaBa CbC 3aIljlaxh, KOUTO MNPOHU3THUYAT OT

YA3BUMOCTU B HPHIIOKCHUCTO, coq)Tyepa U MPCKOBUTC CUCTCMH, KOUTO OpTraHHU3aluATa

49 Makupi, D. (2019). A Design of Information Security Maturity Model for Universities Based on 1SO
27001. // Int. J. Bus. Manag. 7(6).

%0 Amigud, A., Arnedo-Moreno, J., Daradoumis, T. et al. (2018). An Integrative Review of Security and
Integrity Strategies in an Academic Environment: Current Understanding and Emerging Perspectives. //
Comput. Secur. 76, pp. 50-70.
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U3MON3Ba. 3alulaxuTe B MpeKaTa Bb3HUKBAT OT YA3BUMOCTH, BKOPEHEHU BbB
B3alMOCBBP3aHU YCTPOWCTBA, OCOOEHO TE3U, CBBp3aHM C MHTEpHET. HenpaBuiaHo
KOH(HUTYpUPAHUTE MPEXH W ChPBBPH MOTAT Jla OCHTYpSAT Ha Hamajateiass HEOTOPU3UPAH
JIOCTBII 10 KOMITIOTPUTE 1 Ga3uTe NaHHM HA MHCTHTYIHATa’:. Te3u 3ammaxu MoraT ja HiBaT
noJ ¢opmara Ha HaBOJHEHME, MOXap, 3€METPeceHMs, KpaxOu, rpabexu u (U3NYECKU

meTn?.

dusznyecka CUT'YPHOCT. W3non3BaneTo Ha CJICAHUTC MCPKHU 3a MPCAOTBPATABAHC Ha

dusHYecKo yBpexIaHe Ha kubepuHppacTpykTypata Ha BY3 ce moctura upes®s:

—> KOHTpPOJI Ha TEMIICpATyparTa,

— CHCTEMH 3a PAaHHO HPEAYIPECKACHUE 3a 66,Z[CTBI/I$[.

dusnyeckaTa curypHocT Ha kiacudunupanata MH(GOpPMALUs BKIIOYBA CHCTEMa OT
MEpKH, HAaUMHHA M CPEJCTBA 3a MPEAOTBpATSIBaHE HAa HEOTOPU3UPAH JOCTHI IO MaTepHaH,
JIOKYMEHTH, TeXHUKa ¥ 000py/BaHe, KiIacu(UIIMpaHu KaTo Tbp)KaBHA MM CIIy)KeOHa TaifHa.
Cucrtemara € yacT OT OOIIMTE M3MCKBAHMS 32 CUTYPHOCT I10 3alUTa Ha KJIAacU(pHUIMpaHATa

uHopMalKs ¥ BKIIOUBA 00U U CEU(PUUHE MEPKH.

Cranpaptu u pamku. BY3-oBere wu3noi3BaT CTaHIApTU3MpPAaHU paMKd 3a

KHOEpPCUTYPHOCT C IIeJT 3alllUTa Ha CBOsITa KHOEpUH(PpaCTPyKTypa.

MepKI/ITe, KOHUTO C€ mIpeaAnpueMar M KOUTO Ca MNPOJUKTYBAHU OT HApylUIaBaHEC Ha

A0CThIIa Ha I/IH(I)OpMaI_II/IH, ca:

1) MoOHMTOPHHT HA OPraHU3aNUATA — TPIOBA []a Ce M3BBHPIIBA KAKTO YPe3 PEAOBEH
HaJ30p OT pPBKOBOACTBOTO, Taka M Upe3 M3MOJI3BAaHE HAa HMHCTPYMEHTH.
Perucrpanmonnu ¢aiijioBe OT OMepalliOHHU CHUCTEMH, MPUIOKEHUS U MPEKOBHU
yCcTpolicTBa TpsOBa PEJOBHO Ja C€ Mperjaekaar 3a aHOMAJIMU W MoraT Ja

IIOMOTI'HAT 3a I/II[GHTI/I(I)I/II_II/IpaHC Ha 3JIOHAMCPCHU aTaKH CPCIly CUCTCMHU.

51 Patten, K., Harris, M. (2013). The Need to Address Mobile Device Security in the Higher Education IT
Curriculum. // Journal of Information Systems Education. 24(1), pp. 41-52.

52 Huang, Z. (2021). An Analysis of Information Security and Protection Strategies in Colleges and
Universities in the Environment of Smart Campuses. // J. Phys. Conf. Ser. 1852(4).

%3 Singh, V., Margam, M. (2018). Information Security Measures of Libraries of Central Universities of
Delhi: A Study. // DESIDOC J. Libr. Inf. Technol. 38(2), p. 102.
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2) Ilnau 3a ynpaBjieHue Ha Ha0Op OT JAHHHM — TOBA [MO3BOJISIBA HAa OpraHU3aIMsATA
na pearrpa Obp30 M aJ€KBATHO Ype3 CHCTEMATHYCH MOJXOJ Ha YNpaBJICHUE HA
HapymieHusTa. [1o To3u HAUMH CIIyKUTEJIUTE, KOUTO MPSKO OTTOBApSAT 3a pecopa,
ce HacbpyaBaT Ja JeiicTBaT NPOAKTUBHO, KaTo pa3padoTBaT U BHEIPSIBAT

CTaOWJIHO ympaBJcHHE.

3) H3BbpHIBaHe Ha OlleHKA 32 HApylIeHHe HA JaHHUTE — IPH HACTHIIBAHE Ha
HapylLIeHHE OpraHu3alusaTa € 3aJAb/DKEHa J1a NpeJIpueMe pa3yMHHU, aJeKBaTHU U
eKCIEeIUTUBHU JEeMCTBUSA M MpEleHKa 3a TOBa Jald KpU3MCHATa CUTyalus
NOJUIeXkH Ha yBeJgoMmsiBaHe, cbriacHo 33JIJ[. Bcesko HepasymHO 3abaBsiHe mpu
HapylIaBaHe Ha CUTYPHOCTTa Ha HH(OpPMaIuUsATa MOXE Ja CTpyBa MHOTO 3a

OpraHu3aLyATa.

Cupsbpy wa nopTan 3a

nOHCLETBHE

®@urypa 3
Moges Ha XaKepcKa aTaKa IpH NPOOMB U KPa:k0a HA JINYHU JaHHU
Usrounuk: Axantupano no: GAO, Equifax®

HpeI[OTBpaTSIBaHeTO Ha HCOTOpHU3UpPAH AOCTHII, U3UCKBA ISAJIOCTCH MNOAXOM, KOHTO

ChbU€TaBa HAKOJIKO CTpaTeFI/II/I55:

1. ToauTHKA 32 CHJIHHU mapoJim — ¢IuH OT Haﬁ-OCHOBHHTe, HO e(i)eKTI/IBHI/I HAYWHU 3a
MPeOTBpaTsBaHE Ha HEOTOPU3UPAH JOCTHII, € MPUIAraHETO HA TOJMTHKA 3a CHJIHA Maposia.
ToBa BKIIIOYBA U3UCKBAHE MOTPEOUTEIUTE/CITY)KUTEIIUTE J1a Ch3J1aBaT CJIOXKHH TAPOJIH, KOUTO
ca TPY/IHU 3a pa3llo3HaBaHe, U HajlaraHe Ha pejoBHU mpoMenu. CuitHaTa maposia TpsoBa 1a e

JbJITa TTIOHE OCeM 3HaKa M Jia BKJI0OYBA KOMOMHALMS OT TJIaBHU M Majku OyKBH, IUPPU U

% GAO. Data Protection: Actions Taken by Equifax and Federal Agencies in Response to the 2017
Breach. Available on: https://www.gao.gov/products/gao-18-559.
55 Sammons, J., Cross, M. (2015). The Basics of Cyber Safety. Elsevier Inc. pp. 75-86; 117-137.
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CIICHAaJIHN 3Halu. C’BI_HO Taka, HC TpH6Ba Ja CbAbpiKa JICCHAa 3a OTraTBaHC I/IH(bOpMaHI/ISI,

KaTro: UM€ Ha HOTpC6I/ITCH$I, JaTa Ha paxaaHe UJin 4C€CTO CpCIIaHu AyMHU.

2. IBy(akTopHa aBTeHTU(PUKAIMSA U MHOTOo(paKTOpPHA aBTeHTH(UKALMSA — Jpyra
edekTuBHA cTpaTerus e usnon3banero Ha 2FA u MFA. [IspB0oTO M3KMCKBa MOTPEOUTENHTE Aa
MIPEIOCTABAT JIBa Pa3IMYHU BUAA UASHTH(PHUKAIUS 32 JOCTHII 10 cucTeMa. ToBa Moxe 1a ObJe
HampuMep Maposia U KOoJA, U3MpaTeHu A0 MoOWIHUS TenedoH Ha morpedutens. Broporo, ot
Apyra cTpaHa, BKJIIOYBA M3IOJI3BAHETO HA TPU HJIM MOBede (akTopa 3a yAocToBepsBaHe. Te
MOraT Ja cCbhbueTaBaT HEI0, KOETO MNOTPeOUTeNsAT 3Hae (Hamp. Mapolia), HEelo, KOETO
MOTPEOUTENAT MMa (Hamp. TOKEH 3a CUTYPHOCT) U HENIO, KOeTO MOTpeOuTensT € (Hamp.

IIPHCTOB OTIIEYATHK).

3. MOHI/ITOPI/IHI‘ Ha HOTpGﬁI/ITeJICKaTa AKTHBHOCT — Ha6JIIOI[€HI/ICTO € Jpyra BaXHa
cTparerus 3a NpeaoTBpaTsABaHC Ha HCOTOpPU3HUpPAH AOCTDII. ToBa BkIIIOUBa clieJicHE KaKBO
HOTpC6I/ITeHI/ITe IpaBAT B CUCTCMUTC U MPCKUTC, KaKTO U CIICACHC 3a BCAKAKBH HeoOHYaliHu
neitHoctu. 1lo To3u HAaYMH MOXE Ja ce OTKPUAT MMOTCHIHUAIIHU HpO6I/IBI/I B CUTYPHOCTTA M Ja

CC npeamnpuemMar HCO6XOI[I/IMI/ITG IICﬁCTBH?I, mnpeau aa 6’I)I[aT HaHCCCHU CCPUO3HU LICTH.

4. BHepsiBaHe 3a1IUTAa HA KPallHATa TOYKA — CTPATErus, KOsTO ce (OKyCcUupa BbpXyY
3alMTaTa Ha BCAKa KpaliHa TOYKAa WJIM TOTPEOUTENICKO YCTPOICTBO B Mpexa, 3a Ja ce
MIPEeIOTBPATH HEOTOPU3UPAH AOCTHI. ToBa MOXKe /1a BKJIIOYBA JIANTOIH, HACTOJIHU KOMIIIOTPH,
MOOUITHY TenedoHH, Ta0lIeTH U BCSIKAKBH JAPYTU yCTPOUCTBA, KOUTO CE€ CBBHP3BAT KbM MpPEXKa.
MepkuTe 3a CUTYpHOCT Ha KpaifHaTa TOYKa Morar Jia BKJIIOYBAaT aHTHUBHPYCEH copTyep OT
CJIEJBAIIO MMOKOJIEHNE, 3alllUTHU CTEHU U CHCTEMH 3a OTKPUBAHE Ha NpPOHUKBaHE. Te morat
CHILIO JIa BKJIOYBAT MOJUTHKH, KOUTO OIpaHMYaBAT M3IMOJI3BAHETO HA CMEHSIEMHU HOCHUTEIU
kato USB ycrpolicTBa, KOUTO MOraT Jja ce MU3IO0JI3BaT 3a BbBEXKJaHE Ha 3JI0BpeJeH copTyep

nim Kpa>1<6a Ha JaHHH.

5. PenoBHH copTyepHHM aKTyaJlM3alld¥ M YyIpaBJIeHHe HAa KOPEKIUH — JApyra
Ba)KHA CTpaTerus 3a I[peloTBpaTsBaHe Ha HeoropusupaH jgocTbl. CodryepHute
aKTyaJlM3alliy 4eCTO BKJIIOYBAT MOJAOOPEHUS B CUTYPHOCTTA, KOUTO KOPUTHUPAT YySA3BUMOCTH,

KOHUTO MOrar aa 6I>,I[aT H3MO0JI3BAHU OT XaKCPH.

HOIIXOI[I/ITG U MCTOAUTC 3a CPAaBHCHUC MOTaT Ja 6I:,Z[aT Ka4C€CTBCHHU U KOJINYCCTBCHU.
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H3non3Banara METOOOJIOTHA C€ OCHOBaBa Ha MNPE3yMIINUATA 3a HU3IIBIHUMOCT Ha
3AJIOKCHUTC LS U 3aJa4r Ha JUCCPTALIMOHHUSA TPYI. B cBosita chiiuHa TOM ce moAeis Ha
AHKCTHO IIPOYy4YBAaHC U pa3pa60TBaHe Ha KOHICTTYaJICH MOJCJI 3a OrpaHUYaBaHC HA 3aIlJIaXUTC

" YA3BUMOCTUTC Ha I/IH(l)OpMaLII/IOHHaTa CUTYPHOCT.

[Ipu aHKETHOTO MpOyYBaHE C€ M3BEXJa crienudukara, KaTo ce U3rpakJaT OCHOBHU
6moxoBe BhIpocH. M3BexaaT ce mpeAnMCTBaTa U HEAOCTATHIUTE HA aHKETHUS METOI, KaToO B
JMCEePTALlMOHHUS TPYJ C€ M3BBPIIBA aHKETHO MPOYYBaHE cpel 56 ObIATrapcKu TpakIaHH,
paboTemu B CeKTOpa Ha BUCIIETO 0OpazoBaHue (OBJITapCKU YHUBEPCUTETH) U y4acTBAIU Ha
JTOOPOBOJIEH MPHHIIUIL, 32 J1a C€ YCTAHOBU CHCTOSHUETO HAa MH(OPMAIMOHHATA CUTYPHOCT,
KaKTO M J1a C€ OLEHAT BB3MOXXHOCTUTE 3a BHEApSBAHE Ha HOBA, I0-100pa cucrema 3a
yIpaBlieHUuEe Ha cUrypHoctTa. IIpoyuBaHeTo Ha €KCIIEPTHOTO MHEHHUE CIIEJBA Ja CE IPOBEIE
ype3 mpsika aHkera (owiaiH upe3 Google FOrms), Twit KaTo TO3M METOJ Mpe/rnoiara 6bp30
HabaBsiHE Ha pa3HooOpa3zHa uH(opmainus. CroMeHaBaT ce OOEKT, MpeAMET, METOAM Ha

IIPOBEJICHOTO MPOYYBAHE.

I/I?,BOI[I/ITC, KOHUTO CC IIpaBAT BBB BTOpa TrajBa, Ca CBbBpP3aHHW C HUIIpAXIAHC Ha
MCTOHOJIOTUYCCKATA paMKa H HEHHUS WHCTPYMCHTAPUYM Ha MPOBCACHUTEC IPOYYBAHUS.
C’bCpCI[OTOLIaBa CC BBpPXY BHIOBCTC CUTYPHOCT Ha I/IHCI)OpMaI_II/ISITa, KaTO C¢€ TIIpaBU

CPaBHHUTCJICH aHAJIN3.
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TPETA T'VIABA.

PE3YJTATHU U U3I'PAKJTAHE HA KOHIEIITYAJIEH MOJAEJI 3A
MNOJOBPABAHE HA TH®OPMALIMOHHATA CUT'YPHOCT BbB
BUCIHIETO OBPA30BAHUE

B Touka 3.1. ,,AHanu3 Ha pe3yaTaTuTe OT IPOBEJACHO aHKETHO M3CJIe/IBaHE™ ce BHACS
BXHOTO YTOYHEHHE, Y€ aHKETHOTO IpOyuYBaHE C€ MPOBEXAa, 3a Ja C€ YIOCTOBEpU U
BepuuIupa He0OXOIUMOCTTa OT IpeAacTaBsiHe Ha Mozen 3a MHPOPMALMOHHA CUTYPHOCT.
be3 na ce HampaBu JONMTBaHE 1O CHEUUAINCTH — YHHUBEPCUTETCKHM IPENOJaBaTeNd U
CIIy’)KHTENIU B YHUBEPCUTETUTE, HAIMA J1a UMa BB3MOXKHOCT Jia C€ MPEJCTaBH JOCTOBEPHOCTTA
Y BaJMJHOCTTAa Ha JKEJIaHUETO 3a HOB Mojen. ToBa € HyXHa HEOOXOJUMOCT, 3a Ja MOXKE
JMCEPTAlMOHHUAT TPYA Aa NMPEACTaBU ChbBPEMEHHA IJIeJIHA TOYKA Ha pabOTeIIUTe B CEKTOpa
Ha BHUCIIETO oOpa3oBaHHe. AHKETHOTO TIpOydYBaHE ce cbhoOpas3siBa C MHEHHETO Ha

AHKCTUPAHUTC PCCIIOHACHTU U YCPIIN PECYPCH 3a ITPOCKTUPAHCTO HA Mogena.

Beopocure ca rpynupaHd Ha TpU OCHOBHM IpUHIMIA — JieMorpadCcku
XapaKTePUCTUKU, MPO(PECUOHAIHN XapaKTEPUCTUKH U JIMYHO MHEHUE, CTPYKTYpUPAHU B TpU
OCHOBHHU 0JI0OKa: CBBP3aHU C IIepCOHAIHA UH(OPMaIINs; CBbP3aHU C KaYeCTBOTO Ha cucTeMaTa
3a IC 1 cBbp3aHU C KOMIIETEHTHOCTUTE HA CIYXHUTEIUTE, KaTO TyK c€ 0OpbIlla BHUMaHHE Ha
KOHKPETHUTE  BBIPOCH, CBBP3aHU C  YJOBIETBOPEHOCTTa HA  CIY)KUTEIUTE  OT

nH(pOpMallMOHHATA CUTYPHOCT B TSIXHAaTa MecTopaloTa.

Ha Bwripoc Ne 6 Cnoxoen/Crnokotina au cme 3a UHGOpMAyuoHHama cu CUcypHoCm u 3a
cueypHocmma 6v8 Bawama opeanuzayusn? 62.5% otroBapdr c ,,Jla, Moxe na ce kaxe*, a
32.1% yTBBpAUTENHO C ,,Jla, HABIHO CHM CIOKOEH/CHOKOWHA®. OcTaHAIUTE MPOIEHTH ca
pasmpeneneHn Mexay orroBopure ,llo-ckopo He cbM cmokoen/criokonHa* (3.4%) u ,,He,
M300110 HE ChM CITOKOEH/crokoiHa™ (2%). Moxe ma ce HampaBu W3BOJQ, Y€ B MO-TOJsMATa
CU UYHCJIEHOCT PECHOHJIEHTUTE Ca MO-CKOPO CIOKOWHH 3a CBOATAa CUTYPHOCT, OTKOJIKOTO HE
i u3o0mo. ToBa moBexkna A0 TpeanocTaBkaTa, 4e CHUCTEMHUTE 3a HH(OpMAaIMOHHA
CUTYPHOCT ca JOCTaTh4HO €(EeKTUBHU, 3a Ja C€ CHOPaBiAT C MPEAU3BHKATEICTBAaTa Ha

chBpemueTo. [Ipu Bb3MOkeH oTroBop ,,He Mora ga mpereHsa” HiMa peCcrnoHIeHTH, KOUTO Ja
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ca JaJIi TO3HU BHUA OTT'OBOP, KOCTO IMOKAa3Ba TAXHOTO YCCIIAHE 3a CUTYPHOCT B OpraHu3alusra,

KOATO IMPEACTABJIABAT.

CnokoeH/CnokoMHa N cTe 3a uHhopMaLMoOHHAaTa
CHM CUF'YPHOCT U 3a CUrypHoOCTTa BbB Bawara
opraHM3aumua?

u [a, moXxe na ce Kaxe u [a, HAMbNHO CBM CMOKOEeH/CMNOKOWHA
Mo-ckopo He cbM CMOKOEH/CNOKOWHA u He, n30610 He cbM cnokKoeH/CNnokoHa
®@urypa 4

Bovnpoc: Cnokoen/CniokoiiHa i cTe 32 HH(POPMANIMOHHATA CH CUTYPHOCT U 3a
curypHoctra BbB Bamara opranmnsanusn?

Ha Bwipoc Ne 7 Cnopeo Bac na kak8o npedumHo ce 0vidicam pasiudnume npoousu u
npoobnemu ¢ ungopmayuonnama cueyprocm? 57.1% OTroBapsAr, 4e 4YOBEIIKa T'pelIKa € B
OocHOBaTa Ha mpomycknuBocTta Ha HC, KOeTo TBBpIAEHUE TEOPETUYHO CE€ H3BEAe Karo
BepuUUIIUPAHO B IbpBa U BTOpa IiaBa Ha auceprauusara. 30.4% cuutar, 4e mMpoOIeMsbT € B
cmaboctu B cucrtemara, a 10.7% - Ha Bce mo-goOpu Xakepu. AHKETHpaHHU, KOUTO Jla ca
otOensi3anu oTroBop ,,He mora ma mpeuens®, ca 1,8%. Hama pecnoHmeHTH, KOUTO N1a ca
oTOeNsI3anu OTrOBOp ,,Ha Pa3IMYHU W PA3HOPEUYMBH YKa3aHUS KbM aJIMHHHCTPATHBHHS
nepcoHan’. BerpochT uma 3a 1en 1a npociean mpoheCHOHATHOTO U OOIIOYOBEIIKO MHEHUE
Ha paboTenuTe B OpraHW3aIMAaTa, KaTo Ha MpPEJeH IUIaH M3JIM3a YOBEIIKaTa Tpelika, KaTto
MPUYUHUTE Ha TIPOIYCKJIMBOCT B CHCTEMaTa M Ha 3JIOBpPeIHU aTaku. B omuten mokian Ha EC
OTHOCHO KHOEPCHTYPHOCTTA C€ CUMTA, Ye MHOTOOPOWHHUTE BUIOBE 3aIlIaXH ce Kiiacu(huupar
CIOpel HauMHA, MO KOWTO ce OopaBM C MJaHHHUTE — pasriacsBaHe, MoOIUUIIUpaHE,
VHUIIO’KABaHe MM OTKa3 OT JOCTBIC. M3BeIaT ce M BHIOBETE KMOEpAaTaKH, HANPHMED:
Manyep, copryep 3a W3HyABaHE, TUI ,,0TKa3 OT OOCIyXBaHE", yeOOa3upaHU aTakd, KaTo

KOMIUIEKCHUTE YCTOWYMBU aTakd ca KiIacuuuupaHu, KaTo ,, HAU-310HAMEPEeHUIm 6uo

% Opuren c6opuuk. KubepcurypHocr B EC u HeroBuTe mbpxaB uneHkd. OJUTHM JOKIAjM,
nyOnukyBann mpe3 mepuoma 2014 — 2020 r. EC. octemuo Ha: https://www.eca.europa.eu/sites
[CC/Lists/CCDocuments/Compendium_Cybersecurity/CC_Compendium_Cybersecurity BG.pdf, c. 11.
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sannaxu‘>’. YoBelIkaTa rpellka ce ChCTOM Hali-Bede B HENpaBMIICH M300p HA Mapoia,
CIIy4aifHO pa3KpHBaHE Ha WHQOpPMAIMS U HW3IOJI3BAaHE HA HEMOAXOJAI WIH BEUe OCTaAPSII
codryep®®. IMeHHO cryuaifHUTe 3aIIaXy BB3HHKBAT, KOTATO CIYKHUTEIAT HAMA JOCTATHUHH
MO3HAHUSI OTHOCHO CHUCTEMHUTE 3a CUTYPHOCT, HEMpaBUIHA KOHPUTYypalus, KaKTO U IMPH

M3THYaHe Ha HH(OPMAIS TOpaad HE3alUTEHOCT IPpHU TpaHcdep Ha JaHHI ..

Cnopep Bac Ha KaKBO NpeguMHO Ce AbIKAaT
pa3snu4yHuTe npobusu U npobnemm c
UH(pOpMaALMOHHATA CUIFYpPHOCT?

[l Ha YoBellKa rpelka Ha cnabocTu B cucTemara
= Ha Bce no-nobpu xakepu H He Mora Aa npeueHsa

®@urypa 5
Brunpoc: Criopen Bac Ha KaKBO NPeAMMHO €€ IBJLKAT PA3JIMYHUTE MPOOUBH M IPOOIeMH
¢ UC?

Ha Bwnpoc Ne 8 Koako uecmo Bu ce e cnyusano doa uma cpug 6 un@opmayuoHHama
cucmema, Ookamo ynpadicHaeame ceoume pabomnu Oeinocmu? 66.1% oTroBapar c
TBBPACHUETO, YE HE CE€ € CIyYBAJIO CKOPO B paMKUTE Ha roauHa. 19.6% u3pasaBar MHEHUE, 4e
HUKOTa HE UM C€ € CIyYBaJio Jla CTaBaT HEMOCPEJICTBEHU CBUAETEIN W/WIN MOTHPHEBIIN OT
CpUB B CHCTEMaTa, KOETO Ja IONpedYd Ha YIpaKHABAHE HA TEXHUTE NPO(EeCUOHATHU
neitHoctu. 10.7% ca Ha MHeHUe, 4e HE MHOTO 4E€CTO CTaBaT CBUJAETEIH B PAMKHUTE HAa BEIHBK
70 HAKOJKO Mecena. 3.6% cnonensr, 4e 4ecTo MONajaT B TakaBa CUTyallUs B IEPUOJ OT
€IUH-IBA TBbTU MECEYHO. AHKETHPAaHUTE H3II0 HU3KIIOYBAT OTroBOpa ,,MHOTO YECTO
(BemHBX cemMuuHO)“. OT Taka U3HECEHUTE PE3yJITaTH MOKE J1a C€ HAlpaBW W3BOJIA, Y€ UMa
CMOpaJUYHU CPUBOBE HAa MH(OpPMAIIMOHHATA CHCTEMa T10 BpeMe Ha yNpakHsABaHEe Ha paOOTHU
JIEMHOCTH Ha CIY)KUTEJIUTE, HO KaTo IUI0 HE ca YEeCTH Te3M NpOsiBU Ha clabocTu B
cUcTeMara, KoeTo € oOHajexaaBaml (GakTop 3a CUTYPHOCTTa, Ka4eCTBOTO U €(eKTUBHOCTTA

Ha VC B opraHmzanuuTe Ha BUCIIUTE y4eOHU 3aBefeHUs. [IpOIEHTHT HA PECMOHIACHTHUTE,

57 Tax tam, c. 13.

%8 Crounos, I'. (2020). MupopMalliOHHa U KOMYHHKAalMOHHA curypHoct. ITY , Tlaucuit Xunennapcku®,
c. 15.
% TTax Tam.
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KOHUTO CIOZENIAT, Y€ YECTO MOoNajaT Ha TaKbB TUIl CUTyallUH, He TpsiOBa a Obae MOJALEHBaH,
ThIl KaTo € BaKHa OTIOBOPHOCT Ha CHhOTBETHATa OpraHM3alMs Ja MPEANPUEME CTPUKTHH,

CbOOpa3UTEITHN U CEPUO3HU MEPKH CIPSMO KauyeCTBOTO Ha M3IIbJIHEHHE Ha cucTemara 3a MC.

Konko yecto Bu ce e cnyusano aa uma cpus B
uHdcopMaLMOHHATA CUCTEeMa, AOKATO yrpaXKHABaTe
csouTe paboTtHn genHoCcTH?

3

H YecTo (egMH-ABa MbTHU CEAMMUYHO)

[l He MHOrO 4YecTo (BegHbX Ha HAKOMNKO MeceLa)
HE ce e CNYYBano CKopo (BeAHbX roguiuHo)
HMKOra

®@urypa 6
Brnpoc: Koiko yecto Bu ce e ciiyuBaso ga uma cpuB B MHGOPMALMOHHATA CUCTEMA,
A0KATO yNpa:kKHABaTe CBOMTe Pab0THM AeHOCTH?

Ha Bbnpoc Ne 9 Ilo kou xanan naui-uecmo nonyyaeame ungopmayus, 3a 0a modce 0a
ussvpusame exceonesHume cu pabomuu 3a0viaxcenus? 53.6% orroBapsAT, UYe Hai-
MPEANOYMTAHOTO CPEJICTBO 3a TAX € 3alMTBaHETO Mo e-Mail, a Ha apyrara kpaifHOCT, T.€. ¢
Hail-Manko chOpaHM OTrOBOPH € NPEANOYUTAHHETO 3a MUCMEHO 3allUTBAaHE HA XapTHEH
Hocuten (7.1%), koeto odopMs OcCTa AWTMTANIEH — KHUXKEH BapHaHT. B chbBpeMeHHOTO
oOmrecTBO MHpOpMaNMATA, KaTO IIEHEH PEecypc, € Hal-moaxojsima U Obp3a 3a JIOCTaBSHE
MOCPEJICTBOM MHTEpPHET pa3HooOpa3Hu KaHanu. ChIo Taka HE TpsOBa Ja ce mpeHeOpersa u
¢akTa, 4e mpupoaaTa U HEMHOTO OMa3BaHE 3aBUCAT OT PYTUHHHUTE JIEHHOCTH HA YOBEKAa U
HauMHa, M0 KOMTO TOH Biara ycunus, 3a Aa s onasu. 17.9% oT pecrnoHIeHTUTE MOCOoYBaT
MHTEPHET CTpaHUIaTa Ha BUCIIETO y4eOHO 3aBe/ieHHe, a ¢ paBeH Opoil mpouentu ot 10.7% ca
OTTOBOPWIJIM PabOTEIIUTE, KOUTO KEasT Ja TOoIy4aBaT Obp3a M HaBpeMEHHa WHQOpManus

MOoCpCACTBOM pa3IMYHU CONUAIIHU MHTCPHET KaHAJIN U TC.IIG(I)OH.

BceenssectHO €, a M B aHKeTara ce€ MOTBBPXKAABa, Y€ MMEWJIa € €JHa OT Hau-
nonyJsipHuTe (OpMU Ha KOMYHHUKAIMsI, KOSTO XOpaTa W3MOJ3BaT, HO € M €JHa OT Hai-

3J10ynoTpeOsBaHNTE TakuBa. B kpas Ha MuHanaTa roguna Sinch Mailgun® ankermpa moseue

0 Email. Key takeaways from Sinch Mailgun’s Email and the customer experience 2024. Available on:
https://www.mailgun.com/blog/email/email-cx-key-takeaways/.
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ot 2000 norpedbutenn B CAILl, BenukoOpuranusi, ®pannums, ['epmanns u Mcnanus, 3a ma
pa3bepe Kak MNPEANOYUTAT Ja KOPECIOHIUPAT M B3aUMOICHCTBAT, KAKTO M KAaKBO T'H
MOTHUBHpA [1a C€ aHTaXKUPAT C UMENT KOMyHuKanuu. Hali-scHaTta KOHCTaTauus B TO3U JAOKJIAJ
€, 4Ye UMEHIBT € Hal-IPEeANOYUTAHUAT HauWH. TOBa BaXkKM KaKTO 32 MApKETUHIOBU KaMIIaHUHU
HampuMep, Taka U 3a TpaH3aKIMOHHA KOoMyHHKanus. 75,4% ot motpeburenure ca uzdpaiu
UMEHT KyTHTa KaTo MPEeINOYUTaH KaHal 3a chOOIIeHus, JoKaTo 74% ca To HampaBHIu 32

TpaH3aKIUOHHU U3BECTUA.

Hpyro mpoyusane (The Digital Everyday Life in Finland 2022) mnoka3Ba, ue
I'bBKABOCTTA M MCTOPHUATA Ha CHOOIIECHUATA Ca OCHOBHHMTE MPHUYMHH 32 IMOIMYJISPHOCTTA Ha
umeiina. Xopara ca TOTOBH Ja M34YaKaT HSKOJKO pabOTHH JHH 3a OTFOBOp, HO HE TOBEYE,

npeau aa mpeMruHaT KbM JPYyTI' KOMYHUKAIITUOHCH KaHaJIel.

B XXI Bek mibxkHOCTTa aHaTU3aTOp MO MHPOPMAIMOHHA CUTYPHOCT CTaBa BCE IO-
ThpceHa. JIbKHOCTHATa XapaKTEpUCTUKA CE OKOHYaBa B TOBA J1a 3alLUTAaBa KOMIIOTHPHUTE
MPEXH, CHCTEMUTE U 0a3WTe JaHHU HA OPraHHM3AIMITa OT KHOepaTakd ¥ MPOOWBYU Ha JTaHHHU.
[To-KOHKpPETHO BKIIOuBa®?:

—> OTKpUBaHe, HaONIOJIEHWE U TOCPEIHUYECTBO B pAa3JIMYHU AaCMEeKTH Ha

CUTYPHOCTTa — BKJIFOUUTEJIHO (PU3UYECKa CUTYPHOCT, COPTyepHa CUTYPHOCT U

MpEKOBA CUTYPHOCT;
=> W3BBPIIBAHE Ha TECTOBE 3a KOHTPOJI HA CbOTBETCTBUETO;

= pa3paboTBaHe Ha MPENOPBKH U MpOrpaMu 3a o0yueHHe 3a MUHHUMM3HMpAHE Ha

PUCKOBETEC 3a CUTYPHOCTTA B KOMITIAHUATA,

— CBb3JaBaHC Ha ACHOTAa OTHOCHO Pa3BHUBALIUTE CC 3aIIaXH B IIPOCTPAHCTBOTO Ha

KI/I6CpCI/IprHOCTTa Ype3 KOMYHUKAWUA C BbHITHU U3TOYHHUIIN,

— CBTPYAHHYCCTBO C JAPYIH CKHUIIM M PBKOBOJACTBOTO B OpraHusanusaTa 3a

IpujiaraHe Ha Haﬁ-ﬂ06pHTC IPAKTUKU 3a CUTYPHOCT

81 Liikkanen, L., Monto, E., Nisula, N. Why is email still the preferred daily communication method for
older generations?  Available on: https://qvik.com/news/why-is-email-still-the-preferred-daily-
communication-method-for-older-generations/.

%2 Force, J. (2020). Security and Privacy Controls for Information Systems and Organizations. U.S.
Department of Commerce: National Institute of Standards and Technology.
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AHaJ'II/IBaTOpI/I 10 I/IH(bOpMaHI/IOHHa CUTYPHOCT Ca HCO6XO,I[I/IMI/I B OpraHmn3aliu, KOUTO

ChbXpaHsABaT YyBCTBUTEIIHU JIaHHU U UHPOpMALUs, B T.4. CEKTOpa Ha 0Opa3oBaHue.

Cnopen Bac 3HaHMATA U KOMMNETEHTHOCTUTE Ha obcny)XBawmsa m
agMUHUCTpaTUBHMA NepcoHan Ha focTaThb4HO BUCOKO HUBO NKA ca
cnpaAMo npegnpuemMaHe Ha afleKBaTHU AeNCTBMA 3a NpepoTBEpaTABaHe

Ha PUCKOBU CUTYaLUM, CBBP3aHU ¢ UH(POPMALIMOHHATA CUTYPHOCT?
1,4%

u [a, Ha MHOro BUCOKO HUBO Oa, moxxe pga ce Kaxe
i He, 30610 He ca Ha BUCOKO HMBO H He, He mora pa kaxa
u Konebas ce

®@urypa 7
Brnpoc: Cnopen Bac 3HaHUSITAa M KOMIIETEHTHOCTUTE HA 00C/Iy:KBallUsl M AAMUHUCTPATUBHUS
MepCcoHaT Ha 10CTATHYHO BHCOKO HUBO JIM €A CIIPSAMO NMpeAnpreMaHe HA aIeKBATHU JIeiicTBUS
3a NpeAoTBPaTABaHE HA PUCKOBHU CUTYallUH, CBbP3aHy ¢ MHGOPMAaIMOHHATA CUTYPHOCT?

Ha Bwvopoc Ne 11 [lpe3 nocreonama eona 200uma nocewjasanu 1u cme Kypcoge,
ceMuHapu 3a Keanupukayus OMHOCHO Bb3HUKBAHE HA PUCKOBU CUMYAyuu, CEbP3AHU C
ungopmayuonnama cucyprocm 6 pabomua cpeoa? 89.3% wu3pazsiBaT OTPUIIATEIIHO MHEHHE
1o 3aaazeHust BpIpoc, a 10.7% crnoaendar, e ca mocemaBaiy moaooHu Meponpustus. Tosa
BOAM JI0 TIPEOCMHCISHETO Ha CTpPAaTeTUUTE B YHHUBEPCUTETHTE OTHOCHO TSIXHAaTa
nH(popmalMoHHa curypHocT. be3 kBanmuduuupan um 1o0pe o0ydeH mnepcoHall, KOWTO Ja
pearupa MaKCUMaJTHO aJICKBATHO Ha 3JIOYMHUIIUICHU JCHCTBYS, HUBOTO Ha CUTYPHOCT PSI3KO ce
MTOHIKaBa U OTHBA B IMIEHOPATHBHOTO OCMHUCIISTHE HAa TOBA JOKOJIKO C€ MHBECTUPA B MTOJIC3HOCT
Ha JICWCTBUATA U B KBATM(HUKAIMS Ha CIY>KUTENHUTE. E3KerofHO ce MmosIBIBAT HOBU U3TOYHUIN
Ha 3aIUlaxd U EJAMHCTBEHO 100pe 3amo3HaTuTe MNPOPECHOHANHUCTH, CHEIUATHCTUTE T10
kubepcurypHocT, | T cnenmanucTute Morat a JONpHUHEcaT 3a OOyYEHHETO Ha paboTeluTe B
cdepara Ha BUCIIETO OOpa30BaHWE CIIY)KHTEIU. Pa3IMuHU KypCOBE M CEMHUHApPH, CPEIIH H
Oecemu crmoMarat 3a TMOBUIIaBaHE HHUBOTO HAa HWH(DOPMHPAHOCT, KOETO MJOBEXKAA [0

Onar OIIOJIYYHEC Ha [AJ1aTa OpraHu3anus.

CnyXuTeNHTe Ce HYXIasIT OT MPUYMHA Ja Ce TPHXKaT 3a curypHocrra. OO0ydeHHETO
TpsiOBa Ja CHOOIIM HA OpraHu3anMsITa OW3HEC CTOMHOCTTa Ha HaAW-T00pUTE MPAKTHUKUA 3a

CUT'YPHOCT: KaKBO ITIO3BOJIsIBA CaMOTO O6y‘I€HI/I€, ocurypsaBa Npuxoay Uid 3alliluTaBa aKTUBU U
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penyranus. Xopara 1ie ObAar Mo-CKJIOHHU Jja B3eMaT BHUMATEIHO PEICHHUs 3a CUTYPHOCTTA,
KOraTo MMaT 4yBCTBO 3a JIMYHA OTTOBOPHOCT M TJIEJAT HA CUTYPHOCTTA, KaTO HAa Ba)KHA 3a
©XKEAHEBHUS UM KHBOT. ClieoBaTeIHO, 00YUYEHHETO 32 OCBEJOMEHOCT OTHOCHO CHTYPHOCTTA

Tpi[6Ba Jla TIOKa3Ba BpPbB3KaTa MCKAY CHUI'YPHOCTTAa W 3aABJDKCHUATA HAa BCHYKHU POJIA B

opranu3anusTa, OT II€pCOHAJIa Ha II'bpBa JIMHUA 10 BUCIIUTE p’bKOBO,I[I/ITeHI/Ieg.

Mpes nocnegHata egHa roguHa nNocellaganv nu cre
KypCcoOBe, CeMMHapU 3a KBanupuKkaumsa oTHOCHO
BL3HMKBaHEe Ha PUCKOBM CUMTyaluM, CELP3aHM C
UH¢gropMaLuUMOHHaTa CUrypHocT B pa6oTHa cpepa?

10,7%

mOda mHe

®@urypa 8
IIpe3 moceqnaTa exHa rolMHa MOCELIABAJIH JIU CTe KypcoBe, CeMUHAPH 32
KBaJu(UKANNA OTHOCHO BH3HUKBAaHE HA PUCKOBY CHTYaIllH, CBHP3aHH ¢ HH(POPMAIIMOHHATA
CUT'YPHOCT B paboTHa cpeaa?

Ha Boempoc Ne 12 [lpu ew3nukeame ma unyudenm, c8vbp3aH ¢ uHopmayuoHHama
cueyprocm, Bue nvpeo we: 92.9% ot 3anuTaHUTE OTrOBAPAT €AUHOIYIIHO, Y€ 1€ YBEIOMST
CBOH KoJiera, KOMTo Mpsiko oTroBaps 3a MH(GOpPMaMoHHOTO 0bciayxkBaHe. 3,5% ca Ha MHEHHE,
4e Ie npeanpuemMar JIeicTBUs B OCOKA yBEOMSABAaHE Ha AUPEKIUATA 32 KHOEpIPECThIIHOCT
kbM [JIBOIl wmnm mie 3ama3siT CHOKOMCTBHME W IIE CE€ OMUTAT Ja Ce CHpaBsAT camu. bes
IIPOLIEHTHO CHOTHOILIEHHUE € OCTaBEH OTIOBOPBT ,, e ygeoomume [Jvpicaguama azeHyus 3a

HAYUOHAIHA cucypHocm “.

83 1pidem.
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Mpy Bb3HUKBaHEe HA MHUMUAEHT, CBbP3aH C
uHdopMaLMoOHHAaTa CUrypHoCcT, Bue nbpBo we:

3,5%

my Te Baw a, oOTrT K 3a ¢ 0 06

N yBepoMMuTe AupeKumaTa 3a kmbepnpecrbnHoct kbm FABON
3anasuTe CNOKOWMCTBME M Lie ONMTaTe fja ce cnpaBuTe cam/cama

®urypa 9

Bounpoc: IIpu Bb3HUKBaHe HA HHIU/JICHT, CBbP3aH ¢ HH(POPMALMOHHATA CUT'YPHOCT, Bue

bPBO II€:

Ha Bbnpoc Ne 13 Cnopeo Bac cucmemama 3a ungopmayuonna cucypnocm 68
sucuiemo yuebHo 3agedenue, 8 Koemo pabomume, egpexmuena au e? 67.9% oTropapsT, ue mo-
CKOpO ¢ e(heKTHBHA, OTKOJIKOTO He €, a 26.8% mu3pa3sBaT yOeIUTEITHO TOJIOKUTEITHO MHEHUE.
Mosxe [a ce HalpaBu M3BOJa, Y€ CIYKUTEINTE Ca HA €IMHOAYIIHO MHEHHUE, Y€ CUCTEMara 3a

MH(pOPMAIMOHHA CUTYPHOCT € e(peKTHUBHA.

Cnopen Bac cuctemarta 3a MH(popMaLLMOHHA
CUrypHOCT BbB BUcweTo yyebHo 3aBegeHme, B
KoeTo paboTute, echeKTUBHA nNu e?

39%2%
26,8%

= a Mo-ckopo pa mHe mMo-ckopo He

®urypa 9
Brunpoc: Criopen Bac cucremara 3a nHGOPMAIIMOHHA CUTYPHOCT BbB BHCIIETO Y4eOHO
3aBeleHUE, B KOeTO padoTuTe, e)eKTUBHA JIU €?

Ha Bvmpoc Ne 14 Crnopeo Bac nuunume Bu oannu sawumenu au ca 0obpe 8
uncmumyyuama, 6 kossmo pabomume? 58.9% otrosapsr c ,,J{a, Moxe na ce kaxe*, a 26.8% -
,»41a, HarrBIHO . Te3n pe3ynTatu opopMAT YCEIIAaHETO 32 CUTYPHOCT B OPTaHU3AIMATA, KOETO

criomara pa6OTCH_II/ITC B HCA Oa CC UYBCTBAT 3alIUTCHU U Ja U3NBJIHABAT KAYCCTBCHO CBOUTC
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npodecrnonanuu orroBopHoctu. [Iponopunonanto no 6% nonayyaBat orroBopure ,,I1o-ckopo
He“ u ,,He mora nma mpenens“, a 2.3% oT 3anuTaHUTEe ca Ha MHEHHE, Y€ W300II0 HIMAT

yCemaHeTo, 4€ JIMYHUTEC UM JaHHU Ca 3alllUTCHH.

Cnopen Bac nuuHute B gaHHM 3allMTEHMU NU ca
pobpe B MHCTUTYLUUATA, B KOATO paboTute?

u Aa, HambRHO m Aa, moxe aa ce Kaxe He, uaobwo
u Mo-ckopo He m He mora paa npeueHs
®urypa 10
Cnopen Bac anunute Bu JAaHHHU 3aIIIUTCHH JIA Ca noﬁpe B HHCTUTYLUATA, B KOATO
padorure?

Ha Berpoc Ne 15 1o Bawe niuuno muenue, uyecmeame iu ce 3aujumen/3auumena om
amaxu, U38bPUIBAHU 8 UHMEPHEM NPOCMPAHCIEOMO U HAPYWABAUWU TUYHUME OAHHU U NPABA
Ha nompebumenume? 66.1% otroBapsr c ,,/{a, Mmoxe na ce kaxe®, a 21.4% - ,,Jla, HambIHO®,
KOETO croMara Jia ce pasdepe HMBOTO Ha CHUTYPHOCT B opraHu3arnusarta. CioyKuTenure ce
YyBCTBAT 3alIUTEHU OT 3JIOBPEIHU aTaku, KOUTO MMAT 3a IIeJ J]a HapyIIaT JUYHUTE JaHHU U
mpaBata Ha motpeburtenure. 7,5% OT 3aMuUTaHUTE ca Ha JUAMETPATHO MPOTUBOMOJIOKHU
MO3UIMH, KAaTO KaTeTOPUYHO 3acTaBaT 3aJl MHEHHETO, Y€ 300110 HE Ce YyBCTBAT 3allUTEHHU.

4% He Morar ja npeueHsr, a 1% ordemns3Bat 3a oTroBop ,,I1o-ckopo He™.
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Mo Bawe NMM4YHO MHeHMUe, YYBCTBaTe JfiM ce
3alMTeH/3allMTeHa OT aTak1, M3BLpPLUBaAHU B MHTEpHeT
NMpoCTpaHCTBOTO M Hapylwiagalimm nNM4YHMTe gaHHM M1
npaea Ha nwrpeﬁurenure

4%
7,5% 21,4%

u [la, HaMbNHO Aa, moxe ga ce kame u He, n3obuwo
m MNo-ckopo He m He mora pa npeueHs
®urypa 11

ITo Bame 1M4YHO MHeHHUe, YYBCTBATE JIU Ce 3alUTEH/3alUTeHa OT aTaKM, U3BbPUIBAHU B
HHTEePHET NPOCTPAHCTBOTO M HAPYIIABAILM JUYHUTE JaHHU U NIPaBa HA noTpeduTeuTe?

Ha Bwnipoc Ne 16 Moz oa cnodenume Bawiemo muenue omHocHo unghopmayuonnama
CUSYpHOCM 8b8 GUCUemOo YuebHO 3asedeHue, 6 Koemo pabomume. C€ TPEAOCTaBS
BB3MOKHOCT Ha PECIOHACHTUTE Jda U3pa3siT CBOETO CBOOOJHO MHEHHE OTHOCHO
nH()OpPMAIMOHHATA CUTYPHOCT B OPTaHU3AIHATA, KOSTO MPEICTaBIsIBaT. YacT OT OTTOBOPUTE
ce TpynupaT B CIPSIMO MPUOTU3NUTEITHO €IHAKBH OTTOBOPH, KOMTO BKITFOUBAT: 33JIOBOJUTEITHO
HUBO (5,4%), 1o6po HuBo (8,9%), Bucoko HuBo (21,4%), ebexruBna (5,4%), npeanpueru ca
HyxHUTe MepkH (16,1%). OT Taka u3BeneHUTE MpeoOIaaBalll pe3yiaTaTy clieBa U3BOAbT,
9ge pa0oTenuTe BHB BHUCIIC Y4eOHO 3aBEJEHUEC CUMTAT CHUCTEMara 3a HHQPOpPMAIMOHHA

CUT'YPHOCT 3a HaJICKAHA U Ka4CCTBCHA.
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Monsa ga cnogenute BaweTto MHeHUe OTHOCHO
MHcpOpPMALMOHHATA CUFYPHOCT BB BUCLUETO
yueb6HO 3aBefieHMe, B KoeTo paboTute

= BUCOKO HMBO = Oobpo HMBO
EchekTMBHa = 3apf0BONMTENHO HUBO
u MpepnpueT ca HYXXHUTE MEPKU

®@urypa 12
Mouas na cnogennte Bamero MHeHHE OTHOCHO HH(OPMAIMOHHATA CHTYPHOCT BbB
BHCIIETO Y4e0HO 3aBeJleHHe, B KOeTO padoTure.

B cB00OIEH TEKCT ce mpujarat OCTaHaJIMTe OTTOBOPH, KOUTO Ca MHOT'O MHTEPECHH 110
CBOSITA CBITHOCT: ,, C MHO20 pe3epsu u 6b3mModicHOCIU 3a nodobpenus! *; ,, Uma nocmuenamo
HUBO HA CU2YPHOCH, HO A YeCmu npodiiemume ¢ NO-HUCKA CMeneH Ha KPUMu4Ha OnacHocm *;
, IIpedsuo nuncama ma cepuosHu cumyayuu, C8bP3AHU CbC CUSYPHOCMA, CUUMAM, Ye
HUBOMO e cpasHumenHo 006po*; , Husomo omeosaps Ha cv8pemeHHume YCi08Us, HO ce

‘

UBUCKBA NO-20JIAMA KEANUDUKAYUA HA eKcnepmume 3a 3awuma Ha ungopmayuama*; ,, Uma
HYH#CO0a OmM HAO02paddcoane ¢ no-mooepru 3awumuu cucmemu*; ,, B ynueepcumema, 6 xotimo
paboms, cvowecmsy8a HeNpeKbCHAM Cmpemedc KbM NOBUULABAHe HA UHQOPMAYUOHHAMA
CU2YPHOCM, BbNPEKU Ye U KbM MOMEHmMA ms e Ha MHO20 000po Huso. Ilookpenim mepkume,
KOUMO ca C8bp3aHu ¢ nosuwiasane ungopmupanocmma na ciysxcumenume. Ilpez 2023 u 2024
2. 8 pamKume Ha eOuH 0eH 6CUYKU 3aemu Modicexa 0a ce UHGopmMupam omHoCHO NOTUMUKAMA

I3

HA YHUeepcumema no OMmMHOUWeHUue Ha Ku6epcueypyocmma.‘; I OueHﬂ@aM A Kamo MHO20

Haodedcona“; ,, Hamam npumecnenus omnocro ungopmayuonnama cueypnocm. Cuyumam, ue

3

ca 83emu HyJICHUme mepKu, 3a 0a 6v0e msa 2apanmupana. *.

B Taka ¢opmynupaHuTe OTTOBOPH MOKeE J1a ce 0000IIM CIeHOTO, Y€ MOA0OpeHHsITa
Ha UHGOPMAIIMOHHUTE CUCTEMHU, MTOBHUIIIABAHETO HA CUTYPHOCTTA, OMBIHUTEIHUTE KypCOBE
3a KBaIM(UKAIMSA HA CIYXHUTEIUTE B Ta3d HACOKA, MEPKUTE, KOUTO BCEKU YHHBEPCUTET

npennpreMa 3a KHOSpCUTYpHOCTTa CH, ca OT pEIIaBallo 3HAYeHHE 33 €(EKTUBHOCTTA Ha
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PIH(bOpMaI_[I/IOHHI/ITC CI/ICTCMI/I64. OTTYK CC MH3BCXKIAa MW TCOPETHUYHOTO CXBallaHEC, Y€

KHOEPCUTYPHOCTTA € OTpaXCHHE Ha TOIbPKAHETO Ha aKTUBHU W MPEBAHTHBHU MEPKHU B
KHOEpIpPOCTPAHCTBOTO, YHETO HUBO C€ JBJDKM Ha KOH(PHICHIMATHOCTTA, WHTETPHUTETA,

JOCTBITHOCTTA U HAJIC)KAILIHUTC pecypcn65.

B cnenBamata uyacT Ha H3CIEIBAHETO C€ Ch3JaBa KOHLENTyaJeH MoJen 3a
OrpaHMYaBaHE Ha YSI3BUMOCTUTE U 3allaxuTe Ha HWHGOpPMAIMOHHATA CUTYPHOCT B
yHuBepcurerute. Ilpuiarar ce kpurtepuu, nokasatead M KomnoHeHTH. IloeramHo ce

OHarJcasaBa BCCKU KOMIIOHCHT OT U3BCACHUTC KPUTCPUHU.

+» OyakeaHe
« [penoTeparsiBaHe
« Motuckare

* Onoanuua

+ [lokymeHTauus

« CpeqcTea 3a KOMyHUKaLWS
« Cnyxurenu

+ EnektpoHHa meaus

9. Metoaun
3a
3awmTa

* Matepuantu
* Xapayep
« Copryep
* Kpuntorpadcku

+ 3anosHaBaHe
+ lybnupaxe

* Moaudukaums
* YHULIOXaBaHe

« 3akoHu
*» Opranuzauus
* VHxeHepcTeo

3annaxa

\, « HanuuHoct

* UHTerputert
+ KondmpeHumantoct

« PaakpueaHe
* UNaTnyane
» Heotopusupax foctbn

®urypa 13
HMmnieMeHTHpaHe HA KOHUENIUS 32 MH(POPMAIMOHHA CHTYPHOCT KbM Mojena
N3T0YHNK: aBTOPOBA HHTEPIPETAHS

W3Bexna ce CTpykTypaTa 3a CUTYpPHOCT, KOSITO MOXke Ja momorHe Ha BY3 nma ce
CIIPaBH C MPEAU3BUKATEICTBA B ChTPYJHUYECTBO ChC COOCTBEHMSI CH aIMUHUCTpaTuBeH U UT

nepcoHal.

6 Tomumuposa, HI., Ilanamanos, B., Crosnos, H, Tarapes, T. u ap. (2019). KubGepcurypHoct u
BB3MOXHOCTH 3a MMPUJIOKCHNUC HA MHOBATUBHU TCXHOJIOTHUH B pa60TaTa Ha IbpKaBHATa aIMUHHUCTPAOUA B
Bearapus. MHCTHTYT 32 My OIIMYHA a IMUHHCTPALIUS.

8 Edgar, T., Manz, D. (2017). Research Methods for Cyber Security. Elsevier Inc.
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®@urypa 14
CTpykTypa Ha curypHoct Ha Mojgena
HN3TouHMK: aBTOPOBA HHTEPIPETAIUS

CncToH ce OT:

3amuTHa cTeHa oT cieasamio nokosieHue (NGFW) — wact oT TpeToTro mokosjieHue
TEXHOJIOTHS 32 3allUTHA CTE€HAa, KOMOMHMpANla KOHBEHIIMOHAJIHA 3allMTHA CTEHA C
Apyru (GyHKIMU 3a QUATPUpPaHE HAa MPEXKOBU YCTPOMCTBA, KATO HAIPUMEp 3allUTHA
CT€Ha Ha MPWJIOKEHUs, U3Moi3Balla Abja0oka uHcnekuus Ha nakeru (DPI), cuctema
3a mpepoTBpatsaBane Ha npoHukBaHe (IPS). Morat na ce u3non3Bar u Ipyru TEXHUKH
kato TLS-kpuntupana mnpoBepka Ha Tpaduka, GuiaTpupane Ha yeOcalWToBe,
QoS/ynpaBieHne Ha 4YecTOTHaTa JIeHTAa, aHTHBMPYCHA INPOBEpPKA, MHTEIPUpaHE Ha
ylpaBJIieHHEe Ha HJIEHTHMYHOCTTa Ha TpeTtu cTpanu (Hamp. LDAP, RADIUS, Active

Directory) u SSL nexkpuntupase.

[Mepconanusupanusar ¢bupmyep, WM mpocTpaHcTBoTO 3a mpuioxenuss (CFW) ce
MpEeBpPBIIAT B CTPATETMYECKH MMIIEPATHUB 32 MHO3MHA, ThH KaTO OpPraHU3allUUTE ce
CTPEMSIT Jla pelaT KpUTHYHUS HeIOCTUT Ha pabOTHA pbKa, MPOIMYCKUTE B YMEHUATA U
npobJeMHuTe ChC 33ABPKAHETO B ONEpallMUTe Ha IbpBa JuHUA. JlokazaHo e, ye
TexHosorusTa, nosposisABama CFW, momara Ha opraHusanuure Ja ce CIpaBsT C
Mpenr3BUKaTeNCTBaTa Ha pabOTHAaTa cuja Ha IbpBa JHUHHS, KaTO CBIIEBPEMEHHO
ONTUMH3UpA ONepaTHBHATA MPOU3BOJUTEIIHOCT B AacleKTUTE Ha Oe30MacHoCT,

KaueCTBO U MPOU3BOJUTCITHOCT.

Ovpmyep (FW) — mpoekTupan na 0bae HHTEPPEHCHT MEXKTYy Xapayepa u codpTyepa Ha
KoMIIOThpa. Toil abcTpaxupa MHOTO OT HHCKO HHMBO, CHEIU(UUHU 3a Xapayepa
MOoAPOOHOCTH 32 TOBAa KaK pabOTH KOMOIOTHPHT, KOGTO YJIECHSBA pa3pabOTBAaHETO HA

copTyep u cTapTUPAHETO Ha CHIIUS cOPTyep HA MHOKECTBO CHCTeMHU. BHeApsBaHETO
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My OCHIypsiBa pelulia MPEeAUMCTBAa KaTo: JAOBEpHUE OT MapTHbOPUTE, CIYKHUTEIUTE,
3aMHTEPECOBAHUTE CTpaHW (IPENOAABaTEN, CTYJEHTH, IE€PCOHAN); KOHKYPEHTHO

[IPEAUMCTBO; HUHTEIPUPAHA CUTYPHOCT.

4. Beprpemnrnara 3amuTHa cTeHa 3a cermeHTupane (ISFW) e npeanazHaueHa ja 3ammuraBa
MpPEXOBUTE CETMEHTHU OT 3JI0HAMEPEH KOJI, KOMTO CH Mponpassi IbT KbM BbTpPELIHATA
Mpexa. Apxurekrypata ISFW ocurypsiBa makcumallHa TNPOU3BOJUTETHOCT U
MaKCUMajHa CUTYPHOCT, KaTO CBIIEBPEMEHHO IIpeasiara I'bBKaBOCTTa Ja OBbJe

IIOCTaB€H HABCAKBAC B OpraHu3anusaTa.

5. Virtual Firewall (VFW) e mpoektupan na OTroBOpM Ha YHUKAJHUTE HYKIU 3a
CUTYPHOCT Ha CBBPEMEHHHUTE BHPTyaJM3UpaHU HHPpPACTPYKTypH. BupryarHnara
3alIMTHA CTE€HAa KOHTPOJHpA JOCThIIA A0 TMOAMPEKH M TOJAbPXKA pa3perraBaniu
MpaBUjIa U OTKa3BalllM TpaBWiia 3a 00CIy)XKBaHe Ha KIMEHTU. KIMEHTHT caM MoXxe Ja
n00aBs TIpaBWIIa, KOraTo UMa Hyk71a, kato VFW omnpeziens mainu makeTUTe ¢ JaHHU

MOTrart a Np€MUHABAaT KbM HUJIM U3BBH IMOJMPCIKUTEC.

6. 3ammutHa cTreHa Ha neHThpa 3a naHHu (DCFW) — omucea paborara, u3BbpIIBaHa OT
I'BJIHUS CIIEKTHP OT KnOeppaboTHaTa Cuila, KaTo MMa 3a 1€ J1a peana3u HEeHTPOBeTe
3a JJaHHM OT HaNpeAHaIM 3aIulaXW, KaTo TapaHTUpa 3allUuTaTa Ha YyBCTBUTEIHA

nH(popMaLKsg U KPUTUYHU TPUITOKESHHUS.

OcHOBHHMTE KpHUTEpUH, KbM KOUTO TpsiOBa na ce mpuabpxka MogensT, ca ga ce
cboOpa3siBa ¢ U3TOYHHMKA, IPOM3X0/a, XapaKTepa, BPEMETO U HAMEPEHHETO Ha U3BBPIINTEIS

Ha 3alriaxarta.

Taobmuma 1
BI/I,I[OBC 3aljiaxu 3a I/IH(I)OpMa]_[I/IOHHaTa CUT'YPHOCT
Kpurepun
HN3T0uHMK ITpou3sxon Xapakrep Bpeme Hamepenue
Borpemen EcrectBen HNxonomuuecku  BpemenHu CnyuaiiHo
BrHien Conmanen (BkmrouBa [lomutuuecku [Tepuoanunu VYMHUILIEHO
qoBeIlIKo noBezienne) DunaHcOBU [TepmaneHTHH
Jlemorpadcku

H3rounux: Pavliov & Poudin®

% pavlov, G., Poudin, K. (2019). Challenges to information security at regional level. // Trends in
Regional Development and Security Management, pp. 16-22.
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B 3aBucHMOCT OT KOHTEKCTa Ha NMPUIOKEHUETO Ha MH(DOPMALMOHHA CUTYPHOCT MMa
pa3MYHM HUBA HAa YCTOHYMBOCT, Pa3BUTHE M (YHKUMOHMpPAHE HA CaMOTO YIpaBJCHUE Ha
nHpOpMAllMOHHATA CHTYPHOCT, HO OOMYaifHO €, ue HUBaTa Ha YCTOWYMBOCT H
(GyHKIMOHMpaHE ca NPEJCTaBEH!U C YUCIIEHA CTOMHOCT, KOATO OTpa3siBa TEKYIIOTO ChbCTOSIHUE
Ha opraHusanus Ha HaOuogaBaHara cucrema. O01aTa XapakTepUCTHKA €, 4e Te & OCHOBaBaT
Ha I[IeCT HHMBAa Ha pa3BUTHE M (YHKIMOHMpPAHE Ha MPOIECUTE M 3aBUCH OT TOBAa KOS

yIpaBJIeHCKa paMKa ce mpuara®’,

ONTUManHO HMBO Ha npoueca - ynpasnexne
Ha NpouecuTe Ype3 CUCTEeMM 3a Hai-406PM NPaKTUKK
HuBo Ha ynpasnspead npouec - npouecuTe ce uamepsar u
ce or " H
NOCTORHHO NOAOGPSBaHE Ha npoyeca
Ded HUBO Ha np - ca
uMa 0By , TPYAHO Ce or pa:

MoBTapswm ce NpoLecH - NUNCa Ha KOMYHUKALNA, pa3inTa ce Hai-Beye Ha
MHOVBKAA, KOETO BNKsE BbPXY Bb3HUKBAHETO Ha rPelki

F ¥ "y 1 - BOKa3aTencTea, Ye NpobnemMbT CLWECTBYBA; HAMA
CTaHAApPTU3MPaHU NPOLIECH - Te BUHAMM 3aBUCAT OT MHAMBMAA

n HecbuecTByBawm npouecy - npoénemsT, KOATO TpABBa Aa Gb/e pellek, He ce NPU3HABa B OPraHM3aunsTa

®@urypa 15
Husa Ha pa3Butne Ha TexHoioruaTa COBIT
HM3Trounuk: Sikman et al. (2023)

TexHonorusta Ha pa3BuTHe U QpyHKUMOHUpaHe Ha VIC mpesacTaBisBa pamka, KOSTO 3a
BCSIKO OT CHIIECTBYBAIMTE HUBA HA Pa3BUTHE c€ U30POsIBAT MOJIPOOHO IEHHOCTUTE, KOUTO CE

HU3BBPIIBAT B HETO.

[Ipu cp3naBane Mozen 3a ynpaBieHrne Ha HH(OPMAIlMOHHATA CUTYPHOCT BbB BUCIIETO
oOpa3oBaHue, LAIaTa CUCTEMa Ha €JIeMEHTUTE € IIbPBOHAYAIHO 3a/1aJleHa HAa BCUYKH HHBA.
Koraro ce ompenenn KoM €IEMEHTH Ja C€ M3IO0JI3BaT, TOraBa C€ B3€MAT IMPEABHUJ BCUUYKU
aCMeKTH Ha HUBOTO, KOUTO ca HEOOXOIMMH 3a MJIEHTU(UKALNI U KOUTO ChABPKAT BCUUKH

HEe0OXOIMMHU MEPKH 3a OIpeJIeIsIHE Ha CUTYPHOCTTa Ha HH(OPMallMOHHATA CUCTEMA.

67 Sikman, L. et al. (2023). A model of sustainable information security management system in higher
education institutions. // Journal of Physics: Conference Series. 2540, p. 3.
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KoeduumeHt
Ha Texect

Hueo 4 0-24

UenTbp 2a
YNOABNEHNE Ha
withopmaLHONia
GUTYpHOGT

YnpasneHcka cTpykTypa
MpodchecnoHaneH excnept
DUHAHCOB eKcnepT

Mpochechananta
AHTARHPAHOCT
Ha CAYRUTENATE KbM
YNpaBneHMeTo Ha
WHOPMALMOHHATE
curypiocT

Hueo 4
OnTtimanHo ynpaeneHue
Ha WHhopMaLUMoHHa
CUIypHOCT

Tpewen

nna 3a uHChopKALMOHIA
urypHocT

Mpoueaypa
3a oTaenHo Habrogenne
Ha KanauMTeTa
W MHBECTULMOHHUTE
pazxomm

Mpouenypa 3a ynpaenewue
Ha HHEPOPMALMOHHETA
CHTYPHOCTT, COEP3aHN G AOCTABKE,
NOAAPEKKE W PAIBMTHE Ha
MHGIOPMALMS

Creumnanii
NPOLEAYPH 33 MOHUTOPUHT
NPH MHBECTMUMM B
MHOpMaUHOHHE
CTYPHOCT

®@urypa 16
JAuarpamMa Ha ONTHMAJIHO YNIPaBJIeHHe HA MPOLIECHTE HA MH(POPMAIIMOHHA CUTYPHOCT
N3T04yHUK: aBTOPOBAa HHTEPNPeTALMS

TexHonorusiTa Ha MoJieJa ce M3BEXJa B ONTHUMAJHUS BapHaHT Ha Auarpamara. Ha
Ta3u GUrypa e mpeacTaBeHa ChbKpaTeHa BepCcHs Ha TEXHOJIOTHUATA Ha MOJIeIa B 3aBUCUMOCT OT

HErosara OIITUMAJIHOCT U IIGJIGC'I)O6pa3HOCT.

N30posBaT ce HEOOXOJUMUTE WHBECTUIIMH, KOUTO ca HY>KHHU 3a mojoOpsiBane Ha VC
B CEKTOpa Ha BHCIIETO OOpa3oBaHWE: WHBECTUPAHE B XOpa; WHBECTUPAHE B TMPOIIECH,

WHBECTHpaHE B coTyep.

OuyakBaHUTE TIOJI3M OT BHEAPABAHETO HA MOJeENa 3a MoJ00psBaHE Ha
nH(OpMAaIMOHHATA CUTYPHOCT BBB BHCIIETO 00pa30BaHUE Ca OT M3KIIOYUTETHO €CTECTBO 3a
OMa3BaHe CHUTYPHOCTTa Ha MHCTUTyuusATa. OT €AHa CTpaHa, € MpEeJHa3Ha4YeH Ja YKpEenu
OpraHu3aIusaTa Cpelly Kudep3ariaxy ype3 yCTaHOBSIBAaHE Ha KOHTPOJHU, KOUTO MUHUMH3UPAT
pucka OT artaka. MoaembT € BOJEH OT CXBallaHETO, Y€ ,, O0voewume NAHe8PONelcKU
KubepHemuunu yuenus mpaobea 0a ce 8b3noa36am om oouama pamkd, Kosamo ce 0CHO8a8a Ha
HayuoHaiHume NiaHo8e 3d Oelicmeue 6 Henpeo8UOeHU CUMYayuu U OCbUWecmensd 6pb3Ka

Mevncoy msx. <8,

HpaBSIT CC OCHOBHHM HM3BOAH CIIPSAMO HPOBCACHOTO aHKECTHO MPOYYBAHE, KaKTO M CC
IMOoCOYBa, 4€ M3TpaJACHUAT MOACI CC OCHOBaBa Ha CICIHUTEC KPUTCPHUU: Puck MCEHH/P)KMBHT,

Nmnnementupane Ha UC, Kubepnpoctpanctso, Apxurekrypa Ha UC.

% Tarapes, H. (2009). IIpepenuus Ha kubeprepopusma B Pernyonuka benrapus. // Jumurpos, . (pen.).
HNxonomuuecku acriektu Ha tepopusma. Eram Il Aranu3 Ha ObarapckaTta ImpakTHKa M MOJEIHUpaHe Ha
Bpb3KaTa Tepopu3bM — ukoHoMuka. Codust: Uzmarencku komrmmiexke YHCC, c. 154.
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3AK/IIOYEHUE

HUudopmaninoHHaTa CUTypHOCT B OpraHM3alMs KaTo BUCHIE yuyeOHO 3aBeleHHE €
OCHOBEH CTBJIO 32 OCBILECTBSIBAHE HA MPAaBOMEPHA U CTA0MIIHA 3alUTa HA HH()OPMAITMOHHUTE
pecypcu, ¢ KOUTO pasrosara. AKTyaJHOCTTa Ha TeMaTa € OCh3HaTaTra HE0OXOAWMOCT Jia ce

OI1a3y, CbXpaH! WU 3alllUTH I/IH(i)OpMaI_II/IHTa OT pa3jindHy BUJAOBE aTaKu, KOUTO LECIIAT HelHaTa

yBpena.

B nucepranmnoHHus TPy c€ TOJ0KH TEOPETUYHATA OCHOBA HA CHITHOCTTA, TPOU3X0/a
n crenudukara Ha HWHQOpPMANUATa, KAaTO B KOHTEKCTa Ha O0EKTa M MpeaMera Ha
M3CIIECIOBATEIICKH HMHTEpEC CE W3BEAE aBTOpPCKa Je(UHHUIMS 3a TOBAa KAaKBO O3HAYaBa
uHpOpMAIMA: CHBKYINHOCT OT 3HaHMS W OIUT, OCHOBAaHM Ha NPEKH W/WIM KOCBEHHU
HaOJIOACHNUS 3a NaZieH OOCKT /W SBJICHHUS, KOUTO BOJAT 10 CYOCKTUBHU W/WIH OOCKTHBHU
YMO3aKIIIOYCHHsI, OCHOBAaHM Ha (paKkTH, JTOKa3aTeJCTBAa, MCTUHHHM Xurore3d. llpemaBa ce
IUPEKTHO (BepOaTHO CIIOBO) WM HHIMPEKTHO (€-KOPECHOHICHIHWS W/ THCMEHa
KOPECHOH/ICHIIUs) U BOJIU /10 OTKpPHUBaHE Ha HOBU Hellla, HOBUHM, cbOUTHA. Hali-ecTecTBeHUAT
Oener 3a chllleCTBeHa MH(OpMaIUs € HelHaTa UCTMHHOCT. MH(popmanuaTa € Hai-leHHUT
pecypc Ha HOBOTO BpeMe M TOW TpsAOBa Ja MMa 3alIUTEHOCT OT 3JIOYMHIIUICHW aTakd H
BCEBB3MOKHH MPETCHINH 3a 3710ynoTpedu. MupopmamusTa ce pasriexaa KaTo ChIIECTBEHO

3HaHHUC.

B nucepranmonnus tpyn ce akueHtupa Bbpxy Muayctpus 4.0, yuaro cnenuduka ce
OCHOBaBa Ha B3aWMHO CBbp3BaHE MOCPEICTBOM Wifl U BCUUKU yCTpPOMCTBA, KOUTO clioMaraT
3a mporecure 1no oOMeH Ha WMHGOPMAaLUS; MPO3PAYHOCT; JEUEHTPaIU3alusi U TEXHUYECKO

CBbJICHCTBUE.

[TocouyBaT ce CBHBPEMEHHHTE TEHACHIIMM B OCHTYPSIBAaHETO Ha WH(OpPMAIMOHHA
CUTYPHOCT, cbBMecTUMHU ¢ Hapenbara 3a omepaTtWBHa CHBMECTUMOCT M HWH(OpPMAIMOHHA
curypHocT u ¢ HarmumoHanHata pamka 3a OIlEHKa Ha BB3MOXKHOCTHUTE KbM ATCHIMATA HA
EBporeiickust cbr03 3a kubepcurypHoct. B geiictBue ce nmoctaBst u HanmonanHnara crparerus
3a kubepcurypHoct ,,KubepycroitunBa bvarapus 2020 ma MC, B kosiTo ce mocoyBaT 9

(dbyHIaMeHTaTHU 00J1aCTH 3a IPEIOTBPATABaHE Ha KPU3U U KHOEp3ariaxm.
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[TocouBaT ce W ce aHaIM3UpPAT HOPMATHBHU AaKTOBE, IIOJIUTUKH, CTaHAAPTH U
MPOLIEAYPH, Peryaupan WHHOPMAMOHHATA CUTYPHOCT BBHB BHCIIETO OOpa3oBaHUE KaTo:
Haumonanna mnporpama 3a passutue ,bearapus 2030“, 3akoH 3a ymnpaBieHUE H
(GYHKIIMOHMpAHE HA CHCTEMAara 3a 3alliTa Ha HallMOHAJHATa CHUTyPHOCT, 3aKOH 3a BHCIIETO
oOpa3oBaHue, 3aKOH 3a 3allUTa Ha JIMYHKUTE NaHHu, Hapen0a 3a MUHUMaITHUTE U3UCKBAHUS 32
MpexoBa 1 HH(GOPMAIMOHHA CUTYPHOCT, Hapenba 3a CUTYpHOCTTa Ha KOMYHUKAIIMOHHHUTE U
nHpopmanroHHuTe cuctemu, Hapenba 3a o0muTe M3UCKBaHUS 32 ONEPAaTHBHA ChbBMECTUMOCT
n wuHpopManmonHa curypHoct, IIpoekt 3a IludpoBa Ttpancopmanuss Ha bbiarapus,
[Iporpama , Iludpoa Epoma™“ u mpouee. JlaBaT ce omnpezencHus 3a OpraHU3aIlMOHHA,
TCXHOJIOTUYHA U (1)I/ISI/I‘IGCK3. CUT'YPHOCT, KaKTO M CC AKLUCHTHPA BBHPXY CTaHAAPTU3HUPAHU
paMKH 3a KHOSPCUTYPHOCT C IeN 3alluTa Ha KUOepUHEPPACTPYKTypara, ¢ KOUTO BHUCIIHTE

y‘Ie6HI/I 3aBCACHUA ITOKPHUBAT MEPKUTEC U IIPOLCAYPUTE 3a 3allIlUTA HA I/IH(i)OpMaI_[I/IHTa.

I/I3BG)K,I[aT CC MCPKHUTEC, KOUTO Tp51613a Jda ¢ npeAnpuemMar 1pu HapynieHoO YIIpaBJICHUC
Ha 71O0CThIlIa Ha I/IH(bOpMaIII/IH WKW IpuU CBMHCHUA B HM3TUYAaHC Ha AJaHHH, a HMCHHO
MOHHUTOPHHI' Ha OpraHu3anusATa, IUIaH 3a YIPaBJICHHUEC Ha Ha60p OT JaHHH, U3BBPIIBAHC Ha

OIICHKA 3a HAPYIICHNUEC HAa NaHHUTC.

B emnupuyHara yacT Ha qucepranuaTa ce MpoBEKIa aHKETHO IPOYYBAHE C LIEN Ja ce
YCTaHOBU CHCTOSSHUETO Ha MH(OPMAlMOHHATa CUTYPHOCT BbB BHUCUIMTE y4€OHM 3aBe/ICHUs
4ype3 MHEHHETO, HarjacuTe, Bb3NpUATUATA Ha pabotemuTte B ceparta. M3Boaure, kouro ce
IpaBAT, ca, Y€ TOJIIM HPOLEHT OT paboTeIuTe B TaKbB THUIl OpPraHU3aAllMM C€ YyBCTBAT
CUTYpHHM 3a CBOMTE JIMYHM JAaHHU M 3a JaHHUTE Ha mnoTpeburenure. Ha mHeHue ca, ue
YOBEIIKa Tpelika € B ocHoBaTa Ha mponyckinBocTta Ha MC. Jlpyr BaxkeH (okyc Ha
MPOYYBAHETO € HEAOCTaThyHATa KBaJU(UKALMS Ha CIYKUTEJIUTE OTHOCHO aJIeKBaTHO
pearmupaHe B CUTYalluu Ha PUCK U Kubep3acTparieHocT. 89.3% croaensr, ye npe3 mociaeHaTa
€/lHa FOJIMHA HE ca MOCeIlaBald KypcoBe, CEMHUHAPH 32 KBAIM(UKAIIUSI OTHOCHO Bh3HUKBAaHE

Ha PUCKOBU CUTYallUH, CBbP3aHU ¢ HH(POPMAIIMOHHATA CUTYPHOCT B pabOTHA cpefa.

Cp3naBa ce MpuUMepeH KOHIENTyaJeH MOJEIN 3a MoJoOpsiBaHe Ha MH(pOpMAIMOHHATa
CUTYpHOCT BBB BHCIIETO OOpa3oBaHHE, KOMTO ce OCHOBaBa Ha CHUCTEMATHUYHUS IMOAXOJ 3a
UACHTUUIIMPAHE W B3eMaHE Ha pelleHHe KOW KOHTpPaMEpPKH ca HEeoOXOIUMH Jia ce
npeanpuemMar, 3a Ja ce 3allUTH HH(OpMAIMsTa, KaKTO W PECypCHTe U CIIOMaraTeIHHUTE

HU3TOYHUIIM BB3 OCHOBa Ha OICHKATa Ha 3aIlIaxuTC U YA3BHUMOCTHUTC. HOI[J'IG)KI/I Ha mIecCT
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OCHOBHU KPUTEPHH: PUCK MEHHUDKMBHT, umIuieMeHTupane Ha MC, xubepmpocTpaHCTBO,

apxurekTypa Ha MIC, mpouec Ha pearnpane/pa3KpuBaHe Ha 3aIlIaxH, KHOSEpCUTyPHOCT.
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HAYYHHU TIPUHOCHU

I[I/IcepTaHI/IOHHI/IHT TPyA U3BCXKIA CICAHUTEC HAYYHU U HAYUYHO-IIPHUIIOKHUMHU MIPUHOCHU

MOMCHTH, KOUTO UMAT KAKTO TCOPCTUUCH, TaKa U ITPAKTUKO-IIPUIIOKCH XapaKTCP:

Hayuen npusnoc:

1)

W3Benena e ciemHara aBTOpPCKAa paslupeHa JIeUHHUIMS Ha TOHSATHETO
,»AH(POpMaIusA“: CHBKYNHOCT OT 3HAHHUA W OINUT, OCHOBAaHU HA MPEKU H/WIU
KOCBEHM HaOMIOAeHMs 3a JaieH OOEKT W/WIM SBIEHHS, KOUTO BOIAT IO
CyOSeKTMBHM W/WIM OOCKTUBHU YMO3AKJIFOUCHUS, OCHOBaHM Ha (akTw,
JI0OKa3aTeJICTBa, UCTUHHU XunoTe3u. [IpegaBa ce qupekTHO (BepOaIHO CIOBO) WIIH
WHIUPEKTHO (€-KOPECHOHJACHIIMSA W/WIIM MHUCMEHAa KOPECTIOHJICHIMS) U BOJM JO
OTKpUBAaHE Ha HOBHU HeElla, HOBUHHU, chOuTHs. Haii-ectecTBeHusT Oener 3a
chlecTBeHa HH(OpMaIus € HeifHaTta ucTuHHOCT. H(popmanmsTa € Hall-IeHHUAT
pecypc Ha HOBOTO BpeM€ M TOW TpsOBa J1a MMa 3alIUTEHOCT OT 3JIOYMUIILJIEHU

aTakKu U BCCBBb3MOXHU MMPCTCHIUU 3a 3H0y1'IOTpe6I/I.

Hay4Ho-npH/I0KHHM IPUHOCH:

1)

2)

3)

[IpenoxkeH € OpWUrMHAJIEH KOHIENTyaJleH Mojed 3a MojoOpsiBaHe Ha

MH(pOpMallMOHHATA CUTYPHOCT BbB BUCILIETO 00pa30BaHUeE.

Amnamusute ce MMpoBEXKAAT 1O aBTOPCKU HOAXOI C HO,Z[6paHI/I METOAH, 3a Ja CC

I/IIleHTI/I(I)I/II_II/IpaT HpOGJ’ICMI/ITC " J1a CC€ INPCIJIOKH PCHICHUC.

MOJIeJ'IT)T MOXE€ Oa HaMEpu pCajlHO NPHIIOKCHHEC B KOHKPCTHa Cpela, T.C. BbHB
BUCIIUTEC yqe6HI/I 3aBCACHUA B CTpaHara, THU KaTO MMa KOHKPETHH HOTpe6I/ITeJ'II/I

Ha PE3yJITATUTC OT NPOBCACHOTO U3CIICABAHC.
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GENERAL CHARACTERISTICS OF THE DISSERTATION

1. Relevance of the Problem

The relevance of the problem is determined by the global changes caused by the

development of technologies and cybercrime. Information security is achieved through:

= Preventive measures: related to risk control and mitigation of undesirable
events, such as implementing passwords, security policies, information
encryption, firewalls, etc.

= Detective measures: involving the identification of events that may lead to
undesirable phenomena, such as tracking, using motion sensors, surveillance
systems, etc.

= Restorative measures: aimed at restoring the integrity, confidentiality, and
availability of information (e.g., backups, disaster recovery plans, determining

acceptable error ranges, etc.).

The field of information security is linked not only to the protection of information but
also to the requirements for the security of information systems, methods of risk assessment,
and the implementation of information protection policies. A key characteristic of information
security is its availability, reflecting, on one hand, access exclusively by authorized
individuals, and on the other, the time and resources required to provide information upon a

valid access request.
2. Research Problem

The research problem of the dissertation is to identify the main information security

policies that have an effective and efficient impact on information preservation.
Testing a security model for information in higher education contributes to:

= Enhancing information security in higher education;
= Reducing vulnerabilities and threats to information security in higher

education;
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= Mitigating the risks of cyberattacks;
= Regulating access to information and data.

3. Purpose and Objectives of the Dissertation

The purpose of the dissertation is to develop a conceptual model for information
security in higher education. The proposed model should not only analyze all vulnerabilities
of the information system in higher education but also comply with legal regulations and
enable effective monitoring, prevention, resource optimization, cybercrime reduction, and

timely updates.

Objectives:
1. Present the theoretical aspects of information security.
2. Examine the legal, organizational, and technological aspects of information

security in higher education.
3. Analyze the current state of information security in higher education.

4. Develop a model to reduce vulnerabilities and threats to information security in

higher education.

5. Identify the benefits of implementing the model to improve information

security in higher education.
4. Scientific Thesis

The scientific thesis is based on the assertion that the development of an information
security model for the higher education sector will provide new opportunities for storing,

protecting, and updating information and data flows.
5. Object and Subject of the Dissertation
Object of research: The system ensuring information security in universities.

Subject of research: Opportunities to reduce vulnerabilities and threats in the
information environment by proposing a conceptual model for information security in higher

education.
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6. Research Methods

The dissertation employs methods such as analysis and synthesis, induction,

deduction, comparative analysis, logical and systemic approaches, as well as surveys.
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CONTENT OF THE DISSERTATION
CHAPTER ONE. INFORMATION AND INFORMATION SECURITY

In section 1.1, “Information - essence, origin, and specifics of protection”,
fundamental definitions regarding the nature and specifics of information are outlined.
Scholars define information as a “valuable and important resource” on which the “overall
economic and social development of regions” fully depends. In its broadest sense,
information encompasses data, knowledge, know-how, and experience, which help meet user
expectations and attitudes and achieve specific goals. This is the primary reason why
information, as a valuable asset, must be protected throughout all phases of its life cycle—
from its creation to its destruction. Regardless of the form it takes, information must always

be well protected.

The word originates from the Latin informare - to give form, indicating that
information is always presented in a form, structure, or model; informatio — “to give an idea
or concept about something”. The Oxford Dictionary defines it as “facts provided or learned
about something or someone ”’; “knowledge communicated concerning a specific fact, object,
or event”. This means that information is conveyed to the recipient with a certain specificity
or eventfulness. It can be concluded that information directly relates to human actions of an
active nature aimed at communicating or shaping something through words, leading to the

assertion that “the information society is already functioning”.

In 1948, Wiener, the founder of cybernetics, stated that “information is information,
not matter or energy. No materialism that does not recognize this can survive these days”.
Thus, he introduced the concept of information into communication theory in philosophy.
Consequently, researchers and philosophers have worked on defining the concept of
information for over 60 years. Statistics indicate that by 1980, there were about 130
definitions. The founder of information theory, C. Shannon, considered it impossible to rely

on a single concept, as information pertains to all areas of science and scholarly activity.

For the purposes of this dissertation, the author employs a personal definition based on
research: information is a collection of knowledge and experience based on direct and/or
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indirect observations of an object and/or phenomena, leading to subjective and/or
objective conclusions grounded in facts, evidence, and truthful hypotheses. It is
transmitted directly (verbal communication) or indirectly (e-correspondence and/or
written communication) and leads to the discovery of new things, news, or events. The
most natural attribute of essential information is its truthfulness. Information is the
most valuable resource of the modern era and must be protected from malicious attacks

and all kinds of potential misuse.

Based on this discussion, it can be concluded that information is a dynamic system

that answers questions to fulfill the need for knowledge.

The Classified Information Protection Act establishes the guiding principle of “the
need to know ”, which inherently reflects the idea of humans as social beings requiring the

exchange of news and information.
Several sources of risk exist in the transmission and reception of information:

Loss of trust;

Breaches of security and cybercrimes;
Technological changes;

Loss of key personnel;

Equipment failure;

L

Inefficiency in time management.

Another definition of information refers to it as an “elementary factor in all organized
activities 7, emphasizing that without information about the current situation, it is challenging
to take steps to ensure the achievement of set goals. In other words, any purposeful action
requires information to drive active organization. The evaluation of any critical situation, i.e.,

taking actions with a specific goal, involves all manifestations of information.

Information and communication technologies are essential for organizations and
individuals to maintain high productivity levels. Adopting these technologies introduces many
new vulnerabilities and, consequently, new threats to the confidentiality and integrity of
personal and organizational data. Experts agree, however, that people are the weakest link in

the information security system of an organization.
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The term security is used in two primary contexts - interest and threat. The former
represents an awareness of needs and values that, through a willingness to act, leads to the
satisfaction of needs. The latter encompasses anything that directly or indirectly threatens the

realization of personal interests related to security.

Joseph Nye argues that security is critically important and can be compared to oxygen
- it goes unnoticed until it is gone. Social systems require robust security because external
threats can lead to catastrophic consequences. Nye suggests that each social system possesses
a specific security culture, which determines its relationships with others and the surrounding
environment. Conversely, Tsvetkov argues that the security category is complex and

multifaceted, complicating attempts to systematize knowledge.

Pavlov notes that the terms information security, computer security, and information
assurance are interconnected. This theoretical hypothesis leads to the conclusion that
information in the 21st century is viewed in the context of the digital challenges of the time
and the creation of powerful systems to counter crimes caused by cyberattacks. Guaranteeing
national security can only occur through “building an evolving complex information system
for strategic management”. The scholar clarifies that while these areas of security are often
used interchangeably due to their shared goal of protecting information, it is incorrect to

interpret them identically, as there are significant differences between them.

Pavlov and Pudin define information security as the ability to ensure “confidentiality,
integrity, and availability”, which, historically, combines “computer security” and

“communication security .

By nature, national security is a dynamic state of society in which the fundamental
rights and freedoms of Bulgarian citizens, state borders, and territorial integrity are protected,
and the democratic functioning of state and civic institutions is guaranteed to preserve and

enhance well-being.

Definitions of information security generally focus on two aspects. The first is the
extent to which employees understand safe information security practices, often outlined in
their organization’s policies, rules, and guidelines. Kruger et al. define this as the degree to
which each staff member understands the importance of information security, the levels

appropriate for the organization, and their individual security responsibilities. The second
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aspect focuses on the extent to which employees are engaged and act according to best

practices, often outlined in policies, rules, and guidelines for information security.

Developing and successfully implementing a security policy is a complex, multi-
layered, and responsible process at the national level. It is important to note that an effective
information security policy requires an assessment of risk factors when making managerial

and organizational decisions.

The term “Industry 4.0” was publicly introduced in 2011 at the Hannover Fair. It
builds on the definitions of the first three industrial revolutions. The first industrial revolution
marked the transition from manual production methods to machines powered by steam or
water. Thanks to electricity, the Second Industrial Revolution transformed factories into
modern production lines, leading to high productivity and significant economic growth. The
Third Industrial Revolution introduced computers at the operational level, such as
programmable logic controllers and communication technologies in manufacturing processes,
enabling automated production. In the era of Industry 4.0, production systems in the form of
Cyber-Physical Production Systems (CPPS) can make intelligent decisions through real-time
communication and collaboration between "production cycles,” enabling flexible

manufacturing of high-quality, customized products with mass efficiency.

Industry 4.0 represents “a collection of interconnected digital technological solutions
that support the development of automation, integration, and real-time data exchange in
manufacturing processes ” - and beyond, in organizational processes as well. It encompasses
new digital technologies and a wide range of technological solutions, creating a qualitatively

new landscape of economic activities.

The latest threats and challenges to information security, such as those in cyberspace,
are becoming a fundamental issue of our era. The requirements outlined in the Regulation on
Interoperability and Information Security set forth the primary legislative provisions that
define the methods for maintaining, storing, and accessing the registry of standards, as well as
the methodology for evaluating compliance with operational security requirements.
Compliance is ensured through the certification of information systems and the functionality
of the unified environment for the exchange of electronic documents. Oversight is carried out

by the Chairperson of the State Agency for Information Technology and Communications.
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The Cybersecurity Act of the Republic of Bulgaria regulates the organization,
management, and control of cybersecurity, as well as the implementation of measures to
achieve a “high overall level of network and information security ”. Article 2, Paragraph 1
interprets the definition of cybersecurity as “a state of society and the state in which, through
the application of a set of measures and actions, cyberspace is protected from threats related
to its independent networks and information infrastructure, or threats that may disrupt their
operation”. It is further clarified that cybersecurity encompasses both network and
information security, on the one hand, and counteraction to cybercrime and cyber defense, on
the other. Article 2, Paragraph 3 provides a definition of network and information security,
specifically as “the ability of networks and information systems to withstand a certain level of
impacts that negatively affect the availability, authenticity, integrity, or confidentiality of
stored, transmitted, or processed data, or the related services offered by or accessible
through these networks and information systems”. To ensure safety and prevent potential
risks and threats, organizational, technological, and technical measures are applied to
minimize risk factors. The National Cybersecurity Strategy and the Cybersecurity Council are
highlighted, the latter serving as a consultative and coordinating body under the Council of
Ministers. The Minister of Defense is designated as the primary authority for addressing and
countering threats under this law. The minister is empowered to conduct state policy for
protection against and active response to cyber and hybrid attacks through the development

and enhancement of cyber defense capabilities.

ISO/IEC 27001 is a standard for information security (IS), defining the requirements
for managing data and information security, cybersecurity, and privacy protection. Adopting
an information security management system (ISMS) is a strategic decision for any
organization. The creation and implementation of an ISMS are influenced by the
organization's needs and objectives, security requirements, operational processes, and size and

structure. All these factors are expected to evolve over time.

The Information Security Management System (ISMS) preserves the confidentiality,
integrity, and availability of information by applying a risk management process and provides
assurance to stakeholders that risks are being adequately managed. It is important that the
ISMS is part of and integrated with the organization's processes and overall management
structure, ensuring that information security is considered in the design of processes,

information systems, and controls.
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In section 2.1, “Higher Education as an Object of Information Security ”, various laws
and regulations are listed that govern the structure, functions, management, and access to
security. A definition of digital transformation is presented as “a process characterized by the

pervasive implementation and combination of digital technologies in all areas of social and
economic life”.

LIM®POBA
TPAHC®OPMALUA

YHOBELUKU KANUTAN

O6uW UKT ymenun

VKT
WHAOYCTPUANHA
EKOCUCTEMA

N

VKT nonutnkn sa Sl = >

i:
AN

| Mnomaunm Spea Aanmu

MHchpacTpyxrypa

VIKT nonutmkm 3a e
i ThpceHe RN

PaMKOBM NONUTHUKKM

CextopHu
NoOnUTUKK U
undposa
TpaHcopmaumns
HUPA - Hay u a a

Y44 — npeku YyKOecmpaHHu UHEeCMuUuY

Figure 1
Digital transformation
Source: Strategy.bg

The "Digital Europe™ Program is underway, aimed at providing digital technologies in
response to the challenges of the modern world. Through it, new opportunities are revealed,
the development of reliable technologies is encouraged, and the building of an open

democratic society is supported. It is based on three pillars for digital economy and digital
transformation:

= Technologies for the benefit of people - investments in the development of
digital skills; protection from cyberattacks; artificial intelligence and its
development in the context of human rights; the introduction of high-speed
internet; expanding the capacity of supercomputers;

= Fair and competitive digital economy - access to innovations and dynamic
communities; responsibility of online platforms; ensuring the suitability of

online service rules, fair competition; enhancing access to high-quality data;
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= Open, democratic, and sustainable society - using technologies to reduce
carbon emissions in the digital sector; citizens' ability to control their data;

creating a space for health data; combating disinformation.

The construction of an information system in higher education is subject to the policy
of network and information security. In this way, information security is integrated into the
principles and values, culture, and traditions of the Republic of Bulgaria. On the other hand,
the creation of an electronic presence in the web space of an organization (university) must be
fully aligned with the architecture of the institution. The most effective approach is the so-
called complex system, which consists of both securing the protection of devices and

safeguarding against user errors.

Conclusions are drawn from the first chapter, emphasizing that security has always
been one of the most important goals and needs of the individual, society, and the state as a
whole. The formation and development of human civilization has always been linked to
eliminating various threats caused by nature, society, hostile parties, technological devices,
etc. In other words, security is one of the most important conditions for the existence and
development of society and the state. The term “safety ” was first used in 1190 as “a state of

calmness in the human spirit, in which it feels safe from any dangers .
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CHAPTER TWO.
ANALYSIS OF THE STATE OF INFORMATION SECURITY

In section 2.1. “Methodological Tools for Information Protection in Higher
Education”, various types of security are discussed, noting that in 2018, when the GDPR
came into effect, it provoked different reactions within the higher education community.
Organizations are accumulating large amounts of information more quickly than ever before.
Through technology, they can utilize these data volumes to enhance efficiency and provide
more informed decision-making opportunities. This increasing reliance on IT has introduced

various advantages but also means additional risks.

The protection of technological infrastructure for individuals and organizations is
important. In this regard, information security and cybersecurity technologies are used.
Information security protects organizational information from unauthorized modification,
interruption, verification, and disclosure. This information can exist in any form, including
cyber or other types. ICT and security practices specifically deal with protecting the digital

infrastructure of organizations to help mitigate and prevent threats.

Tools and techniques for ICT security have been introduced to protect digital assets
and infrastructures. Research on this and its adoption in organizations are generally case

studies specific to the organization.

Higher education institutions (HEIs) are highly digitized in the 21st century, relying
on technology to manage their vast amounts of information. Computer infrastructure and
networks have been implemented to assist students, faculty, and staff in the operations of the

institutions.

Figure 2 categorizes the threats according to the wvulnerable subject of the

organizations.
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Categorization of ICT Security Tools and Techniques
Source: Author’s interpretation

Organizational security deals with threats arising from vulnerabilities in the
management of human and digital assets within higher education institutions (HEIs). Human
risks are also a major factor contributing to the security of the organization. This is especially
true for HEIs, which in many countries suffer from chronic underfunding, particularly in
auxiliary/supporting sectors such as IT. Furthermore, a given faculty usually has older staff
members, for whom acquiring IT knowledge is not easy. Improper access management of
personnel can expose the organization to internal threats. Staff with little training and
awareness regarding security practices are also considered a risk to the ICT security
infrastructure of the organization. Among the risk factors, the human factor is considered the

weakest link.

Technological security addresses threats that arise from vulnerabilities in the
applications, software, and network systems used by the organization. Network threats stem
from vulnerabilities embedded in interconnected devices, particularly those linked to the
internet. Improperly configured networks and servers can provide attackers with unauthorized
access to the institution's computers and databases. These threats can come in the form of

floods, fires, earthquakes, thefts, robberies, and physical damage.

Physical Security. The use of the following measures to prevent physical damage to

the cyber infrastructure of HEIs is achieved through:

= Temperature control;

= Early warning systems for disasters.
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Physical security of classified information includes a system of measures, methods,

and tools to prevent unauthorized access to materials, documents, equipment, and machinery

classified as state or official secrets. The system is part of the general security requirements

for the protection of classified information and includes both general and specific measures.

Standards and Frameworks. HEIs use standardized frameworks for cybersecurity to

protect their cyber infrastructure.

The measures taken, prompted by breaches in information access, include:

1)

2)

3)

Organization Monitoring - should be carried out through regular oversight by
management as well as using tools. Log files from operating systems,
applications, and network devices should be regularly reviewed for anomalies
and can help identify malicious attacks against systems.

Data Breach Management Plan - This enables the organization to respond
quickly and adequately through a systematic approach to managing breaches.
In this way, employees who are directly responsible for the domain are
encouraged to act proactively by developing and implementing stable
management processes.

Conducting a Data Breach Assessment - In the event of a breach, the
organization is required to take reasonable, adequate, and expedient actions
and assess whether the crisis situation warrants notification according to the
Personal Data Protection Act (PDPA). Any unreasonable delay in reporting an

information security breach can be very costly for the organization.

Figure 3
Model of a hacker attack for data breach and personal data theft

Source: Adapted from GAO, Equifax
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Preventing unauthorized access requires a comprehensive approach that combines

several strategies:

1. Strong Password Policy - one of the most basic yet effective ways to prevent
unauthorized access is to implement a strong password policy. This includes requiring
users/employees to create complex passwords that are difficult to guess, and enforcing regular
changes. A strong password should be at least eight characters long and include a combination
of uppercase and lowercase letters, numbers, and special characters. It should also not contain

easily guessable information such as the user's name, birth date, or common words.

2. Two-Factor Authentication (2FA) and Multi-Factor Authentication
(MFA) - Another effective strategy is the use of 2FA and MFA. The first requires users to
provide two different types of identification to access a system. This could be, for example, a
password and a code sent to the user's mobile phone. The second, on the other hand, involves
the use of three or more authentication factors. These can combine something the user knows
(e.g., a password), something the user has (e.g., a security token), and something the user is

(e.g., a fingerprint).

3. Monitoring User Activity - Monitoring is another important strategy for
preventing unauthorized access. This involves tracking what users are doing within systems
and networks, as well as looking for any unusual activities. In this way, potential security
breaches can be detected and necessary actions can be taken before significant damage

occurs.

4. Endpoint Protection Implementation - A strategy focused on protecting each
endpoint or user device in a network to prevent unauthorized access. This can include laptops,
desktop computers, mobile phones, tablets, and any other devices that connect to a network.
Endpoint security measures can include next-gen antivirus software, firewalls, and intrusion
detection systems. They can also include policies that limit the use of removable media, such

as USB devices, which can be used to introduce malware or steal data.

5. Regular Software Updates and Patch Management - Another important
strategy for preventing unauthorized access. Software updates often include security

improvements that fix vulnerabilities that could be exploited by hackers.
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The approaches and methods for comparison can be both qualitative and quantitative.

The methodology used is based on the assumption of the feasibility of achieving the
goals and tasks outlined in the dissertation. In its essence, it is divided into a survey study and
the development of a conceptual model for limiting threats and vulnerabilities in information

security.

In the survey study, the specifics are identified by constructing key blocks of
questions. The advantages and disadvantages of the survey method are outlined, with the
survey conducted among 56 Bulgarian citizens working in the higher education sector
(Bulgarian universities) and voluntarily participating, in order to assess the state of
information security and evaluate the possibilities for implementing a new, improved security
management system. The expert opinion survey is intended to be conducted through a direct
survey (online via Google Forms), as this method allows for quick collection of diverse

information. The object, subject, and methods of the survey are mentioned.

The conclusions drawn in the second chapter are related to the construction of the
methodological framework and its tools based on the conducted studies. The focus is on the

types of information security, with a comparative analysis being made.

63



CHAPTER THREE.
RESULTS AND CONSIDERATION OF A CONCEPTUAL MODEL FOR
IMPROVING INFORMATION SECURITY IN HIGHER EDUCATION

In section 3.1, “Analysis of the Results from the Survey Study”, an important
clarification is made that the survey is conducted to verify the need for presenting a Security
Model. Without consulting specialists — university lecturers and staff in universities — there
would be no way to validate the reliability and validity of the desire for a new model. This is a
necessary step to provide a contemporary perspective from those working in the higher
education sector. The survey takes into account the opinions of the surveyed respondents and

draws resources for the design of the Model.

The questions are grouped into three main principles — demographic characteristics,
professional characteristics, and personal opinions, structured into three main blocks: related
to personal information; related to the quality of the IS system; and related to the competence
of employees. Special attention is given to the specific questions related to the satisfaction of

employees with information security in their workplace.

In question Ne 6: “Are you calm about your information security and the security in
your organization?” 62.5% answered “Yes, | could say ”, and 32.1% affirmatively with “Yes,
| am completely calm”. The remaining percentages were distributed between the answers
“Rather not calm” (3.4%) and “No, | am not calm at all ” (2%). The conclusion can be drawn
that the majority of respondents are somewhat calm about their own security, rather than not
at all or completely not calm. This suggests that information security systems are sufficiently
effective to meet the challenges of today. In case of a possible answer “l cannot assess”,
there were no respondents who chose this option, which indicates their feeling of security in

the organization they represent.
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CnokoeH/CNoKoOMHa N cTe 3a MHhopMaLMOHHAaTa
CHU CUIF'YPHOCT M 3a CUrypHocTTa BbB Bawarta
opraHu3auma?

u [a, moxe aa ce Kaxe 1 [a, HaMbLAHO CbM CMOKOEH/CNOKOMHA
p

Mo-ckopo He cbM CNOKOEeH/CNOKoOMHAa u He, 6o He cbm

Figure 4
Question: Are you confident about your information security and the security within your
organization?

In question Ne 7: “What do you think are the main causes of the various breaches and
problems with information security?” 57.1% answered that human error is at the core of the
vulnerability of the IS, which statement was theoretically verified in the first and second
chapters of the dissertation. 30.4% believe that the issue lies in weaknesses in the system, and
10.7% attribute it to increasingly skilled hackers. The respondents who marked “I cannot
assess” are 1.8%. There were no respondents who selected “due to different and
contradictory instructions to administrative staff”. The purpose of the question is to track the
professional and human opinion of those working in the organization, with human error

coming to the forefront as the cause of system vulnerabilities and malicious attacks.

An audit report from the EU regarding cybersecurity classifies numerous types of
threats based on how data is handled — disclosure, modification, destruction, or denial of
access. It also identifies types of cyberattacks, such as malware, ransomware, denial-of-
service (DoS) attacks, and web-based attacks. Complex persistent attacks are classified as
“the most malicious types of threats”. Human error mainly consists of the incorrect choice of
passwords, accidental information disclosure, and using outdated or inappropriate software.
Accidental threats arise when an employee lacks adequate knowledge about security systems,

misconfigures systems, or when information leaks due to insecure data transfers.
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Cnopep Bac Ha KakBo NpegUMHO ce AbrKar
pasnu4yHuTe npobmuem m npobnemm c
uHpopMaLMOHHATa CUTYPHOCT?

[l HA YoBelUKa rpewka Ha cnabocTu B cucremara
[l Ha BCe I'IO-AOGPH XaKepu H He Mora ga npeueHs

Figure 5
Question: In your opinion, what are the primary causes of various breaches and issues with
information security (1S)?

In question Ne 8: “How often have you experienced a crash in the information system
while performing your work activities?” 66.1% responded that it has not happened recently
within the year. 19.6% stated that they have never been immediate witnesses to or victims of a
system crash that interfered with their professional activities. 10.7% believe that it happens
not very often, roughly once every few months. 3.6% shared that they often encounter such
situations once or twice a month. The respondents completely excluded the answer “very

often (once a week)”.

From these results, it can be concluded that there are sporadic system crashes during
work activities, but overall, these incidents are not frequent. This is an encouraging factor for
the security, quality, and effectiveness of the information systems in higher education
organizations. However, the percentage of respondents who report experiencing such
situations often should not be underestimated, as it is an important responsibility of the
respective organization to take strict, thoughtful, and serious measures regarding the quality

of the information system's performance.
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Konko uecto Bu ce e cnyusano ga uma cpvs B
uHcjopMaLMOHHATA CUCTEMA, [OKATO YNpaXKHABaTe
ceouTe paboTHu geMHocTU?

=

N YecTo (eAMH-ABAa ITbTU CeaMMUYHO)

[l He MHOrO UecTo (BeAHDbXK HAa HAKONKO Mecela)
He Ce e CNy4YBano CKopo (BeAHDbX roAuLLIHO)
HUKOra

Figure 6
Question: How often have you experienced a failure in the information system while performing
your work activities?

In question Ne 9: “Which channel do you most frequently use to receive information
in order to perform your daily work duties?” 53.6% responded that the most preferred method
for them is email inquiries. On the other end of the spectrum, with the least responses, is the
preference for written inquiries on paper (7.1%), creating a digital vs. paper contrast. In
contemporary society, information, as a valuable resource, is most effectively and quickly
delivered through the internet via various channels. Also, it should not be overlooked that
nature and its preservation depend on the routine activities of humans and the efforts they put
into safeguarding it. 17.9% of respondents indicated the university’s website, while an equal
number of 10.7% expressed a preference for receiving quick and timely information through

various social internet channels and by phone.

It is well-known, and the survey confirms, that email is one of the most popular forms
of communication that people use, but it is also one of the most abused. At the end of last
year, Sinch Mailgun surveyed more than 2,000 users in the US, the UK, France, Germany,
and Spain to understand how they prefer to correspond and interact, as well as what motivates
them to engage in email communications. The most evident finding in this report is that email
is the preferred method. This is true not only for marketing campaigns, for example, but also
for transactional communication. 75.4% of users selected the email inbox as their preferred

channel for messages, while 74% did so for transactional notifications.

Another study (The Digital Everyday Life in Finland 2022) shows that the flexibility

and history of messages are the main reasons for the popularity of email. People are willing to
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wait a few working days for a response but no longer, before switching to another

communication channel.

In the 21st century, the position of information security analyst is becoming
increasingly in demand. The job description primarily focuses on protecting the organization's
computer networks, systems, and databases from cyberattacks and data breaches. Specifically,

it includes:

= Detecting, monitoring, and mediating various aspects of security — including physical

security, software security, and network security;
= Performing compliance control tests;

= Developing recommendations and training programs to minimize security risks within

the company;

= Creating clarity regarding evolving threats in the cybersecurity space through

communication with external sources;

= Collaborating with other teams and management within the organization to implement

best security practices.

Security analysts are essential in organizations that store sensitive data and

information, including the education sector.

Cnopen Bac 3HaHWATa U KOMNETEHTHOCTUTE Ha obcnyXxBawms m
aAMUHUCTPATUBHMA NEPCOHAN HA AOCTATLYHO BUCOKO HUBO NKU ca
CMpAMO NpegnpMeMaHe Ha ageKBaTHW AeMCTBUA 3a NpeaoTBpaTaBaHe

Ha PUCKOBM CHUTYaLMM, CBbP3aHU ¢ MH(OpMaUMOHHATA CUTYPHOCT?
1,4%

u Aa, Ha MHOro BUCOKO HMBO Na, Moxe aa ce Kaxe
u He, n30610 He ca Ha BUCOKO HUBO o He, He Mora ga kaxa
= Koneban ce

Figure 7
Question: In your opinion, are the knowledge and competencies of the service and
administrative staff at a sufficiently high level to take adequate actions to prevent risk situations
related to information security?
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In response to question Ne 11, “In the last year, have you attended courses or
seminars for qualification regarding the emergence of risk situations related to information
security in the workplace?”, 89.3% expressed a negative opinion, while 10.7% shared that
they had attended such events. This leads to a reconsideration of strategies in universities
regarding their information security. Without qualified and well-trained staff capable of
reacting promptly to malicious activities, the security level sharply declines, which calls into
question the value of investments in the effectiveness of actions and staff qualifications. New
sources of threats emerge every year, and only well-informed professionals, such as
cybersecurity specialists and IT experts, can contribute to the training of employees in higher
education. Various courses, seminars, meetings, and discussions help raise awareness, which

ultimately benefits the entire organization.

Employees need a reason to care about security. Training should convey the business
value of best security practices to the organization: how it enables training, generates revenue,
or protects assets and reputation. People will be more likely to make careful security decisions
when they have a sense of personal responsibility and view security as essential to their daily
lives. Therefore, security awareness training should demonstrate the connection between
security and the responsibilities of all roles in the organization, from front-line staff to top

executives.

Mpes nocnegHata egHa roguMHa noceujaganu fu cre
KypCcoOBe, CeMUHapU 3a KBanudgpMKauna oTHOCHO
BL3HUMKBaHe Ha PUCKOBM CUTYaLUM, CBLP3aHM C
uUHdjopMaLMOHHAaTa CUrypHocT B pa6oTHa cpepa?

10,7%

mAa mHe

Figure 8
Question: In the past year, have you attended any courses or seminars for qualification
regarding the occurrence of risk situations related to information security in the workplace?
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In response to question Ne 12, “In the event of an incident related to information
security, you will first:”. 92.9% of the respondents unanimously stated that they would notify
a colleague directly responsible for information services. 3.5% believe that they would take
action by notifying the Cybercrime Directorate of the General Directorate for Combating
Organized Crime (GDBOP) or stay calm and attempt to handle the situation themselves. The

answer “notify the State Agency for National Security” was left without a percentage ratio.

Mpu Bb3HUKBaHEe HA UHLUUAEHT, CBbpP3aH C
uHdopMaLMOHHATa CUTYPHOCT, Bue nbpBo we:

3,5%

b &
my re Baw a, oTT K 3a (-]

u yBefoMMTe aMpeKkuunaTa 3a kubepnpecrbnHoct kbm FOBOMN
3anasuTe CNOKOWMCTBME M LUEe ONUTaTe Aia ce cnpaBuTe cam/caMma

Figure 9
Question: In the event of an information security incident, what would you do first?

In response to question Ne 13, “In your opinion, is the information security system in
the higher education institution you work at effective?”, 67.9% of respondents answered that
it is more effective than not, while 26.8% expressed a strongly positive opinion. It can be
concluded that the employees are unanimously of the opinion that the information security

system is effective.

Cnopepn Bac cuctemara 3a uHcpopMmaLMOHHA
CUrypHOCT BbB Bucuero yuebHo 3aBeaeHue, B
KoeTto paboTtute, echeKTUBHA NU e?

3%2%
26,8%

wAa Mo-ckopo pa mHe mMo-ckopo He
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Figure 10
Question: In your opinion, is the information security system at higher education institution
where you work effective?

In response to question Ne 14, “In your opinion, are your personal data well protected
in the institution where you work?”, 58.9% of respondents answered "Yes, it can be said,"”
while 26.8% answered "Yes, completely.” These results shape the sense of security within the
organization, helping employees feel protected and perform their professional responsibilities
with confidence. Proportionally, 6% selected the answers “Rather not” and “I cannot

assess”’, while 2.3% of respondents believe that their personal data is not protected at all.

Cnopen Bac nuuuute Bu gaHHM 3aliMTEeHMU NM ca
po6pe B MHCTUTYLUUATA, B KOATO paboTute?

u Aa, HambnHO m la, moxXe aa ce Kaxe He, nsobwo
u Mo-ckopo He m He mora paa npeueHs
Figure 11
Question: In your opinion, is your personal data well protected in the institution where you
work?

In response to question Ne 15, “In your personal opinion, do you feel protected from
attacks occurring in the online space that violate personal data and users' rights?”’, 66.1% of
respondents answered “Yes, it can be said”’, while 21.4% answered “Yes, completely”’, which
helps to understand the level of security within the organization. Employees feel protected
from malicious attacks aimed at violating personal data and users' rights. 7.5% of respondents
are on the opposite side, strongly stating that they do not feel protected at all. 4% are unable

to assess, and 1% selected the answer “Rather not”.
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Mo Bawe nNUYHO MHeHUWe, YYBCTBaTe NU ce
3awuTeH/3alMTeHa oT aTakv, 3B bLPLIBaAHNU B MHTEpHeT
NMPpOoCTPaHCTEOTO U Hapyuwagalwu NUYHUTEe AgaHHU U
npasa Ha noTtpeburenurte

4%

7,5%

u Oa, HambnHO Oa, moxe pa ce Kaxe m He, naobuwo
m MNo-ckopo He = He mora ga npeueHs
Figure 12

Question: In your personal opinion, do you feel protected against attacks carried out in
cyberspace that violate personal data and user’s rights?

In response to question Ne 16, “Please share your opinion on information security at
the higher education institution where you work”, respondents are given the opportunity to
express their free opinion on the information security in the organization they represent. Some
of the answers are grouped into approximately equal categories, which include: satisfactory
level (5.4%), good level (8.9%), high level (21.4%), effective (5.4%), necessary measures
have been taken (16.1%). Based on these prevailing results, it can be concluded that
employees in higher education institutions consider the information security system to be

reliable and of high quality.

Monsa pa cnogenute Bawero MHeHMe OTHOCHO
MHpOpMaLMOHHATA CUTYPHOCT BbB BUCLIETO
yue6HO 3aBefieHMue, B KoeTo paboTtute

u Bucoko HMBO m [lobpo HuBO
EdekTnBHa = 3a00BONWTENHO HUBO
u Mpeanpuetn ca HYXXHUTE MEpPKM

Figure 13
Please share your opinion regarding the information security at the higher education institution
where you work?
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The remaining responses, which were provided in free text, offer additional interesting
insights: “With many reservations and room for improvement!”; “A certain level of security
has been achieved, but there are frequent issues with lower-risk problems”; “Given the lack
of serious security incidents, I consider the level to be relatively good”; “The level meets
current conditions, but greater qualification of experts for information protection is needed”;
“There is a need for upgrades with more modern security systems”; “At the university where
| work, there is an ongoing effort to improve information security, even though it is currently
at a very good level. | support measures aimed at raising employee awareness. In 2023 and
2024, within one day, everyone employed could be informed about the university's policy on
cybersecurity”; “I consider it very reliable”; “I have no concerns about information security.

1 believe the necessary measures have been taken to ensure it”.

From these responses, it can be summarized that improvements in information
systems, enhancing security, additional qualification courses for employees in this area, and
measures taken by each university to ensure cybersecurity are crucial to the effectiveness of
information systems. From this, the theoretical understanding emerges that cybersecurity
reflects the maintenance of active and preventive measures in cyberspace, the level of which

is determined by confidentiality, integrity, availability, and necessary resources.

In the next part of the study, a conceptual model is developed to mitigate the
vulnerabilities and threats to information security in universities. Criteria, indicators, and

components are applied. Each component of the derived criteria is illustrated step by step.

« OyakeaHe + [lokymeHTauums
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« MoTuckaHe * Cnyxurenn
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1. ViaTouHmum
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Implementation of an Information Security Concept into the Model
Source: Author’s interpretation
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The security structure is developed, which can assist the university in addressing

challenges in collaboration with its own administrative and IT staff.

Figure 15
Security Structure of the Model
Source: Author’s interpretation

It consists of:

1. Next-Generation Firewall (NGFW) - part of the third-generation firewall
technology, combining conventional firewall functions with additional network device
filtering features, such as application firewalls using deep packet inspection (DPI), intrusion
prevention systems (IPS). Other techniques like TLS-encrypted traffic inspection, website
filtering, Quality of Service (QoS)/bandwidth management, antivirus scanning, third-party
identity management integration (e.g., LDAP, RADIUS, Active Directory), and SSL
decryption can also be used.

2. Custom Firmware or Application Space (CFW) has become a strategic
imperative for many organizations as they strive to address critical workforce shortages, skill
gaps, and retention issues in frontline operations. It has been proven that CFW-enabling
technology helps organizations tackle workforce challenges while optimizing operational

performance in aspects such as safety, quality, and productivity.

3. Firmware (FW) - Designed to be the interface between the computer's
hardware and software. It abstracts many low-level, hardware-specific details of how the
computer operates, making it easier to develop software and run the same software across

multiple systems. Its implementation provides several advantages, such as: trust from
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partners, employees, and stakeholders (teachers, students, staff); competitive advantage;

integrated security.

4. Internal Segmentation Firewall (ISFW) is designed to protect network
segments from malicious code attempting to infiltrate the internal network. The ISFW
architecture ensures maximum performance and security while offering the flexibility to be

placed anywhere within the organization.

5. Virtual Firewall (VFW) is designed to meet the unique security needs of
modern virtualized infrastructures. The virtual firewall controls access to subnets and supports
allow and deny rules for customer service. The client can add rules as needed, and the VFW

determines whether data packets can pass to or from the subnets.

6. Data Center Firewall (DCFW) - Describes the work carried out by the full
spectrum of the cyber workforce, aiming to protect data centers from advanced threats,

ensuring the protection of sensitive information and critical applications.

The main criteria that the Model must adhere to include considering the source, origin,
nature, timing, and intent of the threat actor.

Table 2
Types of Information Security Threats
Criteria
Source Origin Nature Time Intent
Internal Natural Economic Temporary Accidental
External Social (Includes Political Periodic Deliberate
human behavior) Financial Permanent

Demographic

Source: Pavlov & Poudin

Depending on the context of the application of information security, there are various
levels of resilience, development, and operation of the information security management
itself. However, it is common for the levels of resilience and operation to be represented by a
numerical value that reflects the current state of the organization of the observed system. The
general characteristic is that they are based on six levels of development and operation of

processes, and it depends on which management framework is applied.
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Figure 45
Levels of development
Source: Sikman et al. (2023)

The technology for the development and functioning of information security (1S)
represents a framework in which the activities performed at each of the existing levels of

development are detailed.

When creating a model for managing information security in higher education, the
entire system of elements is initially set at all levels. Once it is determined which elements
should be used, all aspects of the level that are necessary for identification are considered, and
they contain all the necessary measures for determining the security of the information

system.
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Figure 46
Diagram of optimal management of information security processes
Source: Author’s interpretation
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The technology of the model is derived in its optimal version on the diagram. This
figure presents a simplified version of the model's technology depending on its optimality and
feasibility.

The necessary investments required for improving information security (IS) in the
higher education sector are listed: investment in people, investment in processes, and

investment in software.

The expected benefits of implementing the model to improve information security in
higher education are of paramount importance for protecting the institution's security. On the
one hand, it is designed to strengthen the organization against cyber threats by establishing
controls that minimize the risk of attack. The model is driven by the understanding that
“future pan-European cyber exercises should take advantage of the common framework

based on national action plans for unforeseen situations and link them together”.

Key conclusions are drawn based on the conducted survey, and it is pointed out that
the developed model is based on the following criteria: Risk Management, IS Implementation,
Cyberspace, and IS Architecture.
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CONCLUSION

Information security in an organization such as a higher education institution is a
fundamental pillar for ensuring legitimate and stable protection of the information resources it
holds. The relevance of the topic arises from the recognized need to preserve, safeguard, and

protect information from various types of attacks that aim to harm it.

The dissertation lays the theoretical foundation for the essence, origin, and specifics of
information, and within the context of the object and subject of research interest, an original
definition of information is derived: a collection of knowledge and experience based on direct
and/or indirect observations of a given object and/or phenomena, which lead to subjective
and/or objective conclusions based on facts, evidence, and true hypotheses. It is transmitted
directly (verbal communication) or indirectly (e-correspondence and/or written
correspondence) and leads to the discovery of new things, news, or events. The most natural
characteristic of essential information is its truthfulness. Information is the most valuable
resource of modern times, and it must be protected from malicious attacks and any potential

abuses. Information is regarded as essential knowledge.

The dissertation emphasizes Industry 4.0, whose specificity is based on mutual
connectivity via Wi-Fi and all devices that facilitate the exchange of information processes;

transparency; decentralization; and technical assistance.

Contemporary trends in ensuring information security, compatible with the Ordinance
on Operational Compatibility and Information Security, as well as with the National
Framework for Capability Assessment to the European Union Agency for Cybersecurity, are
identified. The National Cybersecurity Strategy “Cyber-Resilient Bulgaria 2020” of the
Council of Ministers is also put into action, which outlines 9 fundamental areas for preventing

crises and cyber threats.

Normative acts, policies, standards, and procedures regulating information security in
higher education are identified and analyzed, such as: the National Program for Development
“Bulgaria 20307, the Law on the Management and Functioning of the National Security

Protection System, the Higher Education Act, the Personal Data Protection Act, the Ordinance
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on Minimum Requirements for Network and Information Security, the Ordinance on the
Security of Communication and Information Systems, the Ordinance on General
Requirements for Operational Compatibility and Information Security, the Digital
Transformation of Bulgaria Project, the “Digital Europe” Program, and others. Definitions of
organizational, technological, and physical security are provided, with a focus on standardized
cybersecurity frameworks aimed at protecting cyber infrastructure, through which higher
education institutions ensure the necessary measures and procedures for information

protection.

Measures to be taken in case of compromised information access management or
suspected data breaches are outlined, such as monitoring of the organization, data set
management planning, and conducting data breach assessments.

The empirical part of the dissertation presents a survey aimed at determining the state
of information security in higher education institutions based on the opinions, attitudes, and
perceptions of employees in the field. The conclusions drawn are that a large percentage of
employees in such organizations feel secure about their personal data and user data. They
believe that human error is at the core of information system vulnerabilities. Another
important focus of the study is the insufficient qualification of employees regarding their
adequate response in situations of risk and cyber threats. 89.3% of respondents share that,
over the past year, they have not attended courses or seminars on qualification concerning risk

situations related to information security in the work environment.

A sample conceptual model for improving information security in higher education is
developed, based on a systematic approach to identifying and deciding which
countermeasures need to be taken to protect information, resources, and auxiliary sources
based on an assessment of threats and vulnerabilities. The model is based on six main criteria:
risk management, IS implementation, cyberspace, IS architecture, threat response/disclosure

process, and cybersecurity.
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SCIENTIFIC CONTRIBUTIONS

The dissertation presents the following scientific and scientifically-applicable
contributions, which have both theoretical and practical-application aspects.

Scientific Contributions:

1) A new, author-developed extended definition of the concept of “information” is
proposed:
“A collection of knowledge and experience, based on direct and/or indirect
observations of a given object and/or phenomena, leading to subjective and/or
objective conclusions based on facts, evidence, and truthful hypotheses. It is
conveyed directly (spoken word) or indirectly (e-correspondence and/or written
correspondence) and leads to the discovery of new things, news, events. The
most fundamental characteristic of significant information is its truthfulness.
Information is the most valuable resource of the modern era, requiring

protection from malicious attacks and various misuse claims ”.
Applied Scientific Contributions:

1) An original conceptual model for improving information security in higher
education is proposed.

2) Analyses are conducted using an author-developed approach with selected
methods to identify problems and propose solutions.

3) The model is applicable in a specific environment, i.e., in higher education
institutions in the country, as it has specific users of the results obtained from the

research.
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