YHUBEPCHUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

CTAHOBHUIIE

Ot:  npogh. 0-p Ilhamena Benyecnasoea 3namesa;
Vuueepcumem 3a HAYUOHAHO U C8EMOBHO CIMONAHCEO
IIH 4.6 Ungopmamuka u xomniomvpHu HayKu, Hayuua cney. ,, Mngpopmamuxa “

OTHOCHO: JUCEPTAIMOHEH TPy 3a MPUCHKIaHe Ha 00pa3oBaTe/iHa U Hay4YHa
crereH ., JlokTop* no  mpodecruoHamTHO  HampaBJICHHUE
3.8 ,HMxoHomuka”, JOKTOpCcKa mporpama ,J/koHomuka u
ynpaenenue (omopana u cueyprocm)” B YHCC

ABTOp Ha IUCEPTALMOHHUS TPYA: Enena UBanoBa AHresioBa

Tema Ha TUCEpTAIIMOHHUS TPY/I: Cuzypnocm na ungopmayuama 6v6
sucuiemo oopazoeanue

OcHoBaHue 3a npeacraBgHe Ha CTAHOBHIIETO: Y4YaCTHC B CbhCTaBa Ha

HAYYHOTO JKypH IO 3alliTa Ha TUCEPTAIIMOHHHS TPYJ ChIVIACHO 3aroBe[
Ne 3635/ 17.12.2024 na 3am.-pektopa mo HUJI na YHCC.

1. Wndopmanus 3a 10KTOPAHTA
Enena Anrenona ce e oOy4aBaa 1mo JOKTOpcKa nmporpama ,, AkoHomMuxa u
ynpaeénenue (ombpana u cueypHocm)” TO TNPO(PECHOHATIHO HaIpaBICHUE
3.8 ,UxoHommka” KbM Karenpa ,Hayuownaina u pecuoHarHa cucypHocm’
Ha  (Qakynrer ,JMkoHomuka Ha uH@pactpykrypara®’ npu YHCC,
ceriacHo 3amoBen Ha PexTopa Ha YHCC Ne 1605 /11.07.2019. O0yuenuero e
OCBIIIECTBEHO B camocmosmenna ¢dopma mpe3 nepuoaa ot 10 romaum 2019 nmo
10 pmexemBpu 2024. OtumciieHa € C MpPaBO Ha 3allMTa C pEIICHUWE Ha
Karenpenus coBet ¢ [Ipotokosn Ne 70 / 10.12.2024 u pemenne Ha dakynreTHUs

cbBeT ¢ [Tporokon Ne 11 /16.12.2024.

2. O0ma xapaKkTepuCcTHKA HA NPeICTABEHUA JUCEPTAIMOHEH TPYA
HNuceprauuoHHusT Tpyn Ha Enena AnrenoBa € pa3paboTeH B o0eM OT
162 cTpaHunn W BKJIIOYBA CIHUCHBK CBhC H3MOJ3BAaHU  ChKpalleHUs,
TEPMUHOJIOTUYEH PEYHUK, YyBOJA, TPU OCHOBHHM TJIaBH, 3aKIIOUYEHUE,



NpPUIOKEHUE, TPEAJIOKEHH MPUHOCH IO JUCEPTAIMsITa, CIHCHK HAa aBTOPCKH
MyOJIMKAllMY 110 TeMaTa, CIUCHK Ha M3M0JI3BaHaTa HayyHa JUTeparypa.

W3non3BanaTa auTeparypa cbabpka o0mo 145 nuTupaHu U3TOYHUKA, OT
KouTOo 57 ca Ha ObATapcku u 88 Ha IPYT €3UK.

JlucepTallMOHHUAT TPYA TMpPEACTaBIsiBA HAyYyHO H3CJEIBaHE, KOETO
pasriexaa aKTyalHU 3a CbBPEMEHHOTO MH(POPMALIMOHHO OOIIECTBO MpoOiIeMHy,
CBBbp3aHU ¢ MH(POPMAIMOHHATA CUTYPHOCT M IMO-KOHKPETHO ChC CUTYPHOCTTA
Ha HH(OpMAIHATa BHB BUCIIETO 00pa30BaHUE.

Ilenta Ha mucepTalMOHHUA TpyA € AeduHUpaHa TPOGECHOHATHO U C
pa3bupaHe OTHOCHO TIOCTaBEHMS H3CIIEAOBATEIICKA MpoOsiieM U u30paHuTe
o0eKT u  TpeaMer Ha  u3ciensaHeto.  DopmynupaHata — Hay4yHa
Te3a ¥ IIOCTAaBEHUTE IIeT 3aJauyd ca NpPSIKO CBBP3aHU C YCICIIHOTO
peanu3upane Ha 1enTa. M3ciie0BaTeickuTe METOIM ca MOAPaHH ITOAXOISII0 U
HpUIaraHd KOPEKTHO.

3. OueHka HA MOJIyYeHUTe HAYYHU U HAYYHO-TIPUJIOKHU Pe3yJaTaTH

B oucepmayuonnus mpyo ca nomyuenu OpuecuUHAIHU HAYYHO-NPUTONHCHU
pe3yimamu ¢ KOPEeKmHO U3N0J36aHe Ha No0OpaHume U3Cieo008amesicKu
Memoou, ¢ Koemo e HNOCMUSHAMO U3NbIHeHUe Ha OJeduHupanama uyen u
nocmasenume 3a0ayu.

AHanmu3upaHu ca MPeIU3BUKATENICTBA U TCHACHIIMM B OCUTYPSBAHETO Ha
uH(pOpPMAIITMOHHA CHUTYPHOCT W YIPABJICHHE HA pUCKAa B YCIOBHUITa Ha
YeTBBPTATA UHyCTPUATTHA PEBOJIOIIHS.

3anba00YeHO € aHAJIM3UPaHO CBHCTOSHUETO Ha WH(OpMarMoHHATA
CUTYPHOCT BBHB BHCIIETO oOpa3oBaHue. M3BbpIIEHO € eJIeHaCOYeHO aHKETHO
MpOyYBaHE 3a CHCTOSHHETO Ha MpobieMa ¢ 56 pecrmoHaeHTH, padoTemm B
OBJITapCKU YHUBEPCUTETH MOCPEJICTBOM OHJIAMH COIIMAIIHA KaHAW B TIEpPHOJA
anpui — centeMBpu 2024 roguna. M3BbpIIeHN ca cTaTUCTHYECKa 00padoTKa 1
npodecroHaneH aHallu3 Ha Pe3yATaTUTE OT MPOBEICHOTO AaHKETHO MPOYYBAHE.

[IpennoskeH € KOHIIETITyalleH MOJIe] 3a OTpaHWYaBaHE Ha YS3BHUMOCTHUTE
W 3allaxuTe Ha HWHQPOPMAIMOHHATa CHUTYPHOCT B  YHUBEPCUTETHUTE.
[IpenyioxeHusAT MoeN 3a oA00OpsiBaHE HA WH(OpPMAIMOHHATA CUTYPHOCT BBHB
BUCIIIETO OOpa3oBaHWe ce Oa3upa Ha IIECT OCHOBHH KPUTEPUU: PHUCK
MEHUDKMBHT,  UMIUICMEHTHpaHe  Ha  HMH(POPMAIMOHHA  CHTYPHOCT,
KHOEpPIPOCTPaHCTBO, apXUTEKTypa Ha MH(POpPMAIMOHHATA CHUTYPHOCT, IMPOIIEC
Ha pearupaHe/pa3KpuBaHe Ha 3ariaxu, KHOEPCUTYPHOCT.



4. OueHka HA HAYYHHUTE U HAYYHO-TPUJIOKHU NPHUHOCH
B nucepranmonHMs Tpyn Ha 0a3ara Ha H3CIENOBaTElICKa JEHHOCT
KOPEKTHO Ca U36e0eHU Yemupu NpuHocd, CbOmeemcmeawju Ha nocmaseHama
yen. [lpuemam, ue 3aa6eHume nPUHOCU Ca HAYYHO-NPULONCHU U NPUTOIHCHU.
OTiinyaBaM KaTo 3HaYMM IPUHOC HPEUI0KEHNS KOHLIETITYaJIeH MOJEN 32
noio0psiBaHe Ha MHPOPMAIIMOHHATA CUTYPHOCT BHB BUCIIETO 00Opa30BaHHUE.

5. OueHka Ha MyOJIMKANMHUTE M0 JUCEPTANUATA

Ilo Temara Ha quceprauroHHus Tpya EneHa AHrenoBa € mpenocTaBuiia
IIECT MyOJIMKAITUHU, OT KOUTO 5 CAMOCTOSITETHA U 1 B ChaBTOPCTBO. Te3M miecT
nyOJIuKalMKM crioMarat 3a €IHO J00pO pas3NpOCTpaHEHHE Ha TOJYUYCHHUTE
pe3yaTaTd  Cpel  3ahMHTEPECOBAHUTE  CIENHUAIUCTH 1O  Temara Ha
OUCEPTALIMOHHUA TPYJd UM OCHUTYpSABAT USNBIHEHUEMO HA MUHUMATHUME
HayuoHanuu uzuckeauwus mo ,JI'pyna ot mokazarenu [ 3a oOpazoBarenHa u
Hay4Ha CTereH ,,JlokTop* o npodecnonaino HanpasieHue 3.8 ,,IkoHomuka”.

6. Ounenka Ha aBTOpedepara
ABTOpedepaTbT OTroBapsi Ha TOCTABCHUTE AaKaJEMUYHH HW3UCKBAHUS
KaToO OTpa3siBa B MBJIHOTAa CBHABPKAHUETO Ha JAUCEPTAIMOHHUS TPYyHd U
noy4deHuTe pe3ynraru. [IpencraBeH € Ha OBATapCKU U AHTJIMIACKH €3UK.

/. Kputuunm 0eie:KKH, NPEeNOPBHKU U BHIIPOCH
I[1o chlIecTBO HAMAaM KPUTHYHU OEJEKKH KbM AUCEPTALUOHHUS TPY.

8. 3akJioueHue

B 3akitoueHue 3adBsiBaM, 4Ye€ MPEACTaBEHUs JMCEPTALMOHEH TpPyA Ha
tema ,,CueypHocm Ha ungopmayusma 6v8 eucuiemo o0Opazosanue’
y0081emeopaea U3UCKeaHuUAmMa 3a TpuUIoOMBaHE Ha oOpa3oBaTeilHaTa U
HayuHa cteneH "Jloktop" Ha 3PACPB, IIII3PACPD u IIpaBunnuka na YHCC.

HaBaM nonoxcumenno 3akniouenue W yOeNEeHO NpenopbuBaM Ha
VYBa)xaeMOTO Hay4HO >KypH Jla TJlacyBa 3a MPUCHKIAHETO HA oOpa3zoBaTeIHaTa
u HayuyHa creneH ,Jloktop” Ha Eaena HWBanoBa AHresoBa 1o
npodecuonanno Hampasiienue 3.8 ,MIkoHOMHKA”, IOKTOpCKa mporpama
,2/IkoHOMUKa u ynpasienne (otopana u curypuoct)” B YHCC.

23.01.2025 Unen Ha HayuHoTto xypu:
Codus /mpod. n-p [lnamena 3naresa/
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scientific specialty Informatics

Subject: Dissertation submitted for the acquisition of the educational and
scientific degree "Doctor" in professional field 3.8. “Economics”,
doctoral program "Economics and Management (Defense and
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The title of the dissertation: Information Security in Higher Education

Reason for submitting the Opinion: Participation in the Scientific Jury for the
evaluation of the dissertation according to the Order Ne 3635/ 17.12.2024 of the
Vice-Rector for Research of the UNWE.

1. Information about the doctoral student

Elena Angelova studied under the doctoral program “Economics and
Management (Defense and Security)™ in the professional field 3.8 "Economics”
at the Department "National and Regional Security"” of the Faculty "Economics
of Infrastructure™ at the UNWE, according to the Order of the Rector of the
UNWE Ne 1605/ 11.07.2019. The training is carried out in free form during the
period from July 10, 2019 to December 10, 2024. She was discharged with
the right to defense by a decision of the Department Council with
Protocol Ne 70/10.12.2024 and a decision of the Faculty Council with
Protocol Ne 11/ 16.12.2024.



2. General characteristics of the presented dissertation

Dissertation of Elena Angelova's is developed in a volume of 162
pages and includes a list of abbreviations used, a glossary of terms, an
introduction, three main chapters, a conclusion, an appendix, proposed
contributions to the dissertation, a list of author's publications on the topic, a
list of used scientific literature. The used literature contains a total of 145
cited sources, of which 57 are in Bulgarian and 88 in another language.

The dissertation is a scientific study that examines current problems
for the modern information society related to information security and, more
specifically, information security in higher education.

The aim of the dissertation is defined professionally and with
understanding regarding the research problem and the selected object and
subject of the study. The formulated scientific thesis and the five tasks set
are directly related to the successful realization of the aim. The research
methods are chosen appropriately and applied correctly.

3. Evaluation of the obtained scientific and scientific-applied results

In the dissertation, original scientific - applied results were obtained
with the correct use of the selected research methods, with which the defined
aim and set tasks were achieved.

Challenges and trends in ensuring information security and risk
management in the conditions of the fourth industrial revolution were
analyzed. The state of information security in higher education is analyzed
in depth. A targeted survey on the state of the problem was conducted with
56 respondents working in Bulgarian universities via online social channels
in the period April - September 2024. Statistical processing and professional
analysis of the results of the survey were carried out.

A conceptual model for limiting wvulnerabilities and threats to
information security in universities were proposed. The proposed model for
improving information security in higher education is based on six main
criteria: risk management, information security implementation, cyberspace,
information security architecture, threat response/disclosure process,
cybersecurity.



4. Evaluation of scientific and scientific-applied contributions
In the dissertation based on research activity, four contributions were
correctly derived, corresponding to the aim.
| accept that the stated contributions are scientific-applied and applied.
| distinguish as a significant contribution the proposed conceptual model
for improving information security in higher education.

5. Evaluation of publications on the dissertation

On the topic of the dissertation, Elena Angelova has provided six
publications, of which 5 as sole author and 1 as co-author. These six
publications contribute to a good dissemination of the obtained results
among interested specialists on the dissertation topic and ensure the
fulfillment of the minimum national requirements under "Group of
indicators G" for the educational and scientific degree "Doctor" in
professional field 3.8 "Economics".

6. Evaluation of the dissertation abstract
The abstract meets the academic requirements by fully reflecting the
content of the dissertation work and the results obtained. It is presented in
Bulgarian and English.

7. Critical remarks and recommendations
In essence, | have no critical remarks about the dissertation.

8. Conclusion

In conclusion, | declare that the presented dissertation with title
"Information Security in Higher Education” satisfies the requirements for
the acquisition of the educational and scientific degree "Doctor" of the
ZRASRB, PPZRASRB and the Regulations of the UNWE.

| give positive conclusion and strongly recommend the Honorable
Scientific Jury to vote for awarding the educational and scientific degree
"Doctor” to Elena Ivanova Angelova in professional field 3.8.
“Economics”, doctoral program "Economics and Management (Defense and
Security)" at the University of National and World Economy.

23.01.2025 Member of the Scientific Jury:
Sofia /Prof. Dr. Plamena Zlateva/



