YHUBEPCUTET 3A HAITMOHAJIHO U CBETOBHO CTOITAHCTBO

CTAHOBMUIIE

Ot:  Ilpogecop oum Hnun  Anexcanopos Cagoé — Oupekmop Ha
U3CNe008AMENCKU UHCMUMYmM N0 NPO008OICMEeHa cucypHocm, Tpaxuticku
yuugepcumem, Cmapa  3aecopa, npogecuonarno  Hanpaenenue  9.1.
., Hayuonanna cueypnocm “

OTHOCHO: JUCEPTAlMOHEH TPY[ 3a PUCHKIAHE HA 00pa30BaTeIHa U HAy4yHa
CTETICH ,JAO0KTOpP® 1o mnpodecuoHaaHo HampaBieHue 3.8,
,,JIKOHOMHKA* B KaTteapa ,,HannonanHa n pernoHaiHa CUTypHOCT

npu YHCC.
ABTOp Ha TMCEPTALMOHHHUS TPYA: Enena Heanosa Ancenosa
Tema Ha qucepTalMOHHUS TPYA: Cucypnocm Ha uHpopmayusma 6v8

eucuieno 06pa30861H1/l€

OcHosanue 3a INpCaACTaBAHC Ha CTAHOBHUIICTO: YHAaCTHUC B CbCTaBa HA HAYUYHOTO

Kypyu TI0 3allldTa Ha JUCEPTAIMOHHUS TpPyA ChriaacHo 3amoBen N
3635/17.12.2024 na Pexropa na YHCC.

1. NUndopmanus 3a 1ucepTanTa

JlucepTaHTHT ce € 00yuaBall Mo JIOKTOPCKa MporpaMa Ha CaMOCTOSITETHA
NOATOTOBKA KbM KaTeapa ,,HalmoHamHa M peruoHaliHa CUTYPHOCT ChIJIACHO
3anosen Ha 3aMm.-pekropa no HUJl na YHCC. Enena AHrenosa € poacHa Ha
09. 11. 1987 r., m 3aBBpIIBA CPEJHOTO CH CIEHUATHO O0Opa3oBaHHE
cneruaindHoct E3ukoBa rumuasus ,Ilpod. d-p Acen 3matapo”, rp. Bemmko
TwpHoBo. Cehimata mpuaoOMBa CTENEeH OakalaBbp IO CHEIUATHOCTTa
cnennasHocT L JlomuThueckn Hayku, MexXIyHapOJHU OTHOUIEHUA W
EBponeuctuka” B YHupepcuretr ,,Anno Mopo”, r1p. bapu, Hramus, OKC
,,MarucTbp®, CHeUaIHOCT ,,MeXIyHapOAHU OTHOIICHUS ¢ JUIJIOMHA padoTa

Ha tema: ,Gaddafi: the man, the politics, the end“ B yHuBepcurer ,,Am10



Mopo*, rp. bapu, Utanus. Enena Aurenosa e 6una cioyxuten B tanuanckara
ThproBcka kKamapa B bbiarapus u B HanumonaneH neHTsp 3a MHQOpManus u
nokymenTarus /HALU ]I/, nupexuus ,,AkaieMUYHO PU3HABAHE U PETYIHPAHU
npodecun®. Ot 2022 1. 1O0 MOMEHTa € ciuyxureal B ,JIbpxkaBHa
koHcommaanmonHa kommanua“ EAJl Hawannuk otaen ,,AIMUHUCTPATUBHO-
CTONIAHCKA JIEMHOCT".

2. O01ma xapakTepuCTHKA HA NPeJCTABEHUS TUCEPTAIMOHEH TPY/

[IpencraBenata awcepTanys € BB BUJ Ha HAYYHO — W3CIICOBATEIICKU
Tpya ¢ GopMyIupaHu LETd U 3aJadyd, aHaIU3 M OICHKAa Ha MpOoOJEMUTE.
AKTyaJIHOCTTa Ha TpobiieMa ce ompeest OT MIO0AHUTE MPOMEHH, TTIOPOICHU
OT Pa3BUTHETO HA TEXHOJOTUUTE U KUOEPIPECTHITHOCTTA.

Hayunara pa3spabotka € ¢ 06em oT 162 cTp., ChCTOSAIL C€ OT CIIUCHK Ha
W3TOI3BAHUTE CBHKPAIEHUS, YBOJ, TPU TJIABH C W3BOJW KBM BCSKa OT THX,
3aKJIIOYEHUE, CHOUChK Ha TMPUHOCHUTE B JHCEpPTallMATa, CIUCHK Ha
nyoJIMKalMUTE, CIUCHK Ha OmbOimorpadusara, cberodm ce or 145 3armaBus,
HOPMATHBHU W JPYTH JOKYMEHTH. BCHUYKHM Te KOpeCmoHaupaT ¢ TemaTa Ha
JUCEepTAIMOHHOTO u3cneaBane. [lo Temara Ha qucepTarusTa ca pa3padboTeHu 6
nyonukamuu. Jucepranusrta ceabpxa S0 ¢purypu u 6 Tabnuuu. Brinrouenure B
aBropedepara purypu u TabIMIM CHBIAAAT C TE3H B TUCEPTAITUOHHUS TPYI.

JlucepTaliMOHHUAT TPyJ € OOCBHJEH M HACOYEH 3a 3allUTa OT HAy4YHO
3BEHO, BKJIIOYBAIIO TPEMoJaBaTeI OT KaTeapa ,,HammoHamHa W pernoHa Ha
CUTYpPHOCT” M XaOWJIMTHUpaHU TpernojiaBaTeniv oT kareapa ,,Mupopmaruka” npu
YHCC.

B wmetomonornuen miaH pa3paboTkata € OCHOBaHAa HAa METOAM Ha
W3ClIe[IBaHe, KaTO: aHaIW3 W CUHTE3, WHIYKIWA, ACHYKIIHs, CPaBHUTEICH

aHaJIN3, JOTNYCCKU U CUCTCEMCH ITOAXO0A, KAKTO 1 aHKCTCH MCTO/.



3. OneHka Ha MOJIyYeHUTe HAYYHU U HAYYHO-TIPUJIOKHH Pe3yJITaTH

[Ipenmernata obOnact Ha wuH(OpPMAlMOHHATa CUTYPHOCT C€ CBBP3Ba
OCBEH CBhC 3allUTa Ha MH(pOpMalUATa M C M3UCKBAHUATA 332 CUTYPHOCT Ha
WH(OPMALIMOHHUTE CHCTEMH, HAUMHHUTE 3a OIICHKa Ha PHUCKA, NMPEANpPHETUTE
HNOJUTUKM 32 3amura Ha uHPopMmanusaTa. OCHOBHa XapaKTEpUCTHKA Ha
CUTYPHOCTTa Ha MH(OpMalnMsiTa € HeHaTa HaJUYHOCT, OTpas3sBaila, OT eIHa
CTpaHa, €JUHCTBEHO JOCTbIIAa HAa OTOPU3HUPAHU JIMLA IO Hesd, a OT Jpyra —
HEOOXOAMMOCTTa OT OIPENEJICHO BpEeME U pecypcu 3a MpeACTaBsHE Ha
nH(popmanusaTa Ha 6a3a, U3BbPIUICHA 3a8BKa 32 JOCTHII.

N3cnenoBarenckusaT mpodsieM Ha AUCEPTALlMOHHUS TPYJ € YCTaHOBSIBaHE
Ha OCHOBHMUTE IOJUTHKU 32 HMH(QOpPMAIMOHHA CHUTYpHOCT, KOMTO OKa3BaT
epeKTUBHO W  e(QUKACHO  BB3JACHCTBUE BBPXY CHXpPAHABAHETO Ha
uH(pOopMaIusTa.

llenTa Ha aUCEepTALMOHHUS TPY]l € U3IIBJIHEHA, a4 UIMEHHO Ja C€ Ch3J1aJe
KOHLIETITyaJIeH MoOJeJl Ha HWH(OpManuMOHHaTa CUTYPHOCT BBB BHCIIETO
oOpazoBanue. llpemnoxeHusIT Mojen aHalIM3Upa BCUYKH YSI3BUMOCTH Ha
nH(pOpMaMOHHAaTa CUCTEMa BbB BUCIIETO 00pa30BaHUE U JaBa Bb3MOXKHOCT Ja
ce ch3/aae ePeKTUBHO HAOIIOIEHUE, U3BBPIIBAHE HA NPEBEHIINS, TTOBUILIABAHE
Ha e(eKTHMBHOCTTA Ha M3MOJ3BAaHUTE PECypcH, OrpaHUYaBaHEe Ha
KHOEpIpPECThIUICHUATA U aKTyaTU3UpaHe.

4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJI0KHU MPUHOCH

JlucepTauMOHHUAT TPYyHd W3BEXKIA CICIHUTE HAyYHU U HAYYHO-
MPWIOKHUMHU TPUHOCHU MOMEHTH, KOUTO HMMAT KAaKTO TEOPETUYEH, TaKa M

NPAKTUKO-TIPUIIOKEH XapakTep, a UMEHHO:



- H3Benena e pazmmpeHa AeQUHHUIIMS HA MOHSATHETO ,,MH(GOpMALIU:
CBHBKYITHOCT OT 3HaHUSl U OMHUT, OCHOBAHM HAa MPEKH W/UIU KOCBEHU
HAOMIONEHNsT 3a JajeH OOEKT W/WIH SBJECHHS, KOUTO BOJAT JIO
CyOEKTHBHU W/WIIM OOEKTUBHU YMO3aKIIIOUEHUsSI, OCHOBAaHU Ha (HaKTH,
JI0Ka3aTeNCTBa, ICTUHHU XunoTe3u. [Ipenasa ce nupekTHo (BepOaHO
CIIOBO) WM WHIUPEKTHO (€-KOPECMOHACHINSA W/WIW THUCMEHA
KOPECHOHJICHIIMA) U BOJAU 10 OTKPMBAHE HA HOBM HEIlla, HOBUHH,
croutus. Haif-ecrecTBeHusT Oenier 3a chllecTBeHAa WHMOpMaus e
HeliHaTa uCTUHHOCT. MHbopmanusTa € Hal-IIeHHUST pecypc Ha
HOBOTO BpeMe M TOW TpsOBa Ja MMa 3aIIUTEHOCT OT 3JI0YMUIUICHU
aTaku ¥ BCEBH3MOXKHU MPETEHINH 32 3710yNOoTpeOu;

- IlpennoxeH e opurnHaIeH KOHIIETITyalleH MOJIe] 3a MOoJA00psIBaHE Ha
MH(POPMaAIIMOHHATA CUTYPHOCT BbB BUCILIETO 00pa30BaHUE;

- Amnanmm3uTe ca TIPOBEIEHHM C TOAOpaHM METOaM, 3a Ja ce
UACHTU(ULIMpPAT POOIEMHUTE U /1a C€ TPEJI0KH PEIICHNUE;

- MogenbT MOXe 1a HaMepHu peajHO MPUJIOKEHUE B KOHKpPETHA Cpeja,
T... BbB BHUCIINTE Yy4eOHW 3aBEJCHHUA B CTpaHaTa, Thd KaTo HMMa
KOHKPETHH TMOTPEOUTENM Ha  Ppe3ylTaTuTe OT IPOBEIECHOTO
u3CIieIBaHe

5. OmneHka Ha My0JMKALMUTE 10 AUCEPTAIUATA

[IpencraBeHUsAT CNMCHK Ha MyOJMKAIMUTE HA JOKTOpaHTa TOKa3Ba, 4e
TOM WMa JOCTaThbUHO NyOJWKAIIMK IO TeMaTa Ha JUCEPTAIMOHHHS TPYII.
[Tocouun e 00110 mecT MyOaUKaIMK, KOUTO MOKa3BaT HAYYHOTO U3pACTBAHE Ha
JIOKTOPAHTA U Ca MPSKO CBbP3aHU C TEMATUKAaTa U3CJIEBAHA B IUCEPTALIUITA.

OrneHsBaM  TIOJIOKHUTEIIHO  HAYYHO-MIyOJNMIIUCTAYHA  JEHHOCT  Ha

JOKTOpaHTa. JluTepaTypHaTa OCBEIOMEHOCT B IyOJMKALMUTE MOXKE Ja Oble



npueta. [Ipuemam 06e3 CbMHEHHA, Y€ MyOJMKAIMUTE Ca JIMYHO JEN0 Ha
KaHauzaara.

6. Ouenka Ha aBTopedepara

ABTopedepaTbT KbM AUCEPTALMOHHUS TPYA BSIPHO U TOYHO OTpa3siBa
HErOBOTO ChIbPKAHUE, MOIYYEHUTE PEIYNTATH U NPUHOCH. ChABPKAHUETO MY
cleABa CTpYKTypaTa Ha AUCEPTALUATA.

/. Kputu4Hu 0eJie:KKH, IPENOPbKU U BbIIPOCH

HsmaM ocoOeHm 3a0eiiekKu KbM HaydHaTa IIPOAYKIHWA Ha KaHJAuaara.
HaMI/IpaM, 4c T4 OTToBapsA Ha HM3KWCKBAHMATA 3a HpI/II[O6I/IBaHe Ha Hay4dHarta
CTCIICH ,,I[OKTOp“ B TCOPCTUYIHO U MCTOAOJOIMYCCKO OTHOIICHUC.

8. 3akiouenue

Ha ocHoBaHue Ha MOCOYEHUTE MO-TOPE B CTAHOBHILETO KOHCTATallMU U
W3BOJIA MIPUEMAM, Y€ MPEJICTABCHUTE 3a OLICHKA AUCEPTALMOHEH TPY U HAYYHU
nyOJuKalMK Ha KaHIuaTa CbOTBETCTBAT HA TeMAaTHUKaTa Ha O0SIBEHUS KOHKYPC
3a Hay4yHa CTEIEH ,,JIOKTOP .

OrunTalikm KadyecTBaTa Ha HACTOSIIIOTO HAY4YHO M3CIEIBAHE W
MOCTUTHATUTE B HEro HaydyHu pesynartatu naBam cBosita [TOJIOXKUTEJIHA
OLIEHKA wu nmpemyiaram Ha yBa)ka€MOTO HAY4YHO KypH Ja Npuchiau Ha EneHa
NBanoBa AmnrenoBa oOpa3zoBareiqHaTa W Hay4Ha cTeneH "moktop" B
npodecronanHo HampasieHue 3.8. ,koHommka“ B karenpa ,,HamumonamHa u

pernonanHa curypaoct™ mpu YHCC.

27.01.2025 r./rp. Codus IToamuUC: ..o



OPINION

From: Professor Ilin Aleksandrov Savov, PhD, DSc — Director of the Security
and Alimentary Sustainability Research Institute, Trakia University, Stara
Zagora, professional field 9.1. "National Security"

Subject: Dissertation for the award of the educational and scientific degree
"Doctor" in the professional field 3.8. "Economics” in the Department of
"National and Regional Security" at the University of National and World
Economy.

Author of the dissertation: Elena lvanova Angelova

Topic of the dissertation: Information security in higher education

Basis for presenting the opinion: Participation in the scientific jury for the
defense of the dissertation according to Order No. 3635/17.12.2024 of the
Rector of the UNWE.

1. Information about the dissertation candidate

The dissertation candidate studied under a doctoral program of
independent preparation at the Department of "National and Regional Security"
in accordance with the Order of the Vice-Rector for Research and Development
of the UNWE. Elena Angelova was born on 09. 11. 1987, and graduated from
the Language High School "Prof. Dr. Asen Zlatarov", Veliko Tarnovo. She
obtained a bachelor's degree in the specialty "Political Sciences, International
Relations and European Studies™ at the University "Aldo Moro", Bari, Italy, a
master's degree in the specialty "International Relations” with a thesis on the
topic: "Gaddafi: the man, the politics, the end" at the University "Aldo Moro",
Bari, Italy. Elena Angelova was an employee at the Italian Chamber of
Commerce in Bulgaria and at the National Center for Information and
Documentation /NACID/, Directorate "Academic Recognition and Regulated
Professions”. From 2022 to the present, she is an employee at the "State
Consolidation Company" EAD, Head of the "Administrative and Economic
Activities" Department.

2. General characteristics of the presented dissertation work

The presented dissertation is in the form of a scientific research work
with formulated goals and objectives, analysis and assessment of the problems.
The relevance of the problem is determined by the global changes caused by the
development of technologies and cybercrime.

The scientific work has a volume of 162 pages, consisting of a list of
abbreviations used, an introduction, three chapters with conclusions to each of
them, a conclusion, a list of contributions to the dissertation, a list of



publications, a list of bibliography, consisting of 145 titles, regulatory and other
documents. All of them correspond to the topic of the dissertation research. 6
publications have been developed on the topic of the dissertation. The
dissertation contains 50 figures and 6 tables. The figures and tables included in
the abstract coincide with those in the dissertation work.

The dissertation work is discussed and directed for defense by a scientific
unit, including lecturers from the Department of National and Regional Security
and habilitated lecturers from the Department of Informatics at the UNWE.

In methodological terms, the development is based on research methods,
such as: analysis and synthesis, induction, deduction, comparative analysis,
logical and systematic approach, as well as the survey method.

3. Evaluation of the obtained scientific and scientific-applied results

The subject area of information security is associated, in addition to
information protection, with the requirements for information system security,
methods of risk assessment, and policies for information protection. The main
characteristic of information security is its availability, reflecting, on the one
hand, only the access of authorized persons to it, and on the other hand, the
need for a certain time and resources to present the information based on a
request for access.

The research problem of the dissertation is to establish the main
information security policies that have an effective and efficient impact on the
storage of information.

The goal of the dissertation has been achieved, namely to create a
conceptual model of information security in higher education. The proposed
model analyzes all vulnerabilities of the information system in higher education
and makes it possible to create effective monitoring, prevention, increase the
efficiency of the resources used, limit cybercrimes and update.

4. Evaluation of scientific and scientific-applied contributions

The dissertation work brings out the following scientific and scientific-
applied contributions, which are both theoretical and practical-applied in nature,
namely:

- An expanded definition of the concept of "information” is derived: a set
of knowledge and experience based on direct and/or indirect observations of a
given object and/or phenomena, which lead to subjective and/or objective
conclusions based on facts, evidence, true hypotheses. It is transmitted directly
(verbal word) or indirectly (e-correspondence and/or written correspondence)
and leads to the discovery of new things, news, events. The most natural sign of
essential information is its truthfulness. Information is the most valuable



resource of the modern age and it must be protected from malicious attacks and
all possible claims of abuse;

- An original conceptual model for improving information security in
higher education is proposed;

- The analyses were conducted with selected methods to identify the
problems and propose a solution;

- The model can find real application in a specific environment, i.e. in
higher education institutions in the country, since there are specific users of the
results of the research conducted

5. Evaluation of the publications on the dissertation

The presented list of the doctoral candidate's publications shows that he
has sufficient publications on the topic of the dissertation. He has indicated a
total of six publications that show the doctoral candidate's scientific growth and
are directly related to the topic studied in the dissertation.

| positively evaluate the doctoral candidate's scientific and journalistic
activity. The literary awareness in the publications can be accepted. | accept
without doubt that the publications are the candidate's personal work.

6. Evaluation of the abstract

The abstract to the dissertation truthfully and accurately reflects its
content, the results obtained and contributions. Its content follows the structure
of the dissertation.

7. Critical remarks, recommendations and questions

| have no particular remarks on the candidate's scientific production. |
find that it meets the requirements for acquiring the scientific degree "doctor" in
theoretical and methodological terms.

8. Conclusion

Based on the findings and conclusions stated above in the opinion, |
accept that the dissertation work and scientific publications of the candidate
submitted for evaluation correspond to the topic of the announced competition
for the scientific degree "doctor".

Taking into account the qualities of this scientific research and the
scientific results achieved therein, | give my POSITIVE EVALUATION and
propose to the esteemed scientific jury to award Elena Ivanova Angelova the
educational and scientific degree "doctor" in the professional field 3.8.
"Economics” in the Department of "National and Regional Security” at the
UNWE.

27.01.2025/Sofia Signature: ...........ccooviinnnn..



