YHUBEPCUTET 3A HAIIMOHAJIHO U CBETOBHO CTOITAHCTBO

CTAHOBHWIIE

Ot: pom. n-p unx. Becenuna AnekcanapoBa ['arbMoBa;
Boenna akanemus ’I'. C. PakoBckn”
npodecruoHanHo HanpaByieHue 5.3. ,,KoMyHuKallMoOHHA U KOMITIOThPHA
TEeXHHUKaA".

OTHOCHO: AMCEepPTALMOHEH TPY/ 3a MPUCHKAaHE Ha 00pa3oBaTesiHa K HAy4Ha
CTEIIEH , A0 KTOP* 110 PO eCUOHATHO HAITPaBJICHHUE
“3.8 UkonoMuka”, tokTopcka mporpama “MkoHoMHKa U
ynpasienue (Otopana u curypraoct)” B YHCC.

ABTOp Ha nuceprauroHHuA Tpya:  Enena MBanoBa AHrenoBa
Tema Ha nuceprauvoHHus Tpya:  “CurypHoctT Ha wuH@OpMaIuaTa BbB
BUCIIIETO 0Opa3oBaHue"

OcHnoeanue 3a NpcaACTaBAHC HAa CTAHOBHUILICTO: YUACTHUC B CbCTaABd Ha HAYYHOTO

Kypyd TI0 3alluTa Ha JAUCEPTAllMOHHUSA TPYyHI ChIJIaCHO 3amoBe]
Ne3635/17.12.2024 r. na 3am.-pexropa mo HUJ] va YHCC.

1. Nudopmauus 3a Jucepranra

JlokTopaHTKara ce € o0y4aBasa o JIOKTopcka rnporpama ,,Jikonomuka u
ynpaBienne (OTOpaHa W curypHoct) KbM Kareapa ,HaruonamHa u
perrnoHan Ha curypHoct”’, dakynreT ,,JiIkoHoMrka Ha HHppacTpyKTypaTa® Ha
YHCC o npodecuonanto Hanpasiuenue: 3.8. UkoHoMuka, ChriacHO 3anoBen
Ha 3aMm.-pextopa o HUJ] na YHCC Ne 1605/11.07.2019 r. OGyuenuero e
OCBIIIECTBEHO B caMocTosiTesHa (popma nipe3 nepuoja 10 romu 2019 1. - 10 ronu
2022 r.

2. O0ma xapakTepuCTHKA HA NMPeACTABEHUS IMCEPTANMOHEH TPY/
JlucepTalMOHHUAT TPYJZ C€ ChCTOM OT YBOJ, TPU INIABH, 3aKJIIOUYCHUE,
MPpUJIOKEHHUE U JIuTepaTypa B 001y ooeM oT 162 crpanunu. Toit ceabpxa S50
dburypu u 6 Tabaunm. M3mona3Banara HaydHa JUTEepaTypa Chabprka oomo 145
UTUPAHU U3TOYHHKA, 57 OT KOUTO ca Ha OBJITApCKH, a 88 Ha aHTIIMHCKHU €3UK.



JIokTopaHTKaTa MHOTO 0Ope Mo3HaBa ChCTOSIHMETO Ha mpobiema. B
yBOJAA Ha JAWCEPTALMOHHUS TPYA € 000CHOBAaHA aKTyaJHOCTTa Ha Temara
CBbp3aHa CbC CHBPEMEHHUTE MPEIU3BUKATEICTBA 3a CHUTYPHOCTTa Ha
uHdopmanusTa. [IpaBuiHo ca onpenenaeHn 00eKTa, mpeaMeTa U OCHOBHA Te3a
Ha u3cinenBaneto. GopMynHupaHu ca, IeITa U OCHOBHHUTE 33/1a4M CTOSIIH 32
peniaBaHe.

B I[IspBarnaBa ce aHaaIM3upaT TECOPETUUHU ACTIEKTH Ha MHPOpMAIUATA U
uH(opMaIMOHHATa CUTYPHOCT, KAKTO U MPEIM3BUKATEIICTBATA U ChBPEMEHHUTE
TEHJICHIIUH B 3a11uTaTa Ha nH(popmarusaTa B yciaosusita Ha Uuaycrpus 4.0. Ha
0a3ara Ha aHaJIM3a Ha pEryJIaToOpHaTa paMKa 3a HHGOpMaIlMOHHATa CUTYPHOCT
BB BHCIIIETO 00pa3oBaHue, € 000CHOBaHA HEOOXOMMOCTTA 3a U3TPaKIaHE HA
ChbBpEMEHHAa HWHQOpPMAIlMOHHA CHCTEMa 3a OCHUTYpsIBaHE CHUTYPHOCT Ha
uH(popManusITa BB BUCIIETO 00pa30BaHMUE.

Bes Bropa mmaBa € Wu3BBPUIEH aHaJIW3 Ha CBHCTOSHUETO Ha
H(}OpPMaLMOHHATA CUTYPHOCT BBB BUCIIIETO 00pa30BaHKE, KATO Ca M3CIIEABAHN
METOJIM M CPEACTBA KaTO MHCTPYMEHTAPUYM 3a 3allliTa Ha WHQPOpMAIUITA.
[IpoBeneHo € eMOUPUYHO HM3CIEIBAaHE OTHOCHO KadyecTBOTO Ha
MH(OpMaIMOHHATA CUTYPHOCT BBB BUCILIUTE Y4eOHH 3aBE/ICHUs], KaTO € N30paH
U TIPUJIOKEH METO/Ia Ha aHKETHO MPOYyYBaHe.

Ha 6a3ara ananun3a Ha OJTYy4YEHUTE PE3yATaru OT MPOBEIEHOTO aHKETHO
IpOyYBaHe B TPeTa I71aBa € pa3pabOoTeH KOHIIENTyaJIeH MOJIEI 3a Moo0psBaHe
Ha MH(OpMAIMOHHATA CUTYPHOCT BBB BUCIIETO 0Opa3oBanue. [Ipemioxenu ca
TEXHOJIOTHH, KAKTO U HEOOXOJMMHU MHBECTULINHU 32 TI0I00psSBaHE HA CUCTEMUTE
3a UHPOPMAIIMOHHA CUTYPHOCT.

3. OmneHka Ha MOJIyYeHUTe HAYYHH M HAYYHO-NIPHJI0KHN Pe3yJITaTH

OCHOBHHTE HAayYHU W HAYYHO-TIPUJIOKHHU PE3YITATH H3ITBIHABAT
MIOCTABCHUTE U3CJICIOBATEIICKH 33/1a41 U ITOCTUTAT IIeJITA HA TUCEPTALMOHHHUSI
Tpya. VI3BBpIICH € aHalM3 Ha TEeKYIIOTO ChCTOSHHE Ha MHGOPMAIIMOHHATA
CUTYPHOCT BBB BHCIIECTO OOpa3oBaHME, KAaTO ca MPIJIOKEHH METOJa Ha
AHKCTHOTO IPOYYBAaHE W METOJa Ha CPaBHUTEIHUS aHaiu3. Pe3yinrature ot
aHaJM3a Ce WU3IOJ3BaT 3a pa3paboTBaHEe HAa KOHIENTyaJIeH MOJEN 3a
OrpaHWYaBaHE Ha YA3BUMOCTHTE U 3aIlJIaXUTE B MH()OPMAIIMOHHATA CUTYPHOCT
BBB BHUCIIETO 00pa3oBaHUE

[TomyyeHuTe HayYHM W HAYYHO-IPHJIOKHHM  PE3yJITAaTH  MMaT
WHTEPANCIMIUIMHAPEH XapakTep. TeMoraT aa ObJaT MPUIIOKEHN HAIIPUMED 3a
U3rpaXkiaHe Ha KOHIIETITyaJIeH MOJIEN 3a moo0psiBaHe Ha WH(OpMaIIMOHHATA
CUTYPHOCT Ha CUCTEMH U eJieMeHTH oT CHcTeMaTa 3a HallHOHaJIHa CUTYPHOCT,
KaTo YacT OT u3cienBanmsaTa no HanronamHaTa HayuHa nporpama "CUTypHOCT
u oTOpanHa'.



4. OueHka Ha HAYYHHMTE M HAYYHO-NPUJIOKHM IIPHUHOCH

Karo 1su10 mpuemMaM OCHOBHUTE IMPUHOCH, KaTO CYMTaM, Y€ ca JTUYHO
JIeJI0 Ha IOKTOPAaHTKATa.

[IpuHOCHTE B AMICEPTAITMOHHMSI TPY MMAT HayYeH W HAYYHO-TIPHIOKEH
XapakTep ¥ Morar ja Obaar onpejaeieHn KaTo aganTaliys ¥ IPUIoKEeHHUEe Ha
CBIIIECTBYBAIIM 3HAHUSI, METOAX U TEXHOJIOTHH 3a pellaBaHe Ha crielu@uIHu
3aJlau¥l ¥ MPUIIOKCHHUE Ha PE3YJITATUTE B MPAKTUKATA.

Pesyntature OT M3BBPIUICHUTE B AUCEPTAIIMOHHUS TPYA U3CICABAHUS
IpEACTaBIISIBAT JIUYHO JIEJI0 HA IOKTOPAaHTKaTa M ouepTaBaT 3HAYMMOCTTa Ha
MIOCTUTHATHUTE MPUHOCH 33 TEOPHSTA U MPAKTUKATa, CBBP3aHU C MOJ00psSBaHe
Ha nH(OpPMAIMOHHATA CUTYPHOCT BBB BUCIIETO oOpa3zoBanue. Tyk TpsOBa na
ce OTOeNeXu U JOOPOTO METOJUYECKO M HAYYHO PHKOBOACTBO HA HAYUYHUS
PBKOBOUTEN AOII. 1-p UHXK. ['eopru [1aBioB, 10BEO 0 YCIEIIHOTO peIiaBaHe
Ha MOCTAaBEHUTE 3a7a49M U MOCTUTAHE 11€JITa HA JUCEPTALHOHHUS TPY/I.

5. Ouenka Ha My0JIMKALMUTE 1O JUCEPTANMATA

[To Temara Ha aucepTalMOHHUS TPy, B aBTOopedepara ca MOCOYEHU
HIecT myOJMKaluu, OT KOUTO IMET ca CaMOCTOSITENTHU U €JHa B ChaBTOPCTBO.
Enna e mybnukyBaHa B MeXKIYHApOIHO pedeprupaHo CrUcaHWe Ha aHTIUUCKH
e3uK ,,Bulgarian Journal of International Economics and Politics* mpe3 2024 r.
Hayuynurte myOnukanuy ChOTBETCTBAT HA TeMaTa Ha JUCEPTALMOHHUS TPY/I.
Upes T4x ca anpoOupaHy OCHOBHUTE HAYYHHU U HAYIHO-TIPUIIOKHHA TPUHOCH Ha
JOKTOpaHTKATA.

6. Ouenka Ha aBTopedepara

ABTOpedeparsT, KOUTO € B 00eM OT 45 cTp., € pa3paboTeH ChITIACHO
M3UCKBAHUATA KaTo 00eM, CTPYKTypa U ChABpPKAHWE U MPABUIIHO OTpa3sBa
OCHOBHHTE HAyYHH W HAy4YHO-IPUJIOXKHH TPUHOCH TOJy4YeHH B
JTUCEePTALIMOHHUS TPY/I.

7. Kpurnunu 0eJjie:KKH, NPenoPbKU U BHIPOCH

[IpennoxxeHnara oT nokTopanTkara Enena AnrenoBa HayyHa pazpaboTka
HE ChIbpKa CHIIECTBEHH CT1a00CTH, TOPaIU KOETO HSIMaM 0COOEHU KPUTUYHU
OeekKKH.

HezaBucumo oT 10Kka3aHUTE MPUHOCH, TUCEPTAIlUATA OU CIieuenniia, ako
Ce UMaT MPEIBHUJI CISTHUTE MPETIOPHKHU:

 3a mo-royisiMa MPETJIETHOCT B pa3palOTKU OT TO3M THUI C€
mpenopbuBa MPEACTaBIHE HAa METOAWKA Ha M3CIEIBAHETO, MO KOSTO TO Ce
MPOBEXKa C OHAIrJIeAsIBalla CXeMa,

 Tlopagm noOpaTta TeopeTMYHAa M TpaKTUYECKa TMOATOTOBKA Ha
JOKTOpAaHTKaTa, HATPyNaHWs [0 Cera ONMUT W OTIWYHOTO W BIaJeeHE Ha
WUTATMAaHCKU M aHTJIMMCKU €3WIM, MpernopbhbyBaM Ja Hacoyu Objaemara cu



JNEMHOCT U KbM ITyOJIMKYBAaHETO HA CBOM TPYAOBE B MEXKIAYHAPOJHU HAyUYHU
dbopymMu U U3JaHUS C UMIAKT-(AKTOP.

[TocoueHuTe npenopbku HE MOJIaraT Ha ChbMHEHHE Kauye€CTBOTO Ha
NOJIYYEHHUTE PE3YIATATU U MIPUHOC.

8. 3akimouenue

Karo umam npenBug o6eMbT U Ka4ECTBOTO HA JUCEPTALMOHHUS TPY,
MOCOYCHUTE HAyYHU U HAYYHO-IPHUIONKHU PE3YyJTATU U BB3MOXKHOCTUTE HA
KaH/AMJaTa 3a TMOocie/Balla HayyHa paboTa, JaBaM CBOSITA MOJIOYKHMTETHA
OLICHKA U CH MO3BOJSABAM Ja MPEAoka Ha MOYUTAEMOTO HAy4YHO XKYypHU Ja
npucsau Ha EJIEHA UBAHOBA AHI'EJIOBA o6pa3oBatenHaTta U Hay4yHa
crenen ,,JIOKTOP” B Ilpodecuonanno nampasienue: 3.8. MkoHOMuKa,
JOKTOpCKa mporpama ,,Mikonomuka u yrpasiyienue (OTOpana u CUTypHOCT)™ 3a
pa3paboTeHus OT Hes AMCEpTAllMOHEH Tpyld Ha Tema: ,,CUTypHOCT Ha
uH(popManusITa BB BUCIIETO 0Opa3oBaHHE .

19.01.2025 r. / Codus [Moanuc:



UNIVERSITY OF NATIONAL AND WORLD ECONOMY

OPINION
By Associate Professor Veselina Aleksandrova Gagamova, Ph.D.,
G. S. Rakovski National Defence College, Sofia
Professional field: 5.3. Communication and Computer Technology

Regarding: Dissertation for awarding the educational and scientific degree
“Doctor” in Professional field 3.8. Economics in Doctoral program
Economics and Management (Defense and Security) at UNWE.

Author of the dissertation: Elena Ivanova Angelova
Topic of the dissertation: “Information Security in Higher Education”

Reason for presenting the opinion: participation in the composition of the
scientific jury for the defence of the dissertation according to Order No.
Ne3635/17.12.2024 of the Deputy Rector for Scientific and Research Activities
of the UNWE.

1. Information about the PhD Student

The PhD student was trained under the doctoral program “Economics and
Management (Defense and Security)”’at the Department of “National and
Regional Security”, faculty of the Economics of Infrastructure at the UNWE, in
Professional field 3.8. Economics according to the Order of the Deputy Rector
for Scientific and Research Activities of the UNWE No.1605/11.07.2019. The
training was carried out in a self-study PhD program during the period July 10,
2019 - July 10, 2022.

2. General Characteristics of the Presented Dissertation

The dissertation consists of an introduction, three chapters, a conclusion,
an appendix and a bibliography in a total volume of 162 pages. It contains 50
figures and 6 tables. The scientific literature used contains a total of 145 cited
sources, 57 of which are in Bulgarian and 88 in English.

The PhD student knows the state of the problem very well. In the
introduction of the dissertation work, the relevance of the topic related to
contemporary challenges for information security is justified. The object,



subject and main thesis of the study are correctly defined. The goal and the
main tasks to be solved have been formulated.

Chapter One analyses theoretical aspects of information and information
security, as well as the challenges and modern trends in information protection
in the context of Industry 4.0. Based on the analysis of the regulatory
framework for information security in higher education, the need for building a
modern information system to ensure information security in higher education
is justified.

In Chapter Two, an analysis of the state of information security in higher
education is carried out, examining methods and tools as a toolkit for
information protection. An empirical study has been conducted on the quality of
information security in higher education institutions, using the survey method.

Based on the analysis of the results obtained from the conducted survey,
in the third chapter, a conceptual model for improving information security in
higher education has been developed. Technologies as well as necessary
investments to improve information security systems have been proposed.

3. Evaluation of the Obtained Scientific and Scientific-Applied
Results

The main scientific and scientific-applied results fulfil the set research
tasks and achieve the aim of the dissertation. An analysis of the current state of
information security in higher education was carried out, applying the survey
method and the method of comparative analysis. The results of the analysis are
used to develop a conceptual model for limiting vulnerabilities and threats in
information security in higher education.

The obtained scientific and applied scientific results are of an
interdisciplinary nature. They can be applied, for example, to build a conceptual
model for improving the information security of systems and elements of the
National Security System, as part of the research under the National Scientific
Program “Security and Defence”.

4. Evaluation of Scientific and Scientific-Applied Contributions

In general, I accept the main contributions as the PhD student's own
work.

The contributions in the dissertation have a scientific and scientific-
applied nature and can be defined as adaptation and application of existing
knowledge, methods and technologies for solving specific tasks and applying
the results in practice.

The results of the research carried out in the dissertation represent the
personal work of the doctoral student and outline the significance of the



contributions to the theory and practice related to the improvement of
information security in higher education. Here, it should be noted the good
methodological and scientific guidance of the scientific supervisor Assoc. Prof.
Eng. Georgi Pavlov, Ph.D. which led to the successful solution of the tasks set
and the achievement of the goal of the dissertation.

5. Evaluation of the Dissertation Publications

On the topic of the dissertation work, six publications are indicated in the
author's Abstract, of which five are independent and one is co-authored. One of
them is published in an international refereed journal in English "Bulgarian
Journal of International Economics and Politics" in 2024. The scientific
publications correspond to the topic of the dissertation. Through them, the main
scientific and scientific-applied contributions of the PhD student are approved.

6. Evaluation of the Abstract

The abstract, which is 45 pages long, has been developed according to
the requirements such as volume, structure and content and correctly reflects
the main scientific and scientific-applied contributions received in the
dissertation work.

7. Critical Notes, Recommendations, and Questions

The scientific work proposed by PhD student Elena Angelova does not
contain significant weaknesses, which is why I have no particular critical
remarks.

Regardless of the proven contributions, the dissertation would benefit if
the following recommendations were taken into account:

* For greater clarity in works of this type, it is recommended to present a
methodology of the research, according to which it is conducted with an
illustrative scheme;

* Due to the good theoretical and practical preparation of the doctoral
student, the experience gained so far and her excellent command of Italian and
English languages, I recommend that she direct her future activities to the
publication of her works in international scientific forums and journals with an
impact factor.

The above recommendations do not cast doubt on the quality of the
results and contribution obtained.

8. Conclusion
Considering the volume and quality of the dissertation work, the
specified scientific and scientific-applied results and the candidate's possibilities



for further scientific work, I give my positive assessment and allow myself to
suggest to the honourable scientific jury to award ELENA IVANOVA
ANGELOVA the educational and scientific degree " DOCTOR” in Professional
field: 3.8. Economics, doctoral program "Economics and Management (Defense
and Security)" for the dissertation work developed by her on the topic:
"Information Security in Higher Education".

January 19, 2025 / Sofia Signature:



