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HI/IcepTaHI/IOHHI/IHT pya € O6CT>,I[€H W HACO4YCH 3a 3aliuTa OT Karcapa ,,HaI_II/IOHaJ'IHa n

pEeruoHaHa CUTYPHOCT MpU Y HUBEPCUTET 32 HAIIMOHATHO U CBETOBHO cTonaHcTBO — Codusi.

ABTOp"bT Ha JUCCPpTALIMOHHHUA TPYyHd € AOKTOpaHT Ha CaMOCTOATECIHA IMOATIOTOBKA KbM
cbliaTa Karcapa. H3CJ’ICI[BaHI/I$ITa u p33pa60TKI/ITC MMpEACTAaBCHU B AUCCPTAIMOHHHUA TPyd Ca

M3BBPIICHA B YHHUBEPCHUTET 3a HALIMOHAIHO U CBETOBHO cTOMaHCTBO — Codusl.

JlucepTallMOHHUAT TPYJ € ¢ 00eM OT 222 CTaHJApTHU CTPAHHUIM U ChABPKA: CIIUCHK ChC
ChKpAIlEHUsTa, CIIUCHK C TpapUKUTE U TaOJIMIUTE, YBO, U3JI0KEHHE B TPU IJIaBH, 3aKIIOUYCHHE,

CIIMCBK C IPUHOCHUTEC, CIIMCHK C U3IOJ3BaHA JIMTCpATypa U IIPHUIIOKCHUS.

Ilybnuunama 3awuma Ha oucepmayuonHus mpyo we ce cocmou na 25.11.20252. 6 3ana
. Hayunu cveemu “ na YHCC — Coghus, na omxpumo 3acedanue Ha Hayunomo oscypu, Haznaueno

cve 3anoeed Ha Pexkmopa na YVHCC.

Mamepuaﬂume no szawiumama ca HAa pdasnojlodiCeHue Ha 3auHmepecosanume auya 6

¢

oupexyus ,,Hayxa* na YHCC — Cogusa u ma unmepnem cmpanuyama Ha YHusepcumema

(www.unwe.bg)



I. OBIIA XAPAKTEPUCTHUKA HA TMCEPTAIIMOHHUSA TPY [

AKmyafmocm Ha memama

Mankure u cpeinu npeanpustus B beiarapus ca noseue ot 95% 0T BCUHUKH UKOHOMHYECKH
cyOeKTH — TOBa IpaBU TO3HW THI OM3HEC “TPHOHAUHUAT CTHJIO Ha POJAHOTO CTOMAHCTBO. Ta3u
Metadopa obaue, IpeaBU] MallabUTe, CbBCEM HE € JIoCTaThb4yHa. Hemo moBeue — MajKuAT U
cpelieH OM3HEeC Ipe/CTaBiIsiBa HE caMO LIEJIUs CKEJET, a U JKU3HEHUTE OpraHu Ha Obirapckara

HMKOHOMHKA.

[IpennpuemayeckusT KiIMMaT y Hac obaye, Hapel ¢ peaula Apyrd 3aTpyAHEHUs —
(UHAHCOBM, WHCTUTYLMOHAJIHH, KYJITYPHH — HE OCHTYpSBaT Ha TO3M THI HPEIIPUSTHS
BB3MOXXHOCTUTE 3a CIIOKOMHO pa3BUTHE W HeoOXxoaumara 3amuTa. JloKato HSIKOM OT IPYruTe
OIIaCHOCTH 00aye MOraT MHOI'O JIECHO J1a ObAaT NPEeo10JI€HH, IPUETH WU YIIPABISBAHH, TO Ta3U

oT KI/I6epHpeCT"bHJ'IeHI/IH HEC € CPC TAX.

Jlururanuzanusra Ha OM3Heca ce cuuTalle 3a cwia u npeau nangemusra or Covid-19.
OrpaHuyeHusATa, TOPOJECHH OT HEOOXOIUMOCTTa OT Oopba ¢ BHpyca obaye mpeHecoxa
CKOpPOCTPEIHO MO-TOJIsIMaTa 4acT OT KUBOTA, U JINYEH, U ClIy>keOeH, oHaiiH. ToBa, B chueTaHue
C HeJoCcTaTh4yHATa MOATOTBEHOCT KAaKTO Ha MoTpeduTenure (PU3N4YEeCcKu U IOpUINYECKH JULA) B
WHTepHeT, Taka WM Ha MHCTUTyLUMUTE B bbiarapus, Boau 10 3HAUYMUTEIHO YBEIMYaBaHE Ha
kubeprpecTbnHocTTa. HelfHu jxepTBU Beue ca Bce M0-4ecTO OOMKHOBEHH T'PaKIaHU MM MaJIKH

6I/I3HCCI/I, a4 HC [IEJIN UHCTUTYIHUHU UJIU T'OJICMU NPECAIIPUATHS.

ToBa chBceM He € U3HEeHaja — OHJIaH 1 MOOMIJIHATa ThPIOBUS, UHTEPHET pa3IlalllaHusITa,
0e3KacoBUTE MJIAIAHUS Ca Beue HAUYMH Ha KUBOT HE CaMo 3a OTJEJIHU €AMHUIM WU 33 MIIaJIUTe
xopa. [Ipodunute B connanHuTe Mpexu U KOPIOPATUBHUAT yeOCcalT ca OCHOBHU MHCTPYMEHTHU
3a KOMyHHKaIUs, KOUTO BeYe ca JOPH B yUEOHUIIUTE 110 MAPKETUHT. JIUTUTaTHUAT MapKETUHT ce
OTKpOsIBa KaTO €]{Ha OT Hail-KelaHUTe CIEUATHOCTH 3a 00yueHHe M KBaJU(pHUKAIH, a OHJIAiH

YCIIYTUTC CIICCTSABAT Ha OusHeca BpEMC U I1apHu.

Bcenuko ToBa 00ave u3MCKBa U OEJICHACOYCHHU )IefICTBPISI BbB Bpb3Ka C OrpaHN4aBaHETO Ha

BPCAHUTC BJIUSAHUS HA KI/I6CpHpCCT’bHHeHI/I${Ta. HGO6XOI[I/IMO € KOMIIAHHUUTE a NMPCATIA3AT KAKTO



COOCTBEHHUTE CHU CIYXXHUTEM M YyBCTBUTENIHA MHOpMaIus, Taka U JaHHUTE Ha KIUEHTUTE U
notpeduTenuTe cu. 3a ToBa 00aue UMaT HyXk/1a OT MPOAKTUBHOTO CHJCICTBHE U HA JIBETE CTPAHU
— KOMIIETEHTHUTE UHCTUTYIIUU U caMuTe notpeduTenu. ToBa 03HayaBa BUCOKA HHCTUTYIIMOHAIIHA
e(eKTUBHOCT U IMOHE CPETHO HUBO HA KYJITypa Ha MOTpeOIeHHE, 3a ChKaJICHUE U IBETE JTUTICBAIIN

B bbarapus.

II. OGEM U CTPYKTYPA HA IMCEPTALIMOHHUSA TPY [

JlucepTallMOHHUAT TPYJ € ¢ 00eM oT 222 CTaHJapTHU CTPAHUIM U CHABPKA: CIIUCHK ChC
CBHKpaIICHUATA, CIIUCHK C TpadUKUTE U TAOIUIIUTE, YBOJI, U3JI0KEHNE B TPH TJIaBU, 3aKIIIOUCHUE,
CIUCBHK C MPUHOCUTE, CIHUCHK C M3MOJI3BAHA JINTEpaTypa U MpuiiokeHus. bubnuorpadusra ce

cbeTou OT 198 nuTepaTypHH U3TOYHHUKA.
JlucepTaliMOHHUAT TPy € CTPYKTYpUpaH B CIeAHATA MOCIEA0BATEIIHOCT:

CIIMCBK CbC CBKPAIIEHUATA

CIIMCBK CTPA®UKUTE U TABJIMIIUTE

YBO/,

II'bPBA I'JIABA - CbIIHOCT U ITPOBJIEMU HA KUBEPCUT'YPHOCTTA B
BBJIT'APUA. UBMEPEHUSA HA TUTUTAJIN3ALIUATA HA MAJIKUA U
CPEJEH BU3HEC B BbJII'APUA

1.1 Teoperuunu n3mepenus Ha kudepcurypuocrra. [lonsituen anapar.

1.2 dakTopu 32 yBeJMYaBaHe 3HAYEeHHETO Ha kKubepcurypHocrra B bharapus
1.3 Mauiku u cpeanu npeanpuaTus B boiarapus

1.4  JIururaau3anuaTa HAa MAJIKHA U cpeleH On3Hec B bharapus

BTOPA I'JIABA - METOIUKA 3A IOBUIITABAHE HA
KUBEPCUT'YPHOCTTA B MAJIKHUA U CPEJAEH BU3HEC B BbJII'APUSA
2.1 II'bpBy eTan — naeHTHGUIIMPAHE H YIIPABJICHHE HA PHCKOBETE 32 MAJIKHUS U
cpeneH OusHec B bbiarapus, CBbp3aHy ¢ IMTHTATH3ALUATA

2.2 Bropu eran — 3aK0HOAATE/JJHM MHULMATHBHU B MOJAKpeNa Ha

KHOepCUTYPHOCTTA



23 TpeTu eTan — MHCTUTYIHOHAJIHU PeaKIUU B CJIy4ail Ha
KuOepnpecTbilJieHUe

2.4  YerBbpTH eTaNl — NPEBEHIUNA HA KHOEPNPECTHIIHOCTTA, 3aCATaIAa MAJIKHA U
cpeneH OusHec B bbarapus

TPETA I'/TABA - AITPOBALIUA HA METOAUKATA YPE3 EMIIMPUYHO
N3CJIEJABAHE. AHAJIN3, IPEBEHIIUA U Bb3MOXXHU HACOKHU 3A
KUBEPCUT'YPHOCTTA, 3ACSAT'ALIA MAJIKUA U CPEJAEH BU3HEC B
BbJITAPUS

3.1 O00CHOBKA Ha U3CJIeIBAHETO

3.2 IIpeacraBsine HA pe3yJTATHTE OT U3CJIEABAHETO

3.3 KomeHTap u aHAIU3 HA pe3yJITATUTE

3.4  Bb3MOXKHM IBTHINA 32 NOJ00PABAHE HA KMOEPCUTYPHOCTTA HA MAJIKUS H
cpeneH ousHec B buarapust

3AK/IIOYEHUE

INPUHOCH

BUBJINOTI'PA®USA

MMPUJIOKEHUSA

I11. CBbABPKAHUE U PE3YJITATHU OT U3CJIEJIBAHETO

YBO/J

Kubepcuryprocrra ce npeBpblia B HapacTBalll Ipo0JieM 3a MalIKUs U CpeleH OM3HEC B
CBETOBEH Malllad — Bce MOBEYE U IIOBEUE aTaKU C€ U3BBPIIBAT OT MPECTHITHUIU, KOUTO C€ HACOYBAT
KBbM HPEINpUATHITA 3apaj iy IeHHaTa HHPOpMaLus, C KOSITO Te pa3nojaraT, ¢ €JMHCTBEHATa Lell

JaHHUTC Ja 6’E>I[8.T npoaaacHu 3a roJiceMu CyMHU Ha YCPHUS 11a3ap.

['onemute opranuzauuu, pa3dupa ce, He ca 3acTpaxoBaHu. Te oOaue pasmonaraT CbC
3HAYUTEIHO MO-TOJeMH (PMHAHCOBHU, YOBEIIKH, TEXHOJIOTUYHH PECYpPCH, KOETO MOXKE J1a UM ObJie
OT I0J13a TOraBa, KOraTo ce Hajara Obp30 Ja ObJaT OrpaHUYCHH MOCIEIUIIUTE OT KuOepaTakuTe.
[To-mankusaT pecypc, ¢ KOWTO pabOTAT, BKIIOYUTEITHO U OT TJIeJIHA TOYKA HA MACHBH OT JaHHU H
YyBCTBUTETHA HWHOpMarus, obaye HE BOAM JI0 TMO-I00pa 3amuTa HAa MAJKUTE W CPEIHU

KOMITaHUU, HUTO OTKJIOHABA UHTCPECA HA MMPECCTHITHUIIUTE OT TAX.



TpeBoxxun nannu Ha PopOc mokas3par, 4e KMOSPHPECTHILICHUATA CE yBEIMYaBaT LIECT
I'BTH 110 BpeMe Ha maHaeMusTa. HuKkoii, HUTO 10pH N3BECTHUTE JINYHOCTH, HE Ca 3aCTPaXOBaHU —
Heo noseue, mpe3 2020 r. ca komnpomerupanu 130 Twitter mpoduia, cpex kouto Te3u Ha EnbH
Msbck u bapak Ob6ama. Ilpe3 chimara roguHa XoTelckaTa Bepura Marriott mnperbprsiBa

KH6epaTaKa, I10 BpEME Ha KOATO U3THYAT JaHHUTEC Ha IIOBEYC OT 300 MJTH. TOCTH Ha XOTEIINTE.

Buano e, 4e BBIIpEKH OTPOMHUTE PECYPCH 3a 3alIUTa JOPU TEXHOJIOTUYHUTE TMT'AHTH HE
yCIISIBAT J1a C€ CIIPABST C KUOepIpecThIIHOCTTA. MaKuTe NpeAnpusaTHs, 0COOEHO B pa3BUBALIH CE
MKOHOMUKH C peinlia JpyTry podiieMu, CTaBaT OILE [10-ysI3BUMH Ha aTaku. Te B MoBeueTo ciaydyau
HSMaT TEXHOJIOTMYHUTE 3aIlMTH, HEOOXOJUMH 3a IpeJllla3BaHe OT aTakd, HE pasnojaraT U C

HEOOXOMMHUTE PECYPCH, 3a Ja BIOXKAT CEPUO3HO B KHOCPCUTYPHOCTTA.

Jlorukara Ha U3BHPIIMTEINUTE BEPOIATHO CE KPHUE B TOBA, Y€ MAJIKUTE pa3Mepu Ha OH3HEca
HE 03HA4aBaT U ChII0 TAKOBA OTPAaHUYCHHUE BB (DMHAHCOB MJIM PECYPCEH ACTIEKT — TOECT, MAJIKUST
OW3HEC MOXKE J1a padOTH C TOJIEMH CyMH TapH M KOJMYECTBO KIMEHTCKU JJAHHU TOYHO TOJIKOBA,
KOJIKOTO M TOJIEMHUSAT, HO € T0-c1abo 3amuTeH. HarctuHa mo-roisiMaTta 4acT OT MajKusi U CpelieH
Ou3HEC y HAC HsIMa HUKAKbB IUJIaH UM TEXHOJIOTHS 32 3allluTa Ha KHOEPCUTYPHOCTTA — TaKa Te3H

MPEANPUITHS CE MPEBPHIIAT B yI00HA TIEII.

Hemro noseye, Moxke aa ce oKake, 4e 3aIulaxuTe 3a KHOepCUTYpHOCTTa Ha MAJIKUTE U
CpPEIHU MPENNpPUATHS HABAT JOPHU OTBBTPE, NPU TOBA HE MOPAAX 3JII0HAMEPEHOCT, a MOpaau
HeJoCTaThbuHAa KBAIM(UKAIMS U HEYCBOGHM (MOHSKOra T€HEpalHO) YMEHHUs 3a 3acH4aHe U
IIPOTUBOJCHCTBUE HAa KHOepaTaky. 3a ChKaJIEHUE, YECTO TOBA € BAJIUIHO HE CAMO 3a PEOBHUTE

CIIYKUTCIIN (aKO nMa TaKI/IBa), a 1 3a CaMHUTC CO6CTB6HI/II_[I/I " YIIPaBUTCIIU HA MAJIKUTC Ou3HeCH.

Ransomware arakurte ca cpen Hali-pa3snpOCTpaHEHUTE 3alljlaXy 3a KUOEpCUTYpHOCTTA,
Ipesl KOUTO ca U3MPaBeHH MaJIKUTE NpeanpuaTus qHec. Tyk cTaBa Jyma 3a KpUIITUpaHe JaHHUTE
Ha KOMIIaHUSATA U JbP)KaHETO UM “KaTo 3aJI0KHUK’, JOKATO He Objie miaTteH oTkym. Ha Te3u aTaku
psAAKO ce 00pbIlla BHUMAaHKUE MIPEH J1a € CTaHAJI0 KbCHO — OOMKHOBEHO T€ C€ CIIy4BaT M0 UMEHI,
Yype3 JIMHK KbM OOMKHOBEH JIOKyMEHT. T'hbil KaTo AOPH MpU €THO MUKPOIPENNPUITHE 00EMBT Ha
€JIEKTPOHHA KOMYHHMKAIIUSI MOXKE Ja € 3HAUUTEJIeH, TOBEUeTO Xopa pa3dupar rpemikara cu easa
cliel KaTo ca OTBOPWJIM Kpuntupauus (aiin. Cren ToBa B MOBEYETO CIIydau IJIAIaT “oTKyma’”,

A0pu " TON Ja UM CTpyBa HAKOJIKO XWJISIAU JICBA, 3alIOTO HAMAT BPEMCTO U PECYPCUTE Oa
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BB3CTAHOBAT KpUIITHUpPAHATA HH(bOpMaHHH WJIN C€ OIMMUTBAT Aa CIICCTAT OT I10JI3BAaHC Ha Ka4€CTBCH

backup kato yact oT HOpMaNHUS CU IPOTOKOJ 3a padoTa.

OUIIMHTBT TBK € HEChbMHEHO Hal-rojsiMaTa U MomyJisipHa Kubep 3ariaxa, mpej KosTo ca
W3MPaBEHU MAJIKUTE U CPelIHU Npeanpuatus. Te3u ataku paboTAT, KaTo HOAMaMBaT MOTPEOUTENS
Jla IPEeJOCTaBM JUYHATa CH MH(MOpPMAIHS Ype3 U3NpallaHe Ha UMEHII, KOUTO M3TJIeKIa KaTto OT
JIOBEPEH W3TOYHUK WM yeOcalT. Hukos KoMmmaHus, HE3aBHCHMO OT pa3Mepa CH, HE €
“uMmyHU3HpaHa’ cpenty Te3u u3Mamu. [ [pumepure ot Obarapckara ASMCTBUTEITHOCT TYK Ca MHOTO,
HO B IMOBEYETO CIIy4aH ca CBbP3aHU ChC COIMAIIHUTE MPEXKHU W/MiK 0aHKOBA MHPOpMAIUs, KOSITO
C€ M3MCKBa 10 UMEIII B ITPO30pEL], KOUTO MPeICTaBIsIBa MHOI'O TOYHO KOIIME HA UCTUHCKUSA. EnBa
Clle]] KaTo C€ € CIy4YWl HHUUJCHTHT, NpPU BpbLIAHE Ha3aJ U IO-BHUMATEIHO BIUIEKIAHE

HU3MaMCHHUAT pa36npa rpeukara Cu.

Jlpyr CpaBHHTEIHO MPOCT METOJ 32 aTaka Ha MAJKUTE MPEIIPHITHS € 3TOHAMEPCHUST
coryep. ATakuTe OT TO3U TUH PabOTAT Upe3 MPOHUKBAHE B KOMITIOTHP Upe3 MpUKadeH (Hailsl KbM
MMEHIT WK JIpyra BpaTUYKa U CJIE]] TOBA Ce M3ITBJIHIBAT 0€3 3HAHMETO Ha MOTpeOuTeNs. BeaHbxk
MOTIaIHAT BBTPE, 3JIOHAMEPEHUAT COPTyep MOXKE J1a IPUYUHU Xaoc B udpoBuTe daiiiose, Kato
IIPOMEHU HACTPOMKUTE M pa3pellieHusiTa, OJOKHpa M3IBIHEHUETO Ha KOHKPETHH MPOTpPaMU U
HITUOHUPA AKTUBHOCTTA Ha TOTPEOUTEIUTE. 3TOBPEACH COPTYEp YECTO ce cpela U B 00IIEeCTBEHH
Wi-Fi mpexu, kpaeTto moTrpebutennte ca HM3JI0KEHH Ha PUCK YCTpoiicTBaTa UM Ja Obaar

KOMITPOMCTHUPAHHU, AKO ITOCETAT 3aPa3€H ye6C3ﬁT HJIN TIPOCTO NPCTIICKAAT I'pClIHaTa CTpaHHUILIA.

ConuanHoTO HMHXKEHEPCTBO IMBbK € TEXHUKA, 4Ype3 KOSATO MPECTHhIIHMUIUTE IOJAMaMBar
Xopara Jia MpeIoCTaBAT YyBCTBUTEIHA HHPOPMALIUS Uype3 pa3IndHU CPEACTBA — PEACTaBsAT ce 3a
HSKOH JIpyT, Hall-uecTo mpeacTaBUTeN Ha KOMIAHUS-TOTEHI[MAJIEH TAPTHBOP MM KOHTpareHT. C
HapacTBAHETO Ha MOMYJISIPHOCTTA HA COLUATHUTE MPEXKHU, COMAIHOTO MHKEHEPCTBO CTaBa BCE
MO-IIUPOKO Pa3NpOCTPaHEHO U CHOOIICHUATA, W3MPATEHH 4Ype3 Te3W IUIaTGopMH, MOXKe Ja
ChIbpKAT 3JI0BpeleH copTyep, KOMTO MBK MOXE Ja OTKpagHe JMYHaTa WHpopMauus Ha

noTpeOuTeNs.

Enna oT OCHOBHUTE TPEBOTH 3a MAJIKUS M CPEJIEH OU3HEC € MMEHHO KpaxOara Ha JaHHHU.
ToBa npecThIUIEeHHE CE CITy4YBa, KOTaTo XaKepUTe B3eMaT JHMYHA HHPOPMAIHS OT CIY>KUTENN Ype3

H3MaMa HJIM HCUYCCTHU IPAKTUKH. HonyanaﬁKH JIOCTBII JI0 HMEHII dKayHTa Ha CIIYXKXUTCII,
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XaKepuTe MOraT JIECHO J1a pa3MpOCTpaHsABAT paHChbMYyep, GUIIUHT U (apMUHT aTaku B MpexkKara

Ha KOMIIaHUATA.

CaMure CIy>)KMTEIM YECTO MpEJCTaBIsIBAT 3HAUMTEIHA 3aljlaxa 3a CUTYpPHOCTTa Ha
OusHeca OT BCsAKakbB pasmep. Te ocrasat nanuu Ha USB ycTpoiicTBa, ocUTypsiBaT JIeCeH 10CThII
1o ¢upmenu ¢aiiioBe, KaTo U3IMOJI3BAT €IHA U ChINa I1apoJIia KaKTo 3a JIMYHU, TaKa U 3a CIIy)KeOHH
aKayHTH W MOMaaT Ha GUIIMHT CXEMH, KOUTO TH IMOJAMAMBAT JIa PEOCTABIT HHpOpMaNHsITa CH
3a BxoJ. Taka MHOT0 4ecTO ce OKa3Ba, 4e MpOoOUBUTE B KHOEPCUTYPHOCTTA HA MAJIKUTE U CPEIHU

IpCANpUATH CE OKa3BaT IIJIOA HAa YOBCIIKA I'PCIIIKa, 1O0PHU HE HA 3JIOHAMCPCHU I[CﬁCTBHH.

To3u KpaTbK Mperiie] Ha Hal-u4eCTO CPEIIaHUTE IPUMEPH 32 KHOCPIIPECTHIICHUS CPEIILY
MAaJIKUs U CpeJieH OM3HeC U aKLIIEHTUPAHETO BhPXY HAKOU TEXHU OCOOCHOCTH HJIBa J1a TIOKaXe, ue
MPEIOTBPATABAHETO HA aTaKH Ype3 LEICHACOUCHU MEPKHU € Hal-100pusT BapuanT. Haii-noOpust
HAaYUH MAJIKUTE TPEANPUATHS 1a CE 3aLTUTAT OT KHOEPIPECTHILUICHUS € J]a UMaT 3aBbPILCH IIaH
3a CUTYPHOCT — TaKbB, KOWTO BKJIFOYBA MMPEIOTBPATSIBAaHE HA 3ary0a Ha JaHHU, BbBEJCH IUJIaH 3a
pearvpaHe Mpu MHIMJEHT, MPErje/ Ha IPUBUIETHUTE 3a JOCTHI HA MEpcoHaNa U o0yueHue Ha

CIIYKUTCIIUTEC OTHOCHO Haﬁ-l[06pI/ITe IMPAaKTHUKH 3a KI/I6epCI/IprHOCT.

N BbBB Bpb3Ka C TOPCIIOCOYCHOTO MOXKEM Jda 10COYMM, Y€ OCHOBHUAT
N3CICOA0BATCICKHU HpO6J’I€M, KOWUTO AUCCPTAONUOHHUAT TPYH pas3rijicxkia, € KI/I6epCI/IprHOCTTa Ha
MaJIKus U CpCACH OHu3HEC B anrapml u HeO6XOI[I/IMOCTTa OT KOOPpAWHHUPAHU JIENCTBUS 3a HEMHOTO

IIOBHIIIaBaHC.

Taka ce ctura m A0 oOekTa Ha HU3CJICABAHC HAa AUCCPTAIMOHHHA TpyHd, a HUMCHHO
KOHKPCTHUTC HpO6HeMI/I Ha KI/I6epCI/IprHOCTTa, C KOUTO ce COTBbCKBA MAJIKUS U cpeacH Ou3Hec B
BLnrapm[. Hpe,I[MeT Ha U3CJICABAHE ITbK € UMCHHO ITOBHUIIABAHETO U NPCBCHIMATA ITpHJIaraiia ce

B MAJIKUTC U CPCIHU IMPEANIPHUATHUA Y HAC.

B AUCCpTanriATa Ca MUIIMOJI3BAHU CICOAHUTC MCTOAW: aHAJIUW3 Ha JIMTCPATYpHHU U
I/IHCbOpMaI_[I/IOHHI/I HU3TOYHUIH, MNPOYUBAHC Ha YYyXIHA OIINT, KAYCCTBCH AaHAJIM3 Ha PUCKA,
CPaBHHUTCJICH aHalIn3, Ka3yCCH aHaJIN3 U CMIIMPUYHO HU3CJICABAHC WU IIPOYYBAHEC HAa HArJIACUTE U
pa361/IpaHI/I$ITa 110 OTHOIICHHEC Ha KI/I6epHpeCT’BHHOCTTa n KI/I6epCHTypHOCTTa OT CTpaHa Ha

HOTpC6I/ITeHI/ITC " Ha CO6CTBCHI/II_II/ITC 1 PBKOBOAUTCINUTC HAa MAJIbK U CPCACH Ou3Hec.



]_[CJ'I Ha JgucepranusaTra € ga C€ odepTaiT SACHO HU3MCPCHHUATA Ha Hp06HeMI/ITe Ha
KI/I6epCI/IprHOCTTa Ha MaJlIKusgd U CpPEACH OusHec Y HacC 3a€JHO C TCXHUTC B3aUMOBPB3KH C
HHCTUTYUUUTC U KIIMCHTUTC U Ja CC HaJaT MNPCIOPBKHU 3a HOI[O6pHBaHeTO Ha cuTyalusTa 3a

OBITapcKUTE KOMIaHuH. B To3u cMuCHI Morat fa Ob1at GopMyIupaHu CIeTHUTE 3a/1a4H:

° Jla ce MU3rpajyd TEOpEeTUYHAa M HOPMAaTHMBHA paMKa M Jla CE HAlpaBU aHAJIU3 Ha
KHOEpnpecThIIHOCTTA,

° Ja ce pa3paboTAT METOAUYECKH PELICHMSI U 1a Ce MIPEJCTABST JOOPU NPAKTUKY;

° Jla ce IPOBeJIe EMIIMPUYHO U3CIIEBAHE 32 U3MEPBAHE 32 HAIVIACUTE U CTEIIEHTA Ha

pa3zbupaHe Ha MpoOieMuTe, CBbp3aHu C KHOEPCUTYPHOCTTA, KAKTO y MOTPEOUTENUTE, Taka U y

CO6CTB€HI/II_II/ITC H PBKOBOAUTCIIUTC HAa MAJIKH U CPCAHU IMPCAIIPUATHA,

® Ja CC JalaT KOHKPECTHHU IPCIIOPBKH 3a HOI[O6p${BaHC Ha KI/I6epCI/IprHOCTTa u
OM3HeC KiIMMara B anrapml, 6a3I/IpaHI/I Ha PpE3yJTATUTC OT CMIIMPUYHOTO H3CICABAHC U

p33pa6OTeHI/ITC MCTOJAHUYCCKH PCUICHHA.

OcHoBHATa Te3a, KOATO 1€ Ce 3alluTaBa B JucepTrauusaTa €, ye B bbirapus, nosede
OTKOJIKOTO B TO-100pe pa3BUTHUTE 3alaJHOEBPOIEHCKM HWKOHOMHUKH, KHMOEpCHUTYypHOCTTa Ha
MaJIKusi U cpelieH Ou3Hec € mpodisieM, KOWTO M3MCKBa He3a0aBHU KOOPAWHUPAHU AEHCTBHS OT
CTpaHa Ha MHCTUTYLMH, NPEeanpusTHs U norpedburtenu. VIMeHHO numncata UM KbM MOMEHTA
BJIOIIaBa OM3HEC KIMMaTa ¥ MPedyM Ha U3rPa)</1aHeTO Ha TpallHU B3aMMOOTHOILIEHMS Ha JOBEpHe

MCKAY KOMITaHHUU U KIIMCHTH B MOMCHTA.

B noaxpena Ha ToBa TBbp/ICHUE Ca N3M0JI3BAHU PEAULIA JUTEPATYPHH U HHPOPMALIMOHHH
M3TOYHHIM — TYK C€ HApPEXKJIaT CIEeLUaIM3UpaHa JUTeparypa 1o TeMara, CTaTUCTUYECKU JaHHU
ot HCH, EBpocTar, MHCTUTYLIMOHAIHA CTATUCTHKA U U3SBJICHUS, OHJIAWH U oQuIaifH MyOIuKaIiuu

Ha CKCIICPTH 110 TEMATA.

[TocraBeHHTE OrpaHMYeHHs] Ca CBBP3aHU C TEPUTOPHAIHHMS OOXBAaT M JOJMMHHATA Ha
o6usHeca. M3cnenBanero e 6a3upaHo U (GokycHpaHO Ha IbpXKaBHUTE TepUTOpUM Ha PemyOinka
bearapus. UscneaBaHeTo e orpaHU4eHO U 10 MATBK U cpeJieH Ou3Hec U crienupuuHus ObJarapcku

KOHTEKCT. ToBa OOCTOSITEJICTBO MOXKE Ja OTpPaHUYM TpsIKaTa MPUIOKHUMOCT Ha pe3yJaTaTUTe U



pa3paboTeHara MeTOJIMKa KbM rojemMu kopropanuu wid kbM MCII B nbpxaBu ¢ IpacTUYHO

pasnuyHa HOpMaTUBHA 0a3a, MHCTUTYLIMOHAIIHA Cpefia U KyJITypa Ha KUOEepPCUTYpPHOCT.

IMoTpeduTesm Ha pe3ynraruTe W pa3paboTeHaTa METOAMKA 3a IIOBHIIABAaHE Ha
kubepcurypnocrra Ha MCII B bbiarapus Ouxa Ouiam moyie3HH 32 HSKOJKO KIIOYOBH TPYIIH.
OcHoBHaTa 1eneBa TIpymna ca COOCTBEHHIIMTE W PHKOBOAUTEIUTE HA MAalKU M CpPEIHU
NPEINpPUATHS, KOUTO MOTaT J1a U3I0J3BaT METOAMKATA 32 OLEHKA, IUIAHUPAHE M BBBEXIAaHE HA
aJICKBaTHU MEPKH 3a KHOep3aluTa B TEXHUTE KOMITAHUH, KaTO 110 TO3M HAYMH HAMaJIsT PUCKA OT
(DMHAHCOBU M PEMyTAllMOHHU INETH. /[bpKaBHUTE MHCTUTYIIMU M PETYJIaTOPHHUTE OPraHu, KaTo
HanpuMep MUHHCTEPCTBOTO Ha €JIEKTPOHHOTO YIPaBIICHHE, CHINO Ca BAXKEH MOTPEOUTEIN, THil
KaTo JUCepTalUsATa pasriiexk/ia HOpMaTUBHATA 0a3a v MPHU30BaBa 32 KOOPIUHUPAHH JCHCTBUS; TE
MOTarT Ja N3IM0J3BaT PETOPHKUTE 32 MT0100psBaHE HAa MOJIUTUKUTE 32 KHOEPCUTYPHOCT, TPOTPaMu
3a MoJKperna U MHPOPMALMOHHU KaMIIaHUM, HACOYEHU KbM MaJikus OuzHec. OpraHuzanuure 3a
noJKpena Ha Ou3Heca (KaTo OpaHIIOBU KaMapy M aCOIMAIIMK) MOTaT Ja BKJIFOYAT Pe3yJITaTUTE OT
HU3CJICABAHCTO B O6y‘II/IT€HHI/I nporpamMu, CCMHUHApPHU KW KOHCYJITAlMU, KOUTO MNPCAOCTABAT Ha
csoute uieHose. OcBeH TOBA, KOHCYJITAHTCKM KOMIIAHMKW MW JOCTaBUMIM Ha YCIYTH IO
KHOEPCUTYPHOCT MOTaT Ja M3IMOJ3BaT METOJUKATa U JaHHUTE OT EMIMPHYHOTO MPOYYBaHE 3a
ajanTHpaHe M MoA00psiBaHE HAa CBOMUTE NPORYKTH M yciyru, npeanaranu Ha MCII. Haxpas,
aKaJIeMUYHAaTa OOIIHOCT MOJKE J1a M3I0JI3Ba MCEPTALMATA KaTO TEOPETHYHA M eMITHPUYHA OCHOBA
3a ObJeUIM H3CIIe[BaHUS B O0JlacTTa Ha KUOEPCUTYPHOCTTa, MKOHOMMKATa U EJIEKTPOHHOTO

ynpasieHue B beiarapus.

II'bPBA IJIABA - CBHIHOCT n HHPOBJIEMHA HA
KUBEPCUTI'YPHOCTTA B BBJIT'APUA. N3MEPEHUA HA
AUTUTAIMBAIUATA HA MAJIKUA U CPEIEH BU3HEC B
BBJIT'APUA

1.1 Teopernunu n3mepeHusi Ha KubepcurypHocrra. IlonssTuen anapar.

TepMHUHBT ,,KHOEPCUTYPHOCT™ € IpeIMET Ha peHlla aKaJeMUYHU U MOMYJISIPHU TPYIOBE,
KOUTO JI0 rojisiMa CTENeH pasIVIeKJaT TemaTra OT OIpefesieHa IieaHa Touka. Ilonsruero ce
W3MO0JI3Ba IIMPOKO M HErOBUTE OIPENEIeHHs Ca CUIIHO IMPOMEHJIMBH, OOBBP3aHU C KOHTEKCTA,
4yecTo CyOeKTMBHM U TMOHsKOra HenH(opMmaTuBHU. MMa Manko nuTepaTypa 3a TOBa KakBO
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BCBIIHOCT O3HAa4aBa KHOEPCUTYPHOCT U KaK € Pa3MoiokKeH (PEHOMEHBT B PA3JIIMYHU KOHTEKCTH.
Jluncata Ha KpaTka, IIMPOKO MpUEMIIUBA JePUHULUSA, KOSITO Ja yJaBsi MHOTOM3MEPHOCTTA Ha
KMOEpCUTypHOCTTa, MOTEHIUAJIHO BB3MPEIATCTBA TEXHOJOTMYHMSI M HAydeH HAIpPEIbK, KaTo
3acWiIBa MPEIUMHO TEXHHUYECKHS BB3IVIEH, CBIICBPEMEHHO Pa3[IeisaiiKu IUCLUILNIMHUATE, KOUTO
TpsiOBa Ja JeHCTBAT ChIJIACYBAHO 3a pa3pellaBaHe Ha CIIOKHU IPEIU3BUKATEIICTBA IIPEA
kubepcurypHocrra. Hampumep, uma CHEKTbp OT TEXHHYECKH pPEILEHHs, KOUTO MOJAbpKaT
KHOEPCUTYPHOCTTA — BBIIPEKU TOBA, TE€3U PEIICHHs CaMHU I10 cede CH He Ce CIPaBAT C NpobiemMa.
Nmva MHOXECTBO IpuUMeEpU M 3HAUWTEIHA HayyHa paboTa, KOMUTO JIEMOHCTpUpar
[IPEIN3BUKATENICTBATA, CBBP3aHU C OPraHU3alMOHHUTE, WMKOHOMHMYECKHUTE, COLIMAJIHUTE,
MIOJINTUYECKUTE U JAPYTH YOBEUIKHM M3MEPEHUsS, KOUTO Ca HEPA3PUBHO CBBP3aHU C YyCHIIUATA 3a
xkubepcurypaoct'. ®penpux UYadr, OMBII JMPEKTOp II0 H3CIEIBAHMATA B ATEGHLMATA 32
HallMOHaJHa cUrypHOcT B ChbeIMHEHUTE LIaTH, O0ChXKIa MHTEPAUCLUUIUIMHAPHUS XapakTep Ha

KHOEPCUTypHOCTTA:

1.2 ,,Haykama 3a xubepcucyprocmma npeonaza MHO20 8b3MONCHOCMU 34 HANPEObK 6b3 OCHOBA
Ha MYIMUOUCYUNIUHAPEH NOO0X00, 3aujOmo 6 Kpas Ha Kpauwama KubepcueypHocmma e
OCHOBHO C8bP3AHA CbC CbNEepHU1Lecmso. Xopama mpsaoea 0a 3auumasam MAuuHU, KOUmo ca
amaxysanu om opyau xopa, uznonssawu mawunu. Taka ue, 8 0onviHeHue KoM KpumuyHume
MpaouyuoHHy  001acmu  Ha  KOMRIOMbPHUME  HAYKU,  eNeKMPOUHICEHEPCMBOMO U
Mamemamuxama, ca Heobxoo0umiL nepcnekmusi om opyau oonacmu.”?

1.3 KaBpatu orOens3Ba, Y€ MMa MHOXKECTBO B3aUMOCBBP3aHU JUCKYPCH OKOJO o0nacTra Ha
kubepcurypaoctTa’. JleKOHCTpYHPaHETo HA TEPMUHA KHOEPCUTYPHOCT TIOMAra Jia ce IOCTaB1
JTUCKYCHUATA B JIBETE 00JacCTH Ha ,,KUOEp* M ,,CHTYPHOCT U pa3KpHBa HIKOH OT HACJICICHHUTE
npobnemu. ,,Kubep* e npedukc, o3Ha4aBaIl KHOEPIPOCTPAHCTBO U CE OTHACS 70 €JIEKTPOHHU

KOMYHHUKAIIMOHHU MPCKU U BUPTyaJHaA pCaJ'IHOCT4. Toit CBOJIIOMpPa OT TCEpMHHA

' Goodall, J. R., Lutters, W. G., & Komlodi, A. 2009. Developing Expertise for Network Intrusion Detection.
Information Technology & People, 22(2): 92-108.

http://dx.doi.org/10.1108/09593840910962186 mocnenno nocerex Ha 22.01.2024
2 Chang, F. R. 2012. Guest Editor’s Column. The Next Wave, 19(4): 1-2.

3 Cavelty, M. D. 2010. Cyber-Security. In J. P. Burgess (Ed.), The Routledge Handbook of New Security
Studies: 154-162. London: Routledge.

4 Oxford University Press. 2014. Oxford Online Dictionary. Oxford: Oxford University Press. October 1, 2014:
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"KkuOepHeTHKa'", KOUTO ce OTHACA /10 "obracmma Ha meopusama 3a KOHMPOJl U KOMYHUKAYUS,

HEe3aBUCUMO QN 6 MAWUHA U 8 JICUBONHO".

W3npaBenu npen MHOTO AeUHUIIMKA HA KHOSPCUTYPHOCTTA OT TUTEpaTypaTa, aHaTH3aTOPUTE
€ HeoO0XOIMMO J1a Ce/IBaT MparMaTHYeH KayeCTBEH M3CJIENOBATEICKH IOJXOJ B MOJKpena Ha
nporeca Ha feuHUpaHe, KONTo 00eHsIBa OOEKTUBHO KaU€CTBEHO U3CIIeIBaHE ChC CyOEKTUBHO
KauecTBEHO u3cienBaHe . BeblHOCT pe3yaTarhT TpsOBa ga Ob/e YCIOBHO OINpeAeIeHHe, KOETO

ce OCHOBaBa Ha OOEKTHBHOCT (Hamp. CHCTeMa 3a OTKpMBAaHE HA IPOHUKBAHE) CpEULy

IIPENIIOJIOKEHNE (HAMp. HAMEPEHUATA HA XaKeD).

Jluricata Ha KpaTKa, YHHBEpCAJHO MpHeMiIMBa JAeQUHUIMSA, KOSATO Jnga oOxBama
MHOTOM3MEPHOCTTa Ha KHOSPCUTYPHOCTTA, BB3MPEISTCTBA TEXHOJOTHYHUS U HAy4YeH HaIpPeIbK,
KaTo 3acujBa MPEIUMHO TEXHUYECKHs BB3IJIEA 32 KUOEpCUTI'YpPHOCTTA, KAaTO ChIIEBPEMEHHO
pa3zgens QUCHMIUIMHUTE, KOMTO TpsOBa Jla JeicTBaT ChINIaCyBaHO, 3a Jia pa3peliar CIOXKHU
IIpeJU3BUKATENICTBA Ipe] kubepcurypHocrra. CraBa Bce MO-OYEBUIHO, Y€ KHOEPCUTYPHOCTTA €
MHTEPIUCHUILIMHAPHO siBeHHe. [10-00XBaTHOTO, 00eAMHABAIIO ONpEAETICHUE, UMa 3a Lel Ja
YIIECHH WHTEPAUCHUILUTMHAPHUTE TOAXOIU KbM KHOEPCUTYPHOCTTA — e/lHa TakaBa IeQUHHUIINS
ciefaBa Ja  ObJe BB3NpHETa OT MHOXECTBOTO JUCLMIUIMHM, AHTQKUPAHU C YCHIUATA 32
KHOEpCUTYpHOCT, KaTO IO TO3M HAa4MH MOXE Jia ce IOCTUTHe IM0-100po pazOupaHe H
ChTPY/IHUYECTBO, HEOOXOAMMM 3a CIHpaBsSHE C HApacTBALIUTE U CIOXKHM 3aljlaxu 3a

KHOEPIPOCTPAHCTBOTO M CUCTEMHUTE, aKTUBUPAHU OT KHOEPTIPOCTPAHCTBOTO.

1.2 ®dakTopu 32 yBeJiMUaBaHe 3HAYEHUETO HA KUOepcurypHocrTa B bbarapus
KoMmmtorepaure u HMHPOPMAIMOHHUTE CHUCTEMU PEBOJIIOLMOHU3UPAT MeEXaHHW3Ma 3a
o0CITy»BaHe 1O NN CBAT. Y CIyTUTE, MpeJiaTaHl Ha UHAUBH/IA U OOIIIHOCTTA PHYHO, U34e3BaT
B 10JI32 HAa OHJIAH YCIYTUTE C H3MOJI3BAHETO HAa KOMIIIOTBPHU M WHTEPHET TEXHOJIOTHH.
EnextpoHHOTO 00ydeHuUe, eIeKTPOHHATA ThPrOBUS, EIEKTPOHHUSAT OU3HEC, & B TIOCIEIHO BpeMe
U eJIEKTPOHHOTO TMPABUTEICTBO TpaHCPOpMUpAT TPAAUIIMOHHUTE HAYWHU 3a paboTa BHB
BHPTYaJICH CBST, KBJIETO OOIIyBaHETO “NUIle B JMIE C€ CIy4dBa, 0€3 Ja CTe JIHIE B JIHIE.

I/IHOBaLII/II/ITC, ,[[I/I(I)CpCHLII/IaLII/I}ITa B pa3xoguTE U PacCTCiKa, CbIO3UTC U CIIMBAHHUATA Ca JHCIIHUTC

http://www.oxforddictionaries.com/definition/english/Cybersecurity mocienno moceren Ha 22.01.2024

> Wallinger, W., Alderson, D., & Doyle, J. 2009. Mathematics and the Internet: A Source of Enormous
Confusion and Great Potential. Notices of the American Mathematical Society, 56(5): 586-599.
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XapaKTepUCTUKU Ha OpraHu3alUTe, KOUTO ca BB3MOXHHM OnarogapeHue Ha uudposara
peBotonus’. BuIIpekd BCUUKHU MONOKUTETHH CTPAHH U BH3MOKHOCTH, KOUTO JUTHTAIM3ALUATA
npejJiara Hail-Beue Ha MaJIKUsSl U CpeJieH OM3HEC, aKTUBHOTO M3IOJI3BaHE HA HOBUTE TEXHOJOTUU
€ CBBP3aHO HE CaMO CBhC COILMAJIEH HaNpeabK, HO, OCOOCHO B Pa3BUBAILUTE CE MKOHOMHUKH,
MOCTaBsl Ha JHEBEH peld W BbIpoca 3a KUOEpCUTYpHOCTTA U yBeJlIMYaBallata ce
kubeprpecTbHOCT. OnacHocTuTe B Mpeskara ca eaHa oT ocHoBHHTE npuurHHM peauiia MCII B
pa3BUBAIIUTE CE CTPAHU BCE LIE JIa CE YyBCTBAT HEYBEPEHU 110 OTHOIICHUE HA TPUCHEAUHSIBAHETO
KbM OHJIAliH OOIIIHOCTTa, KOETO OOSICHSIBA M MO-HUCKUTE HUBA HA JUTUTAIHU3AINS HA YaCTHUS U

HY6HI/I‘1HI/IH CCKTOP B TC3U UKOHOMMKHM.

TpabBa na ce uma mpenBuj, ye KUOEPIPECTHIHOCTTA € MNPECTbIIHA AEWHOCT, YMHUTO
M3TOYHHK € KOMITIOTHP WJIM KOMITIOThPHA MpeXkKa, U3I0JI3BaHa 3a KHOepaTaku, U MOKe J1a BKIIFOUBA
n3Mama, Kpaxx0a, u3HyABaHe, panmuduippane u 310ymnoTpeda, Ho MOPaau BUPTYATHUS PEKUM €
U3BECTHO, Y€ € TPYAHO Ja C€ OTKPUE U HAKa3BaT MOPaTU TEXHHUYECKA CIONKHOCT U HEBUIUMOCT
HaraaTesu, KOUTO CeIAT Ha XWIAAH KWIOMETPH. BBIpekn e HOBUTE TEXHOJIOTHH ca yI00HH,
TUHAMUYHU WU Pa3BUBAIM CE€ M BCAKO CIIENBAIO TAXHO HUBO YCHBBPIIEHCTBA (YHKIHUH H
MEXaHHU3bM 3a CUTYPHOCT, TOPAJH €CTECTBOTO Ha KUOEPIPECTHITHOCTTA U CIOCOOHOCTTA i /1a ce
pa3BUBa C TEXHOJIOTHUATA, CE€ MOSBSIBAT HOBU 3aIlJlaxM C TPEBOXHA CTENEHTA Ha PeOBHOCT. Taka
CIIOCOOHOCTHTE Ha MOTPEOUTENIUTE J]a CH ChTPYJHUYAT OMBAT M3NPaBEHHU Ipe] BCE MO-TOJIEMU
MPEeIN3BUKATENICTBA, KOETO CHILIO MOXKE J1a 3aCTpalld CUTYPHOCTTa U (PMHAHCOBOTO 3/paBe Ha

Bcnuku MCII B Mpesxara.

[Ipo6nemure, Mpou3THUAIIM OT MOAOOHU MPECTHIUIEHUS, NMPUAOOUBAT TOISIMO 3HAUYECHHUE,
0co0eHO Te3H, CBbP3aHH C KpaKkBaHe, HapylllaBaHe Ha aBTOPCKHU IpaBa, AeTcka nopHorpagus. Te
ce HapuyaT oIlle MnpodjJeMH ¢ MOBEPUTETHOCTTa, KOraTO XaKepu/HamajaTeiad arakyBat
noBepUTeIHaTa MH(pOpMAIMs, 3a Ja HanpaBAT yYMUIUICHH W3KPUBSBAHMS, Ja OTKpagHAT H
MPUXBAaHAT 3aKOHHO WJIM IO JIpyr HauyuH. Bbhopeku dve chlllecTBYBa MEXIyHApOJHA MpaBHA

CHUCTEMA, KOATO CE€ OIIMTBA Ja ABPKHU YYACTHUIHUTC OTrOBOPHU 3a IMPECTHIIHU ACAHHUA YpPE3

¢ Madhava S.S.P., & Umarhathab, S. (Eds.), (2011). Information Technology Act and cyber terrorism: A critical
review. Cyber Crime and Digital Disorder, Tirunelveli, India: Publications Division, Manonmaniam Sundaranar
University.
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Mexnynapoanus HakaszareneH cba (MHC), nmuricara Ha KOOpAMHAIUS WIIM HECHhBMECTUMOCTTA HA

MECTHHUTE C MEIyHapOIHHUTE 3aKOHHU Ce NpeBpblIa B 6apuepa npej HelfHus ycrex ' .

OmnlaiiH KOMyHHKaIMsATa C€ € MpeBbpHANa B HOpMa B mudpoBara epa, Mmopaar KOETO
WHTEPHET TOTPEOUTEINTE M TMPAaBUTEIICTBATA Ca W3MPABEHU IPEJ TOBUIICH PUCK Jla CTaHAT
XKepTBU Ha KuOeparaku. KubeprnpecThTHUIINTE HEMPEKbCHATO PAa3BUBAT aBaHTApIHU TEXHHKH,
KaTo W3MECTBAT IeNHUTe CH, (OKYyCHpaWKh ce MO-MalKO BBPXYy KpakOa Ha (¢uHAHCOBA
nHpOpMaIKs ¥ TTOBEYE BHPXY OM3HEC IIIMHOHAK M JOCTHII 10 IPaBUTEIICTBeHA HHpopMarus. B
KOHTEKCTa Ha OBp30 paspoCTpaHSIBAIIUTE c€ KUOCPIPECTHIUICHUS NPaBUTEICTBATa B
pa3BUBAIIMTE CE€ CTPaHU TPAOBA Ja CHU CHTPYJHHYAT B CBETOBEH Mamad, 3a Ja MOXKe Ja ce
pa3pabotu edexkTHBEH MOJeN 3a KOHTPOJ Ha 3amiaxute. bnarogapeHue Ha pa3BHTHETO H
HarpeabKa B KOMIIOTBPHHUTE U TEJICKOMYHHKAIIMOHHUTE TEXHOJIOTUH, Pa3BUBALIUTE CE CTPAHU Ca
B CBCTOSIHME JIa Pa3BHAT M PA3UIUPAT CBOMTE KOMYHHKAIIMOHHU MPEXH, KaTO UM IO3BOJIAT I10-
OBp30 U MO-JIECHO CBBP3BaHe B Mpexka U oOMeH Ha nHpopmanusa. C ToBa KUOEpIpeCThILICHUATA
Ce YBEIWYaBaT IMpe3 IOCICTHUTE HIKOJKO TOJUHU B CBETOBCH Maiad, KOETO APaMaTUYHO
MIPOMEHU CIICHAPUS — B HAIM JHU MPECTHITHUIIMTE W3IOJI3BAT MMO-CIIOKHH yCTPOMCTBA, 3a Ja
npobusar kubepcurypHocrra. Hemro noBede, B MOCICIHUTE TOAWHU 3J0BpelieH codryep, cram
MMEIH, XaKkBaHe Ha KOPIOpPAaTHBHHU CalWTOBE W JOPYrH aTakd OT TO3U XapakTep ca JIelo Ha

KOMIIOTHPHHM ,,F€HUHN ", OUEBUIHA OT TEXHHUS TaJaHT.

Te3u psanko 370HaMEpeHHM aTakd TOCTENEHHO ca C€ MPEeBbPHAIM B CHHIMKATH 3a
KHOepIpeCThIUICHUS, U3TOYBANN TIApHU 4Ype3 He3aKoHHU KuOepkaHayim. Criopes OICHKH camo
MpeIn JIECETHJIETHE OKOJIO 2 MHJIMapJa MOTPEOWTEN HAa WHTEPHET W 5 MWiIHap]a MOOHITHU
TerneOHU ca CBBbpP3aHU MO cBeTa. Beceku neH ce oOMeHAT okono 294 munuapaa umenna u 5
MuIHapaa TeneoHHu chobOmeHust. Yio6cTBOTO Ha u(ppoBUTE MpEXU 00aye MMa IeHa, Thil
KaTo OM3HEC OpraHM3aIlMUTe B YaCTHOCT M OOIIECTBAaTa KAaTo IS0 BCE MOBEUE pa3dyuTarT Ha
KOMITIOTPUTE M MHTEPHET Oa3UPaHUTE MPEKH, TIOPAJIN KOETO KHOSPIPECTHITHOCTTA U TU(POBHUTE
aTaKu ca C€ YBEIWYMJIA MHOTOKPAaTHO IO IIENUs CBAT. ATaKuWTe ca KaTerOPHU3MpPaHU KaTo

(bI/IHaHCOBI/I HU3MaMH, KOMIIIOTBPHO XdaKBAHC, H3TCIIISIHC Ha HOpHOI‘pa(I)CKI/I 1/1306pa>1<eH1/1;1 oT

7 Grabosky, P.N., Smith, R.G., & Dempsey, G. (2001). Electronic theft: Unlawful acquisition in cyberspace,
Cambridge University Press, Cambridge
8 Zinnbaur, D. (2005). Internet governance priorities and practices, United Nations
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WHTEPHET, BUPYCHHU aTaKH, Ipecie/IBaHe Ha eJIEKTPOHHA MO1I[a U Ch3/laBaHe Ha yeOcalToBe, KOUTO
HachpuaBaT pacoBa oMpasa’. OCHOBHATA M BOJIEIIA CTHIIKA KBM 3allUTa € 0-100p0To pazbupaHe
Ha pa3IMYHUTE BUJOBE 3aIUIaxXH, MpeJ KOWTO ca M3MPaBeHHM OW3HEC OOIIHOCTTAa M OHJIANH

noTpeOUTENUTE.

YecTo cpemaHuTe KUOEPHPECTHIUICHUS BKJIIOYBAT M3MaMH C IpeJIBapHUTEIHA Takca,
obsicHeHue Ha OOTHET MpexH, 0TKa3 ot yciyra (DoS) u pasnpenenen orka3 ot yciyra (DDoS),
W3MaMU C MOJHOBSBaHE HAa MMEHA Ha JOMEWHHU, (QallllIMBU peKJiaMH, XaKTUBHU3bM, KpakOa Ha
JANTOI WK JIPYT Xapayep, KpaxOa Ha camoiaudHocT, [P kpaxba, xonupane Ha uHpOpMaIus,
¢ummHr, codTyep 3a cTpaxyBaHe, COIMATHU MEIUH, CllaM, IIHOHCKH codTyep, HE3alluTeHU
6e3xuunn nokanmau Mpexu (WLAN) u BupycHu araku'’. ExcriepTuTe ca Ha MHEHHE, Y€ HAKOU
MIPABUTEJICTBEHU areHIIMU MOXE ChIIO Jla U3MOJI3BaT KuOepaTaku BMECTO BbOPBKEHA BOWHA KaTO
HOBO CpEACTBO 3a BOJCHE Ha BOiHA M ToBa Oemie choOmieHo mpe3 2010 r., korato Stuxnet
(KOMIIOTBhpPEH BHPYC) € M3MOJ3BaH 3a M3BbPIIBAaHE Ha HEBUAMMA araka Ha VpaHckaTa sapeHa
mporpama, KosiTo TpsiOBaiie Ja JAeaKTHBHpAa MPAHCKUTE IEHTPOYTrH 3a oboraTsiBaHe Ha ypaH.
Carders Stealing Bank, xosiTo cbII0 € W3BecTHA KaTO TaHHH 32 KPEIUTHA KapTa, ChIIO € TOISIMO
KuOeprnpecTbINIeHUE, IPU KOeTo NyOaupaHu KapTu ce U3MO3BaT 3a TErJieHe Ha mapu B Opoii oT

OaHKOMAaTH WJIU B MaFaSI/IHI/IH.

Wmaiiky npeaBu MeXIyHApOJHHs XapakTep Ha KHOEpHpEecThITHOCTTA, TS MOXE Ja ce
CIlydd HE CaMO B PErMOHUTE, OTKBIETO NPOM3X0KJA, a Ja BKIOYBA U JPYTH IbPKAaBU HIIU
peruonu. CreoBaTeTHO KUOEPIPECTHIIHOCTTA €€ HYXk/1ae HE CaMO OT CUJIHO pearupaiiy, HO U OT
MEXTyHapOAHO KOOPAMHUPAHU MEPKH 3a KOHTPOJI. [1o chlns HauMH MEXaHU3MBT 3a pa3cie/iBaHe

" JOKJIaZIBAHC Ha TE3U MPECTHIIJICHUA TpH6Ba Ja U3UCKBA MHOTI'O PECYpPCHU.

KI/I6€pHp€CTT)HHI/IHI/IT€ U TCXHUTC TCXHHWKH HCIPCKBCHATO CC IMPOMCHAT, KOCTO M3IIPaBiA
IMpaBUTCIICTBATa U ousHeca npea rojisiMoTo MPEAN3BUKATCIICTBO J1a 6’L)IaT B KpaK C IMOCTOAHHOTO

pa3BuTHe Ha Hapymmrtenure. Criopen PoO Velinpaiit, nupekrop Ha EBpomnosn, kpuMHHAIHH

% . Herhalt, J. (2011). Cyber-crime-A growing challenge for governments, KPMG Issues Monitor, 8: 1-24,
https://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Documents/cyber-crime.pdf ~ mocnemHo
moceteH Ha 23.01.2024

YKPMG (2013). Global eFr@ud Survey, KPMG Forensic and Litigation Services.

' Chapman, A., & Smith, R.G. (2001). Controlling financial services frauds, Trends and Issues in Crime and
Criminal Justice, 2: 189, Australian Institute of Criminology, Canberra
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pa3CiiciBaHuA Ha KI/I6epHpeCT'BHJ'IeHI/I${, I/I,I[eHTI/I(i)I/IHI/IpaHeTO H IPOCICAABAHCTO HA IIPOU3X0Ja HAa
IIPECTBIIHOCTTA € HE CaMO CJIOKHO, HO ITIOHsJKOra M HEBB3MOXXHO IIOpaaud 6€3FpaHI/I‘lHOTO CH
€CTCCTBO, KOCTO € €AHO OT I'OJICMHUTC NPCANU3BHUKATCICTBA 3a pa3sBUBAIllUA CC CBAT, KOWTO Beue
U3NMUTBAa HCAOCTHUI' HaA TGXHOJIOI‘I/II/Ilz. Penuna CKCIICPTHU B pPa3JIM4HMA YaCTW Ha CBETA, Y€

KI/I6epaTaKI/ITe nu KI/I6epHpCCT"bHJ'ICHI/I$ITa ca JOXOJOHOCHO HAYMHAHHUEC — B KI/I6epCBCTa XaKEPUTEC

HU3BLPIIBAT OpraHu3rupaHa NpPECTHIIHOCT, KAaTO IIpoAaaBaT IIOBECPUTCIIHA OTKpaaHaTa I/IH(bOpMaHI/IH.

ExcrutoaranusTa ype3 copTyep € 4ecTo CpelllaH HauuH, Ype3 KOWTO XaKepuTe MoJyyaBatr
JIOCTBII 10 CHUCTEMM U uyBcTBUTeNHa HHGpopmanud. CodTyepbT 3a akTyalau3UpaHe Ha
NoTPeOUTENTUTE Ha CBbP3aHH B MpEKa MAIlIMHU CHIIO € JIECeH HaYMH 3a KubeprpecTbrHuuTe. [1o
TO3U HAYMH aKTyaJHUTE MHCTPYMEHTHU U aHTUBUPYCEH coTyep mMorar a ObAaT MHOIO MOJIE3HU
IIPU 3alllUTaTa Ha Mpekara U CHUCTEMHUTE, W3IOJ3BaHU OT OHJIAMH MOTpeOuTenuTe, Thi KaTo
BOJIEIllaTa aHTUBHUPYCHA IporpaMa MOXe Ja OTKpUBA, MpeMaxBa M 3alllUTaBa MaIIMHUTE U
MpEXHTE Ha IOTpedUTeNs OT 3710BpesieH copryep U T.H. I1o chiuus HauuH, noTpeduTenuTe TpsOBa
Ja ObJIaT BHUMATEJIHHU U J1a U30srBat nupatckus copryep. O6pa3oBaHUETO M TPaMOTHOCTTA MOTaT
71a TIOMOTHAT Mo-100pe 3a MpeAoTBpaTsBaHe Ha KNOEPIPECTHIICHUATA, Taka 4e 00y4EeHHETO 3a
TOBa Kak J1a ObAaT M3IMO0J3BaHU MH(DOPMAIMOHHUTE CUCTEMU M Kak Ja u30sArsare WId Ja ce
npeanasBaTe OT NPECThIIHUIMTE B KHOEPIPOCTPAaHCTBOTO € HEOOXOAMMOCT, 3a Ja MoraT
MOTPEOUTENUTE SICHO J1a pa30uparT Hal-4ecTO CPELaHUTE XAaKepCKHU JEUCTBUSA TAKTHKHU, KaTo
(UIIMHT, CONMATHO MHKEHEPCTBO WM MOJCIyLIBaHE HA MaKeTH W ApyrH'>. O6pa3oBaHMETO U
OCBEZIOMEHOCTTA B Ha OHJIAlH MOTpeduTenuTe TpsiOBa 1a U3MUHAT IBJIBI BT, 33 1a TH NPEANna3sT
OT MHOTO BU/I0BE KHOEPIPECTHIJICHUS — BbBEX/AaHETO Ha HOBU TEXHOJOIMH M3UCKBA 00yueHHe
HE CaMo 3a U3MO0JI3BaHETO Ha HOBUTE CUCTEMH, HO U 32 IIPaBaTa, 3a{bJKCHUATA U OTTOBOPHOCTHUTE,

CBbp3aHH C HOBUTC MallIMHU.

ITo moyto0eH HaYMH pa3nopeOUTe U 3aKOHUTE, KOUTO YIIPABISABAT €JIEKTPOHHUTE CUCTEMH,
TpsiOBa Ja OBJAT IIMPOKO PaA3NpPOCTPAHEHH, Taka dYe IMOTPEeOMTENHTe Ja ca HAasICHO C

PEryJIaTOPHUTE 3aKOHU W MCPKHU 3a KI/I6epHpeCTT)HJ'IeHI/I$I, BBBCACHU OT TEXHHUTC NPaBUTCIICTBA,

12 Council of Europe. (2003). Additional protocol to the convention on cybercrime, concerning the
criminalization of acts of a racist and xenophobic nature committed through computer systems (ETS 189),
http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm mocnenno moceren Ha 23.01.2024

13, Herhalt, J. (2011). Cyber-crime-A growing challenge for governments, KPMG Issues Monitor, 8: 1-
24 https://'www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Documents/cyber-crime.pdf mocneano
noceteH Ha 23.01.2024
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KakTO W B MeXIyHapojeH muan. OT Jpyra cTpaHa, Jiomiata M KOHCEPBAaTHBHA CHCTEMa 3a
pascieqBaHe CBIIO € IMpeyka Mpeja eJIeKTPOHHATa CHTYPHOCT, ThH KaTo NpodecHoHanHaTa
HEKOMIIETEHTHOCT U MOJIMTUYECKaTa HaMeca B peructpanusara Ha FIR, cucremara 3a paszcnensane
U TPOMAaBHTE TPOLIETYPH 3a 3a0aBsiHe B ChJcOHATa CUCTEMa Ha CTpaHaTa 3a0aBsT MPaBOCHANETO,
KaTo 10 TO3M HA4YMH BB3IPEINATCTBAT IPABHIHOTO IpHiaraHe Ha KuOep-3akonute. [lpyro
CPEICTBO 32 M3KOPEHSBaHE HAa KHOEPIPECThIHOCTTA € XapMOHM3HPAHETO HAa MEKIYHAPOIAHOTO
CHTPYIHHYECTBO M 3aKOHOJIATEICTBOTO — OCOOCHO 110 OTHOIICHHE HA MOTUBUPAHUTE OT ATYHOCT

u xubeprepopuctu'®,

[To Bpeme Ha orpanmvenusita nopaau pasmnpocrpaneHuero Ha COVID-19 mHoro manku
NpEANpUITHS TpsiOBAIlIEe CIICIIHO Ja MPEeMHHAT KbM JUCTAHIIMOHHA PaboTa, OTBApSMKU MOpaau
TrOpPENoOCOYEHUTE TMPUYUHU BBH3MOKHOCTH 32 BB3HHUKBAHETO Ha MHOrO MpoOjeMu ¢
KHOEPCUTYPHOCTTA, OT pabOTHUIIM, U3TOI3BAIIM IEPCOHATHI KOMITIOTPH 32 CBbP3aHu ¢ paboTaTa

3alauu, 10 pa3dyuTaHC Ha o0naka ¢ MaJIKO WM HUKakesB T IEepCoOHAI NI pECypCH.

KI/I6epHpeCT’bHHI/IHI/ITe MOrart JICCHO 1a MAaHUITYJINpAT MaJIKUs Ou3Hec — Te3H OpraHu3anniunu
HC MOrar Ja KaxXar ,,He“ Ha aTakKUuTC C ransomwarc, TBH KaTo HAMAT pe3CpBHa CUCTCMA 3a
BB3CTaHOBJIBAHC Ha JaHHH, aKO 6’I)I[aT AaTaKyBaHU. Bcuuko TOBa OTHOBO € CBBP3aHO C

OorpaHMYeHUsITa BbB (PMHAHCOBUTE cpeacTBa, ¢ kouto MCII ca npuHyaeHu Aa ce CIpaBsT.

Yogemkara rpemika € BoJemaTa NpuurnHa 3a 3JI0yHoTpeOuTe ¢ JaHHU B MajKusi OM3HecC.
Hoxnanst Ha IBM cb1110 Taka ycTaHOBSIBa, Y€ KOMIIPOMETUPAHUTE UACHTU(PUKAIIMOHHHU IaHHU ca
Hal-4yecTUSAT Ha4yMH, MO KOMTO KUOEpHpecThIHHUIMTE IMbPBOHAYAIHO AaTaKyBaT JaHHUTE Ha
KoMmnaHusATa. ThH KaTo MalkuTe MNpeanpusaTus He ce (oKycupaT BBpPXYy OOYUYEHHETO IO
KHOEpCUTYPHOCT, YECTO OTHOBO MTOPAJIX JIMIICA HA (PUHAHCH, CITy>)KUTEIIUTE MOTaT JIECHO Ja ObJar
IIOAMAaMEHH J1a MONaJaHaT Ha U3MaMH ChC COLMAIIHO MHYKEHEPCTBO, 3JJOHAMEPEHH 3aIlIaXy WIH
CHOJIENISIHE HA JAaHHU 32 BXOJ, YyBCTBUTEIHH JaHHU U Ipyra (upMeHa U KIMEeHTCKa HHPopMaIus,

ThI KaTo HE 3HASAT KaKBO Ja THPCAT, 3a Aa I/I,Z[CHTI/I(I)I/II_[I/IpaT MOAO3PUTCIIHA KI/I6ep ﬂeﬁHOCTIS.

14 Herhalt, J. (2011). Cyber-crime-A growing challenge for governments, KPMG Issues Monitor, 8: 1-
24 https://'www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Documents/cyber-crime.pdf mocneano
noceteH Ha 23.01.2024
15 IBM, https://www.ibm.com/downloads/cas/OJDVQGRY nocnenno nocered na 23.01.2024
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Teit KaTo KI/I6CpHpCCT’bHHOCTTa HapaCTBa W Hampe€lBa C BCsJIKa M3MHHaJa IOJWHA, I10-
BAXXHO OT BCAKOra € MaJIKUTC MPCAIPHUATUA Oa pa36epaT KaK TC3HM BHJOBC aTaKW MOrartr aa
IMOBJIMAAT HA ONICPpAIMUTEC UM U J1a IPpCANPpUCMAT IIPABUITHUTC CTHIIKH, 3a J1da CC 3alUTAT. Pannoto
OTKpPUBAHC HAa HAPYIICHUC HA JAHHUTC € OT pClIaBallo 3HAYCHHUC 3a CIIACABAHCTO Ha pCIIyTaluiaATa
Ha KOMIIaHUsATa WM INCTH, BB3JIHU3alllM Ha XHIISAAH, 0e3 camuTe IMPAKTUKH Ja Ca U3KIIIOYHUTCIHO

CKBIIH.
Haii-no6pure npakTuku 3a KHOEPCUTYPHOCT Ha MaJIKWs OM3HEC BKIIIOYBAT:

OCHUCTEMHO OOydYeHHEe Ha CIYXHTEIUTEe — TpEANpHusTHaATa TpsiOBa 1na OOMHCIST
HEMPEeKbCHATO 00yYEHHUE, 3a J1a ca 1oOpe 3ar03HATH BCUIKUTE UM CITYKUTEIU C MOTCHIIMATHUTE
ySI3BUMOCTH B CHTYPHOCTTa, 3a pa3lo3HaBaHe M M30srBaHe Ha M3MaMH, Ch3/laBaHE Ha CHIIHU
MapoJy U 3alUuTa Ha YyBCTBUTETHA MH(POPMAIIHS 32 KIMEHTH U KOMITAHUU;

® aKTyaJM3upaHe Ha copTyepa 3a CUTYPHOCT — KOMITAHUUTE TPIOBa Ja M3MOI3BAT 3alTUTHH
CTEHM, aHTUBUPYCEH cOPTyep U AHTUILIIHMOHCKU IPOTPaMH, 3a J]a FapaHTUPAT, Y€ UyBCTBUTEIIHUTE
JAHHW HE MOrar Ja ObAaT JIECHO JOCTBIIHU OT Xakepu. Te3u mporpamMu 3a CUTYPHOCT CBIIO
M3HMCKBAaT PENOBHU aKTyalu3alliH, 3a Ja MpeAna3BaT yCIEIHO OT YA3BUMOCTH, Taka de
MenumxbpuTe Ha MCII crnenBa penoBHO Aa mpoBepsiBaT yeOcaiiToBeTe Ha JOCTABUMIIUTE Ha
codTyep, 3a 1a Hay4aT 3a MPEJCTOSIIINUTE KOPEKIIMH 32 CUTYPHOCT U IPYTH aKTyaTu3alluu;

®3amuTa Ha GUPMEHNUTE JaHHU — Thil KATO MHOTO 3JI0YIIOTpeOu Ce CIyuBaT Mopaau rpenrka
Ha CITy’)KUTEJIHUTE, T Ce/iBa Ja UMaT JAOCTHI caMo /0 KU3HEHOBaXKHA MH(OpMaIHs 3a TAXHATa
KOHKpeTHa mo3uius. Komnanuure TpsaOBa 1a OOMHCIAT MPOrpaMH 3a ChXpaHEHUE Ha 3aIiCH,
N3UCKBAIII OT CJ'IY)KI/ITGJ'II/ITG HpaBI/IJ'IHO Ja MU3YUCTBAT WU apXI/IBI/IpaT (i)al\/'IJ'IOBe. PGILOBHOTO
apXWUBUPAHE Ha JAHHUTE Ha BCHYKH KOMITIOTPH U PAa3IOJIaraHEeTO ChC CUCTEMA 33 BH3CTAHOBSIBAHE,
ako nHpopmanusaTa TpsOBa Aa ObJe W3BJIEUEHA TOPaaAN KuOepaTaka CbC CUTYPHOCT CTpyBaT MO-
MAaJIKO OT OTKYTIA 33 KpUntupamus kiod. CerMeHTHPaHeTO Ha MpeXa € IpYT HauuH Ja n3berHere
CIOJICTISTHE Ha JaHHU B Isu1aTa Mpeska. [1o To3u Ha4uwH, ako 4acT OT MpekaTa € KOMIIPOMETHPaHa,
HE BCHUYKO € N3Ue3HAJIO TTOPa CErMEHTHUPAHETO.

® TOJIMTHUKH 3a 3al[UTa Ha Mapojia — MAIKUTE MPEIIPUITUS U TEXHUTE CIYKUTETH TpsOBa
Jla U3MOJ3BAT CUIJTHU TIAPOJIH 32 BCEKH CalT, 10 KOWTO ce BIu3a exenHeBHo. [laponuTe HUKora He
TpsiOBa J1a ce CIOMAETAT MEXIY CIYKHTEIH WIH J1a Ce 3alKcBar, KbJETO JAPYTUTE MoraT Ja TU
BUAT. ToBa € O6e3raTHa MpaKkTUKa, KoaTo obaue moxke na cnectu Ha MCII mHOTO TpobieMu;
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emrdpoBaHe Ha JaHHU — BCUYKU JaHHH, JOCTHIIHU Ype3 JUUYHU yCTPOMCTBA, KOMIIOTPH
WIN CHPBBPU TpAOBa Aa ObJAT 3aIIUTEHU Ype3 MOIXOAII0 KPUITUPAHE B CIy4yall Ha OMHUTH 3a
HeOoTOpU3UpaH nocThil. Korato qaHHMUTE ca KpUNTUPAHU B MOKOM, T€ ca 3alllUTEHH OT Iperjes,
OCBEH aKO MOTPEOUTENST HE pasiioiara ¢ IpaBHWIIHUTE UICHTU(UKAIIMOHHY JJaHHU U KoJ. ToBa e
MHOT'0 Ba)KHO 3a Bcuuku peryiaupanu ot HIPAA nannu;

o MHOTO()aKTOPHO YJOCTOBEpsSBaHE — TO3U MHCTPYMEHT W3HCKBA JOMBIHHUTEIHA
nH(pOpMaIKs 3a IPOBEPKA, HAIPUMEP KOJI 32 CUTYPHOCT, H3MPATEH Ha Balus TenedoH, 3a BIN3aHe
B MpEXH, CUCTeMH M KommtoTpu. Koratro e BB3MOXKHO, € BaxkHO aAa ce wusnon3zBa MFA.
BxirouBanero My 3a umeiin, VPN nocTsIl, 3amuTHa cTeHa U codTyepeH JOCThI BOAM JO IMO-
CUT'ypHA CUCTEMA U OTHOBO HE CTPYBA JONBJIHUTEIIHU NIapU HA KOMIIAHUSATA;

e K110ep3acTPaxoBaTEIHO MOKPUTHE — KHOEP3aCTPaXOBAHETO MOKE 3HAYUTEITHO J1a TOMOTHE
3a 3allMTara Ha MaJKus OM3HEC OT MOTECHIIMAIHUTE EKCTPEMHHU Pa3XOAH, KOUTO Bb3HUKBAT OT
HaOoOp oT kubepaTaku U (PMHAHCOBUTE IIETH U MICTUTE 33 PENyTAlUATa, IPUIUHEHHN OT MPOOUBU
Ha gaHHu. OOpaboTuuIUTe Ha KUOEp MCKOBE ca XOpara, KOUTO Jla HACOYBAT MOTHPIEBIINUTE
PBHKOBOJIUTENN HAa MalKU OM3HECH MO BpPEeME Ha CTPECHpalls MpoIlec U JAa UM MOMOTHAT Aa
noadepaT OCTaBYMIM, KOUTO Ca BHUMATEIHO MOAOpPAaHU CHIIACHO KOHKPETHHUTE HYXKIU H
YCJIOBHS Ha TIPEINPHUATHETO.

KubeprnpecTbIHUIIUTE YECTO W3MOI3BAT YOBEIIKATa YSI3BHUMOCT M ICHUXOJOTHYECKH
€JIEMEHTH, 32 J1a OTKpPaJHAT UIeHTU(UKAIMOHHH JaHHU U J1a TOJIy4aT HEOTOPU3UpaH AOCThI. Thit
KaTo aTakuTe ¢ (PUILMHT U COLIMAIHO MHXKEHEPCTBO Ca HACOUYEHU MPEIMMHO KbM XOpa, YOBEITKUSIT
(dakTop npoawKaBa 1a Oblie BaxeH eneMeHT, koiito CISO TpsbBa ga B3eMar mpenBul, 3a Ja
3alUTAT OpraHu3aluuTe cu OT kubeparaku. [loBedero 3moynoTpedu ¢ TaHHU ca MPUYUHEHH OT
YOBEIIIKA rpelika, HEOPEKHOCT WM JIUTICAa HA OCBEJIOMEHOCT, HAalpUMep Ype3 MPOCTO IHIpaKBaHe
BBpPXY TpellHa Bph3ka. Taka 4de € OOWYalHO CIYKUTEJIWTE Ja yBEIHYaBaT LHUQPPOBHS CH

OTIICYATBhK, oe3 Ja ¢ca HajdCHO C CBBP3aHUTE C TOBA PUCKOBE.

,»XOopara ca Haii-c1ab0To 3BEHO B KHOEPCUTYpHOCTTA.  — Ta3u HEraTUBHA XapaKTepUCTUKA
Ha YOBeIIKaTa Mpupo/ia € IbJI00KO BKOPEHEHA B UHYCTpHsTa 3a KuOepcurypHoct. B pesynrar Ha
TOBa MMa penlia IPEUKHU MpeJl ToBa J1a UMa LieJIeHacoueHa, TpaJiuBHa JUCKYCHS Kak Mmo-1o0pe 1a
ce BKJIOYAT XopaTa B IPOLECHTEe Ha KUOEPCUT'YpPHOCTTA. 3a pa3iuKa OT TEXHOJOTHMHUTE U

TCXHUYCCKUTEC TMPOHCCHU obaue XOoparta Ca HCHOCTOSIHHU W HEHUPCABUIAWMU. HpO6HCM’BT C
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YOBCIIKHA (baKTOp € CJIOKCH, 3alll0TO I10 CBOATA CBIIHOCT IIpE€AIiojara CCpuo3Ha COuoJIOrn4eCcKa,

ncuxonoruyecka u gpuiaocodcka guckycus S,

B Oop6ara cperry kuOepaTakuTe YOBEIIKaTa MHTYUIUSA U KPEaTUBHOCT BHHATH IIIe ObAaT
pemraBam. I[lo BpemMe Ha TE€ONMOJUTUYECKO HAMPEKCHHE, HANPUMED, aHAIM3aTOPUTE II0
CUTYPHOCTTA MOTAT Ja MPEIBUISAT YOBEIIKOTO TOBECHHUE, 1A MPEABUIST MIPECTHITHU ICUHOCTH U
na paszdepar 3amio 3aljaXxuTe Ce HAcouBaT KbM KOHKPETHH opraHu3anuu. KubepcurypHocTra
obOaue He MOKe M He TpsiOBa 1a ObJIe OTTOBOPHOCT HA €IMH E€KHII WUIM OTACN — TS TpsAOBa 1a Obae
CIIOJICJICHa OTTOBOPHOCT B IisJIaTa OpraHU3alvs, KakTO U B HEWHATa pa3lIMpeHa eKOCHCTEMa OT

MMapTHBOPH, JOCTABYNIHN U KIIMCHTH.

Tpii KaTO oOpraHuzanuuTe BB3MpUEMAT XUOPUIAHM MOJENU Ha paboTa U YCKOpSABAT
[IpUEMaHeTo Ha o0Jiaka, Te CTaBaT MO-MOJATJIMBU Ha MOIIIbIIAHE HA aKayHTH W JIPYT'M BHJIOBE
n3MaMu. ETo 3a1mo0 e BaskHO ciykuTenuTe Ja pa3depaT Kak KubepaTakuTe MOrar Jia IMOBJIUSAT Ha
TeXHUS OM3HEC U KaK Aa CC 3alllMTAT OT I'bPBUA JICH. Hosure CIIYXKUTCIIN TpH6Ba Ja nmpeéMuHar
o0y4yeHHe 3a OCBEOMEHOCT OTHOCHO KMOEPCUTYpPHOCTTA KaToO 4acT OT Mpolieca Ha HaOupaHe U
anantupane. Hapen c ToBa 00yueHueTo 3a HHGOPMHUPAHOCT OTHOCHO CUTYPHOCTTa TpsiOBa fa Objie
HENpPEeKbCHAT MPOLEC, KOWTO J1a 00XBallla rojsiMo pa3Hoo0pa3ue OT TEMU U IPUMEPH 3a (PUILNHT,

ransomware 1 aTakv 4pe3 COUAIIHO MHKCHEPCTBO.

Bwrnpeku 4ye 00y4EeHHETO MO CHTYPHOCTTa € TOJIE3HO M 3aJIbJIKHTEIHO, CIYXUTCIUTE
HEBUHArd M3II0JI3BAT TE3W 3HAHUS Oe3 CTUMYJ 3a TOBaA. Hsaxkou BU>XaT FeﬁMI/Iq)HKaHHﬂTa KaTo
MOTEHIMATHO CPEICTBO 32 HaChpuaBaHe Ha aKTUBHO y4acTHE B JICHHOCTH 32 KHOSPCUTYPHOCT, HO
TOBa caMo 10 ceOe ch HAMa J1a Obje €PEKTHUBHO, aKO HSIMa PEaTHU MHCTPYMEHTH, KOUTO Ja TO
103BOJIAT. CHBPEMEHHHSAT TMEH3aX Ha KHOSPCUTYPHOCTTA € CTaHaJl TBBPAC IUPOK M CIIOKEH, 32
na Oble pa3dpaH caMo OT XOpaTa, Taka 4e M3MOJI3BaHEeTO Ha CTPATerHs 3a 3allluTa B JbI00YHHA

MOJKE J1a Ce OKaXke OT CBILECTBEHO 3HaueHue. Upe3 MoaepHU3upaHe U aBToMaTusupane Ha UT

16 Coventry, L., Briggs, P., Blythe, J., & Tran, M. (2014). Using behavioral insights to improve the public’s use
of cyber security best practices. Government Office for Science
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IIpOoHeCUTEC MOKEC OU € BE3MOCTHO Ja CC HaMaJIl U HO,Z[O6pI/I B’b3I[CﬁCTBPICTO Ha YOBCIIKHUA (baKTop

BBPXY KuOepcurypHoctra'’,

EBponeiickara komucus (2005 r.) nedraupa 3HaueHHETO Ha AeduHuIMsITa HA EBponeiickus
cbto3 3a MCII no cnennus HauuH: B eauHeH mazap 6e3 BBTPELIHU TPAHUIIM, OT CHIIECTBEHO
3HaueHue ¢ Mepkute B mosa Ha MCII na ce ocHoBaBar Ha 001ma neduHUIMS, 3a 1a ce MoA00pu
TSAXHATA TIOCIIEOBATEITHOCT U €)EKTUBHOCT U JIa CE OTPaHNYAT HAPYIICHUATA HA KOHKYPEHIIUSATA.
ToBa e ome mo-HEOOXOAMMO, KAaTO C€ MMa MPEIBUI IIUPOKOTO B3aWMOJEWUCTBHUE MEXKIY
HanuoHamHuTe Mepku U Mepkute Ha EC 3a nonnomarane Ha MCII B o01actu KaTo peruoHaIHO
pazBuTue U (PUHAHCHpPAHE HA HAYYHU HU3CJICABAHUS... 32 IbP’KaBUTE-WICHKH H3MOJ3BAHETO Ha
ompeneneHueTo € aobpoosHo, HOo Komwmcusita ru mnpukanBa, 3aeqHo ¢ EBpomnelickara
naBectuiimonHa 6anka (EWDB) u EBponelickus nnBectunvioneH goun (EM®P) na ro mpuiarar
BB3MOXHO Hal-mmupoko. Brerpeku obema Ha aedununuure Ha MCII, cbiiecTByBa TeHIEHIUS Aa
ce MpueMar KOJIMYECTBEHU KPUTEPHH, Ha TEPBO MSCTO KpUTEepUs 3a Oposi Ha epcoHana uiu 0pos
Ha CITY>KUTEITUTE KaTo OCHOBEH omnpenessimy ¢pakrtop npu kareropusupaneto Ha MCII. Chiio Taka
B PaMKHTE Ha TO3W KOMIIPOMHC UMa TEHACHIIHS 33 Ie()UHHUIINN, KOUTO CE Pa3POCTPAHIBAT OTBB/I
TpaHUIIUTE Ha OT/AETHA Ibp’KaBa BB BpEMeE, KOraTO MKOHOMHYECKOTO B3aUMOJIEHCTBUE MEXIY
CTpaHUTE € WHTEH3UBHO. VMIMEHHO THpoAyKT Ha Te3u aepununuu e nepununusara 3a MCII,

JICTUTUMHPpAaHa OT EBpOHGfICKPI?[ ChIO3 N KOATO CC U3II0JI3BA OT IOBCYCTO U3CICIOBATCIIN.

HMkxoHoMHuueckaTa JuTeparypa ChIbpiKa IOJIEMHU PA3IUKU B JAePUHHUIMATA HA MAJIKH U
cpennu  npeanpusAtus.  CTaTUCTUYECKUTE  areHIMM, MEXAYHapOJAHWUTE  OpraHM3alUH,
MIpaBUTEJICTBATa HA HE3aBUCUMHM CTPAHU C€ MOSABSBAT C PA3IMYHU JePUHULMN U KaTeropu3aluu
3a NpEANpUATHATA, KOUTO HE OTpa3sBaT pa3lIMKUTE MEXIY TAX. PasmuyHute omnpezneieHus Ha
MCII ca no-ckopo IpPOM3BOJIHHM, OTKOJKOTO TpUIMKaTa HAa HHUBOTO M €CTECTBOTO Ha
MKOHOMHYECKOTO pa3BuTHE. HsMa yHHKalHa, YHHBEPCAJIHO INpHeTa NSePUHULUSA 3a MAIKU U
cpenHu npeanpusaTusa. Hacrosnmre kpuTtepuu ca IpeTbpIiean PeBU3KS U BUHATU €a B IIPOLEC HA
onieHka. Hsima HUTO elHO OT JBeTe ChIlache, HUTO CKJIOHHOCT KbM COJM)KaBaHE 110 OTHOIIECHUE

Ha I[C(bI/IHI/II_[I/II/ITC, J0pU MECKAY MEKAYHAPOJAHU OPraHu3anuu, KOUTO O6CI[I/IHSIBaT KaToO 4YJICHOBC

17 Norris, G., Brookes, A., & Dowell, D. (2019). The psychology of internet fraud victimization: A systematic
review. Journal of Police and Criminal Psychology, 34(3), 231-245
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€IHU U ChIIU IbpKaBU. 3HaueHHeTo Ha AepuHunmsara Ha MCII 3a monuTULUTE C€ CHCTOU B
OLICHSBAHETO HA KATETOPUUTE MPEANPUATHS U TEXHUS IPUHOC KBM 3a€TOCTTA, OPYTHUS BHTPEIICH
MPOAYKT U JPYTd MaKpOMKOHOMHUYECKH IMOKa3aTelld, 32 HACOYBAHE HA YCHIIMSTA, MOJUTUKUTE,
CTPATEeTUUTE 32 PA3BUTHE U MPOrPAMUTE 32 MOATIOMATraHe Ha MAJIKUTE U CPEAHUTE MPEIIPUATHUS.
3a nedunuiuara Ha MCII M3non3Bar ce Haii-BeYe KOJIMYECTBEHUTE MTOKA3ATENH, KPUTEPHUAT 32
pa3Mep Ha CIIy)KUTEITUTe U MKOHOMUYECKUST KPUTEPH 3a TOJUIIHUS 000pOT U CYyMHUPAHETO Ha
WKOHOMHYECKUTE Pe3yNTaTH BbB (DMHAHCOBUTE OTYETH. KOJTMYECTBEHUTE KPUTEPUU YIIECHSIBAT
KaTeropu3upaHeTo Ha OM3Heca M0 pa3MepH, HO ChAbPIKAT HEAOCTAThKa Ha JITICATa HA YBEPEHOCT
U JIUIICaTa Ha JOCTBHII JI0 JOKJIaaBaHUTEe NaHHU. HezamMeHuma e HeoOXOAMMOCTTa OT BKIIFOUBaHE
Ha Ka4eCTBEHU XapaKTEPUCTUKU Ha MPEANpUATUATA NpU copTupaHeTo uM B kiacoBe. MCII ce
HaWMEHYBAT CIIOpE]] KpUTEPHUH 32 pa3MEpH, HO XapaKTEPUCTUKUTE Ha YIIPaBICHUETO, CTPYKTypaTa
Ha cOOCTBEHOCTTA U JAPYTM HEU3MEPUMU ACIEKTU TM OTIMYABAT OT TOJIEMHUTE MPEINPHUSATHUS T10-

JICCHO, OTKOJIKOTO KOJIMYCCTBCHUTC I1IOKA3aTCJIN.

[Tonnomaranero Ha MCII B ycunusita UM 3a JUTHTaAIU3alds BKJIOYBA [OCPELIAaHE Ha
penuna KpUTHYHH HYXaW. JJoCcTBIBT 10 (UHAHCHpaHEe € €IUH OT HalW-KPUTUYHUTE, ThU KaTo
MCII yecto ce HyXAasT OT MOJKpeNna, 3a Ja MHBECTUpAT B MHUIMATHUBU 3a LUGPOBU3ALMS,
MOKpUBalKN pa3XxoJIu KaTo xapayep, codryep m oOyueHue Ha ciayxutenu. Hapen ¢ Tosa,
IIporpaMuTe 3a 00y4eHHe U pa3BUTHE Ha YMEHHUATA Ca OT ChLIECTBEHO 3HAUEHHE 32 000PYIBaHETO
Ha ciyxurenute Ha MCII ¢ uudpoBute ymeHus, Heo6XoaUMHU 3a €(PEKTUBHOTO M3IMOI3BAaHE HA
texHosoruute. MCII yecTo HAMAT BBTPEIIHUS €KCHEPTEH OINMUT, HEOOXOIUM 3a CIIPABSHE ChC
CJIO)KHOCTTA Ha LU(POBU3ALMUATA, KOETO MPAaBU KOHCYJITAHTCKUTE U KOHCYJITAHTCKUTE YCIYTH
neHeHn pecypc. Tesu ycmyrm wmorat ga HacouBaT MCII npu u3bopa Ha TEXHOJIOTHH,
pa3paboTBaHETO Ha CTPATETHs U YNPABICHUETO Ha PUCKA, KaTO rapaHTUparT MO-TUIaBHO TbTyBaHe

A0 Jururaiu3anus, T obOaue ChbIIO CTPYyBAaT HEMAJIKO.

3amnaxure OT KUOEepHnpecThIICHHUs, IodanHaTa KOpynuus U Obp3UTE TEXHOJIOTHMYHU
IIPOMEHHU ca MpeIU3BUKATENICTBA 32 KOMIIAHUUTE, BHEApsBaIlK TexHosuoruute Ha Muaycrpus 4.0.
[Ipennpustusta TpsOBa Aa OTroBapsAT Ha CTAHAAPTUTE 3a CHOTBETCTBHUE, 3a Jla TapaHTUpAT, 4e
JIEMHOCTUTE Ha OpraHu3alMsITa ca B CHOTBETCTBHE CbhC ChHIIECTBYBAIIUTE pa3noperion.
CranpnapTuTe 3a CbOTBETCTBHE CJIE/IBA JIa CE€ Pa30UpPaT KaKTO KaTO CbOTBETCTBHE ChC 3aKOHOBUTE

HU3UCKBaHHs, TaKa U KaTO €TUYHU CTAaHAApPTH. CBOTBETCTBHE O3HAYaBa M3MBIHCHHE HAa BCHUYKH
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3aIbJDKCHUSA Ha OpraHr3alunsiaATa. I/ISI/ICKBaHI/IHTa, Ha KOUTO OpraHu3anuiaTa TpH6Ba Ja OTroBaps,
BKJIFOYBAT HNPHUIIOKHMOTO 3aKOHOAATCIICTBO (3aKOHI/I, Hapez[61/1 U Jpyrun HOpMAaTHBHU aKTOBe) n
nMa Majika CBO6OI[a B TOBAa OTHOLICHUC. Hapezl C TOBa, OpraHu3anuAaATa CjIcABa Aa OTroBapsa Ha
pasiiniHu I[O6p0BOJIHI/I 3aABJOKCHUA, KAaTO HMHAYCTPHUAJIHHU WM OPraHU3allMOHHU CTAaHOApPTH,
KOJCKCH, IIPUHIHUIIK Ha I[06p0 YHpaBJICHUEC, KaAKTO W COLMMAJIHU M €TUYHH HOPMH, IIPU3HATH B

opraHu3anusaTa.

BTOPA  IJIABA - METOAUKA 3A IIOBHUIIIABAHE HA
KUBEPCUI'YPHOCTTA B MAJIKUA U CPEJAEH BU3HEC B BbJII'APUSA

2.1 IIbpBHu eTan — uaeHTH(UIHUPAHE U YIIPaBJeHHe HA PUCKOBeTe 32 MAJIKHSA M CpeleH
OousHec B bbiarapusi, cBbp3aHu ¢ IMTHTAIN3ANUATA

MCII ca no-ys3BUMH B CpaBHEHHME C TOJIEMUTE KOMIIAHHUU II0 BPEME HA MEPUOIU Ha
MKOHOMHYECKAa M (pMHAHCOBA pelecus, Karo NPUYMHUTE ca MPEeANOCTaBEHH OT TEXHUTE
XapaKTePUCTUKU — TPYAHOCT HpPU MPECTPYKTypHUpaHE WIM ChKpallaBaHe, HHCKA CTENEeH Ha
IUBepCUUKAIMA Ha JEHHOCTHTE, MO-KpexKa (puHaHCOBa CTPYKTYpa, 3aBHCHMOCT OT BBHHIIHH
M3TOYHHUIM Ha (uHaHcupane. [lannemuunata kpusa uzoctps te3u yszsumoct, MCII pearupat
KBCHO Ha NPEAU3BUKATEIICTBATA, & IPUYMHUTE 3a TOBA Ca Hall-B€4e B OTPAHUYECHUTE PECYPCU —
MIO-KOHKPETHO HEJOCTUT Ha (PMHAHCHU U MaJIbK napuyeH Oyep — IpoIycKH B €KClepTh3ara u

YA3BUMOCTH B OTHOLICHUATA C KIIMCHTH U JOCTaABUMUIIH.

B Ousnec nureparypata ce mocouBa, ye puckoere 3a MCII npu mocpemiaHero Ha
HOCIEIUIUTE OT HKOHOMHUYECKaTa KpH3a CE OCHOBAaBAaT Ha JIMIICaTa Ha (DMHAHCOBH PECYPCH U
BHCOKaTa IleHa Ha KamnuTajla, Hapel C HEJOCTUra Ha aJMUHUCTPATUBHU U TEXHUYECKU

BB3MOXHOCTH.

[TanneMuyHaTa Kpu3a U30CTps TPYAHOCTHTE, Ipell KouTo ca unpasenn MCII u onpenens
HE0OXOMMOCTTa OT MPEOLIEHKAa Ha TO3U CEKTOp MPEIBUJ MSICTOTO M POJISATA, KOSITO MMa TOH B
Obparapckata MKOHOMHKA, ThH KaTo € JIBJIOOKO HMHTErpHpaH B MKOHOMHYECKaTa M COLMAIHA
CTPYKTypa HE caMO Ha cTpaHarta, HO U EBpona — npunomusame, ye B EC MCII npexncrasnsBar
99,8% ot 00musa 6poit KoMmaHuH, ocurypssar 65% ot paboTHuTe Mecta u reHepupat 53% ot
nobaseHata croitHoct. OT npyra crpaHa, BbOpeku yszBuMmoctute, MCII ca mo-rpBkaBu u

aJallITUBHHU OT I'OJICMUTC KOMIIAaHUH (XapaI(TepI/ICTI/IKI/I, KOHUTO MOr'aT Ja UM IMO3BOJIAT Ia pearupar
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IIPABUIIHO ¥ OBP30 MO BpeME Ha KpU3a), KOETO Ce AbJDKU Ha TEXHUS pa3Mep, BUJ Ha COOCTBEHOCT
U HepapXUyHM CTPYKTYpH, ONM30CT 1O JIMLATA, B3eMally peleHHs OT KIMEHTU U JAPYrH
3aMHTEPECOBAaHH CTPAaHH, KOETO I03BOJIABA J1a € NOIy4H IIeHHA Ma3apHa nHpopmamus. Hapen ¢
TOBA, MaHAEMHITA Cb3/laBa OM3HEC BH3MOXHOCTU B OIpPEIEICHU OOJIACTH KAaTO €JIEKTPOHHA
TBPrOBHUs, JOCTABKM U MOOUJIHU MPHIIOKEHUS ChC COJIMIECH TEXHOIOIHYEH XapakTep. B cbuioro
BpeMe o0ade BOAM JI0 3HAYUTEIHH NPOMEHHU B MOTPEOUTENCKOTO MOBEACHUE, €1HA OT KOUTO €
MOBHIIEHUAT (POKYC BBPXY OHJIANH MMazapyBaHETO U JeiHOoCcTUTE BhoOIIe. ETo 3amo koMmnanuuTe
TpsaOBa Jja ce ajanTHpaT KbM TE3U NMPOMEHH (KOUTO BEPOSITHO IIe ObAaT HeoOpaTUMH), 3a Ja
IIPeUIoKaT HOBAa CTOMHOCTHA odepTa, Oa3upaHa Ha MHOBATUBHU TEXHOJOIMYHM PEILEHHs upes3

WHBECTHIIMH B ITU()POBU3ALIHSL.

3a na ce copaBAT € IpeAu3BHKaTelCTBaTa, mopoaeHu ot kpuzara ¢ COVID-19 u
MocjeBailara pernecus M, €IHOBPEMEHHO C TOBa, Ja CE€ BB3IOJ3BAT OT BH3MOKHOCTHUTE,
BB3HUKHaAIU Tpe3 To3u nepuo, MCII TpsadBa na 0baat no-ycroituuu. Y croitunBocrra Ha MCII
BKJIFOYBA KPEATUBHOCT ¥ MHOBAIIMH (KaTO MIPEANPUEMAYECKH YMEHHS) 32 TTOCPEIaHe Ha HYKIUTE
Ha KJIMCHTHUTE W TCHICHIIMHUTE Ha ma3apa. BeIpeku ToBa, TS camaTa KaTo 110 ce 00yciaBs OT
YCTOMYMBOCTTa Ha EKOCHUCTEMHMTE Ha NPEANPUATHETO — CIEI0BAaTEIHO IMpPaBUTEIICTBEHATa
MOJIKperna ¥ MyOJIuYHUTE TIOTUTHKY ca OT pelllaBaiio 3HaueHue 3a ycronunBoctta Ha MCII, 32 na
MOXE TEHEPATM3UPAHETO HAa HOBUTE TEXHOJIOTMM HA TSIXHOTO HUBO Ja CTUMYJIHpPA TEXHUS
YCTOMYMB pacTex, 3a TeHEePATH3UPAHETO HAa HOBUTE ITU(POBU TEXHOJOTHUU U MPUIIATAHETO Ha

Ppa3JIniH UHOBATHUBHU MHCTPYMCHTHU HA Y€TBbPTATA UHAYCTPUAJIHA PCBOJIFOI .

OrpanunueHutre (QUHAHCOBU pECypcH, KakTO M JAWHAMUYHUAT U ChIIEBPEMEHHO
(¢parMeHTUpaH TMa3ap OrpaHWYaBaT JUBEpCUUKALUATA HAa OINEpaluUTe M ACOPTUMEHTA,
npenoctaBsiHu oT cekropa Ha MCII, koeTo 3HaUMTENHO yBenW4aBa pHcKa OT OM3HEC IMpOBal
nopanu (GanuT Ha Te3u kommanuu'S. Hapen ¢ ToBa, B MaJKHTe MPEANPHATHS HPOIECHT HA
yIpaBJIeHUE, 3a Pa3jinKa OT IO-TOJIEMUTE KOMIIAHMH, YECTO Cce IpeHeOpersa M MMa MO-TECEH
00XBaT, KOETO CBILO JONPHHACSA 3a IOsBaTa Ha MHOXECTBO 3allllaXW 3a TSIXHaTa JelHocT. B

cpiioro Bpeme Jindrichovska orGensiza, yue (MHAHCOBOTO CHCTOSHUE HA MAJIIKUTE MPEANPUATHS €

18 Ojala, Arto, and Hannakaisa Isomiki. 2011. Entrepreneurship and small businesses in Russia: A review of
empirical research. Journal of Small Business and Enterprise Development 18: 97—119
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IPAKO M 3HAYMTEIHO 3aCETHATO OT TEXHHTE cOOCTBEHMIM'®. ABTOpKaTa MOCOYBA, Y€ HAPEM C
IOpYyTH JINYHUTE acClEeKTH €a HaW-TACHO CBBbP3aHU C BEPOATHOCTTA OT HECBHCTOATEIHOCT HA
OPENpUATHATa, KOETO TpsAOdBa Ja ce B3eMe IpeABUJ B MOJENa 3a OLICHKA Ha pHCKa OT
HECHCTOATENHOCT. Te3u crnenupuyHu XapakTepUCTHKH Ha AeiHocTTta Ha cekropa Ha MCII
O3HauaBar, 4€ WIACHTU(UIMPAHETO U U3MEPBAHETO HA TE€XHUS (UHAHCOB PUCK TpsAOBa 1a Obje
pasIM4HO OT TOBa B rojemMuTe npeanpusarus. Jluncara Ha pecypeu, nossosssamu Ha MCII na
pearupaT Obp30 Ha BHTPEUIHM U BBHIIHM 3aIljlaxd, O3Ha4yaBa, 4e Te TpsOBa Ja Bb3IpUEMaT

CTpaTCrusiaTa 3a YIPABJICHUC HA PUCKA B IIO-TOJIAMa CTCIICH OT I'OJICMUTC opraHmauI/mZO.

MCII ca npu3HaTH 3a KJIIOYOBH JIBUTATEIHd HA MKOHOMUYECKHS PACTEX M COIUATHOTO
pa3BUTHE B CBETOBEH MaIillad, KOUTO JAOMpHUHACAT 3a rnoseue oT 50% ot manbuute, 60% ot BBII,
70% ot TexHosornyHuTe WHOBamMM U 80% OT IsuIaTa 3a€TOCT B IEHTPAIHUTE pPalOHU.
[IpeanpusTusATa OT CETMEHTa MMAT NPHCHIIA XAPAKTEPUCTUKH, KOMTO TH OTJIWYaBaT OT IO-
rOJIEMUTE KOMIIAHWH, KaTO MO-TOJIsIMA I'bBKABOCT B OTTOBOP Ha MMPOMEHUTE U TO-CIICIIHATH3UPAHI

B TEXHUTE CIIOCOOHOCTH.

Jlururannara TpaHcopManus pa3MUBa TPAHUIUTE MEXIY HWHIYCTPUHUTE, HOCHU
CTpaTerMyeckd W OPraHHU3allMOHHU TPOMEHH M IMpeIN3BUKBA KOHKYPEHTOCIOCOOHOCTTa Ha
npennpusTusaTa. [lopagu HeagexkBaTHU BBTPEUIHM U BBHIIHM PECYPCH, OTPAHUYEH JOCTHII 10
BBHIIHO 3HAHWE U HESCHU MHOBALIMOHHM CTPATETUU B CPaBHEHHUE C IIO-TOJIEMHUTE KOMIIAHUH,
MHOro MCII ca ce cOxbckanu ¢ 6apuepu B HHM(pOBHU3aLUATA OT TEXHUUECKH, TEXHOJIOIMYHH,
OpraHM3alIOHHU U MPaBHU acleKTu. MeXayBpeMEeHHO HEMPEeKbCHATO MpOMEHsIIaTa ce Ou3Hec
cpena cinen kpuszara ¢ covid-19 3ammamBa yctoiumBoTo TpeactaBsiHe Ha MCII, xoeto tH
NPUHY’KJaBa J1a npuemMar Hu(poBU TEXHOJOTHH, 3a JIa C€ KOHKYpHUpAT U Jla OCTaHaT KHUBH. ToBa
npeanoiara, ye ouenssaHero Ha MCII me Obae u3mpaBeHO MHpel MPEeIn3BHKATEICTBO 0O€3
0c00€HO BHMMaHHE KbM MOTEHIMATHUTE PUCKOBE B €IHA pa3BHBAIlAa CE€ TEXHOJOTHYHA epa.
VYrpaBineHneTo Ha pUCKa € eIMH OT ocHOBHHUTE noaxoau 3a MCII 3a cipaBsiHe ¢ HECUTYpPHOCTTa U
MOCTUraHe Ha omnepaTuBeH ycrnex. B cpaBHenue ¢ ronemurte npeanpustus, MCII ¢ ockbaau

peCypcCu Ca Uu3lpaBCHU MPECA MOBCUC TPYIAHOCTHU, KOT'aTO CTaBa BBIIPOC 3a YIIPABJICHUEC HA PUCKA.

19 Jindrichovska, Irena. 2013. Financial Management in SMEs. European Research Studies 16: 79-96
20 Verbano, Chiara, and Karen Venturini. 2013. Managing risks in SMEs: A literature review and research
agenda. Journal of Technology Management & Innovation 8: 18697
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MeTtoauTe 3a yrnpaBjieHHE Ha PUCKOBETE BapUpPaT OT MO-TOJIEMH KOMITAHUU 0 MAJIKU KOMIIaHUH,
B pe3yatar Ha ToBa MCII Tpsi6Ba na Bb3nprueMaT NOAXOASIIN CTpAaTeruu 3a yIpaBlieHUE Ha pUCKa
B CHOTBETCTBHE CHhC COOCTBEHUTE CH XapaKTepUCTHKH. Bce omie obave nmricBa pazdbupane Ha
CbOTBETHUTE CTpPATeTMH 3a YINpaBIEHHE Ha pHUCKA, O0COOEHO B KOHTEKCTAa Ha IUdpoBara

TpaHchopmarusi.

Ha mppBO MSCTO B KOHTEKCTa Ha Ma3apHUS PUCK MOrar aa ObJaT MOCOYCHH MHOXKECTBOTO
KpU3HM OT pasznuueH Xxapaktep, nopogenu ot Covid-19 m Te3u mo Bepurata Ha JOCTaBKH.
N3cnenBanusTa nmokaspar, 4e n3dyxBanero Ha COVID-19 uma HebnaronpusareH epexT BBPXY
HenpekbcHaTtocTTa Ha OusHeca. MCII ca mpenpa3noyioskeHu Aa CTpajgaT MpH TakuBa YCIIOBUS
IIOpajiv CBOSITAa ySI3BUMOCT KbM Obp3UTE IPOMEHM Ha 3a00MKasaTa ru Makpocpeza. B pesyarar
Ha TOBA € OT PEeIllaBallo 3HAYEHHUE Ja Ce Bh3MpUEMAT CTPAaTEruu 3a IUTUTalHA TpaHchopmarus,
3a Jla ce CHpaBiT C MpeKbCBaHUATA B paboTara M Bepurara 3a JOCTaBKU Ha MaHIEMHSITA.
[IpenuurHo mpoyuyBaHe 1nokassa, 4e kpusute ¢ covid-19 ce cuurar 3a ocHoBHHU auratenu 3a MCII
Ja mpeHacodyar Ou3Heca cH OT OoduiaiiH (PU3WYECKH Mara3uHU KbM OHJIAMH Mara3uHu TOpaau
ciydanute Ha Onokupane. Hsxoun aBTOpHM CBIIO Taka MOJYEpPTaBAaT 3HAUYEHUETO HA IU(poBaTa
TpaHcopmMmalis 3a CMEKYaBaHEe Ha PUCKOBETE IO Bepurata Ha JOCTaBKM M TIOCTUTaHE Ha
ycroifunBocT. CTpaTeruu KaTo JOCTBII 10 MpeXaTa 3a OTBOPEHU MHOBALMH Ype3 LUPPOBU3ALIHS
obauye moraTr aa 3actpawmar ouensBaHero Ha MCII. [IpobGnemu kato 3aryba Ha cuia npu
JIOTOBapsiHe HaJ JIOCTaBYMIIMTE, HECTAOWJIHHM IapTHHOPCTBA B KOOpAMHAIMATA, 3aryba Ha
KOHKYPEHTHU TMPEIMMCTBAa B KOHKYPEHIIMATAa OMXa BH3HHKHAIM B ToJisiMa CTEMEH, ako ObaaT

H3JI0KCHU Ha ITO-HECUTYPHU r100aJTHM HKOHOMHUYECKHU rnasapu.

PucksT € ki1r0490B (I)aKTOp B NKOHOMHWYCCKUS ) KHUBOT, ThH KaTO XOpaTra U KOMITAHUHWUTEC MTPaBAT
HCOTMCHUMH MHBCCTHIHUU B HAYUYHHU HU3CIICABAHUA U pa3pa60TBaHe Ha IPOAYKTH, CbOPBKCHUA U
060pyz[BaHe, HWHBCHTAP W YOBCIIKU KaIlUTAJI, 0e3 Ja 3HaiAT aajin 6L,E[GII_II/ITC Mapu4YHU IMOTOLU OT

TE3U MHBCCTUIIUH 1€ 6T))IaT A0CTAaTbYHH, 3a Ja KOMIICHCUPAT AbJra u COOCTBEHHS KaHI/ITaJ'IZ] .

Hamocnenbk KI/I6CpCI/IprHOCTTa CC MpPECBPHBITAa B OCHOBCH HpO6JICM Ha UT texHomoruute
Imopaauv 3Ha4CHUECTO HAa TOBA ABJICHUC B pEANIIA O6J'IaCTI/I, CpEa KOUTO HAllMOHAJIHATa CUTYPHOCT U

CBETOBHATa ThpProBcka cucrtema. KubepcurypHocrra e neduHupaHa Karo ,,Cb8KYHHOCM OM

2! Kimball, R. C., Failures in risk management. New England Econ. Rev. 2000, January/February 3-12
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UHCMPYMEHmU, NOIUMUKU, KOHYEeNnYUU 3a CUSYPHOCH, NPEONA3Hu MEPKU 3 CUSYPHOCH, HACOKU,
nooxXo0u 3a YNpaeieHue Ha pucka, oetcmeus, oOyYeHue, Hali-00OpU NPAKMUKU, VEEPeHUs U
MEXHOI02UU, KOUMO MO2am 0a ce U3NO0A36am 3a 3auuma Ha Kubepcpeoama u opeaHu3ayusama u
axmusume na nompebumensa**?. 3HaueHHETO HA KUOEPCHTYPHOCTTA 32 KOHKPETHH OBIrapCKu
WHCTHUTYIIUU HE MOXKE Jla ObJie mpeHeOperHaTo, Thil KaTo BCsAKa yCIICIHAa KnOepaTaka Cpenry TIX
e UMa OTPOMeEH e(EeKT BbpXY HallMOHAIHATA CUTYPHOCT Ha bhiirapusi, HanmpuMmep KaTo 3acerHe
HEHHATa MKOHOMHYECKa CTaOMITHOCT. MEHHDKBPUTE HA MallbK OM3HEC CTpajgaT OT JIHWICA Ha
3HAHUS W OCh3HABAaHE HA BAXHOCTTA HA WHCTPYMEHTHTE 32 CUTYPHOCT, KOCTO BIUSIE MPSIKO HA
CKOpOCTTa Ha MpuemMaHe Ha kubOepcurypHoctta. CremoBaTelHO MOXE Ja € HeoO0XOAMMO

pa36HpaHeTo Ha TO3U aKTYaJICH HpO6J'IeM B CBOTBCTCTBHUC C I'ICAHATA TOYKA HAa YIIPABJICHUCTO.

B Hamm gHW ynpaBieHHETO Ha pPUCKA CE MpPEBphINa B CEPHO3EH INPOoOJIeM, KOMTO
0OMKHOBEHO 3acsira npeacraBsHero Ha MCII nmopaay pa3nmuuHy IPUYMHHE KaTo JIUICA Ha PECYpPCH
U 1eUIUT Ha MEXaHU3MH, KOUTO OMXa MOTJIM JIa HOAKPEIST TAXHATa AEHHOCT 10 YIpaBJICHHE Ha
pucka B obmr tuiad. Hapen ¢ Toa, MCII, mogo6Ho Ha ronemurte GUpMHU, BUHATH Ca U3IPABEHU
npea pa3jvnyHu PHUCKOBEC — BAXHOTO €, Y€ TAXHOTO CBHIICCTBYBAHC € IIO-YA3BMMO BLB BCCKU
MOMEHT IOpaJy MaJIKUs pa3Mep Ha TeXHUTe (PMHAHCOBU U He(puHAHCOBU pecypcH. OOGMKHOBEHO
OM3HEC CTpaTeruuTe AEMOHCTPUPAT [TO-MAJIKO BHUMAHUE KbM MTOCIEIUIIUTE OT YIIPaBIECHUETO Ha
pUCKa, JOKATO HAKOJIKO CTPATECIrM4CCKH X0/a, KaTo I/1365[FBaHC, KOHTPOJI U CbTPYAHHUYECTBO, ouxa
MOTJIM Jla HaMalsAT HECHTYpHOCTTa. [lojaleHsSBaHETO Ha PHUCKOBETE BOIU 1O 3JIOMIACTHH
MOCTeIUIH, KOUTO OOMKHOBEHO 3aciraT KakTO MaTepUAHUTE, Taka 1 HEeMaTepUaIHUTe aKTUBH U,

JIOpH TO-JIONIO, BOJAT OM3HECA KBM (l)aJ'II/ITB.

2.2 Bropu eTan — 3aKOHOAATEeJIHH MHUIIHATHBH B MOJKPeNa Ha KHOepCUIypHOCTTA

MecTHH 3aKOHH 32 3aIIMTA HA JAHHUTE U o0xBaT

o Koncturynus Ha P. bearapus (. 32 u wi. 34) — noctaBsi OCHOBUTE Ha OCHOBHOTO IPaBO

Ha JIMYCH XUBOT,

22 1. T. Union, “Series X: Data Networks, Open System Communications and Security: Telecommunication
security - Overview of cybersecurity,” pp. 2—-3, 2008.
2 Hollman and S. Mohammad-Zadeh, “Risk management in small business,” J. Small Bus. Manag., vol. 1, pp.
47-55, 1984
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e OOm perinamenT 3a 3amuTa Ha qanauTe (GDPR) — 33J1]1 ce mpuinara 3aenqno ¢ GDPR ¢
1[eJ1 OCUTypsIBaHE Ha JOMbJIHUTEINHA 3aIIuTa B ciydaute, korato GDPR He chabpika cnenudpuuna
pasmopenoa;

e 3aKkoH 3a 3amuTa Ha Tu4HuTe 1aHHU — (33J1/]) — OCHOBHUST 3aKOH 3a 3aIl1Ta HA JINYHUTE
nanuu B bearapus, npunara GDPR;

® 3aKOH 3a eJEKTPOHHUTE ChOOIIECHUS — ypexaa OOIIECTBEHUTE OTHOLICHHS, CBbP3aHHU C
OCBIIECTBSIBAHETO HAa EJIEKTPOHHHM CHOOIIEHUS; BKIIIOUBA HAKOU pa3nopealdu, CBBbP3aHU CbC
3allUTaTa HAa JJUYHUTE TaHHH;

e [IpaBunHuk 3a aeriHoctra Ha KomucusaTa 3a 3ammTa Ha JIMYHUTE JAHHU M HEWHaTa
agmunuctpanus — K3JI/] — noa3akoHOB HOpPMaTUBEH aKT.

Opranu 3a 3aUTAa HA JAHHUTE

o KowmucusTa 3a 3amura Ha inunute qanuu (Komucusra);
e liucnekropat kbM Bucmus cpaeden cbet (MHCIEKTOPaTHT)
Cankuyu W 1NpU Hecma3BaHe HAa pasnopeaduTe, ypeAeHHM B Tropeu30poeHHTe

HOPMATHBHH aKTOBeE:
AJIMMHHCTPATHUBHHU CAHKIIUM:

[Tpunara ce GDPR. Ilpu npyru napymenus Ha pasnopeadute Ha 33JI/I, xouto He ca
npensusienu B GDPR, Komucusara/MHcniekTopaThT MOKe Aa HaJOXKU caHKIMs B pa3mep 10 5000
naB. (2500 eBpo). Ilpu moBTOpHO HapymieHue cienBa JBoiHa caHkuus. Cwriaacuo 33J1/
Komucusara moxe na Hamara rio0M W aJMUHHMCTPATUBHU MEPKH, HO HsAMa IPAaBOMOLIMS 32
MPUHYIUTEITHO W3ITBJIHEHUE. VI3UBbIHEHHeT0 Ha CaHKIWMUTE C€ W3BBPIIBA 110 OTIEITHO

aJIMI/IHI/ICTpaTI/IBHO HpOI/ISBOJICTBO 10 3aKOHa 3a aJIMI/IHI/ICTpaTI/IBHI/ITC HapymeHI/m 1 HAaKa3aHWs.
Haka3zaTeqHH CAaHKIIMH:

Koiito cw3nmaBa, mpugoOuBa 3a cebe cu WM 3a JAPYTUTro, BHACS WIM MO JPYr HA4WH
pasnpocTpaHsBa KOMIIOTHPHU MPOTPaMH, IAPOJIH, KOJOBE WU IPYTH MOJO0HU TaHHU 32 JOCTHII
o0 I/IH(i)OpMaHI/IOHHa CUCTECMaA UJIN YaCT OT HEA C LICI I/ISB’I)pIHBaHe Ha onpeneneHI/I HpeCT'I)HJ'IeHI/IH
o HK. (un. 171 (3), . 319a, un. 3196, wi. 3198 wium ui. 319r), rpo3u Haka3aHWE JIMIIABAHE OT

CB060,I[3. A0 ABC TOAWHHU. Koraro ce pasriacAT JUYHU JaHHU, KJ'IaCI/I(I)I/ILII/IpaHa I/IH(I)OpMaI_II/ISI nim
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Apyra 3allliTCHa OT 3aKOHa TaliHA W HAapyHmICHUETO HE CBHCTaBJIsABa ITO-TCKKO IMPECTBIINICHUC,

HaKa3aHHUETO € JIHUIIaBaHE OT CBO6OI[a J0 Tpu I'OJJUHHU.

Apyru:

Tpern cTpaHu, KOUTO IPETHPIAT BpPEAM B PE3YyJITaT HAa HApYyLIEHHE HA CHOTBETHOTO

3aKOHOJATEJICTBO, MOTaT J1a IPEISBST HCKOBE 32 00€31ETECHHE.
Perucrpanmus / yBenomsiBane / oTopusanmsi

WsuckBanero 3a perucrpanuss Ha aAMHUHUCTPATOPUTC HaA JIMYHKW JOdHHU OTIIaga B

cpoTBeTcTBUE ¢ GDPR 1 TakaBa perucrpaius Beue He € HEOOX0IUMA.
Komucusta nogabpxka CIeJHUTE PETUCTPU:

® [yOJMYEH PEerucThbp Ha aAMUHUCTpATOpUTE U 00paboTBamure, HazHauuau J1JI3/1;

® 1yOJUYeH PErucThp HAa aKPEIUTHPAHUTE CEPTHPHUIINPALIN OPTaHHU;

® 1yOnMueH perucTbp Ha KojekcuTe 3a noseaeHue no 4i. 40 or GDPR;

® BBTpeuleH peructbp 3a HapyueHuss Ha GDPR u 3akoHa u mpeanpueTrute Mepku Io
41.58, §2 or GDPR;

® BBLTPEUICH PErMCThP 3a YBEJOMIICHHUATA 3a HAapyLIEHHWE HAa CUTYPHOCTTA Ha JINYHUTE
naHHu 110 4i. 33 u . 67 or GDPR.

I/IHCHGKTOpaT'BT noaabpIKa v MOCJICAHUTE IBA BUJd PETUCTPH.

2.3 Tpern eTan — MHCTUTYHHMOHAJIHY PEAKIMHU B CiIy4al Ha KnOepnpecTbIICHHE
B Bbwarapust kubepcurypHocTTa U 3aliMTaTa Ha JIMYHUTE JaHHU CE PEryJupaT OCHOBHO OT

CJICIHUTC 3aKOHOAATCIIHN MHCTPYMCHTHU

e 3aKkoHBT 3a kubepcurypnocrra ot 2018 r.;

e OO0mus pernamenT 3a 3aumTa Ha ganHute (Pernmament (EC) 2016/679) (GDPR), npsiko
MpUI0KUM B bbirapus;

e 3aKOHBT 3a 3amMTa Ha JuyHuTe JaHHu oT 2002 r. (mocneaHo u3MmeneH npes 2019 r.),
KoiiTo Oemre npepasrienan mnpe3 2019 r. 3a npunarane Ha GDPR.

JIBeTe mpaBHU paMKM Ce€ NpUJIarar rnapajeiaHo. TeXHMST IPEeIMET € CBbp3aH JOTOJIKOBA,
JIOKOJIKOTO 3aKOHOJATENSAT € YCTaHOBWI (POpMallHW MEXaHM3MHU 3a ChTPYJAHHYECTBO MEXKAY

HaJ[30PHUTE OpPTaHM 1Mo KubepcurypHocrra u Komucusra 3a 3amura Ha ntuunaute ganau (K3J10) B
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CJIy4auTe, KOraTto MHIUUACHT CbC CUTYPHOCTTA ou mpeacTasisiBall U HAPYIMICHHUE HAa CUTYPHOCTTA

Ha JNYHUTC JAHHH.

B bwarapust 3akoHbT 3a kuOepcurypHocTTa npuiara JlupekTtuBara 3a CUTYpHOCTTa Ha
Mpexkute u uHpopmarmonaute cucreMu ([upexruBata NIS, J{upexktuBa (EC) 2016/1148) ¢
MUHUMAJTHHA JIEPOTallUU U OTKIOHCHHS OT OPUTMHAIHUS TeKcT Ha JlupextuBata. Hapen ¢ ToBa,
JlupekTuBaTa OTHOCHO MEPKHUTE 32 BUCOKO 00110 HUBO Ha KubepcurypHoct B Crio3a ([JupekruBa
NIS 2, Jupextupa (EC) 2022/2555) e ny6nukyBana B OduiinanaeH BeCTHUK Ha EBponieickus cbhio3
Ha 27 nexkemBpu 2022 r. u Biam3a B cuia ot oT 16 suyapu 2023 r. CeriaacHo wieH 41 ot
HupextuBara NIS 2 ngo 17 oxkromBpu 2024 r. abpskaBUTE WICHKH TpsOBa Ja TPaHCIIOHUPAT
HOPMATUBHHUS aKT B HAI[MOHATHOTO CH 3aKOHOJIATEJICTBO, a 3aKOHUTE 3a TPAHCIIOHHpAHE Ce

npunarar ot 18 okromBpu 2024 1. Ha chiara nara JlupexktuBara NIS mie Ob/1e oTMEHEHa.

3aKOHBT 32 KMOEpPCUTYpHOCTTa ChJbpPKa CHILECTBEH HAOOp OT IpaBuiia, HACOUEHU KbM
peliaBaHe Ha mpodieMa C KUOEpCUT'YpHOCTTa Ype3 XOJIMCTUYeH moaxona. Tol ouepraBa
KOHKPETHUTE OTTOBOPHOCTH U 33JIbJKCHUS, KOUTO FOPUANYECKUTE JIMLA, PErYJATOPHUTE OPTaHU
U BjacTute TpsOBa Ja crma3BaT, M OMpENeNs MEXaHHU3MHU 3a MPeNOoTBpATSIBaHE U pearupaHe B
cllydad Ha KuOepaTaku M JApPYyrd MHUMAEHTH. HOpMaTUBHMAT akT WASHTHU(QHUIMpPAa OCHOBHHTE
OTTOBOPHHU MHCTUTYILIMH U TAXHATa 00JIaCT HAa KOMIIETEHTHOCT, BbBEXK/1a KaTEropusiTa ONepaTopu
Ha OCHOBHM YCIIyTH U JOCTABYUIM HA LU(POBU YCIYTH M ONpPEIes TEXHUTE OTTOBOPHOCTH U
3aJJbJDKEHUS BBB Bpb3Ka C HEOOXOJMMHTE MEPKHU 33 CUTYPHOCT M ITPOLEAYPH 32 YBEJOMSBAaHE Ha

CHOTBETHUTE OpPraHU B ClIy4yail Ha HHITUACHTH, CBbP3aHU C KHOEPCUTYPHOCTTA.

Pemenne 192 or 09.04.2019 r. Ha MuHHCTEpCKHUSI CHhBET MPEABUKIA CH3JaBAHETO HA
JOMBIHUTETHU U3ITBIHUTEIHH OPTaHU, OTTOBAPSIIIHY 32 MpeKoBaTa M MH(GOPMAIMOHHA CUTYPHOCT
B JKM3HEHOBAXHU MYyOJWYHU CEKTOPH KaToO EHEepreThKara, TPAHCIIOPTa, 3/paBEOIa3BaHETO,
JIOCTaBKaTa Ha TMpsCHA MUTEHHA Bojaa M nudpoBara uHppacTpykTypa. Pemenunero ouepraBa u
METOJIOJIOTUATA ¥ CHEIUPUIHUTE KPUTEPUH 32 OIpe/ieTHE Ha OCHOBHHUTE OOIIECTBEHU YCIYTH,

3a KOUTO C€ IpuJjiarart CHGI_II/I(I)I/I‘-IHI/ITC HOPMAaTUBHU U3HUCKBAHUS.

3aKOHBT 3a KHOEPCUTYPHOCTTA ONpeAess crenu(GUuHUTe MPaBOMOIIMS Ha PEryJIaTOpPHUTE
OpraHM, OTrOBapsIM 3a OCUTypsBaHE Ha CIA3BAHETO Ha 3aKOHa, kKaTo Hampumep CupBera 3a

kubepcurypHoct. Toil neduHUpa SCHU U MOAPOOHM MpaBUJIa OTHOCHO HWepapXuyHaTa MO3HIIHS,
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CHTPYIHUYECTBOTO MU KOMYHHKAIUATA C IPYTH Ibp>kaBHU opranu, karo JAHC, Munuctbpa Ha
oTOpaHaTa U MUHHUCThpa Ha BhTpeIIHUTE padoTH. ChTPYAHUUECTBOTO U KOOPAMHALUATA MEKIY
pa3NUYHU IbpKABHM WHCTUTYLIMM Ca OCHOBHM MEXaHM3MH 3a pa3BUTHE Ha Oe3omacHa H
ycroifunBa 1mudpoBa cpena. BeneactBue Ha ToBa 3aKOHBT 32 KMOEPCHUTYPHOCTTAa MPEABHKAA
ch3faBaHeTo Ha HamuoHaleH ULEHTBP 3a pearupaHe IpPd HUHIOUACHTH B o0JacTra Ha
nndopmanuonnara curypaoct (CERT bovirapus), kakto nu Ha CEKTOPHHUTE OTACIH 3a PEAKIIUS
pu MHUKUJEHTH ¢ KoMmtorbpHata curypHocT (Cexropuure CSIRT) m HaumonanHo 3BeHo 3a
€IMHUYEH KOHTAKT 32 OOILl MOHHTOPWHI Ha MPOOJIEMHUTE Ha MpexoBara W MH(OpMaIOHHATA

CUT'YPHOCT, KaKTO U TPAHCTPAHUYIHOTO CHTPYAHUYICCTBO C APYTUTE AbPKaBU-YJICHKH Ha EC.

3aKOHBT 32 KHOEPCUTYPHOCTTA MPEJIBIIK/IA ITBIHO U LSUIOCTHO Mpuiarane Ha JlupexruBara
NIS upe3 mpuemane Ha MOJ3aKOHOBU aKTOBe, karo Hapenba 3a MHUHMMAamHU W3HCKBAaHUS 3a
MpexkoBa u uHbopMmanmonHa curypHoct 2019 1. Hapepbara mnpeaBmkia MHUHUMAaTHUTE
crenu(pUIHA U3UCKBAHU 32 MPEkKOBa U HH(GOPMAIIMOHHA CUTYPHOCT, KOUTO 3abJIXKCHHUTE JIHIIA,
JOCTaBUMIIUTE HA CHIIECTBEHU W IHU(PPOBH YCIyTH, MyOJUYHUTE W PETYIATOPHHUTE OPTaHU H
JIPYTUTE AOCTABUMIIM HA OOIIECTBEHHU YCIyTH, TPsOBA J1a Crla3BaT C 1€ Ch3JaBaHe Ha yCTOWYMBA

1 ctabmiHa nudpoBa cpesa.

Ha nuBo EC, Pernament (EC) 2019/881 na EBponelickust napiameHT u Ha CpBerta ot 17
anpun 2019 r. orHocHo ENISA u oTHOCHO cepTHdHIMpaHETO Ha KHOEPCUTypHOCTTa Ha
MH(POPMAIMOHHUTE U KOMYHUKaIMoHHUTe TexHoinoruu u Pernmament (EC) Ne 526/2013 3a oT™MsiHa
YCTAHOBSIBA IEJIUTE, 3aJ]a4YUTe U OPTaHH3alMOHHUTE BBIpOcH, cBbp3aHu ¢ ENISA u pamka 3a
Ch3JaBaHETO Ha EBPONEICKUM cXeMu 3a cepTuduurpaHe Ha KHOEPCUTypHOCTTa 3a C Iel
ocurypsiBaHe Ha ajiekBaTHO HMBO Ha kuOepcurypHoct 3a UKT npoayktu, UKT ycnyru u UKT
nporecu B EC, kakTo u ¢ 11en1 u30sArBane Ha (pparMeHTalusATa Ha BbTPEIIHUS [1a3ap M0 OTHOIIEHUE

Ha cxeMHuTe 3a ceprudunupane Ha kubepcurypHoctta B EC.

TsACHO CBBP3aHUAT BBIIPOC 3a 3aILMUTA HA JIMYHUTE JAaHHU U CbOTBETHUTE U3UCKBAHUSA 34
TEXHUYECKUTE W OPraHU3allMOHHM MEPKH, KOMTO TpsOBa Ja MpuijaraT aJMHHUCTPATOPUTE H
oOpa0oTBamuTe, KakTo U peXUMbBT Ha yBEJAOMsBaHE, NMPUIOKHUM B CIy4yail Ha HapylIeHHE Ha
CUT'YPHOCTTA Ha JINYHUTE AaHHH, ce peryaupaT or GDPR. Ha MecTHO HMBO 3aKOHBT NpeThprsaBa

1sUtocTHa npoMsiHa mpe3 2019 r., 3a 1a oTroBOpM Ha HOBara O0Ia peryjJaTopHa pamMKa U JAa
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IIPUIT0KH I[I/IpeKTI/IBaTa 34 3alyTa Ha JaHHUTE 110 OTHOIICHME Ha IIpaBOIIpHUIaranHeTo (I[I/IpeKTI/IBa

(EC) 2016/680).

CJ'IC,I[HI/ITG KOHKPECTHH IIPpaBHU 001aCcTH ca U3BBH 06IHI/I$I o0XxBar Ha ITPUITIOKCHUEC Ha 3akoHa

3a KUOEPCUTYPHOCTTA U CE PEryIUpaT OT CHeHU(PUUHN CEKTOPHU 3aKOHU U pa3nopenou:

® KOMYHHMKAIlMOHHHUTE M MH(OPMAIIMOHHHUTE CHCTEMH 3a 00paboTKa Ha KiacH(HIMpaHa
nHpopMalMs 0 CMUChJIa Ha 3aKOHA 3a 3alllUTa Ha KjIacupuuupaHata UHpopMalus (I0CThIEH
caMO Ha OBJIrapCcKU €3UK TYyK), KOHTO YCTAHOBSBA 3aKOHOBM M3MCKBaHMs 3a 3allluTa Ha
knacuduumpana HHPOPMALUs OT HEOTOPUUPAH JOCTHIT (BKIIOUUTEIIHO PEKUM Ha YBEIOMSIBAHE
IIPU UHIUJIEHTH ChC CUTYPHOCTTA). U MOAPOOHA paMKa Ha MEPKUTE 3a CUTypHOCT). ChOTBETHUAT
Ha/130peH oprad e /Ibp>kaBHaTa KOMUCHSI [10 CUTYPHOCTTa Ha HHPOpMaLUsATA.

® MpEeXHUTe M HMHPOPMALMOHHUTE CHCTEMH Ha MUHHUCTEPCTBOTO Ha OTOpaHaTa,
MuUHUCTEpCTBOTO Ha BBTpPEHIHUTE paboTu, AreHinusTa, Jbp:kaBHa areHius "Pa3y3HnaBane',
HbpxaBHa areHnust "Texnudeckun omepauuu", Hammonamna cmyx6a "Pasy3naBane" wu
Hanmonanna cimyx0a 3a 3amuTa, KOATO HE € CBbp3aHa C EJIEKTPOHHUTE aJMHUHUCTPATUBHO
o0Clly’)kBaHE U €JIEKTpOHEH OOMEeH Ha JOKYMEHTH MEXIy aJMUHHCTPATUBHUTE OpraHHU.
CbOTBETHUTE M3MCKBAHUA 3a MPEXHU U MH(OPMAIMOHHM CUCTEMHM M TAXHOTO YIpPABICHHUE U
KOHTPOJI ca MpeAMET Ha YCIIOBUS U MPOLEAYPH, ONPEAeNIEH! BHTPEIIHO B T€3U a/IMUHUCTPATUBHU
OpraHu.

® [pEeANpUsTUs, NPEIOCTABALIM OOIIECTBEHH €JIEKTPOHHU CHOOIIMTEIHU MPEXU H/HIN
YCIYTH 1O CMHCBJIAa Ha 3aKOHA 3a €JIEKTPOHHHUTE ChOOIIEHMS, KONTO yCTaHOBSABA CHELM(PUUHU
3aKOHOBU M3MCKBAHMS 3a 3allMTa Ha LEJIOCTTa U CUTYPHOCTTA Ha €JIEKTPOHHUTE ChOOLIUTEIIHU
MpPEXU M YCIIyTH, TIOBEPUTEIHOCTTa Ha CHOOLICHUTA, KaKTO M 3a 3all[UTa Ha MOTpeOuTennTe
JIAaHHU, BKJIOYHUTEIHO PEXHMM Ha yBEJIOMsSBAaHE B ciydail Ha NMpOOMBM B CHUTYPHOCTTA WM
HapymeHus: Ha uenocrra. ChOTBETHUSAT Haa3opeH opran € Komucusara 3a peryiaupaHe Ha
cpobmenusara (KPC). Ilpe3 2021 r. 3akoHBT 3a €1€KTPOHHUTE ChOOIIEHHS Oelie U3MEHEH C 11eT
BBBEXJAHE Ha HOBUTE 3aJIbJDKEHUS M W3MCKBaHMs ChIIacHO JMpekTuBaTa 3a Ch3JaBaHe Ha
EBporneiicku koaekc 3a enekrpornau crobiienus (Jupexrusa (EC) 2018/1972).

® JI0CTAaBYMIIM HA YJOCTOBEPUTEIHH YCIYyTM MO CMHUCHIa Ha wieH 3, maparpad 19 or
Pernament (EC) Ne 910/2014 na EBpomneiickus napiameHT u Ha CobBera or 23 romu 2014 1.
OTHOCHO €JIeKTPOHHATa WJACHTHUPUKAIUS W YAOCTOBEPUTEIHUTE YCIYI'H 3a €JIEKTPOHHU
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TpaH3aKIMU Ha BbTpenHus nazap u upektuBa 3a ormsHa 1999/93/EC, koilTo CchIIO ChIbpika
M3MCKBAaHUSl 3a TpuUjaraHe Ha TEXHUYECKH M OpraHM3allMiOHHU MEpPKH BBB BpbB3Ka C
MPEAOCTaBSIHUTE JOBEPUTEIIHU YCIYTH, KAKTO M PEKUM HA YBEJIOMsIBaHE B ClIydail Ha MPOOUBU B
CUTYPHOCTTA WM 3ary0a Ha uHTerputeT. ChOTBETHHUAT HAA30pEH opraH Ha MecTHO HIBO ¢ KPC.

Hapen c ToBa, cbhriacHO M3MCKBaHUATA HA 3aKOHA 3a IUIATE)KHUTE YCIYTU U IJIATE)KHUTE
CUCTEMH, JIOCTAaBUMIIUTE HA IUIATEKHU YCIYT'H, KOUTO IO MPUHIUI HE Momajar B oOXBaTa Ha
3akoHa 3a KHOEPCUTYPHOCTTA, TPSOBA Ja MpHIarar CHCHU(PUYHH MEPKH 3a CUTYPHOCT W Ja
YBEJIOMSIBAT HA/I30PHUS OpraH B Clly4yail Ha 3HAYUTEJICH ONePAaTUBEH UHIUICHT UM UHIIUJICHT ChC

CUT'YPHOCTTA. CBHOTBETHHAT HaJI30pPCH OpraH € anrapCKaTa HapoaHa OaHKa.

CpBeThT 1O KUOEPCUTYPHOCT € OCHOBHUAT HAJA30p€H OpraH IO BBIPOCUTE Ha
kubepcurypHocrra B PenyOnuka bbiarapus. UnenoBere My BKItOuYBaT 18 mpaBUTENCTBEHU
CIIY’KUTEIM, BKJIOYUTEIIHO OCEM MHUHUCTPU U PBKOBOJUTEIM HA OCHOBHUTE OpraHd 3a
HAI[MOHAJTHA CUTYPHOCT W TpaBorpuiarane. CbBeThT (YHKIIMOHHUPA KAaTO KOHCYITaTHUBEH H
KOOpJMHHUpal] opraH KbM MMHHMCTEPCKUSI CbBET M MMa 3a 3ajJaya Ja aHaJM3hpa PUCKOBETE U
kuOep3aruiaxuTe, Ja pa3padoTBa METOAM 3a MNPOTHUBOJAEHCTBUME M Jla Ipeliara KOHKPETHU
pemenus. I[IpeporatuBute Ha ChbBeTa ChHIIO Taka BKJIIOYBAT MOBHINABAHE HA HEOOXOAUMHUS
€KCIIEPTEH KalaluTeT M pPAa3sBUTUE HA ChHIIECTBYBAIIUTE YOBEUIKM pECYypCH, Hapen ¢
TEXHOJIOTUYHU, UHPPACTPYKTYPHHU, (PUHAHCOBU U OPraHU3AaLMOHHU KOMIOHEHTH. CBHBETHT IO
KHMOEepCUTypHOCT MMa M 3ajJayaTa Ja Cbhb3JaJe U MNPEeUIOKH HaIMOHajdHa CTpaTerus 3a

KI/I6epCI/IprHOCT U II'bTHA KapTa 3a HEUHOTO ImpuiaraHe.

CbBETHT I[GI\/'ICTBa KaTO0 KOOpAWMHAIIMOHCH OpraH MCEXAY MI/IHI/ICTGI)CKI/IS[ CBbBCT,
HaAIlMOHAJTHOTO EJWHHO 3BE€HO 3a KOHTAKT U CobBeTa 1o CUT'YPHOCTTA KbM MI/IHI/ICTepCKI/IH CBbBCT.
OcBeH TOBa € HATOBApCH C pa3pa60TBaHeTo Ha HAIITMOHAJICH IIJIaH 3a YIPABJICHHUC Ha KI/I6eprI/I3I/I

1 XapMOHU3UPAHCTO Ha CCKTOPHUTC ITOJIUTHUKHU.

HauumonaaHust KOOpAUHATOp II0 KI/I6epCI/IprHOCT ¢ JIMIOC, HOMHUHHUPAHO OT MHUHUCTBP-
npeacenareisl, KOCTo H3IbJIHABA BaXXKHA MOJAAbpiKalla POoOJIA Ha CpBeTa 110 KI/I6epCI/IprHOCT.

OcHOBHHTE MY OTTOBOPHOCTH BKJIFOUBAT:

® H3IrOTBAHC U IIp€aJiaraHe Ha IIPOMCHU B Hanuonannara CTpPAaTCrud 3a KI/IGCpCI/IprHOCT n

MpUII0KUMATa IIbTHA KapTa,
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® J[I06MaHE Ha aKTUBHA DOl B pa3BUTHETO Ha HanmonanHata KOOpAMHALIMOHHA U
OpraHu3allOHHa Mpeka 3a KUOEPCUTYPHOCT, 3a€HO C MEPKHUTE 3a OCHUTYypsiBaHE Ha HeWHaTa
HAJICKAHOCT, CUTYPHOCT U YCTOMYMBOCT;

® [I0€MaHE Ha AakTWBHA poOJs B Cb3JAaBAHETO M pasBUTHETO Ha Hanumonannus
KHOEpCUTYaAI[MOHEH LIEHThP M KOOPAWHUPAHE Ha JEHCTBUATA U LSJIOCTHA PEaKLUs MPH 3aIlIaxy
OT KUOEPKPU3H U 3aIUIaxy OT XUOPUIEH XapaKTep; U

® OCHUTypsIBaHE Ha NOJIPHKKA B CIIyyan Ha KHOepaTaku Wi XUOPUIHU aTaKH.

JlbpkaBHaTa areHuus ,,ENeKTpoHHO ynpaBieHHe € ClielUaIeH aMUHUCTPATUBEH OpIaH,
KOWTO OTroBaps 3a IPEIOCTaBIHETO Ha EJIIEKTPOHEH JOCTHII 1O aIMHUHHUCTPATUBHU YCIYI'M Ha
[IMpOKaTa OOLIECTBEHOCT U KOHTPOJIUPA JIEHHOCTTa Ha IpYT'H aJIMUHUCTPATUBHU OPraHU B Ta3H
Hacoka. [Ipencemarensat Ha JlppkaBHara areHuus ,,EJEKTPOHHO yINpaBieHHE MMa TOJISIMO
pa3sHOoOOpa3ue OT W3MBIHUTEIIHN IPABOMOIINS CHITIACHO 3aKOHA 3a €JIEKTPOHHOTO YIIPABJICHUE,
KOUTO ca JONBIHHUTEIHO pa3IIUpeHH B 3aKkoHa 3a KuOepcurypHocrra. Toil orroBaps 3a
IIPOBEXJAHETO Ha Jbp’KaBHATa IOJIMTUKA [0 OTHOUIEHHWE HA MpexoBara M HMH(POpMalMOHHA
CUTYPHOCT, MMa ITPaBOMOLIMS /1a U3/1aBa METOJANYECKH YKa3aHUA U 1a KOOPIUHUPA NIPUIIaraHEToO
Ha TIOJIMTHUKUTE 332 MpEXoBa M WH(POPMAIMOHHA CHTYPHOCT M MOXE JOIIBJIHUTEIHO [a
YAOCTOBEpPSIBA  CHOTBETCTBHETO  HAa  MHQOPMAILMOHHUTE  CUCTEMH,  BHEAPEHU  OT
aJIMUHUCTPAaTUBHUTE OpPraHH, C M3UCKBaHMATA 3a MpPEXOBa M WH(POPMAIMOHHA CHUTYPHOCT.
IIpencenarenar e JUIbKEH Ja YIIPaXXHsABA KOHTPOJI BbPXY aIMUHHUCTPALIUUATE 3a CIIA3BAHE HA TE€3U

HU3HUCKBaHUA.

2.4 YeTrBbpTH €TaN — NPeBeHIUA HA KNOePNpPeCcThIHOCTTA, 3aCATala MAJIKHA U CPeeH
ousHec B buarapus
MCII pa3uurtaT U3KIIOYUTETHO MHOTO HAa KPUTHYHM 32 OM3Heca JaHHU — MHpopManus 3a

KJIMEHTH, 0QepTH, MOPHUKU U JIaHHU 3a IJIAlllaHe — U Ha [TPaKTUKa He MOTrar Aa paboTsIT HUTO J€H
6e3 Tsx. ETo 3amo koMnaHuuTe, HE3aBUCHMO OT pa3Mepa, TpsiOBa peJOBHO /1a MPaBAT pe3epBHU
KOIMsI Ha BaXHUTE CH JAaHHM KAaTo IIbpBa KIIOYOBA CTBIIKA OT IPEBEHIMATA HaA
KUOEpIPEeCThIUICHUATa M J1a Ce YBEpAT, Y€ TE3W apXHBH ca CKOPOIIHM M MOraT jaa Obaar
Bb3cTaHOBeHHU. [IpaBeilku ToBa, opraHU3alMUTEe TapaHTHPAT, Y€ TEXHUIT OM3HEC MOXeEe Ja
MPOJBIIKH /12 QYHKIMOHHPA ClIe]] Bb3EHCTBUETO HA HABOJHEHHE, MOXKAP, PU3NYECKH IIETH WIN
Kpaxx6a. Hapen ¢ ToBa, ako mMaT pe3epBHM KOIUS Ha JAHHUTE, KOUTO MoraT Obp30 J1a Obaar
BBH3CTAaHOBEHH, HE MOTaT J1a ObJaT U3HY/IBAaHH OT aTaKH Ha ransomware.
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IIbpBa cThIKA TYK € MASHTU()ULIMPAHETO HA OCHOBHUTE JaHHU — HHPOpMaLusaTa, 6€3 KOsTO
OusHechbT He OM MOrbi Aa (pyHKuuMOHMpa. OOMKHOBEHO TOBAa BKIIOYBA JOKYMEHTH, CHUMKH,
I/IM€I>'IJII/I, KOHTAKTHU U KAJICHAAPH, TIOBCUCTO OT KOHUTO CC ChbXpaHABAT CaMO B HAKOJIKO O6H_II/I IIarrKu
Ha KOMITIOTHpa, Tenedona, Tadnera uian Mpexata. HezaBucumo nanu ce namupat Ha USB namer,
Ha OT/IEIHO YCTPOMCTBO WM OTAEIEH KOMIIOTHDP, AOCTBIIBT 10 apXUBUTE Ha JaHHH TpsOBa Aa

6’5,[[6 OIr'paHHU4YCH, TaKa 4€ TC:

® 1a He ca JIOCTBIIHU 3a IepcoHalia

® 1a HE ca MOCTOSIHHO CBbP3aHU ((HU3MUECKU UM MPe3 JIOKAIHA MPEXa) C yCTPOMCTBOTO,
KOETO ChAbpIKa OPUTHHAIIHOTO KOIHE.

Ransomware (1 BCekH ApYyr 3j0HaAMepeH copTyep) 4YecTO MOXE aBTOMATHYHO Ja ce
MIPEMECTH B MPUKAYEHO XPAHWIIHIIE, KOETO 03HAYaBa, € BCAKO IMOT00HO apXUBUPAHE CHIIO MOXKE
na ObJe 3apa3eHo, OCTABIMKU KOMIIAHUSTA 0€3 pe3epBHO KOIMKE, KOETO J1a ¢€ Bh3CTaHOBH. 3a MO-
rojsiMa YCTOMUMBOCT PE3epPBHUTE KOMHUs TPsAOBA /a ce ChbXpaHsIBaT HA APYro (GU3MUECKO H/Wiu
BUPTYaJIHO MSICTO, Taka 4e KpakOa Ja He JoBele J0 3aryda Ha JABETe KONMHUS — pelIeHusiTa 3a

ChbXpaHEHHE B 00JIaK ca peHTaOuJIeH U e(UKaceH HauuH 3a IOCTUTaHEe Ha TOBA.

Penunia MCII u3non3Bat 06a4yHo XpaHWIKIIE [0 BpeMe Ha exelHeBHaTa cu paboTa, 6e3
JIOpY J1a CH J1aBaT CMETKa 3a TOBa — OCBEH aKO HE padOTST ChC COOCTBEH UMEII ChPBBP, UMEUITUTE
BEUe Ce ChXpaHsBaT ,,B o0Onaka®. M3mon3BaneTo Ha 00JIaYHO XPAHIIINILE, KBAETO JOCTABUMK HA
yCIIyTH ChXpaHsBa JaHHUTE B CBOSITA MHPPACTPYKTypa 03HAUaBa, ue MHPopMaIusTa € Gu3ndecku
OTJIeNIeHa OT (PU3UYECKOTO MECTOIMOJIOKEHHE. 1031 TUIl YCIYTH IpeiaraT U BHCOKO HHBO Ha
HAJINYHOCT. I[OCTaB‘-II/IHI/ITe Morar aa HpC}lOCTaBSIT Ha OpFaHI/ISaHI/IﬂTa C’I)XpaHeHI/IC Ha JaHHU U y€6
yciyru, 6e3 1a € HeoOXOAMMO TS J1a MHBECTHpPA MPEABAPUTEIHO B CKbI Xapayep. [loBeueto
JOCTABYMIM TpeAsiaraT OTPaHUYEHO MPOCTPAHCTBO 32 ChXpaHEHHE Oe3MIaTHO U MO-TOJSIM

KammanuTeT 3a CbXPAaHCHUC 3a MUHUMAJIHU Pa3XOoJu 3a MaJIKUA Ou3Hec.

He Bcuukm moctaBunmy Ha YCIYyTH Ca €AHAKBU, HO MMa3apbT € CPABHUTCIIHO 3P U ITIOBEYCTO
BC€UYC Ca BB3MNPUCIIU pCaula I[O6pI/I IPAaKTUKU 3a CUTYPHOCT. HpeHaBaﬁKH 3HAYUTCIIHN 4aCTHu OT
uTr YCIYIruTe Ha AJOCTABYUK, MCII ce BB3mON3BAT OT CricuaJii3upaHa C€KCIepTu3a, KOATO IO~

MAJIKUTEC OpraHu3annuu BEPOATHO ouxace 3aTPYAHUIN A OIIpaBaadT IO OTHOIICHUE HA pa3XOJuTE.
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®akr e, ue npu MCII apxuBUpaHETO MHOTO YECTO € U3MECTEHO OT peAuIia APYTH MO-BasKHU
3a/layM, HO TIOBEUETO MPEKOBU MM OOJAuHU PEIICHUs 32 ChXpaHEHUE Beue MO3BOJISBAT J1a ce
MPaBAT PE3EPBHU KOMHs aBTOMATUYHO — HAIIPUMEP, KOraTo HOBHU (DaillloBe OT ONpE/IEeH TUII Ce
3alMcBaT B ONpPEAETeHU Nanku. M3rnons3BaHeTo Ha aBTOMAaTU3UPAHU ApXMBHU HE CaMO CIIECTSBA
BpeMe, HO ChIIO TaKa rapaHTupa, ue € HaJlule Hali-HoBaTa Bepcus Ha ¢aiioBere, ako OM3HECHT

HMa HYXJa OT TAX.

MHOro rotoBu peuieHus 3a apXMBUpPaHe ca JIECHU 3a HACTPOWKA M JOCTBIIHU KAaTO Ce uMa
IpeIBU/ KpUTHYHATA 3a OM3HEca 3aluTa, KosATo mpeanaraT. Koraro MEHUIKMBHTBT M30Mpa
pelieHue, TpsOBa CHIO Taka Ja B3eMe MPEABH] KOJIKO JaHHM TpsOBa Ja ObJaT apXUBUpPAHU |

KOIIKO O30 TpsAOBa J1a UMa JIOCTHII 10 JAHHUTE CIIE/ BCEKH HHIUAEHT .

3noBpeneH codryep (M3BECTEH CHILO KaTo ,,Manyebp‘) € copTyep uiu yed ChIbpiKaHue,
KOETO MOXKE JIa HaBpeau Ha opranu3anusaTa. Haii-uzBectHara ¢opma Ha 370BpeseH copTyep ca

BHUPYCHUTE — CAMOKOIIMPAIIIX CE MMPOrPaMH, KOUTO 3apa3sBaT JISTUTUMEH COPTyep.

AHTI/IBI/IPYCHI/IHT cochyep, KOHTO 4YecTOo ce BKIYBAa Oe3IIaTHO B MOITYJISIPHUTC
OICpaliMOHHN CUCTCMU, Tpi[6Ba Ja C€ U3I0JI3Ba HAa BCUYKHW KOMITIKOTPU U JIAIITOIIH.. CMapT(l)OHI/ITC

U TaOJICTUTE MOXKE Aa U3UCKBAT Pa3JIMUCH IMOAXOMI.

W3rernsHeTo Ha NPUIIOKEHUS 32 MOOWIIHU TeJeoHU U TabsieTH TpsiOBa aa ce ciayyBa caMo
oT of00peHu oT mpousBoauTens MarasuHu (kato Google Play mnu Apple App Store). Tesu
MPUIIOKEHHS Ce TIPOBEPSIBAT, 32 1a OCUTYPSAT OIIPEAETICHO HUBO HA 3aIlIUTa OT 3710BPEAEH copTyep.
Cayxurtenure Ha KOMIAHUATA He OMBa /1a UMAT MIPpaBa J1a U3TETJIAT MPHIIOKEHHSI Ha TPETH CTPaHU
OT HEU3BECTHH JOCTABUMIN/U3TOYHUIM, ThI KaTO T€ HsAMA Jja ObJaT NpoBepeHH. AKayHTHUTE Ha
nepcoHaja TpsiOBa Aa UMaT JOCTATHYHO JOCTHI, HEOOXOIUM 3a M3IIBJIIHEHNE Ha TAXHATA PO, C
AOI'BJIHUTCIIHUA Pa3pCUICHUA (T.e. 3a a)IMI/IHI/ICTpaTOpI/I), JaBaHU CaMO Ha TE€3U, KOUTO CC HYXOAsAT
ot Ts1x. Koraro ce cp3aBaT aAMUHUCTPATUBHU aKayHTH, T CJIEBA JIa CE€ U3IMOI3BAT CaMo 3a Ta3H

KOHKpPCTHA 3aa4ad, KaTO CTAHAAPTHUTC HOTpCGI/ITCJICKI/I AKaYHTH CC HU3II0JI3BAT 3a 06111a pa60Ta.

24 Dojkovski, S.; Lichtenstein, Sharman; and Warren, Matthew J., (2006) "Challenges in Fostering Information
Security Culture in Small and Medium Size Enterprises”, in preceding of 5 th European Conference on Information
Warfare and Security, 1-2 June, 2006. National Defense College, Helsinki, Finland

36



3a msnoro UT obopynBane (tabnmetu, cMapThOHH, JANTONU U MEPCOHATHH KOMITIOTPH)
MEHUKMBHTBT TpsiOBa J1a ce yBepHu, 4e coPTyepbT U (bpMyepbT BUHATU Ca aKTyaJU3UPaHH C
Hall-HOBUTE BEpCUU OT pa3paboTyumu Ha cOoQTyep, JOCTAaBYMIM HA Xapayep M IMpPOAaBayH.
[Ipunaranero Ha Te3M aKkTyaJau3aluu € €QHO OT Hail-BakHure Hewa, kouto MCII morat na
HaMpaBsT, 32 J1a MoA00pAT curypHocTTa. OnepanuoHHUTE CUCTEMHU, POrpaMHTe, TeleQOHUTE U
MIPUJIOKEHUATA TpsiOBa Ja ObJaT HaCTPOEHU Ha ,,aBTOMATHUYHO aKTyallu3upaHe', Koraro ToBa €
onuus. B gaseH MOMEHT Te3M aKkTyalu3alli Beye HsIMa Ja ca HAJIM4YHH (Thil KaTO MPOAYKTHT
JOCTUTHE Kpasi Ha MOATbP)KAHUS CU JKUBOT) — TOTaBa TpsiOBa 1a ce OOMHCIHN 3aMsHaTa My C

MOJCPHA aHTepHaTI/IBazs.

MzkmrounTenno u3kymasamio € aa ce usnoissar USB ycTpoiicTBa uin KapTu ¢ maMer 3a
MpPEeXBBPIIAHE Ha (QaillioBe MEXIy OpraHU3allid M Xopa — JOCTaThb4YHO € 0baue camo eAuH
MOTpeOUTEN J1a BKIIOYH IO HEBHUMaHHe 3apa3eH cTuk (Hanpumep, USB ycTpoiicTBo, ChabpIKaIo
3MoHaMepeH codTyep), 3a J1a OMyCTOIIH IsiaTta opranusanus. Korato ycrpoiicTBara u KapTHTE ce
CIOJIETISAT OTKPUTO, CTaBa TPYJHO Ja C€ MPOCIeAr KaKBO ChAbPXKAT, KbJe ca OMIM U KOU T'U €

n3no0a3Ball. Moxe fa ce Hamaliu BCPOATHOCTTA OT 3apa3daBaHC 4YpPEC3:

® (OJIOKMpaHe Ha IOCThMA /10 (U3UYECKU TTOPTOBE 3a MOBEUYETO MOTPEOUTEINH;

® U3II0I3BAaHE HA aHTUBUPYCHU UHCTPYMEHTH,

® T[I03BOJICHHE caMO OJOOpPEHH YCTpOICTBa M KapTH Ja c€ H3MOJ3BaT BHB Ballara
OpraHu3alys - U HUKbJAE ApyTajae

Te3u mupexkTHBU cielBa Ja cTaHAT Hepas3leliHa yacT OoT (UpMEHaTa MOJUTHKA, 33 J1a ce
MpeaAOTBPATH U3JIAraHCTO Ha OpraHu3anusTa Ha HCHYXKHH PUCKOBC. MeHI/I)I)KM'BHT'BT MOXKE CBhIIO
Taka Ja CTUMYJIMpA CIY>KHTEIIUTE J1a MPEeXBHPIST (GaiIoBe Ype3 alTepHATUBHHU CPEICTBA KaTO

MMeEI Wik 0671a4Ho XpaHHIHIe, BMecTo upe3 USB2S.

MoOuIHNTE TEXHOJIOTHHM Bede ca CbIICCTBCHA 4YaCT OT CHBPEMCHHUA 6I/I3HGC, KaTo BCEC

MoBeYe JAaHHU C€ ChXpaHsABaT Ha Ta0JeTH U cMapT(OHU — HEIlo NTOBeYe, Te3U YCTPOUCTBa cera ca

% Doherty, N.F. & Fulford, H. (2006) Aligning the Information Security Policy with the Strategic Information
Systems Plan, Computers & Security, 25(2), 55-63
26 Johnson, D.W. & Koch, H. (2006) Computer Security Risks in the Internet Era: Are Small Business Owners
Aware and Proactive? In Proceedings of the 39th Annual Hawaii International Conference on System Sciences
(HICSS'06), IEEE Society Press.
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TOJIKOBAa MOIIHHM, KOJIKOTO TpPAAUIUOHHHUTC KOMIIIOTpU U, TBHA KaToO YECTO HalryCckar

0e30macHOCTTa Ha 0(1)I/IC3, TE€ C€ HYXKIAAT OT OLIC IIO-roJisiMa 3aluTa OT JECKTOIL 06opynBaHeTo.

[Momxomsimo cnoxxen [TMH xox wiu nmapoina, 3a pa3jiuka OT MPOCTUTE, KOUTO MOTAT JIECHO
na ObJaT OTraTHATH WM W3BJICYCHH OT NMPOQHIUTE B COIMAIHUTE MEIWHU, IIE IMONpedaT Ha
OOWMKHOBEHUS MTPECTHITHUK J1a TIOJIYYH JTOCTHII J0 CIykeOHus TenedoH. MHOTO yCTpoiicTBa Beue
BKJIIOYBAT pa3lO3HaBaHE HAa MPBCTOBHU OTIIEYATHIIM 32 3aKII0YBaHe, 0e3 1a € HeoOXoauMa napoJa.

Brorpeku ToBa, Te3u (yHKIIUU HE BUHATH Ca aKTUBUPAHHU.

Ha mepconana e mo-BeposTHO Ja ObAaT OTKpamHaTH (WM J1a T 3ary0sT) TaOJeTH WIiIH
TeneoHH, KOTaTo ca Janed oT oduca Uik 1oMa. 3a MIacThe, Mo-rojsiMara 4acT OT YCTpoicTBaTa
BKJIIOYBAT O€3IUIaTHH yeO Oa3upaHu MHCTPYMEHTH, KOUTO ca OC3ICHHHU, KOraTto To u3desHe. Te

Mmorar ga 6’L,Z[aT H3II0JI3BAHHU 3a:

® IIPOCIIECIABAaHE HA MECTOIOJIOKEHUETO HA YyCTPOUCTBOTO;

® OT/AaJEeUYCHO 3aKJII0YBAHE Ha IOCThIIA 10 YCTPOMCTBOTO (32 J1a ce MONPEYH Ha HIKOU IpyT
7la TO U3I0J13Ba);

® MCTAaHLMOHHO M3TPUBAHE HA JAHHUTE, CbXPAHEHU HA YCTPOUCTBOTO;

® [3BIMYAHE HA PE3EPBHO KOIIME HA JAHHUTE, CbXPAaHEHU HA yCTPOMCTBOTO.

HacrpoiiBaneTo Ha T€3uM MHCTPYMEHTH Ha BCUYKHM yCTPOMCTBA HA OpraHU3aLMsITa MOXE Aa
u3riex1a 00e3ChbPYUTEIHO B HAYaJIOTO, HO C TIOMOIITa Ha copTyep 3a yrpaBlieHHe Ha MOOUITHU

YCTpOﬁCTBa HaCTpOﬁBaHCTO KbM CTaHJAapTHa KOH(I)I/IpraI_II/ISI MOIKE€ 1a C€ CJIy4H C €AHO IIpaKBaHEC.

be3 3HaueHMe KakBH Telle()OHU WM TAOJIETH M3MOJI3BA KOMIIAHHATA, BAKHO € TE Ja Ce
MOJUTbP)KaT aKTyaJHU MO BcAko Bpeme. Beuuku mpowmsBogurenn (Windows, Android, 10S)
MyCKaT PENOBHU aKTyalM3allld, KOUTO CBHABPKAT KPUTHYHH aKTyalW3allMH 3a 3amuTa. To3u
mporec € Obp3, JeceH W Oe3laTeH, a yCTpoWcTBara TpsSOBa Ja OBJAT HACTPOCHH Ja Ce
aKTyaJIU3upaT aBTOMATHYHO, KOraTo € Bb3MoxHO. MeHnmxkMbHTHT Ha MCII TpsiOBa 1a ce yBepH,
4ye TIEPCOHATBT 3HAae KOJKO BAKHHU Ca TE3W aKTyaJIH3allMh W J1a OOSCHHM Kak Ja TW HaIlpaBsT
CITY)KHUTENIUTE, ako € HeoOxonumo. [1o100HO Ha HACTOTHHTE KOMIIOTPH, B J1aJIeH MOMEHT TE3U
aKTyaJu3alliy Beue HIMa Jia ca HAJMYHU, Thil KaTO YCTPOWCTBOTO IIE AOCTUTHE Kpas Ha CBOS

MO TbPKaH KUBOT, B KOMTO MOMEHT TpsiOBa J]a c€ OOMUCIIH 3aMsTHaTa My C MOJIEpHa alTepHATHBA.
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To4HO KaKTO ONepalMOHHHTE CHUCTEMHM HA YCTPONCTBaTa Ha OpraHU3alMATa, BCUYKH
MPUJIOKEHUST ChIIO TPSIOBA Ja C€ aKTyalM3UpaT PEAOBHO C KOPEKIMH OT pa3paboTUHIMTE HA
codryep. Te3u akTyanuzamnuu He caMo I1e J0OaBAT HOBU (QYHKIIUH, HO U IIE “3aKbPIAT BCUYKU
OTKPUTH IYNIKH B CUTYpHOCTTa. W Mo To3u maparpad MEHWIKMBHTBHT TPsIOBa J1a ce yBEpH, Ue
CITy’)KUTEITUTE 3HASIT KOra aKTyallM3alliiTe ca TOTOBH, KaK Jla TM WHCTAJIHUPAT U Y€ € BaXKHO JIa TO

HaIIpaBsAT BE€aHara.

Korato ce m3nomBar obmecrBenn Wi-Fi Touku (B xoTenu uinu kadeHera), HIMA HAYUMH
JIECHO J1a ce pa30bepe KO I'M KOHTPOJUpA WM Ja Ce JOKaXKe, 4e TS MPUHAIUICKH Ha KOTOTO
MUCIIHTE, 4e €. AKO CITy’KEOHO YCTPOHCTBO CE CBBPIKE C T€3U TOUKH, HIKOU IPYT MOXKE Ja MOTydH

JOCTBII J0:

® TOBa, BHPXY KOETO CIY>KUTEIST paboTH, IOKaTO € CBbP3aH;

® JIMYHM JaHHHU 32 BXOJ, KOUTO MHOTO MPHUJIOKEHUS U yeO YCIyTH MO IbpPXKaT.

Haii-nipocrara npenmnasHa Msipka € CiryKeOHUTE yCTPONCTBA HE CE CBBP3BAT C MHTEPHET Upe3
HEW3BECTHH TOYKH, a BMECTO TOBa Ja ce m3mnoi3Ba mobunHa 3G wm 4G Mpexa, KOsATO MMa
BrpajieHa 3amuTa. ToBa 03HauaBa, ye MOXKE ChHIO Ja C€ U3IMOI3Ba ,,TeTHPUHT (KbJETO APYTUTE
yCTpoiicTBa KaTo jantonu crnojenst cbimara 3G/4G Bpw3ka) uiau Oe3kKUYEH ,,JJOHTHI,
MpeA0CTaBeH OT MOOMIIHATa Mpexa. Moxke ChIo Taka /1a ObJaT W3MOJI3BaHU BUPTYAITHH YaCTHHU
Mpexu (VPN) — TexHuKa, KOATO KPpUNTHPA JaHHUTE, Mpeay Aa ObJaT U3MpaTeHu MO WHTEPHET.
Axko ce wumsnomBa VPN Ha Tperu crpaHu, mie TpsOBa TeXHHUYECKAaTa BB3MOXKHOCT 32
koH(purypamus. BaxHo e na ce pazuuta camo Ha VPN, mpenocraBeHH OT pPEHOMHUpPAHU

JOCTaBUYMIIM Ha YCJ'IYFI/I27 .

CJ'Iy>Ke6HI/ITC JIafiToIm, KOMIIIOTPH, TabJaeTH | CMapT(I)OHI/I e CpAbPKAT MHOTO OT
KPUTHYHUTC 34 ousHeca JaHHH — JIMYHAaTa I/IHq)OpMaI_[I/IH Ha KIMCHTHUTC, KAKTO 1 HO,Z[p06HOCTI/I 3a
OHJIAMTH AKAYHTHUTEC, 10 KOUTO UMa JOCTHII KOMIIaHUATA. Or ChIICCTBCHO 3HAYCHHEC € TC3U JaHHU

Jla ca JOCTHITHH 32 MEHUDKMBHTA, HE U 32 HEOTOpU3UpaHu notpedurenu. [lapomurte — korato ca

7 Dimopoulos, V., Furnell, S.M., Jennex, M. & Kritharas, I. (2004) Approaches to IT Security in Small and
Medium Enterprises, in Proceedings of the 2nd Australian Information Security Management Conference 2004, Perth,
Australia
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H3II0JI3BAHU IIPABHUIIHO — Ca 6C3HJ'IaTCH, JIECEH U e(beKTI/IBCH HAa4YWH 3a IpCAOTBpaTiIBaHC Ha

AO0CThIIa HA HCOTOPU3UPAHU HOTpe6I/ITeJ'II/I J0 BalluTe YCTpOfICTBa.

Mosxe na ce maposa 3a 3akitouBaHe Ha ekpaHa, [IMH unu npyr meron 3a yocroBepsiBaHe
(kaTo TPBCTOB OTMEUYATHK WM OTKJIKOYBAHE C JIMIE). AKO Ce H3IMOJ3Ba MPEAUMHO IMPHCTOB
OTIEYaThK WA OTKIIIOUBAHE C JIMLIE, IIIE€ CE BHBEXK/IA Maposia Mo-Ppsi/IKo, TaKa 4€ pbKOBOIUTEIUTE

Morat aa moOMuCJIAT 3a HaCT”pOfIKa Ha OJbJira mapojia, KoATO € TpyaHa 3a OTraTBaHC.

3ammTara ¢ maposa He € camo 3a cMapThoHu U Tabnetu. MenumxkMbHTHT Ha MCII cnensa
Jla ce yBEpH, Y€ 3a LII0TO ouc obopyaBaHe (JANTOMU U IEPCOHATHU KOMIIOTPH) HU3MO0JI3Ba CE
npoaykT 3a kpuntupane (karo BitLocker 3a Windows) ¢ momomira na Trusted Platform Module
(TPM) c PIN wumm FileVault (msa macOS), 3a nma ce craptupar ycrtpoiictBara. [loBeueto
ChbBPEMEHHHU YCTpPOMCTBAa HMMAT BIPaJCHO KPUNTHpPaHE, HO BCE MAaK MOXE Ja Ce HaJlOXKHU

KPUIITUPAHETO /13 ObJ€ BKIIOUEHO U KOH(UTYpUPAHO.

AKO e HanmuM4Ha JaJieHa ommusaTa Aa ABy(dakTopHa uaeHTU(UKAIMSA (MU3BECTHO OIE KAaTo
2SV) 3a KOHTO U J1a € OT OpraHU3allMOHHUTE aKayHTH, TS TpsOBa 1a Oble M3MOI3BaHA — TOBA
100aBsi TOJISIMO KOJMYECTBO CUTYPHOCT Ha II€HaTa Ha HE MHOTO JOMBIHUTEIHH ycuius. 2SV
M3HUCKBA JIBa Pa3JIMYHU METO/a 3a ,,JJOKa3BaHe ' Ha CAMOJIMYHOCT, MPEIH Ja MOXKE Jia Ce M3I0I3Ba
yciyra, oOMKHOBEHO TapoJia IUI0C €IuH APYyr MeTona. ToBa MOXe Aa € KOJ, € W3MpaTeH Ha
omnpezaeneH cMapThOoH (WU KOJ, KOHTO € TeHepHpaH OT YeTell Ha KapTH Ha 0aHKa), KOWTO TpsOBa

Ja 61)]16 BBBCACH B JOMIBJIHCHUC KBbM IIapoJiaTa.

OtroBopHusAaTr 3a T nonuTUkuUTe B OpraHu3anyaTa CIEHUAINCT CIeABa Ja CE yBEpH, 4e
CITy’)KUTENIUTe MOoJy4yaBaT MOJIe3Ha, JIECHA 3a pa30upaHe MHPOpMalLMs OTHOCHO 33/1aBaHETO Ha
naponu. Te TpaOBa Ja ca JIECHM 3a 3allOMHSIHE, HO TPYIHH 3a OTraTBaHe OT HSIKOM JpYT.
[lepconanbT CchIIO Taka TpsiOBa Ja M30srBa M3MOJI3BAHETO HA HA-4eCTO CpelIaHUTe MapoJ,
KOHUTO MPECThIIHULIUTE Morar JiecHo jaa no3HasT. UT cucremure camu no cede cu He TpsOBa 1a
M3UCKBAT OT CITY>KUTENUTE J1a CHOJEIIAT aKayHTH WM apoJjIy, 3a Ja CU CBbPILIAT padoTaTa — BCEKH
MOTPeOUTEN UMa JMYEH JOCTHII J0 KOHKPETHU CUCTEMH, a JIaJIeHOTO HUBO HA JAOCTHI BUHAru €
Hal-HUCKOTO, HEOOXOJUMO 3a M3BBpIIBaHE Ha pabdoTara, KOETO BBPBU pbKa 3a pbKa C

MHUHUMU3UPAHC HCHYKHOTO U3JIaraHC Ha CUCTCMU, 1O KOUTO HE CC HYKIAAAT OT JOCTBII.
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CrienuanicTbT, KOMTO OTroBaps 3a TOBAa KakK CE W3IOJI3BAT MAPOJIHMTE B OpraHHU3alUsiTa,
MOXKE Ja HamlpaBd peaMila Hella, KOWTO WIe MOA0OpAT curypHoctra. Haii-BakHOTO €, Ye
MEPCOHATBT LIe MMa JECETKH HECBBP3aHU ¢ paboTaTa MapojH, KOUTO CHIIO TPsOBa Ja 3aIllOMHH,
TakKa 4ye HajlaraHeTO Ha JIOCTBII C Iapojia JI0 yciiyra B ciyk0ara TpsiOBa J1a ce Hajara, caMo ako
HaWCTWHA MMaTe Hyxaa. Korato ce M3moyi3Bar mapoiu 3a JOCTHII J0 YCIIyra, 1o0pe € J1a He ce
HaJlaraT peJIOBHM NPOMEHM — T€ HAaUCTHHA TPsOBa Jla ce MPOMEHST CaMO KOTaTo € HauIe

moao3pCHHUC, Uc HI[CHTI/I(I)I/IKaL[I/IOHHI/ITe JaHHHU 3a BXOJ €a KOMIIPOMCTHUPAHU.

HeoOxonumo e cbio Taka ga 0b/1e OCUTYPEHO XpaHUJIHILE, TaKa Ye CIY>KUTEIUTE Ja MOTaT
7la 3aITMCBaT NapoJIv 32 BAXKHU aKayHTH (KaTo UMEI 1 OAaHKOBH) U J1a TH Ta3sT (HO HE ChC CaMOTO
ycrpoiicTBo). City>)kKUTeNnnTe MOTaT Aa 3a0paBaT mapojuTe, KOETO 03HaYaBa, 4e € HeoOX0AUMO Ja
ce MOMUCIIH 3a UHCTPYMEHTH, Upe3 KOUTO Te JeCHO Morar jaa ru HyaupaTt camu. MCII morar na
OOMUCIIST M3MOJI3BAaHETO HA MEHU/DKBPH Ha MapoJid — TOBAa ca MHCTPYMEHTH, KOUTO MOrar Ja
Ch3[1aBAT U ChXPAHIBAT MAPOJIHU, O KOUTO CE€ MOJIy4aBa JOCTBII Upe3 ,,IMaBHA” mapona. Thil KaTo
rJIaBHaTa Iapojia 3aliuTaBa BCUYKM JApPYrd, HEOOXOAMMO € TA J1a € CUJIHA, HallpuMep TpH

IIPOXU3BOJIHA JYMHU.

Enna or nHaii-uecTuTe TpemIKM € HENMpOMsiHaTa Ha TapojuTe Mo Tojapa3OupaHe Ha
MPOU3BOIUTENNTE, C KOUTO C€ M3JaBaT cMapTdOHH, JANTOMH U JIPYTH BHUAOBE O0OOpY/IBaHE.
[Ipomsanara TpsOBa Ja ce ciay4yud Ipeau ycTpoilcTBaTa jAa ObJaT pa3fajieHH Ha TepcoHana.
Brrpeku ToBa, HE0OX0MMO € PEIOBHO Ja ce MPOBEPSBaT yCTpolcTBaTa U coTyepa, CrelnaiIHo

32 OTKpUBAHE HA HEMPOMEHEHHU MapoJIH 110 nojpasoupane’®.

28 Paul Ruggiero, JF. 2011. Cyber Threats to Mobile Phones.
https://www.uscert.gov/sites/default/files/publications/cyber_threats-to_mobile phones.pdf mocnegno moceren Ha
20.02.2024
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TPETA ITIABA - AITPOBALIUSA HA METOAUKATA YPE3 EMIIUPUYHO
N3CJIEABAHE. AHAJIN3, IPEBEHIIUA U Bb3MOKHU HACOKU 3A

KHUBEPCUI'YPHOCTTA, 3ACAT'AIIA MAJIKUA U CPEJAEH BUZHEC B
BbJII'APUA

3.1 O0ocHOBKA HA U3CJIEABAHETO

3.1.1 Heooxo0umocm om nposexcoanemo Ha eMRUPUYHOMO U3C/1e08aHe

B mpemumauTe nBe raBum Osdxa pasrienaHd IMOAPOOHO peaHiia XapaKTepUCTHKH Ha
KHOEPCUTYPHOCTTA M TPEANOCTaBKU 3a BiomIaBaHeTo W B koHTekcta Ha MCII B bbiarapus.
W3nu3anero oT HAIIMOHATHUS KOHTEKCT, KOETO JIMYU OT BCEKH OTJICJICH pa3ien, € Hen30exKHo, Thid
KaTo, OT €JlHa CTpaHa, bwirapus € nbJIHONpaBHA IbpkaBa-uleHka Ha EC, a or npyra,
KHOepIpecThIIHOCTTA, MPEABU BUPTYaIHUS XapaKTep Ha SBICHHETO, KATETOPUYHO HAJAXBBHPIIS
reorpad)CKUTE TPaHUIM HA TbPKABH M HaJHAIIMOHAIHU oOenuHeHus. Hapex ¢ ToBa, pakTwT, ue
bparapus mma MHOro muMpoka M JIECHOJIOCTBIIHA MHTEPHET MH(PACTpyKTypa, HO HU30CTaBa B
MHCTUTYLIMOHAJIEH, 3aKOHOJATEIEeH U BCSKAKbB JAPYT NMPaKTHUECKH IJIaH B MEpKHUTEe 3a 6opba ¢
KUOEepIpecThIJICHUATa, TpaBUd CTpaHaTa I[pHUBJIEKaTellHAa MHIIEHa 3a  KuOepaTakH.
['eononuTHYECKOTO MOJOXKEHUE, KOETO CE BJOLIaBa 3apajyd KOH(JIUKTUTE HA MHTEPECU MEXKIY
WN3roka u 3amaga, xapakTepHu 3a bbarapus mnopaau reorpackoto W IOJIOKEHHE W
MIOJINTUYECKOTO M MJIEOJIOTMYECKOTO MHHAJIO CBHIIO Ca MPEANOCTaBKa 3a BIIOIIABAHE HAa

KI/I6epCI/IprHOCTTa, KakTo M 3a 3acsaraneto Ha MCII ot MNOCICAUIUTE OT TOBA.

Mankust OW3HEC UMa MO-MaJKO PEeCcypcH, HO TOBEYe I'bBKABOCT IO OTHOIIEHUE Ha
B3E€MAHETO HA PELIEHUS — €TO 3al0 UMa rojsiMa BEPOATHOCT MPEJI0KEHATA MIO-ITOPE METOIUKA,
MOHE B YacTTa i, KOSITO C€ OTHACS JI0 MOJISTMPaHe Ha MOTPEOUTEICKOTO TOBEICHUE HA CITYKUTENN
u knentd Ha MCII 1a e HabIHO NPHIIOKKMMA B YCJIOBUATA Y HAC. 3a J1a CTaHE SICHO Jajik TOBA €
Taka, mie ObJe MPOBEACHO EMIUPUYHO H3CIEABaHE, KOETO Ja IMpOoydd HarjacuTe Ha
COOCTBEHUIIUTE Ha MaTbK M CpeleH OW3HeC M TEXHHUTE KIUEHTH 110 BBIPOCHTE C
kubepcurypHoctTa. ToBa € HE00X0UMO, 3a J1a MOXe, Bb3 OCHOBA Ha pe3ylTaTUTe, JAa ce JajaaT

IMPETIOPHKHU 3a TOBA KaK U B KaKBa 4aCT Aa CC€ NPUIIOKHU U3CJICABaHATA IO0-rope€ METoJuKa.
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3.1.2 Qoexm u npeomem Ha uzcieosane
OOexT Ha u3cielBaHE ca MU3MEPEHHUATAa Ha KHOEPCUTYpHOCTTa U KUOEpIpPEeCThIIHOCTTA B
KOHTEKCTa Ha MaJIKUs U cpejieH OusHec B bbarapus, a npeAMeT — KOHKPETHUTE HarJlacu 1o TemaTa
¢ moBHIIIaBaHeTo Ha kubepcurypHocrra Ha MCII Ha coOCTBEHUIIUTE HA TaKbB TUIl OU3HECH U

TCEXHUTC KIIMCHTH.

3.1.3 Henu u 3a0auu
L{enTa Ha EMIMPUYHOTO M3CIICIBAHE € JIa CE IIPOBEIH JIOKOJIKO METOIUKATA, N3JI0KEHA BB
BTOpa Ij1aBa OT HACTOAIIWA JUCCPTALMOHCH TPpyd € HNOAXOAAllAa 3a IpujiaraHce B YCJIOBUATA B

bovarapus. B To3u KoHTEKCT MoraT 1a 0pAaT GopMyIHpaHu CAEAHUTE 3aa4H:

e  u300p HA METOJ 3a U3CJICIBAHE;

®  KOHCTpyUpaHE Ha MHCTPYMEHTapUyM U IOJ00p Ha U3BAJIKa;

® [IPOBEXKJaHE Ha EMIUPUYHOTO U3CJIE/IBAHE;

e 00001aBaHe, MPeJCTaBsIHE U KOMEHTAp Ha PEe3yITaTUTE;

e (dopmynupane Ha ampobanMs HAa METOAMKATa M TPENOPBKU 3a MOAOOpsBaHe

kubepcurypuoctra Ha MCII B bwirapus.

3.1.4 Memoo na uscneosane
N36panusT MeToA 3a M3Ce/BaHE € aHKeTa — €Ha M Chlla KapTa 3a COOCTBEHMLIUTE Ha
OM3HECH M 3a MOTPeOUTENNTE, KOETO 1€ HAaNpaBU CPaBHSABAHETO HAa PE3yJTaTUTE IMO-JIECHO U
yno0Ho. OGMKHOBEHO, XOpaTa He 00MYaT J1a OTJAEIST BpEME 3a MOMbJIBAHE HA IPOYUYBAHUS — €TO
3all0 aHKeTHaTa KapTa chAbpxka |5 3arBOopeHH BBIpOCa, MBbPBUTE 5 OT KOUTO ChOMpar
neMorpadcku JaHHU. Y4acTHETO B IPOYYBAHETO € JOOPOBOIHO U AaHOHUMHO, KOETO € OMUCAHO U

B caMOTO Hauano Ha kaprtara (I[Ipunoxenue 1).

W3BagkuTe, ¢ KOUTO IIe ce pabOTH 3a IEeUTEe Ha JUCEPTAIIMOHHUS TPY/, ca TBHPJIC MAJIKH,
3a J1a MOXe M3CJEIBaHeTO Ja MpeTeHAupa 3a MpeAcTaBUTeNHOCT. Benpocure obaue e 6baaT
(dbopMyHpaHu Taka, uye MPOyYBAHETO J1a Obae JOCTOBepHO. [Ipu M3roTBIHETO HA aHKETHATA KapTa
me ¢€ CTpEMHUM Ja 6’B)IaT OTpa3€HU BCUYKH BB3MOXHH OIIOHWHU 3a OTTOBOP, a TaM, KbACTO HE €
CUTYPHO, Y€ TOBa € Bh3MOXKHO Jia ObJIe Crla3eHo, 1e 0b/1e BKIIOYEHA BE3MOXKHOCT “Apyro (Mo,

IIOCOYCTEC B CB060,Z[CH TeKCT). 3a Ja M30erHeM OTKa3 OT MOITbJIBAHE Ha aHKeTaTa 3apaau onpeacICH
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BBIIPOC, HUKOH OT TIX HsIMa Ja 6’BI[C 3aABJDKUTCIICH — PECIIOHACHTHUTC 1IC MMAT BB3MOXHOCT

CBO6OI[HO Ja IpomnmycKaT BBIIPOCH U Jia MOraT yCIICIIHO Ja 3aBbpIIaT aHKeTaTa.

HpquBaHeTo e C€ pasmnpocTpaHsBa 4YpE3 coludalHaTa MpeEXKa, a IpU JOCTUI'aHC Ha

HeoOxoauMmus Opoif OTTOBOpH, aHKETaTa 1ie Ob/Ie 3aTBOPEHA U CKPUTA.

3.1.5 I'pynu, koumo wie 6v0am 6KIOUEHU, U MEXHUMe XAPAKMEPUCIUKU

EnnakBo BakHO 3a noBuIaBaHe Ha kubepcurypHoctta Ha MCII e moBeaeHHeTo Ha YETHPU
KJIIOYOBH AareHTH — CcaMuTe NOpeanpustus (Upe3 TEXHUTE MEHUDKBPH U CIIYXKHUTEIH),
MOTPEOUTENUTE HA MPOAYKTUTE U YCIYTUTE UM, MHCTUTYIIMUTE U OaHKUTE (ThH KaTO B MOMEHTA,
Ha npaktrka, MCII He Morar Ja chIiecTByBatT 0€3 Ja M3Mo3Bar ycryrure uMm). Ha moBenennero
Ha BTOPUTE JIBE€ HE MOXKE Jla C€ IOBJIMsE JIECHO, HO, 32 CMETKa Ha TOBAa, MOTPEOUTENIUTE U
MIpeICTaBUTENINTE HA OU3HEca ca JOCTAaThbYHO I'bBKABU, Y€ PEAIHU IPOMEHU B TEXHUTE HArjacH u
JeicTBUs Morat OBp30 Ja JOBeAaT 10 MOAOOpsABaHE CUTyalHsITa ¢ KUOEPIpPECTHIIHOCTTA B

CCIMCHTA Yy HacC. Eto 3am0 e BaxxHO Te 1a ObJaT U3CIICIBAHH.

3.1.5.1 Ilompedoumenu na npodykmu Ha MaaKus u cpeoen duznec
[TpakTH4ecku BCeKH YOBEK KYyIyBa CTOKH U YCIYTH OT MATbK U CpeJieH OM3HeC, Ch3HATEITHO
nunu He. OHJaliH Na3apyBaHETO € BeUe YacT OT €KEIHEBUETO, KOETO BOJU JI0 BBIIPOCA OCh3HABAT
U TOTPEOUTENNTE KAKBU OTTOBOPHOCTHM HMMAT IO OTHOIIEHHE COOCTBEHATa CH M Ta3u Ha
THPTrOBIUTE, OT KOUTO KYyMyBaT, kKuOepcurypHoct. MiMeHHO TOBa ciieqiBa Ja ce MpOBEpH Upe3
EMIUPUYHOTO HU3CJE/IBaHE — 3a IeNuTe Ha yno0cTBOTO mpu oOpaboTkaTa Ha pe3yNTaTHTE,
HeoOxoaumu ca 50 MOMBIHEHN aHKETH, a CJIe]] JOCTUTAHEeTO Ha TO3U Opoii OTTOBOPU MPOYUYBAHETO

e Ob/1e 3aTBOPEHO.

3.1.5.2 Cobocmeenuyu u ppKogooumenu Ha MAIKu U CPEOHU RPEOnPUAMUA
CobctBenunure u pprkoBoautenutre Ha MCII yecto umart TBBp/ie MHOTO MPOPECUOHATHH U
COLIMAJIHYU POJIM B €IMH U CBHIIIM MOMEHT U HeJeKaTa 3a/a4ya Ja Ce CIPaBsAT C TAX B yCIOBUATA Ha
JIMIICa Ha JOCTAaThbUHO PECYPCH OT Pa3IM4YHMU BUJOBE. BBB BCce MO-IUTUTATU3UPAHUS CBST, TOBA
OTBapsl MSICTO 3a CEpPUO3HU MPOITYCKU B 00J1aCTTa HA KUOEPCUTYPHOCTTA, KOUTO MPECTHITHUIIUTE

U IMMOTCHIUAJTHUTEC TaAKWBA BbB CUTYPHOCT 3a0ea3BaT — €To 3a110 U B IMTOCJICAHUTC T'OJNMHHU UMCHHO
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MCII craBaT BCe IT0-4eCTH MUIIICHH Ha TaKuBa aTaku. ViMa 1 och3HAaBaHE 32 TOBA U KAKBU MCPKHU

ouxa npeanpuein CO6CTB€HI/IHI/ITC Ha OM3HecH € CTaHe ACHO OT aHKCTHPAHETO HA 50 TakmBa.

3.2 KomeHTap U aHA/IU3 HaA pe3yJITATUTE

3.2.1 Ilpwiukum Mexay Harjgacute Ha TNOTPeOUTeIUTe W COOCTBEHUIIUTE U

PBKOBOAUTEC/INTE HA MAJIBK U CPEACH Ou3HeC

KakTo Bedye Oe yTOUHEHO MO-rope, COOCTBCHHIINTE Ha MalbK OM3HEC ca HEMPEMEHHO U
noTpeOUTeNN Ha MPOAYKTUTE U YCIyTHTe Ha Apyru TakuBa. Hapex ¢ ToBa, Thii kaTo 3a MCII e
XapaKTepHa 1M0-CBOOOIHA, XOPU30HTAIHA BMECTO OYEPTaHO BEPTUKAIHA KOMYHUKAIIUS HArOpe
Y HAJI0JTy TI0 SICHO M3Pa3eHU HepapXHuecKr HUBa, MAJIKUTE OU3HECH OCTAaBaT OJIN30 70 KIIMCHTHTE
CH M C€ CMECBAT C TAX eKeIHEeBHO. ETo 3a10 He ¢ u3HeHaa, ue OTTOBOPUTE Ha JIBETE IPYINHU CH

IMpHUJIn4daT TOJIKOBa MHOIO.

JIurcBa cbBCceM sicHA IMPCHCHKA 3a TOBA KAKbB 1 B YaCTHHA CCKTOP MMAT MCII — ToBa ¢
BUJHO KaKTO IIpU HOTpC6I/IT€JII/ITe, TaKa U IIpUu CO6CTB€HI/IHI/ITC Ha MIpPCAINPpUATHUA. I[O rojsama
CTCIICH HCOCH3HABAHCTO HA KJIIHOYOBATa pOJId HAa CCTMCHTAa B MKOHOMHUKATa, HC CaMO B BLnrapm[,
aunuB eBpOHeﬁCKH U TI00aneH Mama6, MOXKE a CC OKaXeC HpO6H€M OT rjacaHa TO4YKa Ha TOBa, 4€
MOALECHIBANKU COOCTBEHOTO CH 3HA4YCHHUEC, MAJIKHUTC OusHecu noAUCHABAT M 3aIlJIaXHUTC, KOUTO

BB3HUKBAT 34 CUTYPHOCTTA UM.

U npu asere rpynu uma sCHO pa3zbupaHe, 4ye KMOEpCUTYpPHOCTTA C€ OTHACS J0 BCHUUKH —
KaKTO J0 WHIMBUAMTE, Taka M JO TMpeNnpusaTusTa, 0e3 3HaueHue oT TexHus pasmep. [lo-
KaTeropu4yHo € ToBa MHeHHe cpen cooctBeHuiure Ha MCII — Bcuuku Te ca MOCOYMINA TO3H
orroBop. Ilpm morpeburenure Bce olle ce cpemiar U JAPYyrd OMNIMH, HalpuUMep Tasu, 4e
KHOEpCUTYpHOCTTA ce OTHACs caMo 10 rosieMute npennpuarus. @akrst, ue MCIT octaBar 611130
70 KJIMEHTUTE CHU, MOXE Ja MOJAIOMOIHE IpOoMsSHAaTa Ha Ta3W Harjaca, ako c€ M3I0J3Bar

MoAXOOAIIN KOMYHUKAITUOHHHA TEXHUKH.

Onnaiin MNPUCBCTBUCTO € 3aABJDKHUTCIHO 34 MAJIKUA U CPCIACH OM3HEC — Taka MUCIAT U
HOTpC6I/ITeHI/ITC, )51 COﬁCTBeHI/II_II/ITe Ha TMpeaAnpudTusa OT CCETMCHTA. Ha6J’IIOI[aBa C€ CHIIHO

NpEeANTOYUTAHUEC KBM IMOJIOKUTCITHUTE OIMIKUHA 3a OTTOBOP, KOUTO CE€ OTHACAT A0 TOBA KaK Mpe>1<aTa
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rojrnomara mpecTaBsHeTO Ha OM3HECUTE U I'M JoOIMKaBa /10 notpedutenure uM. M npu nsere
IpyIH PECHOHJIEHTH PA3KO clajia OposAT OTTOBOPH MPU OTPULIATEIIHUTE OIIUHU, KOUTO C€ OTHACST
JI0 TOBa, Y€ OHJIAH MPUCHCTBUETO KPUE M CBOUTE OMACHOCTU, KAKTO 3a KIMEHTUTE, Taka U 3a
npurexarenure. Bee mak, ock3HaBaneTo Ha ToBa pu codctBennnute Ha MCII e mo-106po — ToBa
03HAy4aBa, 4Ye MPEANPUATUATA Ca TOTOBH, IOHE IICUXOJIOTUYECKHU B JIMIIETO HA JIMJEPUTE CH, J]a Ce
OIMTAT 3a 3aLUTAT norpedburenute cu. Jamm obadye pecypcure U eKeTHEBHUTE 3aIbIKEHUS UM

o II03BOJISIBAT € BBIIPOC, HA KOWTO OTTOBOPBT € [10-CKOPO OTPULIATEIIEH.

Ha BbIIpoca kak npennoyuTar jaa nasapyBat, U JBETE I'PYIU paslpeleiT OTTOBOPUTE CH
IIOYTH 110 PABHO MEXAY “‘oHnaun’ M “u no 0sama nayuua”, KaTo MPEANOYUTAHUATA KOHKPETHO
KbM (pu3HUecKuTe 00EKTH ca MaJKO W, U IpHU MmoTpedurenure, u npu codcrennuute Ha MCII,
UABaT OT I0-Bb3PACTHUTE PECHOHAECHTH. ETO 3amo € MOoJOoXKHUTETHO 3a Bb3MOXKHOCTUTE 3a
noo0psiBaHe Ha KUOEPCUTYPHOCTTA, Ye MPUWIMKUTE IPU OTTOBOPUTE Ha CJIEIBAIIUTE BBIIPOCH Ca

IIOBCYC OT PA3JIMKHUTE.

U notpebutenute, u cooctBenuuute Ha MCII ce Bb31M0I3BaT aKTUBHO OT Bb3MOKHOCTHUTE
na n30epat Mo HIKOJIKO OINLUHU 3a OTTOBOP HA BBIIPOCUTE, KOMTO CE€ OTHACST J0 TOBA OT KaKBO
TpsiOBa J1a ce MPUTECHSBAT MOTPEOUTENUTE M KAaKBO TpsiOBa Ja HampaBsT Ou3HecuTe, 3a Ja

MUHUMH3UPAT KHOEPPUCKOBETE.

[ToBeue moTpedbuTeny u nmoeye cOOCTBEHUIIM HA OM3HECH C€ MPUTECHIBAT OT U3TUYAHETO
Ha OaHKOBa WMH(OpMaIKs, OTKOJKOTO OT TOBa Ha JMYHMU JaHHU. COOCTBEHUIIUTE HA OM3HECH
MHOT'O $ICHO OCBh3HaBaT HEOOXOAMMOCTTa MOTPEOUTENUTE Ja ca M3KIIOUHUTEIHO BHUMATEIHH,
koraro ciuyxuten Ha MCII um mowucka uyBcTBUTenHa HHpopmarus. [Ipu morpeburtenurte

OCbhb3HABAaHC ChII0 UMaA, HO € B MHOI'O ITIO-MaJIKa CTCIICH, OTKOJIKOTO IIPU JIMACPUTEC.

Benuku n3bpoenu onnuu 3a oTroBop Ha BbIipoca KakBo TpsioBa aa Hanpassat MCII, 3a na
3alUTAT MOTPEOUTENUTE CU?, TPEJCTABIABAT MEPKH, KOMEHTHPAHU MO-TOpe B METOaUYecKaTa
BTOpa TJlaBa Ha AucepTanuoHHus Tpya. [lorpedburenute pazdupar go06pe, 4e BCUYKU T€ B €/1HA
WM Japyra crteneH ca BakHH. CoOcTBeHHMIIMTE Ha OW3HecH o0aye IMOYTH EIUHOIYIIHO Ce
ChIJIacsBaT, Y€ BCHYKH NPEUIONKCHH MEpKH TpsOBa na OBJAaT B3eTH, 3a Jia CE€ TapaHTHpa
KHOEPCUTYpHOCTTA Ha MOTPEOUTETTUTE U Ha caMHusi OM3HEC — TYK C€ BKJIFOUBAT KAKTO 3aAbI00YCHA

IMpOBEpKa HaA CIHYNKUTCIUTC WU MHHHUMAJIHO HHUBO Ha AJOCTHII Ha I/IH(I)OpMaI_II/I}I, Taka M 4YHUCTO
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TEXHOJIOTUYHM MEPKH U DELIEeHUS KaTo MOJAbp)KaHEe Ha aKTyallHd yCTPOMCTBA, CUCTEMH H
copryepu U M3NON3BaHE HA OOJIAYHH YCIYT'H, CUTYPHH MHTEPHET TOYKH 3a JIOCTBII U PE3epBHU
Konus Ha janHuTe. [IpuTecHuTeNneH € PakThT, 4e U MOTPEeOUTENNTE, 1 COOCTBEHUIIUTE Ha OU3HECH
HE OCBH3HABAT JOKpal KOJKO € BaKHO M3MO0JI3BaHETO HA CUTYPHHU TOUYKHU 3a 10CThI 10 HTEpHeT —

TOBA € Hali-MaJIKo IT0COYBaHaTa OIIUS U IIpH ABETE I'PYIIKM aHKETUPAHU.

3a ponsTa Ha MOTPEOUTENUTE B TAPAHTUPAHETO HA KUOCPCUTYPHOCTTA M KIMEHTHTE, U
cooctBenunure Ha MCII, cuutar, ye € MHOro Ba)XHO T€ Jla Ca BHUMATEIHM IIPU TOBAa KaKBa
uHpopManus JaBaT 3a cebe CU OHJIAMH, Ja IMOJI3BAT, IO BB3MOYKHOCT, BUPTYaJIHHU KapTH, Ja

BHHMAaBaT KaKBH CalTOBE nocemanar, 0Cc0o0eHO 10 C€ OTHaACsA A0 CbMHHUTCIIHHA JIMHKOBCE.

HpaBI/I BIICHATJIICHUC TYK, Y€ Hali-MaJIKO X0pa U OT ABCTC I'pylin I/I36I/IpaT IIJ1ama”HeToO C
BUPTYaJIHU KapTHU — IIOBCYC CC HaOJsIra Ha AaBaHCTO Ha MUHUMYM I/IH(bOpMaI_II/ISI B Mpe;xaTa n

BHHMAaHHETO KbM CAUTOBETE U MMOCJICABAHUTEC BPB3KHU.

Harnacute xbM paboTaTa Ha MHCTUTYIMHUTE CHIIO CH MPUIMYAT MHOTO U TPH JIBETE
W3CIeIBAaHY TPYIU — 3HAYUTENIHA YacT OT PECHOHJICHTUTE CUUTAT, Y€ BIACTUTE HE PabOTAT MO
mocoka nmoaoopsisane kuoepcuryprocrra Ha MCII y Hac. MHeHHEeTO 32 OAaHKOBHTE UHCTHTYIUH €
MHOTO MOJ00HO — MaJKO MOTPEOUTENIM CUMTAT, Y€ T€ MOraT Ja TapaHTUpaT CUTYPHOCTTa Ha
JAHHUTE UM, KaKTO U Ha T€3H Ha MPEINPUITUSITA, IPU COOCTBEHUIINTE HA OM3HECH TOBA Ca MAJIKO

IOBEYC MPEACTABUTECIIN, HO 06u1aTa KapThHa OCTaBa ChIlaTa.

Ha mnpakTtuka, ToBa ceé NBIDKM IIO-CKOPO Ha pasNpOCTPAHEHOTO y HAC BspBaHE, 4e
MHCTUTYLIMUTE He paboTAT, KaKTO M Ha (akTa, 4e OT HAKOJKO TOJUHM HacaM Ha MNpaKTUKa
MI0JI3BaHETO Ha OAHKOBHU YCIIYTH € aOCONIOTHO 3aIbJKUTEIHO KaKTO 32 OOMKHOBEHUTE XOPa, TaKa
1 3a cOOCTBEeHHIIUTE Ha OM3HecH. T.e. eAHUTE TaKa UM WHaYye He padoTAT, 10 BCUUKH Iaparpadu,
Taka ue nojanomaranero kuoepcuryprocrra Ha MCII He e n3kitoueHue, a ApyruTe € HaloKUTEITHO
na ObJaT U3MOI3BaHH, €TO 3aI0 TPEBOTUTE 32 TOBA KAKBO MOTaT M KAKBO HE MOT'aT Jia rapaHTHpaT
OMxa NPUYMHWINA TBBPJIE MHOTO M3JIMIIECH, HO 32 CMETKA Ha TOBa exeqHeBeH cTpec. OOEKTUBHO
MOTJIETHATO, CKOPOIIHA WHIIMJICHTH MMa W Ha nBata (pponta — u ot HAII, u ot 6anka JICK

H3TCKOXAa JIMYHU U APYTrU JaHHU Ha XU AN 6Lnrap1/1.
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3.2.2 Pa3quku MexXAy Harjacure Ha mNoTpe0UTeJUTe W COOCTBEHHUIIMTE M

PBHKOBOAUTEINTE HA MAJIBK U CPeleH Ou3Hec

PaznaukuTe B Harimacure Ha ABETEC I'pyIlikd ca MHOT'O MaJIKM, HO, 3@ CMCTKa Ha TOBA, IIpaBAT
CCPUO3HO BIICYATIICHUEC U ITOKA3BaT, 4€, KOJIKOTO U 01130 Ja ca HOTpe6I/IT€HI/IT€ u C06CTB€HI/IL[I/ITG

Ha 6I/I3HGCI/I, BCC IIaK pa3BUBAHCTO HA CaAMOCTOATCIIHA JEHHOCT BOAH 10 IIpoMsiHa B MUCJICHCTO.

Haii-ppananTHUST mpuMep ca OTTOBOPUTE Ha BBIIPOC 12, KOWTO ce OTHACS JI0 TOBA TpsOBa
mu na Opaar cankuuonupanu ciayxutenure Ha MCII, ako 3apaau TeXHU JEUCTBUS KOMIIAHHITA
MOCTpajia npu KUOEpUHIMACHT. B mbpBaTa rpyna Bce mak ca rnomnajgHaii 4 CaMOHaeTH JIUia — Te
JaBaT OTrOBOpP “He”, a MHO3MHCTBOTO MOTPEOUTENIHN CUMTAT, Y€ HAKa3aHUETO 3a pabOTEIIUTE €
HeoOxoaumo. ToBa Mmojcka3Ba, 4e HiMa Ja CTOSIT Taka Hellara Mpy NpeACTaBUTEINTE Ha OU3Heca
— ¥ HAaUCTHHA, OOJIIIIMHCTBOTO TYK HE MHCIIAT, Y€ TPSAOBA J1a CAHKITMOHHUPAT CITYKUTEIUTE CH. Tyk
OOSICHEHHETO € CIIEJHOTO: C MPaBO MOTPEOUTEITUTE pa3uuTaT, ye padoTemuTe B OU3HECUTE, OT
KOUTO T€ Ma3apyBar MPOAYKTH U yCIIyTH TPsiOBa Ja ca 3KIIOYUTETHO BHUMATEIHA U OTTOBOPHH,
KOraTo cTaBa JOyMma 3a 4yBCTBUTENHaTa HMH(oOpManus, ¢ KOSATO paboTAT, olle IoBeue, ue
JIUTUTaTHATA CJe/la Ce yBeJIMYaBa ¢ BCEKM M3MHMHAMI JieH. Te obaue He och3HaBar no0Ope mpen
KaKBH ITPEIM3BUKATEIICTBA, HAPE]I C BCE MO-MTPOPECUOHATHUTE KUOESPIIPECTHITHUIIM, Ca U3TPABECHU
MCIL. IIpennpusatusara OT CErMeHTa TPyAHO HAMHUPAT CIY’KUTEIHU, Thil KATO HEPSJIKO HE yCIsABaT
Jla c€é KOHKYpHUpaT C TOJIEMUTE KOMIIAHMU HUTO MO OTHOIIEHHE Ha CTPOro paslpeielieHHe Ha

3aa4YUTEC, HUTO II0 C€ OTHACA A0 3aIljIalfaHCTO.

ETo 3amio, B moBedero ciaydau, B MaJKkus Ou3Hec pabOTAT WM caMHTE My COOCTBEHMIIH,
WIH, 3a€JHO C TAX, M3KIIOYMUTEIHO ONM3KM U JoBepeHH Xopa. ETo 3amo, oOMKHOBEHO,
KHOEpUHIMJICHTUTE ca Pe3yJTaT OT IPElIKa Ha CIYXKHUTEIUTE, a HE OT 3JIOHAMEPEHOCT. AKO BCe
MaKk ce OKaxe BTOpoTo, moseueTo cobctBeHuun Ha MCII He ce koiebadT Ja HampaBsaT
peluTeaHaTa CThIIKa U J1a Ce Pa3AeiaT C HENOSIHUS Kaabp. JlomycKkaHETO Ha HEBOJIHM I'PEIIKU
o0aue He ce MOMNpaBs ChC CAHKIIMU — HEIllo [ToBeue, JIUIcaTa Ha HaKa3aHHs He 03Ha4yaBa JIMIICa Ha
BOJIA 3a cHpaBsHe ¢ mpoOiema. O3HayaBa W3IMOJ3BAHE HAa JPYI'M MHCTPYMEHTH, KOUTO IIE
rapaHTUupaT KaKTO JIOSAJTHOCTTA Ha CIIYXKUTEIIA B ABJITOCPOYCH IIJIaH, TaKa U KH6epCI/IprHOCTTa Ha
O6u3Heca U HeroBuTe MoTpeduTenn. TyK OTKPUTOTO TOBOpPEHE 3a MpOITycka M NMpUYMHATA Ja ce
CTUTHE JI0 HETO, 32 HIETUTE, KOUTO ca OMIIM MPUYMHEHH, I0OEMaHEeTO Ha OTTOBOPHOCT OT OM3HEca

KaTo 1410, HE caMO OT €IUMH pa6OTHI/IK TOBOPH 3a 3pAJIOCT HAa OpraHru3anusTa.
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Jlpyrata ChbILECTBEHA pa3iiMKa, KOATO 3aJbJDKUTENHO TpsiOBa na ObAe MOCOYEHa, € B
OTroBOpuTe Ha BhIIpoca OT KakBo /1a ce npuTecHaBar notpedurenure Ha MCII no oTHoleHHE HA
TsXHaTa kubepcurypruoct?. Hemanka gact ot mbpBara rpyrna aHKeTUPaHH — @ UMEHHO KJIIMEHTUTE
— TBBPAM, Y€ MACTO 3a MpuTecHeHue Hima. OT Ou3Heca obaue HE NOCOYBAT Ta3H OMIMS HHUTO
BeAHbX. [Ipnunnara e, ye coocreenunure Ha MCII no6pe pazoupaTt kuGeppcuKoBeTe B rojsimMara
CH 4acCT U, C HAIMYHUTE PECYPCH, CE€ CTPEMSIT Ja I'M yIpaBisBaT ontuMainHo. ToBa obade craBa
MPAKTUYECKH HEBB3MOXKHO MPU OE30TTOBOPHO MOTPEOUTENICKO MOBEACHUE — aKO KIMEHTHTE HE
OCh3HABAT, 4Ye KHOEPCUTYpPHOCTTa — TAXHATa M Ha OW3HECHTE, OT KOWTO TIa3apyBaT — €
OTIOBOPHOCT B €JIHAKBa CTEIEH M 3a JIBETe CTPaHH, 3a NpEACTaBUTEINTE HAa OM3Heca Iie Obie

MHOT'0O IO-TPYAHO Ja 3alllUTAT U ABCTC CTPAaHH.

3.3 Bb3MOXKHM IBTHILA 32 NOJ00psIBAHEe HA KHOEPCUTYPHOCTTA HA MAJIKUS U CpeeH Ou3Hec
B buarapus

EmMnupuuHOTO nM3cneaBaHe NOKa3Ba, 4ye U3JI0KEHATa BbB BTOpA IUIaBa HAa AMCEPTALlMOHHUS
TPYZ METOJMKA € HAaIlbJIHO NPWIOKUMA B bbirapus, mo ce oTHacs 10 4acTTa il ¢ JeHCTBUATA,
KOuTO cienBa na Obaar mpeanpuetd oT crpaHa Ha MCII u Ha moTrpeduTenuTe Ha TEXHUTE
MPOAYKTH U YCIYrd. BeblHOCT, MuaepuTe U COOCTBEHULIMTE Ha MPEANPHUSATHS OT CErMEHTa ca
YEeCTO M Ch3HATEIHU MOTPEOUTENN Ha MPOAYKTH M YCIYT'H OT CHILUS, Hali-Bede 3all0TO 3HASAT
KOJIKO TPYJHOCTH Cpella €IHO MaJKO NPEANpUATHE C OIPAaHUYEHHUTE CH PECYpCH U TOBa Aa
MOAKPENSAT MOJ00HU OM3HECH UM HOCH €MOITMOHAIIHO YOBJIETBOpeHHe. ToBa 03HavaBa, 4e Te3U
XOpa MUCIST €IHOBPEMEHHO KaTo OM3HEC PBKOBOAUTEIM M KIMEHTH, a OT TyK CleJBa U IO-
BHUMATEIHOTO M OTTOBOPHO OTHOIIIEHHE KAKTO KbM COOCTBEHATa UM CUTYPHOCT, TaKa U KbM Ta3H

Ha KOJICTUTEC, OT KOUTO I1a3apyBar.

Hapen c ToBa, rbBKaBocTTa, C KOsiTO pasnonarat MCII, mo3BossiBa MHOTO MO-JIECHO J1a C€
B3eMaT pPEeUIeHHs KOs YacT OT MPOIECUTE U HYKHUTE IMO-HATATBIIHU JEHCTBUS B 00IacTTa Ha
KHOEPCUTYpHOCTTA J1a OCTaHE B paMKUTE Ha KOMIAHUATA U KOs J1a ObJie IPeXBhplieHa Ha BHHIITHU
KoHTpareHTH. [lo-mankuTe npeanpusaThss uMmat oOJeKUYeHH Npoleaypu 3a ¢uHAHCHpaHE HaA
penuna IeHHOCTH, €TO 3aI10 OT B3EMAHETO Ha PEIIeHUE, Y€ € He0OX0auM OrOKeT 32 00ydeHNe
Ha TMepcoHaja J0 peaJu3upaHeTO Ha TaKoBa HsAMa HYXJa Ja MUHABAaT MeCEld U TOAWHH B

MPEXBBPIIAHC HA NPCIJIOKCHUCTO HArope u 06paTHO HaaoJy 10O MHOXKXCCTBO ﬁepapxw{ecm/l HHUBA.
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B mankuTe OW3HecH nNMYHATa KOMYHHKAIMS € 3HAYMTEIHO IMO-CHJIHA — TOBA IPaBU IO-JIECHO
AQHTOKHUPAHETO HA BCUYKU CIYKUTEIU C MPpOOJeMUTEe Ha KUOEPCUTYPHOCTTA U IO-CBOOOHO
JOKJIaJIBAHETO U OOCHKIAHETO HA MOJI03PUTEIIHU ChOOIIeHus, 0€3 CTpax OT HaKa3aHUs, KaKTo € B
rojeMuTe KomrmaHuu. [10-1eCHO € W pa3KpHUBAaHETO HA 3JIOHAMEPEHOCT W BBHTPEIIHU 3aIUIaxH.
3aTpyaHeHUATa TyK 00ade MoraT Jia IOHaaT OT TOBA, Y€ MOopaau HEAOCTUT Ha CPEICTBA, OCOOCHO
B HAYAJIOTO Ha BCEKHM OM3HEC, CITY)KUTEIUTE M3MOJI3BAT 3a padoTa U JIMYEH JKUBOT €AHHU U CHIIH
yCcTpoiicTBa. PemeHneTo e crenuaimcT qa MpereHr Kak MOKe Jia 3alliuTh 100pe paboTHaTa 4act

OT HHpOpPMALUATA.

[ToTpeburenute, OT CBOSI CTpaHa, ca 1o0pe HHPOPMHUPAHU U BCE MTO-UYECTO OCHh3HABAT KakK €
BB3MOKHO JAaHHWUTE MM, 0coOeHO OaHKoBaTa MH(OpPMAIMs C yBEIMYaBaHETO HAa KAPTOBUTE H
OHJIAMH TUTAI[AHUATA, JIa M3TeUe M KAaKBU MOTaT a ObJaT MOCICICTBUATAa OT ToBa. MHOTO X0pa OT
I'bpBa PbKAa 3HAAT, Y€ HE MOTAT JIa Pa3unTaT Ha OAHKHTE J1a BbPHAT OBP30 3aryOCHUTE CyMH, €TO
3aI10 MPEANOYUTAT J1a O'BJIAT MO-TPEANA3IMBH U CAMH J]a B3eMaT MEPKH 3a 3allliTa, Halpumep, 1a
M3IIONI3BAT CaMO BHUPTyaJHM KapTH 3a OHJAWH IUTAIaHWS W Ja MPOBEPAT ThpProsera
npeaBapuTenHo. ToBa 3HAYMTETHO noanoMara ycunusata Ha suaepute Ha MCII, Ho, pa30upa ce,
HE OTMEHsS HEOOXOJMMOCTTa OT TIOJaraHeTo WM. Hemo moBeye — mpu BCE TMO-TOJISIMOTO
IIpeJUlaraie Ha CTOKH M YCIIYTH, T0-BEPOATHO € KIMEHTHUTE J1a u30epaT Ja KynaT OT Te3U ThPTrOBIH
(oHnaiiH W (Qu3MYecKH), KOUTO JEMOHCTPHUpAT 3arpHKEHOCT 3a KHOEpCUTYpHOCTTa Ha

npeaAnpUATUCTO CH U, 110 TO3W HAYUH, U 3a Ta3l Ha HOTpe6I/IT€J'II/ITC.

B boarapus, 3a chxajaeHue, 1 BIACTUTE B JUIETO HA HHCTUTYLIMUTE, U OaHKUTE, 10-CKOPO
3arpyaHsaBar 6opbarta ¢ kubepnpectbrnHocTTa. Pakt e, ue ['JIBOII ce rpmxu 3a jieceH mbT 3a
JIOKJIa/IBAaHE HAa MHIUACHTHU B CIIELUAIN3UPaH 3a TOBAa OHJIaliH nopTtai. Jluncear obaue MaimaOHu
MH(OPMALIMOHHU KaMIlaHWHU, HacoyeHH KOHKpeTHO kKbM MCII u moTpeOutenute Ha TEXHUTE
NPOAYKTH M yciyru. PascnenBanusta Ha GaHKUTE MPU JOKJIaJABaHa (UIIMHT aTaka ca 0aBHHU U
HECUTYPHH, a Bb3CTAHOBSBAHETO HA OTKPAJHATUTE CYMH CTaBa €/Ba CIIeJ HAKOJIKO Mecela, B
KOWUTO KJIMEHTUTE YECTO Ca TPETUPAHU KaTO U3MAMHMIIM, a HE KaTO NOThpIeBIIN. ToBa 0O3Ha4aBa,
4e METOJUKaTa OT BTOpa IVIaBa € HENPWIOKKMMAa y Hac B 4YacTTa W 3a BKJIIOYEHOCTTAa Ha
MHCTUTYLIMUTE U OaHKHUTE — QaKT €, 4ye OaHKUTE Ce ONMUTBAT Ja MpeaArpueMaT IeHCTBHs, HO T ca

MMO-CKOPO 49aCT OT TCXHUTEC PR CTPAaTCruu, a HC MOCJICIOBATCIIHU U [CJICHACOYCHU KaAMIIaHUH.
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JIbpKaBHUTE HHCTUTYLIMHU ITbK HE TOKA3BAT aHTAXUPAHOCT KbM IIPOOJIEMUTE KOHKPETHO Ha
MCII, BbIpeky 4ye UMEHHO Te HpeACTaBisBaT moBeue oT 85% OT OBArapCKUsi 4acTEH CEKTOP.
Jluncea ciyxe0Ha KOMyHUKAIMSI HA BUCOKO HUBO MEXKy OAaHKUTE M HHCTUTYIIMUTE — TaKa CTaBa
Heob6xoaumo MCII na oTmensT pecypcu HE caMoO 3a Bb3CTAHOBSBaHE HA MPEIANPHUSTHETO CIIEH
KHUOEPHUHIIMJICHT, a U 3a JOKJIaJBaHe Ha €HO M ChIIO HEII0 B PAa3IMYHU MHCTUTYIUH U HPIKO
y4acTue B pa3Iu4HU pa3clie/IBaHuUs, KOETO BOAM 10 OTKa3 OT ChoOIllaBaHe 3a peaulia Kubeparaki,
a OT TYK — JI0O HEBH3MOXKHOCT 32 HJCHTHU(PUIIMPAHE PEATHUTE MaIIadu Ha KUOEPIPEeCThITHOCTTA
cpelry Mankus OuzHec B bbirapus u, ChOTBETHO, B3eMaHE Ha aJICKBaTHU MEPKH OT CTpaHa Ha
BJIACTHUTE 3a OrpaHM4aBaHeTo W. Hapen c¢ ToBa, 3aKOHOJATENICTBOTO KAaTErOPUYHO M30CTaBa OT
M300peTaTeIHOCTTa HAa KUOEPIPECTHIIHUIUTE — Taka, B 0000IleHWE, CIeIBAIUTe MEPKH H
MPENOpPHKH 11e ObJaT choOpaseHu ¢ xenanuero u Bojsita Ha MCII u Texuure nmorpedurenu aa

TBPCAT MPOAKTUBHO PEIICHHE Ha MPOOJIEMHUTE C KHOEPCUTYPHOCTTA.

IV. SAK/IIOYEHUE

B nnemnus uudpos neiizaxxk MCII ca u3npaBenu npe HapacTBaIIX [TPEIU3BUKATEICTBA MO
OTHOILIEHME Ha KuOepcurypHocrra. Bwbopekn pasmepa cu, Te ca I[IEHHM MHUIIEHH 32
KHOEpIPECTHITHUIIUTE MOPAJN OTPAHUYEHUTE CH PECYpCH U MOTEHILHMAIHO MO-ClIadu MEpKH 3a
curypaoct. MCII, nogo6HO Ha mo-rojieMUTe OpraHu3aluy, OOpaBsAT C UyBCTBUTEIHU JaHHU U ca
M3MPaBEHU MpeJl 3HAUUTEIHN (PMHAHCOBU U PEMYTAllMOHHU PUCKOBE B CiIyyail Ha HapyllIeHUE Ha
CUTYPHOCTTa Ha JAaHHUTE. 3a TAX € OT pPEllaBallo0 3HA4YE€HHE Ja IPHU3HAAT 3HAYCHUETO Ha

KI/I6epCI/IprHOCTTa 1 MMPOAKTUBHO J1a MHBECTUPAT B 3alllUTATA HA CBOUTC L[H(l)pOBI/I AKTHUBU.

CrpiiecTByBa 4ecTo cpemano norpentHo cxsamane, ye MCII He ca 10X010HOCHM Lenu 3a
kubepataku. KubeprpecTbnHuiure obaue riefarT Ha MpeICTaBUTEINTE Ha CErMEHTa KaTro Ha
JIECHU MUIIEHU MOpaan TEXHUTE MOTEHIMAIIHO OTPAHUUYEHN MEPKHU 3a CUTYPHOCT U pecypcu. OT
cbiiectBeHo 3HaueHue € MCII na pa3bepar, ye He ca UMYHU3HpPaHU Cpelly Kubepsariaxu u

TpsiOBa Ja MpearnprueMar moAXOASAIIN MEPKH 3a 3allliTa Ha CBOsiTa IM(ppoBa HHPPACTPYKTypa.

Mankure OM3HECH BCE IIO-YECTO €€ CONBCKBAT C IIEJIEHACOYEHH aTaKH, HACOYEHH KbM
Kpax0a Ha IICHHH JIaHHH, TPEKbCBAHE HA OTIEpAIIMUTE WJIM N3HY/IBAHE 3a IUIaniaHe Ha oTKyI. [1o-
CHeIMagHo, aTAaKUTE HAa PAaHChMYyeEp, IPH KOWTO HAMAJATeNIMTe KPUNTUPAT KPUTUYHU JaHHH U

M3UCKBAT IJIallaHC, 3a Aa Bb3CTAHOBAT JOCTbHIIA, CTaBaAT B INIOCICAHUTE I'OAUMHU Hpeo6na;[aBamH.
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MCII tps6Ba aa ca HasICHO C TE3H 3aIljlaXy U Ja IpuiaraT IpeBaHTUBHU MEPKHU 3a CMEKYaBaHe Ha
puckosere. Te o0aye 4YecTO MMAT OrpaHUYEHU OIOMKETH, pa3MPENEICHH 3a MEpPKHU 3a
KHOEPCUTYPHOCT, KOETO MPaBU MPEAN3BUKATEICTBO Ja CE MHBECTHpPA B CTAOMIIHH pPEIICHHS 32
CUT'YPHOCT U CIIELIUAIM3UPaH NepcoHal. ToBa orpaHUYEHUE 'Y IPABU IIPUBJICKATEIHU MUILICHH 32
kubeprpecTbnHuuTe. HamMupaHeTo Ha peHTaOMIIHYU PELIeHUs CTaBa OT PellaBallo 3HauYeHHUE 3a

MCII 3a ykpenBaHe Ha 3al{UTaTa UM.

[IpenmpusiTusitTa OT CEerMeHTa MOXKE Ja HsIMaT BBTPELIEH ONUT B o0nacTra Ha
KHOEPCUTypHOCTTa, KOETO 3aTPyAHsIBA pa3pab0TBaHETO U MpUIaraHeTo Ha e(peKTUBHU CTPATErHu
3a CUTYPHOCT. be3 moIXomsmus eKCIepTeH OMHUT HWACHTU(UIMPAHETO Ha YA3BUMOCTUTE U
MpUJIaraHeTo Ha MOAXO/SIIN KOHTPOJIH 33 CUTYPHOCT Ce MpeBpbhIa B npeau3pukaresnctso. MCII
TpsAOBa Ja MpoydaT Bb3MOKHOCTH KaTO ayTCOPCUHT WITU aHTQXKUPAHE C YIIPABISIBAHU JOCTABYHIIH

Ha yciyru 3a curypaoct (MSSP), 3a 1a nmpeogomnesT Ta3u npa3HuHa.

CiyxuTenure uMaT KpUTHUYHA poOJisi B TMOJIbPKAHETO HA CHJIIHA TPAKTHKA 32
KuOepcurypHocT. MHOrO Majki U CpPelHU IpeanpusTus odaue HAMAT aJIeKBaTHU MPOTPAMHU 3a
oOydeHue Ha epcoHana cu 3a UHHOPMUPAHOCT OTHOCHO CUTYPHOCTTA. be3 moaxoasio odyueHue
CIIY)KUTEJIUTE MOTaT Ja CTaHaT KepTBa Ha (UIIUHT aTaKd WM HECH3HATEITHO Ja y4acTBaT B
puckoBo onnaiiH nosenenne. MCII TpsOBa na magaT NpUOPHUTET HA OCBEOMEHOCTTa OTHOCHO

CUT'YPHOCTTA U Ja 06yan CIIYKUTCIIUTE CU OTHOCHO Haﬁ—ﬂ06pHTe IMPAKTHUKHU.

MCII 4gecto pa3uuTaT Ha JOCTABUMIM U TPETU CTPaHM 32 Pa3iIMYHU YCIyTU. Te3nu TpeTu
CTpaHH o0ade Morar Jia BbBeIaT MOTSHITMAIHH YA3BUMOCTH B €KocucTeMara, eto 3aio 3a MCII e
OT pelllaBallo 3HAYeHHE J1a OLICHIT ChCTOSHUETO Ha KHOEPCUTYPHOCTTA HAa CBOUTE JOCTABUYUIIM,
Jla Ch3JaJaT CUTYPHH KOMYHMKAIlMOHHU KaHAJIM W Ja MpuiaraT JOTOBOPHU CIIOPa3yMEHHs 3a

CMCKYaBaHE Ha pPUCKOBETEC OT TPECTU CTPAHU.

Kubep 3amnaxure HEMpPEKHCHATO CE€ Pa3BUBAT U PEIOBHO CE MOSBSABAT HOBH TEXHUKH 32
ataka u ys3sumoctu. MCII Moxke n1a ce 3aTpyaHsBaT Aa ObJaT B Kpak ¢ Hail-HOBUTE TEHCHIINH
U, CbOTBETHO, J]a aJJaliTUpAT CBOUTE MEPKH 3a CUTYpHOCT. []a Ob1aT HHPOPMUpPAHU U TPOAKTUBHU
Mpu HAOJNIOJCHUETO HAa BB3HMKBAIM 3aIulaxd € OT chlmecTBeHo 3HaudeHue 3a MCII, 3a ma
MOAIBpKAT €PEeKTUBHA 3allnTa Ha KUOepcurypHocTTa. Te TpsOBa ga pa3paboTAT ISUIOCTHA

CTpaTerus 3a KI/I6CpCI/IprHOCT, KOSITO € B ChOTBETCTBHUE C TEXHUTE OM3HEC S U CKIOHHOCT KbM
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PHUCK, KOATO Ja 0U€PTa€ KOHTPOJIUTE 3a CUTYPHOCT, IPOUCAYPHUTE 3a PECAKIHA TP HHIUACHTH 1
MEXaHU3MHUTE 3a BB3CTAHOBSIBAHC B cnyqaﬁ Ha KI/I6ep HWHIUACHT. Hannumero Ha mimaH 3a
pcarupane npu HMHOUACHT IoMara ga C€€ CBCAC 10 MHUHUMYM BB3ACUCTBHETO Ha HpO6I/IB )51

rapanTupa 0bp3a peakuusi.

MCII T1psbBa ma pgajgaT MOPUOPUTET HA OOYYEHHETO 3a OCBEJOMEHOCT OTHOCHO
KHOEPCUTYPHOCTTA 3@ BCUUKHU cIykuTenu. To cieasa na oOxBala TEMU KaTo pas3loO3HABAHE HA
(GUIIMHT UMENHIIH, Ch3/1aBaHe Ha CUJIHU MapoJM U O€3011aCHO U3MO0I3BaHe Ha (PUPMEHUTE PECYPCH.
PenoBHuTe 00ydyeHUs M KaMIlaHUM 32 OCBEJOMSBAaHE MOraT 3HAUUTENHO Jla HaMaJsAT pUCKA OT
YOBEIIKa I'pelliKa U J1a HoJ00pAT LsJI0CTHATA MTO3ULMS Ha CUTYPHOCTTa Ha opranuzauusara. Hapen
C TOBa, HEOOXOANMO € /a ObJe HaJO0XKeH CTa0MJICH KOHTPOJ Ha JOCTBIIA, 33 J1a CE OrpaHH4H
HEOTOPU3UPAH TaKbB 10 YyBCTBUTEIIHU CUCTEMM U JAAaHHU. TOBa BKIIOYBA MpUJIaraHe Ha CUJIHH
[apoJid, MHOro(akTOPHO YJOCTOBEpsBaHE M MNPUHIMIN 32 Hal-Majako NpuBmwieruu. Ypes
OrpaHMYaBaHE Ha JOCThIIA CaMO N0 OHe3W, KouTo ro usucksar, MCII moratr nga Hamauar

MMOTCHIMAJIHATA ITOBBPXHOCT 34 aTakKa U 1a MUHUMU3HUPAT B”bBI[CﬁCTBI/IGTO oT Hp06I/IB.

MCII TpsiOBa na moaxbpX,aT akTyalu3UpaHH CBOsI copTyep M CHUCTEMH M He3abaBHO Ja
mpuiararT KOpeKIMH 3a CUTypHOCT U akTyanuzauuu. CodryepbT 0€3 TAX MOXKE Ja ChAbpKa
W3BECTHHU YSI3BUMOCTH, KOUTO KHOEPIPECTHITHHUIIMTE MOTAaT Ja HM3MOI3BaT. BHenpsiBaHeTo Ha
IIPOIIEC 3a YIIPaBICHHUE HAa KOPEKLIMUTE IIOMara 3a 3aliTa Cpelly U3BECTHHU YSI3BUMOCTH M YKpenBa
MO3UIMATA HA CUTYPHOCT. 3alllUTHUTE CTEHU W aHTUBUPYCHHUTE PEIIECHHs] OCUTYpsBaT OCHOBEH
CJIOH Ha 3aIIuTa cpelry paznuunu kubep 3armiaxu. MCII tpsOBa ga pa3nonoxaTt cTaOWIHUA TaKUBa
32 MOHUTOPHHT W QWITPUPaAHE Ha BXOJIINS M U3XOIIINS MpexoB Tpaduk. Hapen ¢ ToBa, Ha
BCUYKH YCTPOMCTBA ClIe/IBa Ja C€ MHCTAIMpAT aHTUBUPYCHU pellIeHHs 32 OTKPUBaHE U OJIOKHpaHe
Ha 3JI0BpefieH codTyep, KaTo ce rapaHTHpa MO-BHCOKO HUBO Ha 3alllUTa CPelly 3J0HaAMepeHH

JIEHOCTHU.

PenoBHOTO apxuBMpaHe Ha JaHHU M ISUIOCTHUAT IIJIaH 33 BB3CTAHOBABAHE CIIEN
KUOEpUHIMJIEHT ca OT pemasanio 3HaueHue 3a MCII 3a MuHMMH3HpaHe Ha BPEMETO 3a IPECTON U
3ary0aTa Ha JJaHHU B cay4ail Ha kubep uHIUAEHT. [Ipennpustuara oT cerMeHTa ciieiBa peI0BHO
J1a ApXUBHpPAT KPUTUYHH JAHHU 332 CUTYPHHU MECTOIIOJIOKEHHUS U Jja TECTBAT CBOMTE MPOLELYPH 3a
apXUBUpaHE U BH3CTAHOBSBAHE, 3a J1a TAPAHTUPAT LIEJI0CTTa U HAJIMYHOCTTA Ha JaHHUTE. ChI1o

TaKa, JXU3HCHOBAXHU Ca IMCPUOJUYHUTC OAWUTH W OLOCHKHW HaA CUT'YpPHOCTT4, 3a Ja C€
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UIACHTUQUIHUPAT YI3BUMOCTUTE U C1a0OCTUTE B CUCTEMUTE U MpoliecutTe. Te3u 0JuTH MOTar Jia ce
U3BBPIIBAT BBTPEIIHO WIM Ype3 aHTaXUpaHe Ha BBHHIIHU EKCIEePTH MO KHOEepPCUTYpPHOCT.
PenoBuuTe 0MTH MTOMarar Jia ce uaeHTHGHUUIUpaT 00JacTuTe 3a MOJOOPEHUE U 1a Ce TapaHTHupa

MOCTOSIHHA €()EKTUBHOCT HA CUTYPHOCTTA.

MCII morar na cu maptHupar ¢ MSSP, 3a na yBenuuaT CBOMTE BB3MOXKHOCTU 3a
kubepcuryprnoct. MSSP npeiarar cienuann3upan eKCIepTeH OMUT B 00J1acTTa Ha CUTYPHOCTTA,
JICHOHOLIHO HaOJI0ZECHNE U YCIIyTH 3a OTKpUBAaHE Ha 3aruiaxu, koeto no3poiisiea Ha MCII na ce
BB3I10JI3BAT OT MOJEPHH TEXHOJOI'MH 332 CUTYPHOCT U KBAIM(UIIUpPAaHU clIe[UaIucTy, 0e3 1a ca

H606XOI[I/IMI/I SHAYUTCIHU MHBCCTHIUHN BbB BTPCIIHU PECYPCH.

KitrouoBo e mpeanpusaTusTa oT CerMeHTa Jia y4acTBaT akTUBHO B MHUIIMATUBY U (popyMu 3a
criofiensine Ha HHGopManus 3a KuOepcurypHocTTa. Te3um miaropmu HpesocTaBAT IIEHHA
nH(pOpMaNKs 32 Bb3HUKBAIIH 3aIUTaXH, TCHICHIIMU B aTAKUTE M HAil-100pH MPAKTUKH, CIIOJICTICHH
oT obmHocTTa 3a KHbOepcurypHoct. buaiiku mHpopmupanu, MCII morar mpoakTuBHO naa
aJanTUpaT CBOUTE MEPKU 3a CUTYPHOCT, 33 Ja C€ MPOTUBOIOCTABAT HA HAW-HOBUTE 3aIlJIaXH.
CrneuunduyHuTe 32 HHIYCTPUSATA MPEXKHU U aCOIUAIINH 32 KHOSPCUTYPHOCT MOTaT J1a OCUTYPSAT Ha
MCII noxxonsmu 3a MHAYCTPUATAa HACOKM, MOKA3aTed M Bb3MOXHOCTH 3a paboTa B Mpexka.
[IpucweauusiBaneTo kbM Te3u acouuanuu nmo3soisisa Ha MCII ga ce yuat oT Apyru mojoOHU
Ou3HecH, Ja CIOAENAT ONMUT M Ja MoJydyaT lleHHa MHpopMauus 3a cneuuUIHUTE 32 CEKTOpa

NMpEeAN3BUKATCIICTBA U PCIICHUSA 34 KI/I6epCI/IrypHOCTTa.

Kubepcurypnocrra TpsabBa 1a 6bJie MHUIIMATHBA OTIOPE HAJ0Jy, KaTO JIMAEPUTE aKTUBHO
JIEMOHCTPHPAT CBOSl aHTAXMMEHT KbM KHOepcurypHocrra. PpkoBoauTenute TpsiOBa ga naBat
IIPUOPUTET HA KUOEPCUTYPHOCTTA, Ja pa3npelensT MOAXOIAIIN PECypCH U Jla AaBaT IpUMep B
CIa3BaHETO HA MOJMUTUKUTE U pakTUKuTe 3a curypHoct. MCII Tpsa6Ba na nHBeCcTUpAT B TEKYILU
mporpaMu 3a oOydeHHe W 00pa30oBaHME Ha CIYKUTEIWTE, 3a Ja HachpyaT KyJATypa Ha
kubepcurypHoct. ToBa BKIIIOYBa peIOBHU 00yUYEHHS, CEMHUHAPH M KaMIIAHWU 3a MMOBHUILABaHE Ha
OCBEZIOMEHOCTTa, (POKyCHpaHH BBbPXY TEKYIIUTEe KUOep 3amiaxu, 6e30MacHO OHJIAiH NOBEJCHHE
U JIOKJIa/IBaHE Ha MOJI03PUTETHH JeitHOCTH. BaxkHO € muaepuTe peioBHO Aa ChOOIaBaT Ha CBOUTE
CIIy)KMTENM aKTyallu3allid Ha KHOEepCUTypHOCTTa, MPOMEHU B IMOJUTUKATa W Hal-700pH
npakTuku. Kammanuure 3a 0CBEJOMEHOCT 4pe3 MMEWIH, OIOJETHHH W KaHaliM 3a BBTPEIIHA

KOMYHHKAIlUA cClioMaratT 3a NOOAABPKAHCTO Ha KI/IGCpCI/ITypHOCTTa B YCIIHUTC pCAHUIA Ha
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Ch3HAHUETO Ha CIYXHUTEIUTE U YKpenBaT KyJTypaTa Ha curypHocT. Hapen ¢ ToBa, Ki1t04oBo € aa
Ce YCTAHOBAT SICHM MEXaHW3MH 3a JOKJaJBaHe, 4Ype3 KOUTO CIIy>KUTEJIUTEe Ja choOIlaBaT 3a
UHUUACHTH CbC CUTYPHOCTTA, IOTEHLMAIHU YSA3BUMOCTUM WM TOJO3PUTEIHH JEHHOCTH.
HacbpuaBaHeTo Ha OTBOpEHa KyJITypa Ha JIOKJIa/JBaHE TIapaHTUpPA, Y€ HWHUUACHTUTE CbC
CUTYpHOCTTa C€ aJpecupaT CBOEBPEMEHHO, MHUHUMHU3UpPAWKUA IOTEHUUATHUTE IIETH U

MO3BOJIIBANKI IIPOAKTHUBHHU MEPKH 3a pearupaHe.

MCII TpsabBa na ca HasCHO C NPWIOKHUMHUTE pasnopendu 3a 3alMTa Ha JaHHUTE U
MMOBEPUTEITHOCTTA, kKato OO0mus periiamMenT 3a 3anuTa Ha nanaute (GDPR) B EBponelickust cbro3
wm KamudopHuiickusi 3aKOH 3a 3amUTa Ha JUYHUTe MaHHM Ha moTtpedutenute (CCPA) B
Crenaunenure matu. CnazpaHeTo Ha Te3u pasnopendu nomara Ha MCII na 3amuTAT JaHHUTE Ha
KJIMEHTUTEe W Ja W30erHar MOTEeHUHUATHM NpaBHU U ¢GuHAHCOBH mocieaunu. ChriacHO Te3u
HOPMAaTUBHU PaMKH CJIe/iBa Jla c€ MpuiaaraT MEpKH 3a MOBEPUTETHOCT, KATO KPUMNTHpPAHE Ha
JaHHH, KOHTPOJI Ha AOCThIIa U MUHUMU3HUPAHE HA IaHHUTE, 32 J1a 3alUTAT JaHHUTE HA KIIMEHTUTE
U CIly’)KUTeNuTe. 3alTaBaiky JUuHaTa nHpopManus U 9yBcTBUTeNHUTE AanHu, MCII morat na

3arasiaT JOBEPHUETO HA 3aMHTCPCCOBAHUTE CTPAHU U JJa HAMAJIAT pHUCKa OT 3JIO}’HOTp€6a C JaHHHUTC.

PenoBHuTe OlLIGHKM Ha puUCKa M OJUTUTE 3a CchoTBeTcTBHME mnomaratr Ha MCII na
UJEHTU(DUIMPAT MPOMYCKHU B MPUTIATAHUTE MEPKHU 32 CUTYPHOCT M JIa TapaHTHUpaT CIa3BaHETO Ha
MpUIOKUMUTE pazmopenou. Te3u ouenku mo3Bonsiar Ha MCII mpoakTUBHO /a ce CHpaBsT C
yS3BUMOCTHTE M Jla TOAOOpPAT TMO3UIMATA CH HAa KHUOEPCUTYPHOCT IO CTPYKTypUpaH U

CHUCTEMATHUUYCH HAYUH.

Koraro craBa myma 3a opranu3ainoHHa KHOEPCUTYPHOCT, peauiia pPhKOBOIUTENN HA MAITBK
Ou3HEC HEYCETHO CH BhOOpa3sBaT, 4e He ca TOJIKOBA MOIATINBH, KOJIKOTO Ca TOJIEMHUTE KOMITAHUU.
B neiictBuTenHOCT 06aue roeMuTe KOMIIAHUHM MOTAT J1a MHBECTHPAT B IMO-CTAOMIIHA apXUTEKTypa
3a CUTYPHOCT, KOSITO 3aTPY/JHsBA 3JIOHAMEPEHHUTE KUOEp YUACTHHUIIM Jla C€ Haco4yaT KbM TsX, C
M3KJIIOYEHUE Ha XapAKOop MPecTbIHUIUTE. BChUTHOCT MpoyuBaHUATA MOKA3BaT, Y€ MO-MaJIKUTE
KOMITAaHUU Ca TPU MBTU MO-CKIOHHM J1a ObJaT 00EKT Ha KUOepaTaku, OTKOIKOTO MO-TOJIEMHUTE.
MCII o6aue ce BB3CTAaHOBSIBAT Hal-0aBHO, KaTo Cce€ UWMa TMPEABUI, Y€ UM JIUIICBA
nHPpacTpykTypara W TPOPECHOHATHUIT KamamuTeT, C KOWTO pasmojiaraT IMO-TOJIEMUTE

OopraHu3anuvu.
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Ome enna obnacrt, B koaro MCII nzocraBar, € Ta3u Ha YUCTAaTa CTPYKTypa — €IUH MO-MaTbK
Ou3HEC MOXKE Jla HAMa TOJKOBAa Mapv WJIM YOBEIIKH KalaluTeT, 3a J1la cé KOHKypupa C Io-
rojemMure. Belpeku ToBa, ¢ MO-U3APBKIMBUTE CTPYKTYPH MJIBa U IO-ToJsiMa 3allUTa Cpelly U
YCTOMUYMBOCT Ha MPEKbCBAHUS, OCOOCHO TE3M, KOUTO 3acAraT apXUTEeKTyparta 3a HH(popMarmonHa

CUTYPHOCT.

Kubep puckoBere npencraBisiBaT cepuo3eH ousnec npodiem. Muoro nuaepu na MCII Bce
omie TpsiOBa Ja IMpeMaxHaT M30JIMpaHaTa MEepCIEeKTUBA, KOATO TPETHUpa KUOEp PUCKOBETE KaTo
YHHUKaJeH mpoOieM, OTAelneH OT ToBa Kak paboru OumsHechT. [lomoben Bw3rien e cw3man
n3onmmpanu UT otnenn, KbAETO HUKOK APYT HAMCTUHA HE 3Hae Kak pabOTH HEIIO M TPEIIKUTE ca
Hen30exxHu. JlunepuTe ¢ Ta3u riaeHa TOUKa CHIIO € BEPOSATHO J]a CUUTAT KUOEPPUCKOBETE IIPOCTO
3a mpolOsieM ¢ mapute Wi HHpacTpykTypara. [lopamu ToBa Te HpOABIDKaBaT Ja KyITyBat

obopyaBaHe U coTyep, KOUTO HE ca MPABUIIHO UHTETPUPAHU B OU3HEC Ipolieca.

Ha To3u eranm e »KM3HEHOBaXXHO Jla C€ KaKke, 4e KUOSPCUTYPHOCTTAa € CIIOXKEH IpodieM,
KBJIETO MTOBEUETO MPEIN3BUKATEIICTBA KATETOPHYHO HE MOTaT Jia ObJaT CBEJICHH 10 eIUH (HakTop.
[Mocpemanero Ha Hyx)aure Ha MCII oT MHpOpPMaMOHHA CHTYPHOCT W3WCKBA IISJIOCTHA
IEPCICKTUBA, ITPHU KOATO BCCKHU (1)aKTOp KOHCOJIMapa Apyrus. Taxka Y€, BBIIPCKU Y€ HAMCTHHA
MOXE Jla UMa CiIy4yad, B KOUTO € HeoOXoauMO mo-100po oOopyaBaHe, Juaepute TpsOBa na
OOMUCIIAT Kak HOBUTE ()aHTACTUYHU UHCTPYMEHTH CE CIIPABST C HAYMHA, TI0 KOMTO MpaBsT Ou3HeC

B MOMCHTA.

Koraro xomnanusita TpeTupa KHOEppHUCKOBETE KaTo OM3HeC mpoOsieM, HEHHUTE JIuaepu
3armoyBaT Jla OTKPHMBAT 3alll0 € BaXXHO Ja MM OOpbLIaT BHUMaHME U Ja T'M TPETUpaT KaTo
IIPEIN3BUKATENICTBA 3a 3acel]aTesHaTa 3aja, KakBUTO ca. Taka camMHuTe JUAEPHU LEIEHACOYEHO
MpU100MBaT 3HAUUTETHH TO3HAHUS 32 JaHAmadpTa Ha ”HPOPMAIIMOHHATA CUTYPHOCT U OIPEEIIAT
Hail-roJeMuTe NOTEHIMAIHY 3aIUIaX| 3a TEXHUS] OpraHu3aloHeH Mojel. ToBa He 03HaydaBa, 4e
pelieHusITa TpsAOBa Jla ce M3JaBaT KAaTO MEXaHWYHM WHCTPYKLMU — HANpOTUB, JUICPUTE U
YIPaBJICHCKUAT MEpPCOHaNl TpsAOBa Ja MPEeIOCTaBAT HACOKM 3a KOMIIAHMSATA IO OTHOILICHHWE Ha
kubep3amurara. Ta3u NOCOKa € YHUKAIHA 32 BCEKU OM3HEC, B 3aBUCUMOCT OT HETOBUS XapakTep,

pasmep, pUHAHCH, MECTOIIOJIOKEHHUE U IPYTH (PAKTOPH.
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Tbit kKaTO KHOEPHPECTHITHULIUTE CE BH3IMOJI3BAT OT ClIabUuTe UHPPACTPYKTYPHU 32 CUTYPHOCT
Ha MaJIKUTE U CPEelIHU MPEANPUATHs, 3a Ja CTapTUpPAT CMbPTOHOCHH, HEOYaKBAaHU aTaku, Te MO-
KOHKPETHO €KCIUIOATUpaT HSAKOU JIEUCTBHS Ha CITYXKUTEIN U JOCTaBUUIIM HA TPETH CTPaHU, 3a Ja
OTIIPaBAT BHTPEIIHM 3aIIaXyd KbM Mallkus OusHec. Te3w 3amiaxu Bb3HHKBAT, 3alI0TO XOpara B
OpraHM3alluTe ca WK HeOpeXKHU, UK 3i10HamepeHu. U nBara ¢gaxTopa pa3kpuBar mo-abpiidooka
rpenika B CTPYKTypaTa Ha HH(OpPMAIMOHHATa CUTYPHOCT, KOSITO MPEANOCTaBs YSI3BUMOCT B

K1OepcucTeEMHUTE TIOPaaN JIUIICA HA KOHTPOJI C HYJIEBO JOBEpPUE.

[Mpaktnyecku Bcsiko MCII uma HsikakBa (hopMa Ha KOHTPOJI Ha KHOSPCUTYpHOCTTA, HO B
MOBEYETO CIydyal € HeOOXOIUMO J1a C€ M3BBPIIU ITbJIHOMAIIa0Ha OIeHKa U MpepaboTka, ako
cTpaTterusTa ¢ GoKycupaHa €IMHCTBEHO BHPXY BBHIIIHA PUCKOBE. 3a J1a ce OOpAT ¢ BBTPEIIHUTE
3aIIaxy, MPEIIpPUATHATa OT CErMEHTa  TpsiOBa Ja MPOBEXKAAT IBUIOCTHO OOydYeHHE I10
KHOEPCUTYPHOCT 3a CIY)KUTEJIIUTE CH, Ja HajaraT CTPUKTHU IMOJUTHKH W KOHTPON 3a
KHOEPCUTYPHOCT H JIa ca POAKTUBHU B HAOJIFOJICHUETO Ha TOBA, KOCTO BJIM3a M U3JIM3a OT BAIlIUTE
cucremu. [lonoOHO Ha Bepurara, eHa KOMIIAaHUS HE MOKe J1a ObJIe MO-CHIIHA OT Hail-c1aboTo cH

3BCHO.

Hsma moaxom kbM KHOEPCHTYPHOCTTA, KOWTO J1a ObJIe YCIEIIeH JTHEeC, 0e3 Aa ce pPhKOBOIH
ot nanHu. CriocoOHOCTTa a ce 00XBaHE C €IMH TOTJIe ] KAKBO pabOTH M KaKBO HE € MOAICHsIBaHA
cpen OuszHecC TUAEpPUTE JTHEC, 0OCOOEHO IO ce OTHacA A0 kKubepcurypHoctra. ChOMpaHETO Ha
uH(popMalKg 3a 3aIUlaxd B PEaTHO BpeMe € JOKa3aH HAa4YMH 3a MOCTHTaHe Ha 3HAYMTEITHO
CMCKUYAaBaHC Ha KI/I6€paTaKI/IT€. FJ'IaBHI/ISIT HN3ITBJIHUTCIICH )II/IpCKTOp C KI/I6€pHCTI/I‘-IHO CBb3HAHUC €
MPOAKTHBCH, a HE PEAKTHBCH, a M3IOJI3BAHETO HA JAHHH [TIOMara Ha TO3W PhKOBOJIUTEIN IToMara Jia
CTHTHE JI0 LIeNITa CH — MoA00peHa KHOepCUTrypHOCT Ha HETOBOTO MpeanpusaTue — no-0sp30. Tosa
BKJIIOUBA T€HEpPHpPaHE HAa OTYETH B CUCTEMHUTE HAa KOMIIAHUATA C I HAMHUpaHe Ha MOJEIH U
BpaTHYKH, KOUTO MOTAT Jla U3JI0KaT OU3Heca BH HAa PUCK, KAKTO U BH3MOKHOCTH 32 TIOBHIIIABAHE

Ha TEKYIIUTE HUBA Ha KUOEPCUTYPHOCT.

Bbopekn ue rosieMuUTe KOPHOpAaLMU ce MOosABABAaT Haii-MHoro HoBuHMTe, MCII ca
HCTUHCKHATE CTHJIOOBE Ha MECTHATa M ro0ajiHaTa MKOHOMHKA. KaTto TaKWBa, HAPYUICHUATA Ha
kubepcurypHoctra, 3acsaramu MCII B mamab, Morat ga uMaTr KaTacTpodalaHU MOCIEAUIH 3a
obmmectBoTo. Hemo noseue — 60% ot MCII, nperbpnenu kubeparaka, He ce€ Bb3CTaHOBSBAT U

3aTBaApAT B PAMKUTC Ha MICCT MCCCIA, KOCTO € IIOKAa3aTCJIHO 3a TOBAa KakKBa OIIACHOCT
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npeacTaBjisiBaT KI/I6epHpeCT”bHJ'ICHI/I$ITa 3a CErMCHTAa Ha MaJIKusid 6H3H€C, dKO TO3H MOJICJ C€

BB3Ipou3Bee B Maniad. ETo 3aio e KiIo4voBo JUAepUTe 1a OATOTBAT OU3Heca cu aa Objae mo-

CHJICH B JIMLICTO Ha MPCAU3BUKATCIICTBATA, KOUTO B KpaﬁHa CMCTKa Morart aa 6’bI[aT M30erHaTu.

V.CIIPABKA 3A ITIPUHOCHUTE B JIUCEPTAIIMOHHUA

TPV

I[I/IcepTaHI/IOHHI/ISIT Tpyd HU3BCXKAAa CICAHUTC HAYYHH H HAYUYHO-NIIPHUIIOKHMU IMPUHOCHHU

MOMCHTH, KOUTO UMAT KAKTO TCOPCTUUCH, TaKa U ITPAKTUKO-IIPHUIIOKCH XapaKTCP:

1

Teopernuno € o000raTeHO MOHATHUETO ,,KUOEPCHUTYPHOCT®, KaTo aBTOPBHT IMpesiara
KOMIUIEKCHA, UHTePAUCIUILTUHAPHA 1e(DUHUIUS Ha KHOSPCUTYPHOCTTA, KOSITO HAIXBBPJISI
YICTO TEXHUYECKUS NoX0. T4 ce pasriex/ia KaTo OpraHu3alys Ha pecypcu, IpoLecu 1
CTPYKTYpPH 3a 3aIMTa Ha KHOEPIIPOCTPAHCTBOTO OT CbOUTHS, KOUTO HE ChBIIAAAT C IpaBaTa
Ha cobOctBeHOCT. To3u mMOAXOA UHTErpHpa IpaBHU, WUKOHOMUYECKH, COLIMATHU U

TCXHUYCCKHU ACIICKTH, KOCTO I'0 IIpaBHU HCHCH TCOPCTUYCH ITPHUHOC.

Wnentudunmpanu ca criequprUIHUTE pUCKOBE U YsA3BUMOCTH Ha Obarapckure MCII. Upes
aHajM3a ca CUCTEMAaTH3UpPaHU W KaTeropusupaHu kiarodoBure 3amaxu 3a MCII (namp.
ransomware, (UIIUHT, 3JI0HaMepeH coTyep), KaTo € aKIEHTUPAHO BBPXY (aKTOPHTE,
KOHUTO T'Yl IPABST 0COOCHO YSA3BUMH - OTPAHWYCHN (PMHAHCOBH U YOBEIIKH PECYpPCH, HUCKA

JUTUTAIHA KYJITypa U JIMIICA Ha CHEIUAIN3UpaH epCoHall.

Pa3pa60TeHa € IIX1IJIOCTHA Y€TUpPUCTAIIHA METOJIMKA 34 ITIOBUIIIABAHE HA KI/I6epCI/IprHOCTTa.

ToBa € OCHOBEH Hay4YHO-TIPUJIOKEH pe3ynrar. MeToaukaTta oOxBaria:
» Eran 1: Unentudunupane u oneHka Ha pucka (puHaHCOB, a3apeH, CUTYPHOCT).
> Eran 2: 3akoHoIaTeIH MHUIIMATHBY Ha HarroHaHo 1 EC HuBO.
» Etan 3: IHCTUTYIIMOHAIHY PEaKIIMK K MEXaHU3MH 32 pearupaHe Py UHITUICHTH.

» Etan 4: KoHKpeTHH NeiicTBUs 32 BCHYKH 3auHTepecoBann crpanu (MCII, 6ankw,

HHCTUTYIIUH, KJ'II/ICHTI/I).
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Ta3u cTpykTypupaHa pamka mIpeara SICEH M NPUIOKHM IbT 3a MpearnpHeMaHe Ha

IIEUCTBUSL.

4 IlpoBencHO € OpPUIMHAIHO EMIMPHUYHO H3CJIEIBAHE, KOETO CpaBHABA HAIVIACUTE H
pa3bupaHusATa Ha J]Ba KJIIOYOBU cerMeHTa. Ha mbpBo MsICTO moTpedUTeNnnTe Ha yCIyru Ha
MCII u Ha BTOpa codcTBeHnum/MeHuKbpU Ha MCII. Pe3ynraTtuTte moka3Bat HUBOTO Ha
OCBEJIOMEHOCT, IIPEeApa3ChIbLM M OYaKBaHUSA OT JBETE CTPAHM, KOETO € LIEHHA

I/IH(l)OpMaI_[I/IH 3a paspa60TBaHeTo Ha OCJICBHU IMTOJIMTUKHU U KaMIIaHHH.

5 U3BeneHu ca KOHKPETHU IPENOPBKH 3a BCUUKHU 3aMHTEpecoBaHU cTpaHu. Ha Oa3ara Ha
Lenusl aHaliu3 JAUcepTalMsTa Ipejiara MHOIO KOHKPETHM, IPAaKTHKO-OpPUEHTHpPaHU

MIPETOPBKH, aJPECUPAHH KbM:

» MCII, ype3 BbBeXk/1aHE HA MHOTO(AKTOPHO yIOCTOBEPSIBaHE, 00yUeHHUE Ha TIEPCOHAIA,

KPUITHPAHE HAa JaHHHU, pa3pabOTBaHE HA IUIAHOBE 3a pearupaHe.

> HLp)KaBHI/I HHCTUTYLIUH, YpC€3 XapMOHHU3UPAHC HA 3aKOHOAATCIICTBOTO, HO,Z[O6p$IBaHC
Ha MHCTUTYHHUOHAIHOTO CBTPYAHUYCCTBO, HACHhPUYABAHC Ha Hy6JII/I‘~IHI/I KaMIIaHUHN 3a

IIOBHIIIaBaHC Ha OCBCJOMCHOCTTA.

» banku W (PUHAHCOBM WHCTUTYLWH, 4Ype3 NOA0OpsSBaHE HAa CHTYpHOCTTa Ha

TPAH3AKIUHUTC U KOMYHUKaIUATA C KIIMCHTH.

» [Tlorpeburenu, ype3 MOBENEHUSCKH MOIEIH 32 TTI0-0€30MacHO OHJIAMH Ma3apyBaHe.
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I. GENERAL CHARACTERISTICS OF THE DISSERTATION

Topic relevance

Small and medium-sized enterprises in Bulgaria are more from 95% of all economic
subjects — this does this one type business " spinal pillar " of native This farm metaphor however
, considering the scale , quite is not enough . Something more — small and medium business

represents no only the whole skeleton , and also the vital organs on the Bulgarian economy .

The entrepreneurial climate in our country however , along with a number of others
difficulties — financial , institutional , cultural — no provide on this one type enterprises the
possibilities for calmly development and the necessary protection . While some from the others
dangers however can very easy yes be overcome , accepted or managed , then this one from

cybercrime is not among them .

Digitalization on the business is considered for strength before the pandemic from Covid-
19. The restrictions caused from the necessity from fight against the virus however they transferred
rapid-fire the bigger one part from life , both personal and professional , online . This , combined
with the insufficient preparedness as on consumers ( natural and legal persons) persons ) on the
Internet , as well as on institutions in Bulgaria , leads to significantly increase on cybercrime . Its
victims already are everything more often ordinary citizens or small businesses , not goals

institutions or big enterprises .

This quite no surprise — online and mobile trade , internet payments , cashless payments
payments are already way on life no only for separate units or for the young people . Social media
profiles networks and corporate website are basic tools for communication , which already are
even in textbooks by marketing . Digital marketing is stands out as one from the most desired
specialties for training and qualification , and online the services save on the business time and

money .

Everything this however requires targeted actions in connection with the restriction on the
harmful ones influences on cybercrime . It is necessary for companies yes protect as own you

employees and sensitive information and data on customers and users you . For this however have



need from proactive assistance and both countries — the competent institutions and themselves
users . This means high institutional efficiency and at least average level on culture on consumption

, for sorry both missing in Bulgaria .

II. VOLUME AND STRUCTURE OF THE DISSERTATION

The dissertation work is of volume from 222 standard pages and contains: a list of
abbreviations, a list of graphs and tables, an introduction, an exposition in three chapters, a
conclusion, a list of contributions, a list of used literature and appendices. The bibliography

consists of 198 literary sources.
The dissertation is structured in the following sequence:

LIST OF ABBREVIATIONS

LIST OF GRAPHS AND TABLES

INTRODUCTION

CHAPTER ONE - ESSENCE AND PROBLEMS OF CYBERSECURITY IN
BULGARIA. DIMENSIONS OF THE DIGITALISATION OF SMALL AND
MEDIUM BUSINESSES IN BULGARIA

1.1 Theoretical dimensions of cybersecurity. Conceptual framework.

1.2 Factors increasing the importance of cybersecurity in Bulgaria

1.3 Small and medium-sized enterprises in Bulgaria

1.4  Digitalization of small and medium-sized businesses in Bulgaria
CHAPTER TWO - METHODOLOGY FOR INCREASING CYBERSECURITY IN
SMALL AND MEDIUM BUSINESSES IN BULGARIA

2.1 First stage — identification and management of risks for small and medium-
sized businesses in Bulgaria related to digitalization

2.2 Second stage — legislative initiatives in support of cybersecurity

23 Third stage — institutional responses in the event of cybercrime

2.4  Fourth stage — prevention of cybercrime affecting small and medium-sized

businesses in Bulgaria



CHAPTER THREE - APPROVAL OF THE METHODOLOGY THROUGH
EMPIRICAL RESEARCH. ANALYSIS, PREVENTION AND POSSIBLE
DIRECTIONS FOR CYBERSECURITY AFFECTING SMALL AND MEDIUM
BUSINESSES IN BULGARIA

3.1 Rationale for the study

3.2 Presentation of the research results

3.3 Comment and analysis of the results

3.4  Possible ways to improve the cybersecurity of small and medium-sized
businesses in Bulgaria

CONCLUSION

CONTRIBUTIONS

BIBLIOGRAPHY

APPLICATIONS

I11. CONTENT AND RESULTS OF THE RESEARCH

INTRODUCTION

Cybersecurity is becoming a growing problem for small and medium-sized businesses
worldwide — more and more attacks are being carried out by criminals who target businesses for
the valuable information they hold, with the sole aim of selling the data for large sums on the black

market.

Large organizations, of course, are not insured. However, they have significantly greater
financial, human, and technological resources at their disposal, which can be beneficial when it is
necessary to quickly limit the consequences of cyberattacks. The smaller resources they work with,
including in terms of data sets and sensitive information, however, does not lead to better
protection of small and medium-sized companies, nor does it divert the interest of criminals from

them.

Alarming data from Forbes shows that cybercrime has increased sixfold during the
pandemic. No one, not even celebrities, is safe — in fact, 130 Twitter accounts were compromised

in 2020, including those of Elon Musk and Barack Obama. In the same year, the Marriott hotel



chain suffered a cyberattack, during which the data of more than 300 million hotel guests was

leaked.

It is clear that despite their vast resources for protection, even the tech giants are failing to
keep up with cybercrime. Small businesses, especially in developing economies with a host of
other problems, are becoming even more vulnerable to attacks. They often lack the technological
protections needed to protect themselves from attacks, nor do they have the resources to invest

seriously in cybersecurity.

The logic of the perpetrators probably lies in the fact that the small size of the business
does not mean the same limitation in financial or resource terms — that is, a small business can
work with large sums of money and customer data just as much as a large one, but is less protected.
Indeed, the majority of small and medium-sized businesses in our country do not have any plan or

technology for cybersecurity protection — thus these enterprises become a convenient target.

Moreover, it may turn out that the threats to the cybersecurity of small and medium-sized
enterprises come even from within, not due to malicious intent, but due to insufficient
qualifications and unlearned (sometimes general) skills to detect and counter cyberattacks.
Unfortunately, this is often true not only for ordinary employees (if any), but also for the owners

and managers of small businesses themselves.

Ransomware attacks are among the most common cybersecurity threats facing small
businesses today. They involve encrypting a company’s data and holding it “hostage” until a
ransom is paid. These attacks are rarely noticed until it’s too late — they usually happen via email,
via a link to a simple document. Since even a micro-business can handle a significant amount of
electronic communication, most people only realize their mistake after they open the encrypted
file. In most cases, they then pay the “ransom,” even if it costs them several thousand leva, because
they don’t have the time and resources to restore the encrypted information or are trying to save

money by not using a quality backup as part of their normal work protocol.

Phishing is undoubtedly the biggest and most popular cyber threat faced by small and
medium-sized businesses. These attacks work by tricking the user into providing their personal
information by sending an email that appears to be from a trusted source or website. No company,
regardless of its size, is “immune” to these scams. There are many examples from Bulgarian reality
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here, but in most cases they are related to social networks and/or banking information that is
requested via email in a window that is a very exact copy of the real one. Only after the incident

has occurred, when going back and taking a closer look, does the deceived realize their mistake.

Another relatively simple method of attacking small businesses is malware. These types of
attacks work by infiltrating a computer through an email attachment or other backdoor and then
executing without the user’s knowledge. Once inside, malware can wreak havoc on digital files by
changing settings and permissions, blocking specific programs from running, and spying on user
activity. Malware is also commonly found on public Wi-Fi networks, where users are at risk of

having their devices compromised if they visit an infected website or simply browse the wrong
page.

Social engineering is a technique by which criminals trick people into providing sensitive
information through various means — impersonating someone else, most often a representative of
a company-potential partner or contractor. With the growth of popularity of social networks, social
engineering has become increasingly widespread, and messages sent through these platforms may

contain malware, which can steal the user's personal information.

One of the main concerns for small and medium-sized businesses is data theft. This crime
occurs when hackers take personal information from employees through fraud or dishonest
practices. By gaining access to an employee's email account, hackers can easily spread ransomware

, phishing , and pharming attacks across the company's network.

Employees themselves often pose a significant security threat to businesses of all sizes.
They leave data on USB drives, provide easy access to company files, use the same password for
both personal and work accounts, and fall for phishing schemes that trick them into providing their
login information. So, all too often, cybersecurity breaches in small and medium-sized businesses

turn out to be the result of human error, not even malicious action.

This brief overview of the most common examples of cybercrime against small and
medium-sized businesses and the focus on some of their specificities shows that preventing attacks
through targeted measures is the best option. The best way for small businesses to protect

themselves from cybercrime is to have a complete security plan — one that includes data loss



prevention, an incident response plan in place, a review of staff access privileges, and training

employees on cybersecurity best practices.

And in connection with the above, we can point out that the main research problem that the
dissertation examines is the cybersecurity of small and medium-sized businesses in Bulgaria and

the need for coordinated actions to increase it.

This brings us to the subject of the dissertation, namely the specific cybersecurity problems
faced by small and medium-sized businesses in Bulgaria. The subject of the study is precisely the

enhancement and prevention applied in small and medium-sized enterprises in our country.

The following methods were used in the dissertation: analysis of literary and information
sources, study of foreign experience, qualitative risk analysis, comparative analysis, case study
analysis and empirical research and study of the attitudes and understandings regarding cybercrime

and cybersecurity by consumers and owners and managers of small and medium-sized businesses.

The aim of the dissertation is to clearly outline the dimensions of the cybersecurity
problems of small and medium-sized businesses in our country, along with their interrelationships
with institutions and clients, and to provide recommendations for improving the situation for

Bulgarian companies. In this sense, the following tasks can be formulated:

° to build a theoretical and normative framework and to analyze cybercrime;
° to develop methodological solutions and present good practices;
° conduct an empirical study to measure the attitudes and level of understanding of

cybersecurity issues among both consumers and owners and managers of small and medium-sized

enterprises;

° to provide specific recommendations for improving cybersecurity and the business
climate in Bulgaria, based on the results of the empirical research and the developed

methodological solutions .

The main thesis , which will is defends in the dissertation is that in Bulgaria , more than in
better the developed Western European economies , cybersecurity on small and medium business

is a problem that requires immediate coordinated actions from country on institutions , businesses



and consumers . Namely the lack them to moment worsens business the climate and prevents on

the construction on durable relationships on trust between companies and customers right now .

In support on this statement are used row literary and informational sources — here is order
specialized literature by the topic , statistically data from NSI, Eurostat , institutional statistics and

statements , online and offline publications on experts by the topic .

The placed restrictions are related to the territorial range and valley on The research is based
and focused on on state territories on Republic Bulgaria . The study is also limited to small and
medium business and the specific Bulgarian context . This circumstance can yes limit the direct
line applicability on the results and the developed methodology to big corporations or to SMEs in
countries with drastically different normative base , institutional environment and culture on

cybersecurity .

Users on the results and the developed methodology for increase on cybersecurity of SMEs
in Bulgaria would were useful for several key groups . The main target group are the owners and
managers on small and medium enterprises that can yes use the methodology for assessment ,
planning and implementation on adequate measures for cyber security in their companies , such as
by this one way decrease the risk from financial and reputational damages . The state institutions
and regulatory organs , such as for example The Ministry on electronic management , too are
important user , so as the dissertation examines the normative base and calls for coordinated actions
; they can yes use the recommendations for improvement on the policies for cybersecurity ,
programs for support and information campaigns aimed at to the little one business . Organizations
for support on business ( such as branch chambers and associations ) can yes include the results
from research in educational institutions programs , seminars and consultations that provide on
their own members . Except this , consulting companies and suppliers on services by cybersecurity
can yes use the methodology and data from the empirical study for adaptation and improvement
on their own products and services offered of SMEs. Finally , the academic community can yes
uses the dissertation as theoretical and empirical basis for future research in the field on

cybersecurity , economy and e-commerce governance in Bulgaria .



CHAPTER ONE - ESSENCE AND PROBLEMS OF CYBERSECURITY IN
BULGARIA. DIMENSIONS OF THE DIGITALISATION OF SMALL AND
MEDIUM BUSINESSES IN BULGARIA

1.1 Theoretical dimensions on Cybersecurity . Conceptual apparatus .

The term " cybersecurity " is subject on row academic and popular works that to big degree
are considering the topic from certain point of view point . The concept is uses widely and its
definitions are strongly context - dependent variables , often subjective and sometimes
uninformative . There is a little literature for this what actually means cybersecurity and how it is
deployed the phenomenon in different contexts . The lack on short , wide acceptable definition
that yes captures multidimensionality on cybersecurity , potentially hinders technological and
scientific progress , as strengthens mainly the technical view , at the same time dividing the
disciplines that must yes act agreed for resolution on complex challenges in front of cybersecurity
. For example , there is spectrum from technical solutions that support cybersecurity — despite this
, these solutions alone by myself you no is deal with the problem . There is multitude examples
and significant scientific work , which demonstrate the challenges related to organizational ,
economic , social , political and other human dimensions that are indissoluble related to efforts for
cybersecurity !. Fredrik Chang , former director by research at the Agency for national security in

the United States states , discusses interdisciplinary character on cybersecurity :

1.2" Science" for cybersecurity offers very opportunities for progress on basis on
multidisciplinary approach , because in the end on the ends cybersecurity is fundamental
connected with rivalry . People must yes protect machines that are attacked from others people
using machines . So that , in addition to the critical traditional areas on computer sciences ,

electrical engineering and mathematics , are necessary prospects from others areas .

' Goodall, JR, Lutters , WG, & Komlodi , A. 2009. Developing Expertise for Network Intrusion Detection.
Information Technology & People, 22(2): 92-108.

http://dx.doi.org/10.1108/09593840910962186 last visited on 22.01.2024
2Chang, FR 2012. Guest Editor's Column. The Next Wave, 19(4): 1-2.
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1.3 Cavalty notes that there is multitude interconnected discourses around the area on
cybersecurity °. Deconstruction on the term cybersecurity helps yes is put the discussion in
both areas of " cyber " and " security " and reveals some from the inherited problems . " Cyber
" is prefix meaning cyberspace and refers to electronic communication networks and virtual
reality *. He evolves from the term " cybernetics ", which is refers to the " area” on the theory
for control and communication , regardless whether in a machine or in an animal " °.

Faced with many definitions of cybersecurity from the literature, analysts need to follow a
pragmatic qualitative research approach to support the definition process that merges objective
qualitative research with subjective qualitative research. In effect, the result should be a tentative
definition that is based on objectivity (e.g., an intrusion detection system) versus assumption (e.g.,

a hacker’s intentions).

The absence on short , universal acceptable definition that yes covers multidimensionality
on cybersecurity , hinders technological and scientific progress , as strengthens mainly the
technical view for cybersecurity , such as at the same time divides the disciplines that must yes act
agreed , for yes allow complex challenges in front of cybersecurity . It becomes everything more
obviously that Cybersecurity is interdisciplinary phenomenon . The more comprehensive ,
unifying definition , there is for goal yes facilitate the interdisciplinary approaches to cybersecurity
— one such definition follows yes be accepted from the multitude disciplines involved in the efforts
for cybersecurity , such as by this one way can yes is achieve better understanding and cooperation
needed for dealing with the growing and complex threats for cyberspace and the systems enabled

from cyberspace .

1.2 Factors for increase the meaning on cybersecurity in Bulgaria
Computer and information systems revolutionize the mechanism for service by the whole

world . The services offered on the individual and the community manually , disappear in favor on

3 Cavelty , MD 2010. Cyber-Security. In JP Burgess (Ed.), The Routledge Handbook of New Security Studies:
154-162. London: Routledge.

4 Oxford University Press. 2014. Oxford Online Dictionary. Oxford: Oxford University Press. October 1, 2014:
http://www.oxforddictionaries.com/definition/english/Cybersecurity last visited on 22.01.2024

> Wallinger , W., Alderson, D., & Doyle, J. 2009. Mathematics and the Internet: A Source of Enormous
Confusion and Great Potential. Notices of the American Mathematical Society, 56(5): 586-599.
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online services with the use on computer and internet technologies . Electronic training , electronic
commerce , electronic business , and in the last time and electronic government transform
traditional ways for work in virtual a world where " face to face " communication is happens ,
without yes you are face to face . Innovation , cost differentiation and growth , alliances and
mergers are today's characteristics on the organizations that are possible thanks on digital
revolution °. Despite all positive countries and opportunities that digitalization offers especially on
small and medium business , active use on the new ones technology is related no only with social
progress , but , especially in developing is economies , places on daily turn and question for
cybersecurity and the increasing is Cybercrime . Dangers on the Web are one from the main ones
reasons a number of SMEs in developing countries is countries everything will yes is feel unsure
by attitude on the accession to online the community , which also explains the lower levels on

digitalization on the private and the public sector in these economies .

Must yes is there is considering that cybercrime is criminal activity whose source is computer
or computer network used for cyberattacks , and can yes includes fraud , theft , extortion , forgery
and abuse , but because of the virtual regime is known to be difficult yes is detect and punish
because of technical complexity and invisibility attackers who are sitting on thousands kilometers
. Despite that the new ones technologies are comfortable , dynamic and developing and every next
theirs level perfect functions and mechanism for security , due to nature on cybercrime and its
ability to is develops with technology , is appear new threats with alarm the degree on regularity .
So abilities on users yes you cooperate are upright in front of everything bigger challenges , which

also can yes threaten security and financial health on all SMEs in the Network .

The problems arising from similar crimes , acquire big importance , especially those related
to cracking , breaching on author's rights , children's pornography . They is they call more privacy
issues when hackers / attackers attack confidential information , for yes do intentional distortions
, yes stolen and intercepted legally or by other way . Despite that exists international legal system

that is tries yes holds participants responsible for criminal deeds through The International punitive

®Madhava SSP, & Umarhathab , S. (Eds.), (2011). Information Technology Act and cyber terrorism: A critical
review. Cyber Crime and Digital Disorder, Tirunelveli, India: Publications Division, Manonmaniam Sundaranar
University.
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court (ICC), the lack on coordination or incompatibility on local with international laws is becomes

a barrier in front of hers success ’.

Online communication has become the norm in digital era , because of which internet
consumers and governments are upright in front of elevated risk yes become victims on
cyberattacks . Cybercriminals continuously develop avant-garde techniques , such as displace the
goals yourself , focusing is less on theft on financial information and more on business espionage
and access to government information . In context on quickly the disseminators is cybercrime
governments in developing countries is countries must yes you collaborate in a global scale , for
yes can yes is developed effective model for control on threats . Thanks on development and
progress in computer and telecommunications technologies technologies , developing is countries
are able yes develop and expand their own communication networks , such as them allow faster
and easier networking and sharing on information . With this cybercrime is increase through the
last several years in the world scale , which dramatically changes the scenario — in ours days the
criminals use more complex devices , for yes break through cybersecurity . Something more , in
the last years malicious software , spam emails , hacking on corporate websites and others attacks

from this one character are case on computer " geniuses " , obvious from their talent .

These rarely malicious attacks gradually are is turned into unions for cybercrimes , draining
money through illegal cyber channels . According to ratings only before decade about 2 billion
users on internet and 5 billion mobile phones are related by the world . Everyone day is exchange
about 294 billion email and 5 billion telephone messages ®. Convenience on digital networks
however there is price , so as business organizations in particular and societies as whole everything
more rely on computers and the internet based networks , due to which cybercrime and digital
attacks are is increased repeatedly by the whole world . The attacks are categorized as financial
fraud , computer hacking , downloading on pornographic images from internet , viral attacks ,

persecution on electronic mail and creation on websites that encourage racial hatred °. The main

7 Grabosky , PN, Smith, RG, & Dempsey, G. (2001). Electronic theft: Unlawful acquisition in cyberspace,
Cambridge University Press, Cambridge
8 Zinnbaur , D. (2005). Internet governance priorities and practices, United Nations

°. Herhalt , J. (2011). Cyber-crime-A growing challenge for governments, KPMG Issues Monitor, 8: 1-24,
https://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Documents/cyber-crime.pdf last visited on
23.01.2024
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and leading step to protection is better understanding on the different ones types threats , before

which are upright business community and online users .

Often the ones encountered cybercrime include fraud with prior fee , explanation on botnet
networks , failure from service (DoS) and distributed refusal from service (DDoS) , renewal fraud
on names on domains , fake ads , hacktivism , theft on laptop or other hardware , theft on identity
, IP theft , copying on information , phishing , software for fear , social media , spam , spyware
software , unprotected wireless local networks (WLAN) and viruses attacks !°. Experts are on
opinion that some governmental agencies can also yes use cyberattacks instead of armed war as
new means for leadership on war and this was reported in 2010, when Stuxnet ( a computer virus
) is used for execution on invisible attack on The Iranian nuclear program that had to yes deactivate
Iranian centrifuges for enrichment on uranium . Carders Stealing Bank, which is also known as
data for credit map , it's also big cybercrime , in which duplicated cards is use for towing on cash

from ATMs or in stores .

Having considering the international character on cybercrime , it can yes is happened no only
in the regions from where originates from , and yes includes others countries or regions . Therefore
cybercrime is needs no only from strongly reacting , but also from international coordinated
measures for control . By the same way the mechanism for investigation and reporting on these

crimes must yes requires very resources .

Cybercriminals and their techniques continuously is change , which straightens governments
and businesses in front of the big one challenge yes keep up with the constant development on the
offenders . According to Slave Wainwright , Director on Europol , criminal investigations on
cybercrime , identification and tracking on the origin on crime is not only complicated , but
sometimes impossible because of the limitless you nature , which is one from the big ones

challenges for the developer is a world that already tests shortage on technologies 2. A number

KPMG (2013). Global eFr@ud Survey, KPMG Forensic and Litigation Services.
""Chapman, A., & Smith, RG (2001). Controlling financial services frauds, Trends and Issues in Crime and
Criminal Justice, 2: 189, Australian Institute of Criminology, Canberra
2Council of Europe. (2003). Additional protocol to the convention on cybercrime, concerning the
criminalization of acts of a racist and xenophobic nature committed through computer systems (ETS 189),
http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm last visited on 23.01.2024
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experts in various parts on the world that cyberattacks and cybercrimes are profitable venture — in

the cyber world hackers carry out organized crime , such as sell confidential stolen information .

The operation through software is often encountered way , through which hackers receive
access to systems and sensitive information . The software for updating on users on networked
machines it is also easy way for cybercriminals . By this one way the current ones tools and
antivirus software can yes be very useful at the protection on the network and systems used from
online users , so as the presenter antivirus program can yes detects , removes and protects machines
and networks on the user from malicious software , etc. By the same way , users must yes be
careful and yes avoid pirate software . Education and literacy can yes help better for prevention on
cybercrime , so that the training for this how yes be used information systems and how yes you
avoid or yes is you protect from criminals in cyberspace is a necessity , for yes can users clear yes
understand most often the ones encountered hacker actions tactics , such as phishing , social
engineering or eavesdropping on packages and others '*. Education and awareness in the online
users must yes passed long way , for yes them protect from very types cybercrime — the
introduction on new technologies requires training no only for the use on the new ones systems ,

but also for the rights , obligations and responsibilities associated with the new machines .

By similar way the regulations and laws that manage electronic systems , you need yes be
wide widespread , so that users yes are aware of the regulatory laws and measures for cybercrimes
, introduced from their governments , as well as internationally plan . From other country , the bad
and conservative system for investigation is also an obstacle in front of the electronic security , so
as the professional incompetence and political interference with registration of the FIR, the system
for investigation and the cumbersome procedures for delay in court system on the country slow
down justice , as by this one way hinder the right one application on cyber laws . Other means for
eradication on cybercrime is harmonization on the international cooperation and legislation —

especially by attitude on the motivated from greed and cyberterrorists 4.

13 Herhalt , J. (2011). Cyber-crime-A growing challenge for governments, KPMG Issues Monitor, 8: 1-24,
https://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Documents/cyber-crime.pdf last visited on
23.01.2024

14 Herhalt , J. (2011). Cyber-crime-A growing challenge for governments, KPMG Issues Monitor, 8: 1-24,
https://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Documents/cyber-crime.pdf last visited on
23.01.2024
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By time on the restrictions because of the spread of COVID-19 very small enterprises had
to urgently yes passed to remote work , opening because of the above-mentioned reasons
opportunities for the emergence on very cybersecurity issues , from workers using personal

computers for work - related tasks , to reading on the cloud with a little or no IT staff or resources

Cybercriminals can easy yes manipulate the little one business — these organizations no can
yes say " no " to ransomware attacks , so as they don't have spare system for recovery on data if
be attacked . Everything this again it is related to the limitations in financial means by which SMEs

are forced yes is they can handle it .

Human error is the leading one reason for data abuse in the small business . The report IBM
too so establishes that the compromised identification data are the most common way , in which
cybercriminals initially attack the data on the company . So as the little ones enterprises no is focus
on the training by cybersecurity , often again because of lack on finance , employees can easy yes
be deceived yes fall on fraud with social engineering , malicious threats or sharing on data for
input , sensitive data and other company and client information , so as no know what yes are

looking for yes identify suspicious cyber activity '°.

So as cybercrime grows and progresses with each passed year , more importantly from it's
always the little ones enterprises yes understand how these types attacks can yes influence on the
operations them and yes undertake the correct ones steps , for yes is protect . The early discovery
on violation on the data is from decisive meaning for the rescue on reputation on the company and

damages amounting to on thousands , without themselves practices yes are exceptionally dear .
The best practices for cybersecurity on the little one business include :

esystematically training on employees — enterprises must yes are considering continuously
training , for yes are good familiar all of them them employees with potential security
vulnerabilities , for recognition and avoidance on fraud , creation on strong passwords and security

on sensitive information for clients and companies ;

ISIBM, https://www.ibm.com/downloads/cas/OJDVQGRY last visited on 23.01.2024
16


https://www.ibm.com/downloads/cas/OJDVQGRY

eupdating on the software for security - the companies must yes use protective walls ,
antivirus software and antispyware programs , for yes guarantee that the sensitive data no can yes
be easy accessible from hackers . These programs for security also require regular updates , for
yes protect successfully from vulnerabilities , so that the managers of SMEs should regularly yes
check the websites on the suppliers on software , for yes learn for upcoming corrections for security
and others updates ;

eprotection on the company's data — so as very abuses is happen because of error on the
employees , they follows yes have access only to vital information for their specific position . The
companies must yes are considering programs for storage on records requiring from employees
correctly yes clear or archive files . The regular archiving on the data on all computers and
deployment with system for recovery if the information must yes be extracted because of
cyberattack with security cost less from ransom for the encryptor key . Segmentation on network
is another way yes avoid sharing on data throughout network . By this one way if part from the
network is compromised , no everything is gone because of segmentation .

epolicies for protection on password — small enterprises and their employees must yes use
strong passwords for everyone site , to which is enters daily . Passwords never no must yes is share
between employees or yes is record where the others can yes them see . This is free practice that
however can yes save SMEs a lot problems ;

eencryption on data — all data available through personal devices , computers or servers must
yes be protected through appropriate encryption in case on attempts for unauthorized access .
When the data are encrypted at rest , they are protected from review , except if the user no has the
right identification data and code . This is very important for all regulated from HIPAA data ;

emultifactorial authentication — this one tool requires additional information for check , for
example code for security , sent on your phone , for entering networks , systems and computers .
Whenever possible , it is important yes is uses MFA. The inclusion his for email , VPN access ,
security wall and software access leads to safer system and again no costs additional money on the
company ;

e cyber insurance coverage — cyber insurance can significantly yes help for the protection on
the little one business from the potential extreme expenses that arise from set from cyberattacks
and financial damage and the damages for reputation caused from breakthroughs on data . The

processors on cyber claims are the people who yes direct the victims leaders on small businesses
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by time on the stressful process and yes them help yes select suppliers who are carefully selected
according to the specific ones needs and conditions on the enterprise .

Cybercriminals often use human vulnerability and psychological elements , for yes stolen
identification data and yes receive unauthorized access . So as phishing and social attacks
engineering are directed mainly to people , human factor continues yes be important element that
a CISO must yes take considering , for yes protect the organizations you from cyberattacks . Most
data abuse are caused from human mistake , negligence or lack on awareness , for example through
simply click on wrong connection . So that it is usual employees yes increase the digital you

footprint , without yes are aware of the related risks .

" People are the weakest cybersecurity unit . ” — this negative characteristic on human
nature is deep rooted in the industry for cybersecurity . As a result on this there is row obstacles in
front of this yes there is purposeful , constructive discussion how better yes is include people in
the processes on cybersecurity . For difference from technologies and technical processes however
the people are fickle and unpredictable . The problem with human factor is complicated because

by its essence suggests serious sociological , psychological and philosophical discussion '°.

In the fight against cyberattacks human intuition and creativity always will be decisive .
By time on geopolitical voltage , for example , the analyzers by security can yes foresee human
behavior , yes foresee criminal activities and yes understand why the threats is direct to specific
organizations . Cybersecurity however no maybe not must yes be responsibility on one team or
department — she must yes be shared responsibility throughout organization , as well as in its

expanded ecosystem from partners , suppliers and customers .

So as the organizations perceive hybrid models on work and accelerate acceptance on the
cloud , they become more susceptible on ingestion on accounts and others types scams . Here why
is it important employees yes understand how cyberattacks can yes influence on their business and
how yes is protect from the first day . The new employees must yes passed training for awareness
regarding cybersecurity as part from the process on recruitment and adaptation . In addition , the

training for awareness regarding security must yes be continuous process that yes covers big

18Coventry, L., Briggs, P., Blythe, J., & Tran, M. (2014). Using behavioral insights to improve the public's use
of cyber security best practices. Government Office for Science
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diversity from topics and examples for phishing , ransomware and attacks through social

engineering .

Despite that the training by Security is useful and mandatory for employees not always use
these knowledge without incentive for this . Some see gamification as potentially means for
encouragement on actively participation in activities for cybersecurity , but this only by myself
you no yes be effectively , if no real tools that yes it allow . The modern landscape on cybersecurity
has become too broad and complex , for yes be understood only from people , so that the use on
strategy for defense in depth can yes is show from essential meaning . Through modernization and
automation of IT processes can It would be possible . yes is reduce and improve impact on human

factor on cybersecurity !’

The European Commission (2005) defines the meaning on the definition on The European
union for SMEs in the following way : In a single market without internal borders , from essential
measures in favor of of SMEs to is founded on general definition , for yes is improve their
consistency and efficiency and to is limit the violations on competition . This is more more
necessary , as is there is considering the wide interaction between the national measures and
measures of the EU for assistance of SMEs in areas as regional development and financing on
scientific research ... For the member states the use on The definition is voluntary , but The
Commission them invites , together with the European investment Bank (EIB) and the European
investment fund (EIF) yes it apply possible most widely . Despite the volume on the definitions of
SMEs, there is trend yes is accept quantitative criteria , of first place criterion for number on the
staff or number on employees as main determining factor at the categorization of SMEs. Also so
within on this one compromise there is trend for definitions that is distribute beyond the borders
on separate country in time when the economic interaction between countries is intense . Namely
product on these definitions is the definition for SMEs, legitimized from The European union and

which is uses from most researchers .

The economic literature contains big differences in definition on small and medium

enterprises . Statistical agencies , international organizations , governments on independent

"Norris, G., Brookes, A., & Dowell, D. (2019). The psychology of internet fraud victimization: A systematic
review. Journal of Police and Criminal Psychology, 34(3), 231-245
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countries is appear with different definitions and categorizations for the enterprises that no reflect
the differences between them . The different definitions of SMEs are rather arbitrary than the
resemblance on the level and nature on the economic development . None unique , universal
accepted definition for small and medium enterprises . The present criteria are suffered revision
and always are in process on rating . None neither one from both consent , nor tendency to
convergence by attitude on the definitions , even between international organizations that unite as
members the same countries . The meaning on the definition of SMEs for politicians is consists in
evaluating on the categories enterprises and their contribution to employment , gross internal
product and others macroeconomic indicators , for guidance on efforts , policies , strategies for
development and programs for assistance on small and medium-sized enterprises . For the
definition of SMEs Use is especially quantitative indicators , criterion for size on employees and
the economic criterion for the annual turnover and summation on economic results in financial
reports . Quantitative criteria facilitate the categorization on the business by dimensions , but
contain the disadvantage on the lack on confidence and the lack of on access to the reported data .
The need is irreplaceable from inclusion on quality characteristics on the enterprises at sorting
them in classes . SMEs are name according to criteria for dimensions , but the characteristics on
management , structure on property and others immeasurable aspects them distinguish from the

big ones enterprises easier than quantitative indicators .

The support of SMEs in the efforts them for digitalization includes welcoming on row critical
needs . Access to financing is one from the most critical , so as SMEs often is need from support,
for yes invest in initiatives for digitalization , covering expenses as hardware , software and
training on employees . In addition , the programs for training and development on the skills are
from essential meaning for the equipment on employees of SMEs with digital skills needed for the
effective use on technologies . SMEs often they don't have the internal expert experience required
for coping with complexity on digitalization , which does consulting and advisory services
valuable resource . These services can yes guide SMEs in the choice on technologies , development
on strategy and management on the risk , as guarantee more smoothly travel to digitalization , they

however also cost quite a few .

The threats from cybercrime , global corruption and the fast technological changes are

challenges for the companies implementing technologies on Industry 4.0. Enterprises must yes
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respond on the standards for compliance , for yes guarantee that the activities on the organization
are in accordance with the existing ones regulations . The standards for compliance follows yes is
understand as as compliance with the legal ones requirements , as well as ethical standards .
Compliance means execution on all obligations on The organization 's requirements which the
organization must yes corresponds , includes the applicable legislation ( laws , regulations , etc. )
normative acts ) and there is small freedom in this attitude . In addition , the organization follows
yes answers on different voluntary obligations , such as industrial or organizational standards ,
codes , principles on good management , as well as social and ethical norms recognized in the

organization .

CHAPTER ™O - METHODOLOGY FOR INCREASING
CYBERSECURITY IN SMALL AND MEDIUM BUSINESSES IN
BULGARIA

2.1 First stage — identification and management on the risks for small and medium business
in Bulgaria related to digitalization

SMEs are more vulnerable compared to large companies by time on periods on economic
and financial recession , as the reasons are superiors from their characteristics — difficulty at
restructuring or reduction , low degree on diversification on activities , more fragile financial
structure , dependence from external sources on financing . The pandemic crisis sharpen these
vulnerabilities , SMEs respond late on the challenges , and the reasons for this are especially in
the limited resources — specifically shortage on finance and small monetary buffer — gaps in

expertise and vulnerabilities in relationships with customers and suppliers .

In business literature is indicates that the risks for SMEs in the welcome on the
consequences from the economic crisis is founded on the lack on financial resources and the high

price on capital , along with the shortage on administrative and technical opportunities .

The pandemic crisis sharpen the difficulties faced which are facing SMEs and determines
the necessity from revaluation on this one sector considering the place and role that there is he in
the Bulgarian economy , so as it is deep integrated into the economic and social structure no only

on the country , but also Europe - we recall that in the EU SMEs represent 99.8% of the general
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number companies , provide 65% of the working ones places and generate 53% of the added value
. From other country , despite vulnerabilities , SMEs are more flexible and adaptable from the big
ones companies ( characteristics that can yes them allow yes react correctly and quickly by time
on crisis ), which is owes on their size , type on ownership and hierarchical structures , proximity
to the persons taking solutions from customers and others interested countries , which allows yes
is received valuable market information . In addition , the pandemic creates business opportunities
in certain areas as electronic trade , deliveries and mobile applications with solid technological
character . At the same time time however leads to significant changes in consumer behavior , one
from which is the promoted focus on online shopping and activities at all . Here why the companies
must yes is adapt to these changes ( which probably will be irreversible ), for yes offer new valuable

offer based on innovative technological solutions through investments in digitalization .

For yes is cope with the challenges posed by from the COVID-19 crisis and the aftermath
recession and, at the same time , yes is benefit from the opportunities that arose through this one
period , SMEs should yes be more sustainable . Sustainability of SMEs includes creativity and
innovation ( such as entrepreneurial skills ) for welcoming on needs on customers and trends on
market . Despite this , she herself as whole is causes from sustainability on ecosystems on the
enterprise — therefore the government support and public policies are from decisive meaning for
sustainability of SMEs, for yes can generalization on the new ones technologies on their level yes
stimulates their sustainable growth , for generalization on the new ones digital technology and

application on different innovative tools on the fourth industrial revolution .

The limited financial resources , as well as the dynamic and at the same time fragmented
market limit diversification on the operations and assortment provided from sector of SMEs, which
significantly increases the risk from business failure because of bankruptcy on these companies '8,
In addition , in small enterprises the process on management , for difference from the bigger ones
companies , often is ignores and has narrower scope , which also contributes for appearance on
multitude threats for their activity . At the same time time Jindrichovska noted that financial

condition on the little ones enterprises is directly and significantly affected from their owners '°.

18 Ojala, Arto , and Hannakaisa Isomiki . 2011. Entrepreneurship and small businesses in Russia: A review of
empirical research. Journal of Small Business and Enterprise Development 18: 97-119

19 Jindrichovska , Irena. 2013. Financial Management in SMEs. European Research Studies 16: 79-96
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The author indicates that among others personal aspects are most closely related to probability
from bankruptcy on enterprises , which must yes is take considered in the model for assessment
on the risk from bankruptcy . These specific characteristics on the activity on sector of SMEs mean
that identification and measurement on their financial risk must yes be different from this in the
big ones enterprises . The lack on resources allowing of SMEs to react quickly on internal and
external threats , means that they must yes perceive the strategy for management on the risk in a

larger degree from the big ones organizations *°.

SME:s are recognized for key engines on the economic growth and social development in
the world scale , which contribute for more from 50% of taxes , 60% of GDP, 70% of technological
innovations and 80% of the whole employment in central regions . The enterprises from the
segment have inherent characteristics that them distinguish from the bigger ones companies , such

as bigger flexibility in response on changes and more specialized in their abilities .

The digital transformation blurs the borders between industries , brings strategic and
organizational changes and causes competitiveness on enterprises . Because of inadequate internal
and external resources , limited access to externally knowledge and unclear innovative strategies
compared to larger ones companies , many SMEs are is faced barriers to digitalization from
technical , technological , organizational and legal aspects . Meanwhile continuously the changing
is business environment after The Covid-19 crisis threatens sustainable presentation of SMEs,
which them forces yes accept digital technologies , for yes is compete and to remain alive . This
suggests that survival of SMEs will be upright in front of challenge without especially attention to
the potential risks in one developing is technological era . The management on the risk is one from
the main ones approaches for SMEs for dealing with uncertainty and achieving on operational
success . Compared to the big enterprises , SMEs with scarce resources are upright in front of more
difficulties when becomes question for management on The risk . The methods for management
on the risks vary from bigger companies to small companies , as a result on this is what SMEs

need yes perceive suitable strategies for management on the risk in accordance with own you

20 Verbano , Chiara, and Karen Venturini . 2013. Managing risks in SMEs: A literature review and research
agenda. Journal of Technology Management & Innovation 8: 18697
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characteristics . Everything more however missing understanding on the relevant strategies for

management on risk , especially in the context on digital transformation .

On first place in context on the market risk can yes be indicated the multitude crises from
different character , born from Covid-19 and these by the chain on supplies . The research show
that the outbreak of COVID-19 has unfavorable effect on continuity on business . SMEs are
predisposed yes suffer at such conditions because of its vulnerability to the fast ones changes on
the surrounding them macroenvironment . As a result on this is from decisive meaning yes is
perceive strategies for digital transformation , for yes is deal with interruptions in work and chain
for supplies on the pandemic . Previous study shows that the covid-19 crises are consider for basic
engines for SMEs yes redirect the business you from offline physical shops to online shops because
of the cases on blocking . Some authors also so emphasize the meaning on digital transformation
for mitigation on the risks by the chain on deliveries and delivery on Sustainability . Strategies as
access to the network for open innovations through digitalization however can yes threaten
survival of SMEs. Problems as loss on strength at negotiation over suppliers , unstable partnerships
in coordination , loss on competitive competitive advantages would occurred in a large degree if

be exposed on more uncertain global economic markets .

Risk is key factor in the economic life , so as people and companies they do irrevocable
investments in scientific research and development on products , facilities and equipment ,
inventory and human capital , without yes know whether the future monetary streams from these

investments will be sufficient for yes compensate debt and own capital 2'.

Recently cybersecurity is becomes the main problem of IT technologies because of the
meaning on this phenomenon in a series areas , among which the national security and the world
commercial system . Cybersecurity is defined as " totality” from tools , policies , concepts for
security , safety measures for security , guidelines , approaches for management on risk , actions
, training , best practices , beliefs and technologies that can yes is use for protection on the cyber
environment and the organization and assets on the user " **. The meaning on cybersecurity for

specific Bulgarian institutions no can yes be neglected , so as each successful cyberattack against

2IKimball, RC, Failures in risk management. New England Econ. Rev. 2000, January/February 3-12

21T Union, “Series X: Data Networks, Open System Communications and Security: Telecommunication
security - Overview of cybersecurity,” pp. 2—-3, 2008.
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them will there is huge effect on the national security on Bulgaria , for example as affect her
economic stability . Managers on small business suffer from lack on knowledge and awareness on
the importance on the tools for security , which influences directly on speed on acceptance on
cybersecurity . Therefore can to be necessary understanding on this one current problem according

to the point of view point on management .

In our days management on the risk is turns into a serious problem that usually affects the
presentation of SMEs due to different reasons as lack on resources and deficit on mechanisms that
would could yes support their activity by management on the risk in general plan . In addition ,
SMEs, like on the big ones companies , always are upright in front of different risks — the important
thing is that their existence is more vulnerable in everyone moment because of the little one size
on their financial and non-financial resources . Usually business the strategies demonstrate less
attention to the consequences from management on the risk , while several strategic the move ,
like avoidance , control and cooperation , would could yes decrease uncertainty . Underestimation
on the risks leads to unfortunate consequences that usually affect as both tangible and intangible

assets and, even worse , they lead the business to bankruptcy 2>

2.2 Second stage — legislative initiatives in support on cybersecurity

Local laws for protection on data and scope

e Constitution of the Republic of Bulgaria ( Art. 32 and Art . 34) — sets the basics on the
main thing law on personal life ;

e General regulation for protection on data (GDPR) — the Data Protection Act applies
together with GDPR for the purpose insurance on additional protection in cases where GDPR does
not contains specific provision ;

e Law for protection on personal data — (PDPA) — the main law for protection on personal
data in Bulgaria , GDPR applies ;

e Law for electronic messages — arranges public relations related to the implementation on

electronic messages ; includes some provisions related with the protection on personal data ;

BHollman and S. Mohammad-Zadeh, “Risk management in small business,” J. Small Bus. Manag ., vol. 1, pp.
47-55, 1984
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e Regulations for the activity on The Commission for protection on personal data and its
administration — CPDP — by-laws normative act .

Organs for protection on the data

o The Commission for protection on personal data ( Commission );
e Inspectorate to The Supreme judicial council ( the Inspectorate )
Sanctions and non-compliance on the provisions set out in the above- mentioned

normative acts :
Administrative sanctions :

Applies GDPR . others violations on the provisions of the LPDP, which no are provided for
in the GDPR, the Commission / Inspectorate can yes impose penalty amounting to up to 5000
BGN (2500 EUR ). In again violation follows double sanction . According to the Personal Data
Protection Act, the Commission can yes imposes fines and administrative measures , but no powers
for forcibly execution . The execution on sanctions is performs by separately administrative

production by The law for administrative violations and penalties .
Criminal sanctions :

Who creates , acquires for myself you or for another , brings or by other way distributes
computer programs , passwords , codes or others similar data for access to informational system
or part from her for the purpose execution on certain crimes under the Criminal Code ( Art . 171
(3), Art.319a, Art. 319b, Art. 319¢c or Art . 319d), grapes punishment deprivation from freedom
to two years . When is announce personal data , classified information or other protected from the
law secret and the violation no constitutes more severe crime , the punishment is deprivation from

freedom to three years .
Others :

Third countries that suffer damages as a result on violation on the relevant legislation , can

yes present claims for compensation .

Registration / notification / authorization
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The requirement for registration on the administrators on personal data is deleted in

accordance with GDPR and such registration already is not necessary .
The Commission supports the following registers :

e public register on the administrators and processors who have appointed DPOs;

e public register on the accredited certifying organs ;

e public register on the codes for behavior by Article 40 of the GDPR;

e internal register for violations of the GDPR and the Act and the measures taken measures
under Art. 58, §2 of the GDPR;

e internal register for notifications for violation on security on personal data by Art . 33
and Art . 67 of the GDPR.

The Inspectorate supports the latest two type registers .

2.3 Third stage — institutional reactions in case on cybercrime
In Bulgaria cybersecurity and protection on personal data is regulate basically from the

following legislative tools :

e The law for cybersecurity since 2018;

o The general regulation for protection on data ( Regulation (EU) 2016/679) (GDPR),
directly applicable in Bulgaria ;

e The law for protection on personal data since 2002 ( last amended in 2019), which was
revised in 2019 for application of GDPR.

The two legal frames is apply parallel . Their subject is related to the extent that the legislator
has established formal mechanisms for cooperation between the supervisors organs by
cybersecurity and the Commission for protection on personal data ( CPDP ) in cases where incident

with security would also constituted a violation on security on personal data .

In Bulgaria The law for cybersecurity applies The Directive for security on networks and
information systems ( NIS Directive , Directive (EU) 2016/1148) with minimum derogations and
deviations from the original text on The Directive . In addition , the Directive regarding the
measures for high total level on cybersecurity in the Union ( NIS Directive 2, Directive (EU)
2022/2555) has been published in the Official newspaper on The European union on December

27, 2022 and enters into force from from January 16, 2023. According to Article 41 of NIS
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Directive 2 by 17 October 2024, the Member States members must yes transpose the normative
act in the national you legislation , and laws for transposition is apply from October 18, 2024. On

the same date The NIS Directive will be canceled .

The law for cybersecurity contains essential set from rules aimed at to solution on the
problem of cybersecurity through holistic approach . He outlines the specific ones responsibilities
and obligations that legal persons , regulatory authorities and authorities must yes comply with ,
and determines mechanisms for prevention and response in cases on cyberattacks and others
incidents . The normative act identifies the main ones responsible institutions and their area on
competence , introduces the category operators on basic services and suppliers on digital services
and determines their responsibilities and duties in connection with the necessary measures for
security and procedures for notification on the relevant authorities in case on cybersecurity

incidents .

Decision 192 of 09.04.2019 of The Ministerial advice foresees the creation on additional
executive authorities responsible for network and information security in vital public sectors as
energy , transportation , healthcare , supply on fresh drinking water and digital infrastructure . The
solution also outlines the methodology and specific criteria for determination on the main ones

public services , for which is apply the specific normative requirements .

The law for cybersecurity determines the specific powers on regulatory authorities
responsible for insurance on compliance on the law , as for example Council for cybersecurity .
He defines clear and detailed rules regarding hierarchical position , cooperation and
communication with others state authorities , such as SANS, the Minister on defense and the
minister on internal Cooperation and coordination between different state institutions are basic
mechanisms for development on safe and sustainable digital environment . Consequently on this
The law for cybersecurity foresees the creation on National center for reaction at incidents in the
area on the information security (CERT Bulgaria ), as well as Sectoral departments for reaction at
computer incidents security ( Sectoral CSIRTs) and National unit for single contact for general
monitoring on the problems on network and information security , as well as cross-border

collaboration with others member states of the EU.
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The law for cybersecurity foresees complete and entire application on The NIS Directive
through acceptance on by-laws acts , such as Ordinance for minimal requirements for network and
information Security 2019 Ordinance foresees the minimum specific requirements for network and
information security , which the obligated persons , suppliers on substantial and digital services ,
public and regulatory organs and others suppliers on public services , you need yes observe in

order to creation on sustainable and stable digital environment .

On EU level , Regulation (EU) 2019/881 of The European parliament and Council of 17
April 2019 on ENISA and on the certification on cybersecurity on information and communication
technologies and Regulation (EU) No 526/2013 on cancellation establishes goals , objectives and
organizational ENISA and framework related issues for the creation on European schemes for
certification on cybersecurity for the purpose of insurance on adequately level on cybersecurity
for ICT products , ICT services and ICT processes in the EU, as well as for the purpose of
avoidance on fragmentation on the internal market by attitude on the schemes for certification on

cybersecurity in the EU.

Narrow the related question for protection on personal data and relevant requirements for
technical and organizational measures that must yes apply the administrators and processors , as
well as the regime on notification applicable in case on violation on security on personal data , is
regulate of the GDPR . local level The law suffers comprehensive change in 2019, for yes answers
on the new one general regulatory frame and yes apply The Directive for protection on the data by

attitude on law enforcement ( Directive (EU) 2016/680).

The following specific legal areas are outside the general range on application on The law

for cybersecurity and regulate from specific sectoral laws and regulations :

e communication and information systems for processing on classified information by the
meaning on The law for protection on classified information ( available) only on Bulgarian
language here ), which establishes legal requirements for protection on classified information from
unauthorized access ( including mode on notification at incidents with security ). and detailed
frame on the measures for security ). The corresponding supervisory The body is the State

commission by security on the information .
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e networks and information systems on The Ministry on defense , Ministry on internal

n

works , Agency , State Intelligence agency , State agency " Technical operations ", National
Intelligence Service and National service for protection that not related to electronic administrative
service and electronic exchange on documents between administrative The relevant authorities
requirements for networks and information systems and their management and control are subject
on conditions and procedures set out internally in these administrative organs .

e enterprises providing public electronic communicational networks and/ or services by the
meaning on The law for electronic messages , which establishes specific legal requirements for
protection on integrity and security on electronic communicational networks and services , privacy
on messages , as well as for protection on users data , including mode on notification in case on
security breaches or violations on integrity . The corresponding supervisory authority is the
Commission for regulation on communications (CRC). In 2021, the Law for electronic messages
was amended for the purpose introduction on the new ones obligations and requirements according
to The Directive for creation on European code for electronic communications ( Directive (EU)
2018/1972).

e suppliers on certification services by the meaning on Article 3, paragraph 19 of
Regulation (EU) No 910/2014 of The European parliament and Council of 23 July 2014
concerning the electronic identification and authentication services for electronic transactions on
the internal market and Directive for repealing 1999/93/EC, which also contains requirements for
application on technical and organizational measures in connection with the provided confidential
services , as well as mode on notification in case on security breaches or loss on integrity . The
corresponding supervisory organ on local level is CRC.

In addition , according to requirements on The law for payment services and payment
systems , suppliers on payment services that by principle no fall within the scope on The law for
cybersecurity , you need yes apply specific measures for security and yes notify the supervisor
authority in case on significant operational incident or incident with security . The corresponding

supervisory authority is the Bulgarian folk bank .

The Council by cybersecurity is the main supervisory organ by the questions on
cybersecurity in the Republic Bulgaria . The members his include 18 government employees ,

including eight ministers and leaders on the main ones organs for national security and law
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enforcement . The Council functions as advisory and coordinating organ to The Ministerial advice
and there is for task yes analyze risks and cyber threats , yes develops methods for counteraction
and yes offers specific decisions . The prerogatives on Council also so include increase on the
necessary expert capacity and development on the existing ones human resources , including
technological , infrastructural , financial and organizational components . The Council by
cybersecurity there is also the task yes created and proposed national strategy for cybersecurity

and road safety map for her application .

The Council acts as coordinating organ between The Ministerial council , the national
Unified unit for contact and the Council by security to The Ministerial advice . Except this is in
charge of developing on national plan for management on cyber crises and harmonization on

sectoral policies .

The National coordinator by cybersecurity is a person nominated from the Prime Minister ,
which performs important supporting role on Council by cybersecurity . The main his

responsibilities include :

e preparation and offering on changes in the National strategy for cybersecurity and the
applicable road map ;

e taking over on active role in development on The National coordination and
organizational network for cybersecurity , along with measures for insurance on her reliability ,
security and sustainability ;

e taking over on active role in the creation and development on The National cyber
situational center and coordination on actions and overall reaction at threats from cyber crises and
threats from hybrid character ; and

e insurance on support in cases on cyberattacks or hybrid attacks .

The state Electronic agency management " is special administrative body that answers for
the provision on electronic access to administrative services on the wide one public and controls
the activity on others administrative bodies in this guideline . The Chairman on The state Electronic
agency management " has big diversity from executive powers according to The law for electronic
management , which are additionally expanded in the Act for cybersecurity . He answers for the
conduct on the state politics by attitude on network and information security , there is powers yes

issues methodical instructions and yes coordinates the application on the policies for network and
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information security and can additionally yes certifies compliance on information systems
implemented from administrative authorities , with the requirements for network and information
security . The chairman is obliged yes exercises control on the administrations for compliance on

these requirements .

2.4 Fourth stage — prevention on cybercrime affecting small and medium business in
Bulgaria
SMEs rely on exceptionally very on critical for the business data — information for customers

, offers , orders and data for payment — and on practice no can yes they work neither day without
them . Here why companies , regardless from the size , you need regularly yes they do spare copies
on the important ones you data as first key step from prevention on cybercrime and yes is assure
that these archives are recent and can yes be restored . Doing this , the organizations guarantee that
their business can yes continue yes functions after impact on flood , fire , physical damage or theft
. In addition , if have spare copies on the data that can quickly yes be restored , not can yes be

blackmailed from attacks of ransomware.

First step here is the identification on the main ones data — information , without which the
business no would could yes functions . Usually this includes documents , photos , emails , contacts
and calendars , most from which is store in just a few common folders on computer , phone , tablet
or network . Regardless whether is find on USB memory , on separately device or separate

computer , access to the archives on data must yes be limited , so that they :

e yes no are accessible for the staff

e yes no are constantly connected ( physically) or through local network ) with the device
that contains the original copy .

Ransomware (and any other malicious software ) often can automatically yes is move to
attached repository , which means that each similar archiving also can yes be infected , leaving the
company without spare copy , which yes is restore . For bigger sustainability the spare ones copies
must yes is store on other physical and/ or virtually place , so that theft yes no led to loss on both
copies — the solutions for cloud storage are cost-effective and efficient way for achievement on

this .

A number of SMEs use cloudy storage by time on the daily you work , without even yes you

give account for this - except if no they work with own email server , emails already is stored "in
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the cloud " . The use on cloudy repository where supplier on services stores the data in its
infrastructure means that the information is physical separated from the physical location . This
type services also offer high level on availability . Suppliers can yes provide on the organization
storage on data and web services , without to be necessary she yes invest in advance in expensive
hardware . Most suppliers offer limited space for storage free and bigger capacity for storage for

minimal expenses for the little one business .

No all suppliers on services are the same , but the market is relatively mature and most
already are perceived row good practices for security . By passing significant parts from IT services
on supplier , SME is benefit from specialized expertise , which the smaller ones organizations

probably would is made difficult yes justify by attitude on the costs .

The fact is that in SMEs archiving very is often displaced from row others more important
tasks , but most network or cloudy solutions for storage already allow yes is they do spare copies
automatically — for example , when new files from certain type is recorded in certain folders .
Using on automated archives no only saves time , but also so ensures that it is available the latest

version on the files if the business there is need from them .

Many ready solutions for archiving are easy for setup and accessible as is there is considering
the critical for the business protection that offer . When the management chooses solution , you
need also so yes take considering how much data must yes be archived and how much quickly

must yes there is access to the data after everyone accident >,

Malicious software ( known also as " malware " ) is software or web content that can yes
harm on organization . The most famous form on malicious software are viruses — self-replicating

1s programs that infect legitimate software .

The antivirus software that often is includes free in popular operating systems , you need yes

is uses on all computers and laptops .. Smartphones and tablets can yes require different approach

24 Dojkovski, S.; Lichtenstein, Sharman; and Warren, Matthew J., (2006) "Challenges in Fostering Information
Security Culture in Small and Medium Size Enterprises", in preceding of 5 th European Conference on Information
Warfare and Security, 1-2 June, 2006. National Defense College, Helsinki, Finland
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The download on applications for mobile phones and tablets must yes is happens only from
approved from the manufacturer stores ( such as Google Play or Apple App Store). These
applications is check for yes provide definitely level on protection from malicious software .
Employees on the company no it is good yes have rights yes download applications on third
countries from unknown suppliers / sources , so as they no yes be verified . The accounts on the
staff must yes have enough access required for execution on their role , with additional permissions
( i.e. for administrators ), given only on those who is need from them . When is create
administrative accounts , they follows yes is use only for this one specific task , such as the standard

ones consumer accounts is use for general work .

For all IT equipment ( tablets , smartphones , laptops and personal computers ) management
must yes is assured that the software and firmware always are updated with the latest versions from
developers on software , suppliers on hardware and vendors . The implementation on these updates
is one from the most important things that SMEs can do yes do , for yes improve security .
Operational systems , programs , phones and applications must yes be tuned on " automatically "
update " when this is an option . In a given moment these updates already no yes are available ( so
as the product reach the end on maintained you life ) — then must yes is consider the replacement

with modern alternative .

Exceptional It is tempting to is use USB devices or memory cards for transfer on files
between organizations and people — enough is enough, however only one user yes include by
inattention infected stick ( for example , a USB device containing malicious software ), for yes
devastate the whole organization . When devices and cards is share openly , it happens difficult
yes is follow what contain , where are were and who used them . Can yes is reduce probability

from infection through :

e blocking on access to physical ports for most users ;
e use on antivirus tools ;
e permission only approved devices and cards yes is use in your organization - and nowhere

elsewhere

Doherty, NF & Fulford, H. (2006) Aligning the Information Security Policy with the Strategic Information
Systems Plan, Computers & Security, 25(2), 55-63
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These directives follows yes become inseparable part from the company policy , for yes is
prevent the exposure on the organization on unnecessary risks . Management can also so yes
stimulates employees yes transfer files through alternative means as email or cloudy repository

instead of via USB 2°.

Mobile technologies already are essential part from the modern business , such as everything
more data is store on tablets and smartphones — something more , these devices now are so much
as powerful as traditional computers and, so as often leave safety on the office , they is need from

more bigger protection from desktop the equipment .

Suitable complex PIN code or password , for difference from the simple ones , which can
easy yes be guessed or extracted from social media profiles media , will hinder on the ordinary
criminal yes received access to official phone . Very devices already include recognition on finger
prints for lock , without to be necessary password . Despite this , these functions no always are

activated .

On staff is more likely yes be stolen ( or yes them lose ) tablets or phones when are far away
from the office or home . For happiness , the greater part from the devices include free web based

tools that are priceless when it disappear . They can yes be used for :

e tracking on the location on the device ;

e remotely lock on access to the device ( for yes is hinder on someone other yes it uses );

e remote deletion on the data stored on the device ;

e extraction on spare copy on the data stored on the device .

The setup on these tools on all devices on the organization can yes it seems daunting at first
, but with the help of on software for management on mobile devices the setting to standard

configuration can yes is happened to one click .

Without meaning what phones or tablets uses the company , it is important that you yes is
support current by each time . All manufacturers ( Windows, Android, i0S) release regular updates

that contain critical updates for protection . This one The process is quick , easy and free , and the

2Johnson, DW & Koch, H. (2006) Computer Security Risks in the Internet Era: Are Small Business Owners
Aware and Proactive? In Proceedings of the 39th Annual Hawaii International Conference on System Sciences

(HICSS'06), IEEE Society Press.
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devices must yes be tuned yes is update automatically , when possible . Management SMEs need
yes is assured that the staff knows how much important are these updates and yes explain how yes
them do employees , if necessary . Similar on desktop computers , in a given moment these updates
already no yes are available , so as the device will reach the end on his/her own maintained a life

in which moment must yes is consider the replacement with modern alternative .

Exactly as the operating ones systems on the devices on the organization , everyone
applications also must yes is update regularly with adjustments from the developers on software .
These updates no only will add new functions , but will also “ patch ™ all open security holes . And
by this one paragraph the management must yes is assured that employees know when the updates

are ready , how yes them install and that it is important yes it do immediately .

When is use public Wi-Fi points (in hotels or cafes ), none way easy yes is understand who
them controls or yes is prove that she belongs to on whom you think it is. If officially device is

connect with these points , someone other can yes received access to :

e this, on which the employee works while connected ;

e personal data for entrance , which very apps and web services support .

The simplest protective measure is the official devices no is connect to the internet through
unknown points , and instead of this yes is uses mobile 3G or 4G network , which there is built-in
protection . This means that can also yes is uses " tethering " ( where the others devices as laptops
share the same 3G/4G connection ) or wireless dongle provided from the mobile network . Can
also so yes be used virtual private networks (VPN) — a technique that encrypt the data before yes
be sent by internet . If is uses VPN on third countries , will must the technical opportunity for
configuration . It is important to is relies only of VPNs provided from reputable suppliers on

services %7,

The official ones laptops , computers , tablets and smartphones will contain very from the
critical for the business data — personal information on customers , as well as details for online

accounts , to which there is access the company . From essential the importance is these data yes

27 Dimopoulos , V., Furnell, SM, Jennex , M. & Kritharas , 1. (2004) Approaches to IT Security in Small and
Medium Enterprises, in Proceedings of the 2nd Australian Information Security Management Conference 2004, Perth,
Australia
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are accessible for management , not for unauthorized users . Passwords — when are used correct —

are free , easy and effective way for prevention on access on unauthorized users to yours devices .

Can yes is password for lock on screen , PIN or other method for authentication ( such as
finger imprint or face unlock ) . If is uses mainly finger imprint or face unlock , will is introduces
password less often , so that the leaders can yes think for setting on debt a password that is difficult

for guessing .

Password protection it's not just for smartphones and tablets . Management of SMEs should
yes is assured that for the whole office equipment ( laptops and personal computers ) uses is
product for encryption ( like BitLocker for Windows) using of the Trusted Platform Module (TPM)
with a PIN or FileVault ( on macOS), for yes is start devices . Most contemporary devices have
built-in encryption , but everything again can yes is impose encryption yes be enabled and

configured .

If available given the option yes two-factor identification ( known more as 2SV) for any of
organizational accounts , she must yes be used — this adds big Quantity security on the price on no
very additional efforts . 2SV requires two different the method to " prove " the identity , before
yes can yes 1s uses service , usually password plus one other method . This can yes it is a code , it
has been sent on certain smartphone ( or code that was generated from reader on cards on bank ),

which must yes be introduced in addition to the password .

The responsible about IT policies in the organization specialist follows yes is assured that
employees receive useful , easy for understanding information regarding the setting on passwords
. They must yes are easy for remembering , but difficult for guessing from someone another . The
staff also so must yes avoids the use on most often the ones encountered passwords that the
criminals can easy yes IT systems alone by myself you no must yes require from employees yes
share accounts or passwords , for yes you end the work — everyone user there is personal access to
specific systems , and the given level on access is always the lowest necessary for execution on
the work that go hand for hand with minimize the unnecessary exposure on systems , to which no

1s need from access .

The specialist who answers for this how is use passwords in the organization , can yes do

row things that will improve security . The most important thing is that the staff will there is dozens
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non -work related passwords that also must yes remember , so that the imposition on password
access to service in the office must yes is requires , only if really you have need . When is use
passwords for access to service , it's good to no is impose regular changes — they really must yes

is change only when available suspicion that identification data for entrance are compromised .

It is also necessary so yes be provided storage , so that employees yes can yes record
passwords for important accounts ( such as email and banking ) and yes them keep ( but no with
itself device ). The employees can yes forget passwords , which means that it is necessary yes is
think for tools , through which they easy can yes them reset themselves . SMEs can yes are
considering the use on managers on passwords — this are tools that can yes create and store
passwords , to which is receives access via a " master " password . So as the main one password

protects all others , it is necessary to be strong , for example three random words .

One from the most common mistakes is the unchangeable on the passwords by default on
the manufacturers with which is issue smartphones , laptops and others types equipment . The
change must yes is happened before the devices yes be distributed on staff . Despite this is

necessary regularly yes is check devices and software , especially for discovery on unchanged

passwords by default 5.

CHAPTER THREE - APPROVAL OF THE METHODOLOGY THROUGH
EMPIRICAL RESEARCH. ANALYSIS, PREVENTION AND POSSIBLE
DIRECTIONS FOR CYBERSECURITY AFFECTING SMALL AND
MEDIUM BUSINESSES IN BULGARIA

3.1 Justification on the study

3.1.1 Necessity of conducting empirical research

28Paul Ruggiero, JF 2011. Cyber Threats to Mobile Phones.
https://www.uscert.gov/sites/default/files/publications/cyber_threats-to_mobile phones.pdf  last  visited on
20.02.2024
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In the previous two heads were considered in detail row characteristics on cybersecurity and
prerequisites for its deterioration in context of SMEs in Bulgaria . The exit from the national
context , which litchi from everyone separate section , is inevitable , so as , from one country ,
Bulgaria is a full-fledged member state of the EU, and from other , cybercrime , considering the
virtual character on the phenomenon , categorically exceeds geographical borders on countries and
supranational associations . In addition , the fact that Bulgaria there is very wide and easily
accessible internet infrastructure , but lags behind in institutional , legislative and any other other
practically plan in measures for fight against cybercrime , does the country attractive target for
cyberattacks . Geopolitical situation that is worsens because of conflicts on interests between East
and West , characteristic for Bulgaria because of its geographical location and political and
ideological past also are prerequisite for deterioration on cybersecurity , as well as for the impact

of SMEs from the consequences from this .

The little one business there is less resources , but more flexibility by attitude on the taking
on solutions — here why there is big probability the proposed above methodology , at least in the
part that is refers to modeling on consumer behavior on employees and customers of SMEs to be
fully applicable in our country . For yes become clear whether that 's right , it will be conducted
empirically research that yes explore attitudes on the owners on small and medium business and
their customers by cybersecurity issues . This is necessary for yes maybe , on basis on the results
, yes is give recommendations for this how and in what way part yes is apply the researched above

methodology .

3.1.2 Object and subject of research
Object on research are the dimensions on cybersecurity and cybercrime in context on small
and medium business in Bulgaria , and the subject — the specific attitudes by the topic of promotion

on cybersecurity of SMEs the owners on such type businesses and their customers .

3.1.3 Goals and objectives
The goal on the empirical research is to is conduct how much the methodology set out in
second head from the present dissertation work is suitable for application in the conditions in

Bulgaria . In this context can yes be formulated the following tasks :
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e choice on method for research ;

e construction on toolkit and selection on sample ;

e conducting on the empirical research ;

e summary , presentation and commentary on the results ;

e formulation on approval on the methodology and recommendations for improvement

cybersecurity of SMEs in Bulgaria .

3.1.4 Research method
The Chosen One method for a survey is a poll — the same thing map for the owners on
businesses and for users , which will do the comparison on the results easier and more convenient
. Usually, people no they love yes separate time for filling on research —here why the questionnaire
map contains 15 closed the question , the first 5 of which collect demographic data . Participation
in the study is voluntary and anonymous , which is also described in the study itself. home on the

map ( Appendix 1).

The samples with which will is works for the goals on the dissertation work , are too small ,
for yes can the study yes claims for representativeness . The questions however will be formulated
so that the study yes be reliable . At the preparation on the questionnaire map will is we strive yes
be reflected all possible options for answer , and where it is not certain that this is possible yes be
complied with , will be included option " other ( please specify in the blank ) text ). For yes
avoidable refusal from filling on the poll because of certain question , nobody from them no yes
be mandatory — respondents will have opportunity freely yes miss questions and yes can

successfully yes finish the survey .

The study will is distributes through social network , and at reaching on the necessary

number answers , the poll will be closed and hidden .

3.1.5 Groups to be included and their characteristics
Equally important for increase on cybersecurity of SMEs is the behavior on four key agents
— themselves enterprises ( through their managers and employees ), users on the products and
services them , institutions and banks ( so as of now , at practice , SMEs no can yes exist without

yes use the services them ). On behavior on the second two no can yes is influence easy , but , for
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account on this , users and representatives on the business are enough flexible , that real changes
in their attitudes and actions can quickly yes bring to improvement the situation with cybercrime

in the segment in our country . Here why is it important they yes be investigated .

3.1.5.1 Small and medium business product users
Practical everyone person buys goods and services from small and medium business ,
consciously or no . Online shopping is over part from everyday life , which leads to the question
realize do you users what responsibilities have by attitude own you are this too on the merchants ,
from which buy , cybersecurity . Namely this follows yes is check through the empirical research
— for the goals on the convenience at the processing on the results needed 50 are filled surveys ,

and then reaching on this one number answers the study will be closed .

3.1.5.2 Owners and managers of small and medium-sized enterprises
The owners and managers SMEs often have too very professional and social roles in the
same moment and the difficult one task yes is deal with them in the conditions on lack on enough
resources from different species . In everything more digitalized world , this opens place for serious
gaps in the field on cybersecurity , which criminals and potential such in security notice — here
why in the last years namely SMEs are becoming everything more common targets on such attacks
. There are do you awareness for this and what measures would undertaken the owners on

businesses will become clear from the survey 50 of them .

3.2 Commentary and analysis on the results

3.2.1 Similarities between the attitudes of consumers and owners and managers of small

and medium-sized businesses

As already was specified above , the owners on small business are necessarily also users on
the products and services on others such . In addition , so as is typical for SMEs freer , horizontal
instead of emphasized vertical communication up and down by clear expressed hierarchical levels
, small businesses remain close to the customers you and me mix with them daily . Here why it is

not surprising that the answers on both groups you resemble so much very much .
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Missing quite clear judgment for this what share in the private sector they have SMEs — this
is evident as at users , as well as the owners on enterprises . To big degree the unawareness on the
key role on segment in the economy , not only in Bulgaria , but also in European and global scale
, can yes is show problem from point of view point on that , that underestimating own you meaning

, small businesses underestimate the threats that arise for security them .

And at both groups there is clear understanding that cybersecurity is refers to everyone — as
to individuals , as well as to enterprises , without meaning from their size . More specifically , this
opinion among the owners on SMEs — all they are indicated this one answer . At users everything
more is meet others options , for example the one that cybersecurity is refers only to the big ones
The fact that SMEs remain close to the customers you can yes assist the change on this one attitude

, if is use suitable communication techniques .

Online attendance is mandatory for small and medium business — so both users and owners
think on enterprises from segment . Observes is strongly preference to the positive ones options
for answer , which is refer to this how The network assists the presentation on businesses and them
approaches to users them . And at both groups respondents abruptly falls the number answers at
the negative options that is refer to that , that online the presence hides his own dangers , as for
customers , as well as for the owners . All again , awareness on this at the owners of SME:s is better
— this means that the enterprises are ready , at least psychologically in the face on the leaders you
are , yes is try for protect users Are you . however resources and daily obligations them it allow is

a matter of which the answer is rather negative .

On the question how prefer yes they are shopping , both groups distribute the answers you
almost by equal between ““ online ” and ““ and on the two the way ", as preferences specifically to
the physical objects are a little and, and at users , and at the owners of SMEs, come from the older
ones respondents . Here why is it positive for the possibilities for improvement on cybersecurity ,

that the similarities at the answers on the next ones questions are more from the differences .

Both users and owners of SMEs benefit actively from the possibilities yes choose by several
options for answer on the questions that is refer to this from what must yes is bother users and

what must yes do businesses , for yes minimize cyber risks .
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More users and more owners on businesses is bother from the expiration on bank information
than from this on personal data . The owners on businesses very clear realize the necessity users
yes are exceptionally careful when employee of their SMEs requested sensitive information . At

users awareness also there is , but it is in many smaller degree than at the leaders .

All listed options for answer on the question What must yes make SMEs, for yes protect
users you ?, represent measures , commented above in the methodological second head on the
dissertation labor . Users understand good that all them in one or other degree are important . The
owners on businesses however almost unanimously is agree that all proposed measures must yes
be taken , for yes is guarantees cybersecurity on users and himself business — here is include as in-
depth inspection on employees and minimal level on access on information , both pure
technological measures and solutions as maintenance on current devices , systems and software
and use on cloudy services , secure internet points for access and backup copies on The worrying
fact is that both users and owners on businesses no realize all the way how important is it the use
on sure points for access to Internet — that 's the least the indicated option and at both groups

surveyed .

For the role on consumers in ensuring on cybersecurity and customers and owners of SMEs,
they believe it is very important they yes are careful at this what kind information give for myself
you online , yes use , by opportunity , virtual cards , yes be careful what websites visit , especially

what is refers to dubious links .

Does impression here that at least people and from both groups choose payment with virtual
cards — more is emphasizes on giving on minimum information on the Web and attention to the

sites and the ones followed connections .

The attitudes to the work on the institutions also you resemble a lot and at both investigated
groups — significant part from respondents they believe that authorities no they work by direction
improvement cybersecurity of SMEs in our country . The opinion for banking there are many
institutions similar — a little users they believe that they can yes guarantee security on the data
them , as well as to these on enterprises , in the owners on businesses this are a little more

representatives , but the general picture remains the same .
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On practice , this is owes rather on common in our country belief that the institutions no
work , as well as on the fact that from several years here on practice the use on banking services
is absolutely mandatory as for the ordinary people , and for the owners on businesses . That is , the
ones so or otherwise no they work , on all paragraphs , so that the assistance cybersecurity SMEs
are no exception , and others are imperative yes be used , here why the worries for this what they
can and what no can yes guarantee would caused too very superfluous , but for account on this
everyday stress . Objectively looking at , recent incidents there is also the two front — both from

the NRA and from DSK bank expired personal and other data on thousands Bulgarians .

3.2.2 Differences between the attitudes of consumers and owners and managers of small

and medium-sized businesses

Differences in attitudes on both groups are very small , but , for account on this , they do
seriously impression and show that , however close yes are users and owners on businesses ,

everything again development on independent activity leads to a change in thinking .

The most striking example are the answers on question 12, which is refers to this must do
you yes be sanctioned employees of SMEs, if because of their actions the company suffered at
cyber incident . In the first group everything again are 4 self-employed people found persons —
they give answer " no ", but the majority users they believe that the punishment for workers is
necessary . This suggests that no yes stand so things at the representatives on business — and indeed
, the majority here no they think that must yes sanction employees You are here . the explanation
is as follows : rightly so users they count on that those working in businesses , from which they
are shopping products and services must yes are exceptionally careful and responsible when
becomes word for the sensitive information with which they work , more more than the digital
trace is increases with each passed day . They however no realize good in front of what challenges
, among other things the more professional ones cybercriminals , are SMEs facing difficulties .
Enterprises from the segment difficult find employees , so as often no succeed yes is compete with
the big ones companies neither by attitude on strictly distribution on tasks , nor what is refers to

the payment .
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Here why , in most cases , in the small business they work or themselves his owners , or ,
together with them , exclusively close and trusted people . Here why , usually , cyber incidents are
result from error on employees , not from maliciousness . If everything again is show the second ,
most owners of SMEs not is hesitate yes do the decisive one step and yes is part with the disloyal
frame . The admission on involuntary errors however no is I am fixing. with sanctions — something
more , the lack on punishments no means lack on will for dealing with the problem . It means use
on others tools that will guarantee as loyalty on the employee in the long term plan , and
cybersecurity on the business and its users . Here the open speaking for miss and the reason yes is
arrive to him , for the damage that are were caused , the taking on responsibility from the business

as whole , no only from one worker speak for maturity on the organization .

The other essential difference that mandatory must yes be indicated , is in the answers on the
question From what yes is bother users of SME:s in attitude on their cybersecurity ? Not small part
from the first group surveyed — namely customers — claims that place for worry There is none .
From the business however no indicate this one option neither once . The reason is that the owners
SMEs well understand cyber risks in the big you part and, with the available resources , are strive
yes them manage optimal . This however becomes practically impossible at irresponsibly
consumer behavior — if the customers no realize that cybersecurity — theirs and ours businesses ,
from which shopping — is a responsibility in equal measure degree and for both countries , for the

representatives on the business will be very more difficult yes protect both countries .

3.3 Possible roads for improvement on cybersecurity on small and medium business in
Bulgaria

The empirical research shows that the exhibited in second head on the dissertation labor
methodology is completely applicable in Bulgaria , as is refers to her part with the actions that
follows yes be undertaken from country of SMEs and users on their products and services . In fact
, the leaders and owners on enterprises from the segment are often and consciously users on
products and services from the same , mostly because know how much difficulties meeting one a
little enterprise with limited you resources and this yes support similar businesses them carries

emotionally satisfaction . This means that these people they think simultaneously as business
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managers and clients , and from here follows the more careful and responsible attitude as to own

them security , as well as to this one on colleagues , from which they are shopping .

In addition , the flexibility with which SMEs have , allows very easier yes is take solutions
which one part from the processes and the necessary further actions in the field on cybersecurity
yes stay within on the company and which one yes be transferred on external counterparties . The
smaller ones enterprises have relieved procedures for financing on row activities , here why from
the taking on decision that it is necessary budget for training on the staff to the realization on such
no need yes pass months and years in transition on the proposal up and back down by multitude
hierarchical levels . In small businesses personal communication is significantly stronger — this
does easier the engagement on all employees with problems on cybersecurity and more freely
reporting and discussion on suspicious messages , without fear from punishments , as in the big
ones companies . It is also easier to disclose on malice and internal threats . Difficulties here
however can yes come from that , that because of shortage on resources , especially at the
beginning on everyone business , employees use for work and personal life the same devices . The

solution is a specialist yes assess how can yes protect good the working part from the information

Users , from his/her own country , are good informed and always more often realize how is
it possible the data them , especially the bank information with increase on card and online
payments , yes expired and what they can be the consequences from this . Very people from first
hand they know that no can yes rely on banks yes returned quickly the lost sums , here why prefer
yes be more cautious and alone yes take measures for protection , for example , yes use only virtual
cards for online payments and yes check the merchant in advance . This significantly assists the
efforts on the leaders of SMEs, but , of course yes , no cancels the necessity from the laying them
. Something more — at everything the bigger one offering on goods and services , it is more likely
that customers yes choose yes buy from these merchants ( online and physical ) who demonstrate

concern for cybersecurity on the enterprise you and, by this one way , and for this one on users .

In Bulgaria , for sorry , and the authorities in the face on institutions , and banks , rather

make it difficult The fight against cybercrime . The fact is that the GDBOP is care for easy road
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for reporting on incidents in a specialized for this online portal . Missing however large-scale
informational campaigns aimed at specifically to SMEs and consumers on their products and
services . Investigations on banks at reported phishing attack are slow and uncertain , and the
recovery on the stolen amounts becomes barely after several months in which the customers often
are treated as scammers , not as suffered . This means that the methodology from second The
chapter is inapplicable in our country in its part for inclusion on institutions and banks — it is a fact
that banks is they try yes undertake actions , but they are rather part from their PR strategies , not

consistent and purposeful campaigns .

The state institutions anyway no show commitment to the problems specifically of SMEs,
despite that namely they represent more from 85% of Bulgarian private sector . Missing official
communication on high level between banks and institutions — so becomes SMEs need to separate
resources no only for recovery on the enterprise after cyber incident , and for reporting on one and
the same something in different institutions and directly participation in various investigations ,
which leads to refusal from communication for row cyberattacks , and from here - to impossibility
for identification the real ones scales on cybercrime against the little one business in Bulgaria and,
accordingly , taking on adequate measures from country on authorities for its limitation . In
addition , the legislation categorically lags behind from ingenuity on cybercriminals — so , in
summary , the following measures and recommendations will be in accordance with the desire and

will of SMEs and their users yes are looking for proactively solution on cybersecurity issues .

IV. CONCLUSION

In today's digital landscape SMEs are upright in front of growing challenges by attitude on
cybersecurity . Despite the size you , they are valuable targets for cybercriminals because of the
limited you resources and potentially weaker measures for security . SMEs, like on the bigger ones
organizations , handle sensitive data and are upright in front of significant financial and
reputational risks in case on violation on security on the data . For them is from decisive meaning
yes admit the meaning on cybersecurity and proactive yes invest in protection on their own digital

assets .

Exists often common wrong perception that SMEs do not are profitable goals for

cyberattacks . Cybercriminals however are watching on the representatives on the segment as on
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easy targets because of their potentially limited measures for security and resources . From
essential It is important for SMEs to understand that no are immunized against cyber threats and

we need yes undertake suitable measures for protection on its digital infrastructure .

The little ones businesses everything more often is confront targeted attacks directed to theft
on valuable data , interruption on the operations or blackmail for payment on In particular , the
attacks on ransomware , when which the attackers encrypt critical data and require payment , for
yes restore access , become in the last years prevailing . SMEs should yes are aware of these threats
and yes apply preventive measures for mitigation on the risks . They however often have limited
budgets allocated for measures for cybersecurity , which does challenge yes is invest in stable
solutions for security and specialized staff . This restriction them does attractive targets for
cybercriminals . Finding on cost-effective solutions becomes from decisive meaning for SMEs for

strengthening on the protection them .

The enterprises from the segment can yes they don't have internal experience in the field on
cybersecurity , which makes it difficult development and implementation on effective strategies
for security . Without the right one expert experience identification on vulnerabilities and
implementation on suitable controls for security is becomes a challenge . SMEs must yes study
opportunities as outsourcing or engagement with managed suppliers on services for security

(MSSP), for yes overcome this one gap .

The employees have critical role in maintaining on strong practices for cybersecurity . Many
small and medium enterprises however they don't have adequate programs for training on the staff
you for awareness regarding security . Without appropriate training employees can yes become
victim on phishing attacks or unconsciously yes participate in risky online behavior . SMEs should
yes give priority on awareness regarding security and yes train employees you regarding the best

practices .

SMEs often rely on suppliers and third parties countries for different services . These third
countries however can yes introduce potential vulnerabilities in the ecosystem , here why for SMEs
is from decisive meaning yes evaluate the state on cybersecurity on their own suppliers , yes create
sure communication channels and yes apply contractual agreements for mitigation on the risks

from third countries .
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Cyber the threats continuously is develop and regularly is appear new techniques for attacks
and vulnerabilities . SMEs can yes is make it difficult yes keep up with the latest trends and,
accordingly , to adapt their own measures for security . Yes be informed and proactive at the
observation on emerging threats are from essential meaning for SMEs, for yes support effective
protection on cybersecurity . They must yes develop comprehensive strategy for cybersecurity that
is in line with their business goals and inclination to risk , which yes outline the controls for security
, procedures for reaction at incidents and the mechanisms for recovery in case on cyber incident .
The presence on plan for reaction at incident helps yes is reduce to minimum impact on

breakthrough and guarantees quick reaction .

SMESs need to yes give priority on the training for awareness regarding cybersecurity for all
employees . It follows yes covers topics as recognition on phishing emails , creation on strong
passwords and safe use on the company's resources . Regular trainings and campaigns for
notification can significantly yes decrease the risk from human mistake and yes improve the overall
position on security on the organization . In addition , it is necessary to be imposed stable control
on access , for yes is limit unauthorized such to sensitive systems and data . This includes
application on strong passwords , multifactor authentication and principles for at least privileges .
Through restriction on access only to those who it require , SMEs can yes decrease the potential

surface for attack and yes minimize impact from breakthrough .

SMEs need to yes support updated his/her own software and systems and immediately yes
apply corrections for security and updates . The software without them can yes contains famous
vulnerabilities that cybercriminals can yes use . The implementation on process for management
on the corrections helps for protection against famous vulnerabilities and strengthens the position
on security . The protective firewalls and antivirus solutions provide main layer on protection
against different cyber threats . SMEs need to yes deploy stable such for monitoring and filtering
on incoming and outgoing network traffic . In addition , the all devices follows yes is install
antivirus solutions for detection and blocking on malicious software , such as is guarantees higher

level on protection against malicious activities .

The regular archiving on data and the overall plan for recovery after cyber incident are from
decisive meaning for SMEs for minimization on the weather for downtime and loss on data in case

on cyber incident . The enterprises from the segment follows regularly yes archive critical data for
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sure locations and yes test their own procedures for backup and restore , for yes guarantee integrity
and availability on the data . Also so , vital are the periodic audits and assessments on security ,
for yes is identify vulnerabilities and weaknesses in systems and processes . These audits can yes
is carry out internally or through engagement on external experts by cybersecurity . Regular audits
help yes is identify the areas for improvement and yes is guarantees permanent efficiency on

security .

SMEs can yes you partner with MSSP, for yes increase their own opportunities for
cybersecurity . MSSPs offer specialized expert experience in the field on security , 24/7 monitoring
and services for discovery on threats , which allows of SMEs to is benefit from modern
technologies for security and qualified specialists , without yes are necessary significant

investments in internal resources .

It is key that businesses from the segment yes participate active in initiatives and forums for
sharing on information for cybersecurity . These platforms provide valuable information for
emerging threats , attack trends and best practices practices , shared from the community for
cybersecurity . Being informed , SMEs can proactively yes adapt their own measures for security
, for yes is oppose on the latest threats . The specific for the industry networks and associations for
cybersecurity can yes provide SMEs suitable for the industry guidelines , indicators and
opportunities for networking . Joining to these associations allows of SMEs to is they study from
others similar businesses , yes share experience and yes receive valuable information for the

specific for sector challenges and solutions for cybersecurity .

Cybersecurity must yes be initiative from above down , like the leaders actively demonstrate
his/her own commitment to cybersecurity . The leaders must yes give priority on cybersecurity ,
yes distribute suitable resources and yes give example in compliance on policies and practices for
security . SMEs need yes invest in current programs for training and education on employees , for
yes encourage culture on cybersecurity . This includes regular trainings , seminars and campaigns
for increase on awareness , focused on current cyber threats , safe online behavior and reporting
on suspicious activities . It is important that leaders regularly yes report on their own employees
updates on cybersecurity , policy changes and best practices practices . The campaigns for
awareness through emails , newsletters and channels for internal communication help for

maintenance on cybersecurity at the forefront rows on consciousness on employees and strengthen
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culture on security . In addition , it is key to is establish clear mechanisms for reporting , through
which employees yes report for incidents with security , potential vulnerabilities or suspicious
activities . The promotion on open culture on reporting guarantees that the incidents with security
is address in a timely manner , minimizing the potential damage and allowing proactive measures

for response .

SMEs need to yes are aware of the applicable regulations for protection on data and privacy
, such as The general regulation for protection on data (GDPR) in the European union or
Californian law for protection on personal data on consumer protection (CCPA) in the United
States states . Compliance on these regulations helps of SMEs to protect the data on customers and
yes avoided potential legal and financial consequences . According to these normative frames
follows yes is apply measures for privacy , such as encryption on data , control on access and
minimization on the data for yes protect the data on customers and employees . Protecting personal
information and sensitive data , SMEs can yes keep trust on interested parties countries and yes

decrease the risk from data misuse .

The regulars ratings on risk and audits for compliance help of SMEs to identify gaps in the
applied measures for security and yes guarantee compliance on applicable provisions . These
ratings allow of SMEs proactively yes is address vulnerabilities and improve the position you on

cybersecurity by structured and systematic way .

When becomes word for organizational cybersecurity , a number leaders on small business
imperceptibly you they imagine that no are so much as susceptible as are the big ones companies
. In reality however the big ones companies can yes invest in a more stable architecture for security
, which makes it difficult the malicious cyber participants yes is direct to them , except on hardcore
criminals . In fact the studies show that the smaller ones companies are three times more inclined
yes be object on cyberattacks than the larger ones . However, SMEs is restore slowly , as is there
is considering that them missing infrastructure and professional capacity with which have the

bigger ones organizations .

More one area in which SMEs lag behind is this on the pure structure — one smaller business

can yes no so much money or human capacity , for yes is competes with the larger ones . Despite
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this , with the more durable ones structures a bigger one is coming protection against and resistance

on interruptions , especially those who affect the architecture for informational security .

Cyber the risks represent serious business problem . Very leaders of SMEs still more must
yes removed the isolated perspective that treats cyber the risks as unique problem , separate from
this how works business . Similar view has created isolated IT departments , where nobody other
really no knows how works something and mistakes are inevitable . Leaders with this point of
view point it is also likely yes consider cyber risks simply for money problem or the infrastructure
. Because of this they continue yes buy equipment and software that no are correctly integrated

into business the process .

On this one stage is vital yes is say that Cybersecurity is complicated problem where most
challenges categorically no can yes be reduced to one factor . The reception on needs of SMEs
from informational security requires comprehensive perspective , at which everyone factor
consolidate the other . So that , despite that really can yes there is cases where it is necessary better
equipment , leaders must yes are considering how the new ones fantastic tools is deal with the way

in which which they do business at the moment .

When the company treats cyber risks as business problem , its leaders begin yes discover
why is it important yes them turn attention and yes them treat as challenges for the meeting room
hall , whatever are . So themselves leaders purposefully acquire significant knowledge for the
landscape on the information security and determine the biggest potential threats for their
organizational model . This no means that the decisions must yes is issue as mechanical
instructions — on the contrary , leaders and management staff must yes provide guidelines for the
company by attitude on cyber defense . This direction is unique for everyone business , depending

from his/her nature , size , finances , location and others factors .

So as cybercriminals is benefit from the weak infrastructures for security on small and
medium-sized enterprises , for yes start deadly , unexpected attacks , they more specifically exploit
some actions on employees and suppliers on third countries , for yes send internal threats to the
little one business . These threats arise because people in organizations are or careless , or
malicious . Both the factor reveal deeper structure error on the information security , which

assumes vulnerability in cyber systems because of lack on zero control trust .
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Practical every SME has some form on control on cybersecurity , but in most cases it is
necessary yes is carried out full-scale evaluation and processing , if the strategy is focused only on
external risks . For yes is struggle with internal threats, businesses from the segment must yes are
conducting overall training by cybersecurity for employees you are , yes impose strict policies and
control for cybersecurity and yes are proactive in monitoring on that which enters and exits from
yours systems . Similar on the chain , one company no can yes be stronger from the weakest you

unit .

None approach to cybersecurity , which yes be successful today , without yes is lead from
data . The ability yes is encompass with one look what works and what is not underestimated
among business the leaders today , especially what is refers to cybersecurity . The collection on
information for threats in real life time has proven way for achievement on significantly mitigation
on cyberattacks . The main executive director with cybernetic consciousness is proactive , not
reactive , and the use on data helps on this one leader helps yes arrive to the goal you — improved
cybersecurity on his/her enterprise — faster . This includes generation on reports in the systems on
the company with the aim of finding on models and loopholes that can yes expose the business

you on risk as well as opportunities for increase on current level on cybersecurity .

Despite that the big ones corporations is appear the most the news , SMEs are the real ones
pillars on the local and the global economy . As such , the violations on cybersecurity issues
affecting SMEs at scale can yes have catastrophic consequences for society . Something more —
60% of SMEs suffered cyberattack , no is restore and close within on six month , which is
indicative for this what kind danger represent cybercrime for the segment on the little one business
if this one model is reproduced to scale . Here why is it key the leaders yes prepare the business

you yes be stronger in the face on the challenges that ultimately account can yes be avoided .

V.CONTRIBUTIONS TO THE DISSERTATION

The dissertation brings out the following scientific and scientifically applicable contributions,
which are both theoretical and practically applied in nature:

1 The concept of "cybersecurity" is theoretically enriched, as the author proposes a complex,

interdisciplinary definition of cybersecurity that goes beyond a purely technical approach.

It is viewed as an organization of resources, processes and structures to protect cyberspace
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from events that do not coincide with property rights. This approach integrates legal,

economic, social and technical aspects, making it a valuable theoretical contribution.

The specific risks and vulnerabilities of Bulgarian SMEs have been identified. The analysis
has systematized and categorized the key threats to SMEs (e.g. ransomware , phishing ,
malware), with an emphasis on the factors that make them particularly vulnerable - limited

financial and human resources, low digital culture and lack of specialized personnel.

A comprehensive four-step methodology for enhancing cybersecurity has been developed.

This is a major scientific and applied result. The methodology covers:
» Stage 1 : Risk identification and assessment (financial, market, security).
» Stage 2 : Legislative initiatives at national and EU level.
» Stage 3 : Institutional responses and incident response mechanisms.

» Stage 4 : Concrete actions for all stakeholders (SMEs, banks, institutions,

customers).
This structured framework offers a clear and actionable path for action.

An original empirical study was conducted that compared the attitudes and perceptions of
two key segments. Firstly, users of SME services and secondly, SME owners/managers.
The results show the level of awareness, prejudices and expectations on both sides, which

is valuable information for the development of targeted policies and campaigns.

Specific recommendations are derived for all stakeholders. Based on the entire analysis,

the dissertation offers very specific, practice-oriented recommendations, addressed to:

» SMEs, by introducing multi-factor authentication, training staff, encrypting data,

developing response plans.

» State institutions, through harmonization of legislation, improvement of institutional

cooperation, promotion of public awareness campaigns.

» Banks and financial institutions, by improving the security of transactions and

communication with customers.
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VI.

10.

1.

» Consumers, through behavioral patterns for safer online shopping.
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