YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

PEONEH3UA
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Tpaxuticku ynusepcumem
Hayuonanua cueypnocm
OTHOCHO: JUCEPTAMOHEH TPy 3a MPHUCHKIaHe Ha 00pa3oBaTeIHA U HayYHA
CTENEH ,JA0KTOP* 10 Hayuna cneyuarHocm ,JIKOHOMUKA H
ynpasienue (otopana u curypuoct)” B YHCC.

Ocnosanue 3a TIPEICTaBAHE Ha PEICH3UATA: y4acTHE B ChCTaBa Ha HAYYHOTO
KYpd 10 3allldTa Ha JUCEPTAllMOHHHMS TPYHd CbhIlacHO 3amoBen No
3011/02.10.2025 r. na Pexropa na YHCC.

ABTOp Ha JUCEPTAMOHHUS TPYA: Hsauno Xpucmockos Hnues
TeMa Ha TUCEPTALIMOHHUS TPY/I: llooobpsasane na kubepcucypHocmma 6
Mankus u cpeoer busnec 8 bvieapus

1. Nndopmanus 3a qucepTanTa

HuceptanTsT ce € oOydaBaa MO JOKTOPCKAa MporpaMa KbM 6 Kameopa
., Hayuonanna u pecuonanuna cueyprocm* kom YHCC 110 Hayuna cneyuairnocm
,,JIKOHOMHKa U yrpaBiieHue (0TOpaHa U CUTYPHOCT) .

NBaiino XpucrockoB Nnues e poaeH Ha 5 mapt 1983 r. B ceno Bnano
Tpuukos, obmmunaa CBore. 3aBbpiimi € HamuoHaiHa criopTHa akaaeMus CbheC
cTerieH OakanaBbp Mo ,,IpeHbop mo cam60“ u Maructbp no ,,CrnopTeH
MEHMDKMBHT®, KakTo U CtomaHckara akaigemus ,,J[. A. LleHoB* — CBHIILOB,
cneuuasiHocT  ,,KopmopatuBeH  mMeHUDKMBHT.  [lo-kbCcHO  mpumoOuBa
MarucTbpcka creneH mno ,,Haumonanna curypuoct™ B YHCC. Kapuepara my
3anouBa B cucremata Ha MBP u Harmonannara pasy3naBaTesHa ciiyx0a, cies
KOETO padOTH B YACTHHUS CEKTOp KaTo BhopbxkeHa oxpaHa. Ot 2007 no 2015 . e
yrpasuten Ha ,,dnamunro-78“ EOO/J, a ot 2015 r. nocera ppkoBoau ,,PuHr
I'etimunr EOO/I, 3aHnMaBalo ce ¢ opraHu3aius Ha xa3apTHU Urpu. Branee
AHTJIMICKU €3MK U MPUTEXaBa OTIWYHU OPraHU3alMOHHU MU KOMYHUKATHBHU
YMEHHSL.



2. O01ma xapaKkTepuCcTHKA HA NPeCTABEHUS TUCEPTAIUOHEH TPY/

JucepraninoHHusT Tpyn Ha WBaiino Wnumes, o3arnaeeH ,,[lodoopssane
Ha Kubepcucyprocmma 6 Maikusi u cpedeH Ousnec 6 bwvreapus®, e
CTPYKTYpHUpPaH B 00eM OT 222 cTpaHUIM, ChAbpKAI YBOJI, TPU OCHOBHU TJIaBH,
3aKJIIOueHue, MpUHOCH, Oubnmorpadus c 198 wu3TOUHMKA W TMPHIIOKECHUS.
CrpykTypara € JIOTMYHAa W MOCIEAOBaTeIHA — OT TEOPETUYHUTE OCHOBU Ha
KHOEpCUTYpHOCTTa JI0 pPa3pabOTBAaHETO U ampolaiusTa Ha METOJIMKa 3a
HEWHOTO TmoAoOpsiBaHe. TemaTa € W3KIIOYUTEIHO akTyajdHa, TbA KaTo
KrOep3amiaxuTe 3acsiraT UMEHHO MAJIKUTE M CPEOHU MNPEAUpPHUITHS, KOHUTO
checTaBisaBat Hag 95% ot OusHeca B bbarapus u ca ciiabo 3aluTeHH.

IlenTa Ha wu3cleABaHETO € Ja C€ aHaIM3Upar MpodiieMHuTe Ha
kuOepcurypHoctra B Mankute u cpennu npennpustus (MCII), u ga ce
OPENIOKAT NPAKTUYECKH PEIIEHUs 3a TIXHOTO OIPaHWYaBaHE. 3aJaydyuTe
BKJIFOYBAT M3rpa)kJaHE Ha TEOPETHUYHA M HOPMAaTUBHA paMKa, E€MIIUPUYHO
[pOyYBaHE Ha HAIJIaCUTE U M3TOTBSIHE Ha METOJUYECKH Mpenopbku. OOEKT Ha
U3CJIEIBAHETO € KUOEpPCUTYpHOCTTa B MAJIKUTE W CPEAHM MPEeANpHsaTHs, a
OpeIMET — MEXaHU3MUTE U MPAKTUKUTE 3a HEMHOTO noBumaBane. OCHOBHATa
T€3a 3allMTaBa uuaesdra, ye kubepcurypHocrra Ha MCII B bearapust usucksa
He3a0aBHM KOODJAWMHUPAHU JACUCTBUS MEXKIYy MHCTUTYUHUH, OU3HEC W
MOTpeOUTENH, Thil KaTO JIMIICaTa Ha TAKUBA NIPEYM HA PA3BUTHETO U JIOBEPUETO
B NKOHOMHUYECKATA Cpeaa.

Temata Ha nucepranusTa € KOPEKTHO W NPEHU3HO (POopMyiHpaHa —
HaJuIlE € IWBJIHO CHOTBETCTBHUE MEXKIYy 3arjaBu€ M ChIbp)KaHUE Ha
OUCEPTALMOHHUSA TPYyA. 3a€AHO C MOCOYEHOTO H3CIIEBAHETO CE€ OTJINYaBa C
OalaHCUPaHO ChUETABaHE HA TEOPETHUYHU MO3HAHUS U YMEHHUS 32 MPAKTUYECKU
aHaJU3H.

ABTOPBT  JEMOHCTpUpPAa  MHOTO  J10Opa  OCBEJIOMEHOCT IO
npoOiemMaThKara, U3MoJ3BaiKi Oorara W akTyallHa Hay4dHa, CTaTUCTHUYECKA U
HOpMAaTHBHAa JIUTEpaTypa — KakTo OBJrapcka, Taka M MEXIyHapoJHa.
[IpunoxxeHuTe aHalivW3u, EMIHPUYHHU JAaHHU W MPEIJIOKEHUS 3a METOAUKA
MOKa3BaT 33bJIO0YEHOCT, MHTEPAUCIUILTMHAPEH TTOAXO0/ U SICHA BPH3Ka MEXKTY
TEOPUS U MPAKTHKA.

3. OueHka Ha MOJTyYeHUTE HAYYHH U HAYYHO-TIPUJIOKHHU Pe3yJITATH
Jucepranmonnuar tpya Ha Maino MnueB npencraBs 3HAYMMU HAy4YHU
U HAy4YHO-TIPUJIOKHU PE3YJITATH, KOUTO HMMAT KAaKTO TEOPETHUYHA, Taka H
MpakTUYEeCKa CTOMHOCT 3a IOBUIIIABaHE HAa KUOEPCUTYPHOCTTA B MAJKHUS U
cpeneH OuszHec B boiarapus. OCHOBHUAT MPUHOC HA W3CIAEABAHETO €
pa3paboTBaHETO W anmpoOHMpaHETO Ha METOJMKA 3a OIICHKA W IMOJ00psBaHe Ha



KHOEPCUTYPHOCTTa, KOSTO OOEIMHSBA 3aKOHOJATENIHU, MHCTUTYLMOHAIHH U
OpraHU3allMOHHU MepKU. TpyapT scHO ¢opMmyiupa M J0Ka3Ba Te3ara, ue
JWrcata Ha KOOPAWMHHMPAHM JEHCTBUS MEXAYy HWHCTUTYLUUH, OW3HEC W
HOTPEOUTENH € KII0UOB (aKTop 3a YSA3BUMOCTTA.

ABTOPBT M3MOJI3Ba MIMPOK HA0Op OT HAYyYHH METOAM — aHalIM3 Ha
JUTEpaTypHU U HWH(DOPMALMOHHU HM3TOYHUIIM, MPOYYBAHE HA UYXKAUSA OIHT,
KaueCTBEH M CPaBHUTENICH aHAJIW3, Ka3yCeH MOJX0J] M €MIIUPUYHO H3CJIECIBAHE
Ha Harjlacute Ha COOCTBEHUIIUTE W YIpaBUTEIUTE HAa Tpeanpustus. Tasum
METOZ0JIOTMYHa OCHOBa € J00pe mnojOpaHa M 0OOCHOBaHa, OCUTYpsIBalla
HAJCKIHOCT Ha pE3ylTaTUTE U BB3MOXKHOCT 32 MPAKTUYECKOTO UM
HpUIIOKEHHUE.

[locturHature pe3yiATaTd ca BHCOKAa CTENEH Ha U3IBJIHEHHE Ha
[OCTaBEHUTE 3aJauyd — OT U3IPAXKAAHETO Ha TEOpeTHMYHAa paMKa U
UACHTU(ULMPaHE Ha PUCKOBETE, 0 pa3pad0OTBAHETO HA MPAKTUYECKU HACOKH U
MHCTPYMEHTH 3a NpeBeHuus. V3cneaBaHeTo yCcrnemnHo nocTura cBosTa nei — J1a
oueprae peamHuTe npobiemu Ha kudbepcurypHoctra B MCII u ga npennoxu
e(EeKTUBHHU PEILIEHUS 32 TIXHOTO MPEOOSIBAHE.

B 3akmrodenue, OUCEPTAllMOHHUAT TPYA NEMOHCTPHpPA 3aIbJIOOYEHOCT,
OPUTHHATHOCT M TMpakTUYecKa MPWIOKHMOCT, a MPEICTaBEHUTE HAYYHH U
MPWIOKHU pe3yJATaTH MoraT Ja ObJaT MOJEe3HHM KaKTo 3a OM3Heca, Taka W 3a
IbpPKABHUTE NHCTUTYLIUU U aKaJeMHYHATa OOIIHOCT.

4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJIOKHHM NPHUHOCH

1. W3BbpuieH € aHaauM3 M TEOPETUYHO € OOOraTeHO TMOHSATUETO
,,KOEpCUTYpHOCT.

2. HampaBeHo e wu3cienBaHe M ca WACHTU(DULIMpAHU crieuuGUUHUTE
PHUCKOBE U ysi3BUMOCTH Ha Obirapckutre MCII.

3. Pa3zpaboTeHa W oOlLleHEHa € IUIOCTHA YeTHpUETanmHa METOJMKa 3a
MOBHILIABaHE HA KHOEPCUTYPHOCTTA.

4. CucreMaTM3WpaHW W OLIEHEHW Ca MOJYYEHUTE PE3YNTATH, KOETO
CpaBHSIBA HArjacuTe M pa30MpaHHsITa Ha JBa KIOYOBM cermeHTa. Ha mbpBo
macro mnorpeoutenure 200 nHa yearyru Ha MCII w  Ha BTOpa
cobcTBeHun/MeHnKbpy Ha MCI.

5. HM3BeneHn ca KOHKPETHH NPENOPHKM 3a BCUUYKUA 3aUHTEPECOBAHU
CTpaHHM, KOUTO MOAOOpSBAaT Mpolleca Ha YChBBPIICHCTBAHE B 00JiacTTa Ha
KHOEpPCUTYPHOCTTA.

6. U3BbpIlIeH € aHaiM3 M OLleHKa Ha e()eKTUBHOCTTA MPHU MpHiIaraHe Ha
Obp3W METOAM 3a NM-arHOCTHKA Ha 3a00JsBaHUS KAaTO PHUCKOB (akTop 3a
OMOCUTYPHOCTTA.



]_II/ICCpTaHI/IOHHI/I}IT TPYO U IOJTYUCHHUTC IIPUHOCH Ca ACJIO0 Ha aBTOpa U Ca
pPE3yJITaT Ha 3&,[[’[)J'I'6OLIGHO IMIO3HAaBaHEC, TBOPUYCCKO H3CJIACIABAHC, AJAIITUPAHC U
A0pa3dBUBAHC HA CbBPCMCHHUTC TCOPUH U IMTPAKTHYCCKU ITOAXOU.

5. OneHka Ha mMyOJMKANMHUTE N0 AUCEPTALUATA

Wgaiino Nnues e mpeacTaBuil cripaBka 3a HEOOXOIUMUTE My OIMKAIIMK HA
OBJITAPCKU W aHTIUICKA €3uK (4 Oposi) CBBp3aHU C TeMmaTa Ha JUCEPTAIHsiTa,
KOWTO OTPa3sBaT ChIIECTBEHH AKIIEHTH OT Hesl.

CpappKaHMETO W CTHIBT Ha H3JIOKEHHE B MyOJHKaIUUTe ca
JOKA3aTeJICTBO 32 JIMYHOTO YYacTHE HA JOKTOPAHTA.

6. Ouenka Ha aBTopedepara

JIOKTOpaHTHT € MpeACTaBUI KbM JUCEPTAIMOHHUS TPYI aBTOpedepar,
koito choTBeTcTBA Ha 3PACPDE u IlpaBunHuKa 3a HEroBOTO MPUIIOKEHUE U
OTpa3siBa OCHOBHUTE MOMEHTH U IPUHOCH Ha JUCEpTALMATA.

7. KputuuHu 0e/ie:KKH, NPeNnopbKU U BbIPOCH

Hsmam dopmanman OCHOBaHMS 3a OTHpAaBsSHE HAa KPUTHYHH 3a0ETCIKKH
KbM DEICH3UpPaHUs IUCEPTAIMOHEH Tpyd. M3cienBaHeTo, MpenCcTaBEHO OT
JOKTOpaHTa, C€ OTINYaBa C KOPEKTHOCT, apTyMEHTUPAHOCT ¥ BUCOKA CTETIEH Ha
nmpoeCHOHAM3bM TIpH  (popMyIHMpaHETO HA MHCHHATA, W3BOJUTE W
3aKJIIOUCHUSATA.

bux oTnpaBw 1Be MPEeNOpBKHA KbM TOKTOPAHTA:

. Jla Haco4M yCcUITUATa CU KbM IMO-HATATHIIIHO YCHBHPIICHCTBAHE Ha
u3cle/oBaTeNickaTa CHU JEHHOCT 4pe3 3aabJI00YaBaHE Ha AHAIUTUYHUTE U
OIICHbYHUTE AacleKTH B OpJemmre My pa3padoTku B oOnactra Ha
KHUOEPCUTYPHOCTTA,;

. Jla yuacTBa Mo-aKTUBHO B HAIMOHAIHU U MEXIYHAPOJAHH HAYIHU
dopymu B obnacTtTa Ha KHOEpCHUTYpHOCTTa, KOETO II€ JOMpHUHEce 3a
pasmupsBaHe Ha HETOBUTE TO3HAHWS U EKCIEePTHOCT B cdepara Ha
KHOepyCTOMYMBOCTTA.

8. 3akiouenne

OTuuTaiiky 3HAYMMOCTTa Ha u3cinenBaHus oT MBaino MnueB HayueH
npo0ieM, U3CAeAOBATEeNICKUS MOAXOA U IOCTUTHATHTE HAYYHOIPHUIIOKHU
pe3yATaTH CcudTaM, 4Ye JUCEepTalMsiTa MPEJCTaBIsBa 3aBbPIICHO HAYy4YHO
u3cienBaHe, otroBapsimo Ha u3uckBanusta Ha 3PACPB u IlpaBunnuka 3a
npunarane Ha 3PACPB.

[IpencraBenata HayyHa pa3paboOTKa TMPEACTaBisiBa  OPUTHHAIIHO
U3CIEBAaHE C SICHO M3pa3eHU MOJI3M 3a mnpakTukata. OOpa3oBaTeslHUTE U



HAy4YHU LETU U 337241, TOCTaBEHHU IpeJl TOKTOPaHTa ca MOCTUTHATH.
[Topagu ropeusnoxenoro, yoeaeno nasam costa IOJIOKUTEJHA
OILICHKA 3a MPOBEJACHOTO M3CJIe/IBaHe, MPEACTABEHO OT PELEH3UPAHUTE MO-TOpe
JTUCEPTALIMOHEH TpYyJ, aBTopedepaT, MOCTUTHATH pe3yJATaTH U MPUHOCH, U
npejjiaraM Ha MOYMTaeMOTO HAy4yHO KypH Ja IPUCHAM oOpazoBaTeaHATa U
Hay4Ha CTENeH ,,JokTop* Ha MBaiino Mnmes, mo nmpodecuoHaIHO HampaBieHUE
3.8. MkoHOMUKa, HAyYHa CIIEHHUATHOCT ,,JAIkoHOMUKa U ynpaiieHue (0TOpaHa u
curypHocrt)", karenpa ,,Hauronanna u peruonanna curypuoct® npu YHCC.

10.11.2025r Hommuc: ...oovvvveeiiii i
rp. Codus
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1. Information about the PhD Candidate

The doctoral student has been enrolled in the PhD program at the
Department of National and Regional Security at UNWE, in the scientific
specialty Economics and Management (Defense and  Security).
Ivaylo Hristoskov Iliev was born on March 5, 1983, in the village of Vlado
Trichkov, Municipality of Svoge. He graduated from the National Sports
Academy with a Bachelor’s degree in Sambo Coaching and a Master’s degree
in Sports Management, as well as from the D. A. Tsenov Academy of
Economics — Svishtov, with a Master’s in Corporate Management. Later, he
obtained a Master’s degree in National Security from UNWE. His career began
in the system of the Ministry of the Interior and the National Intelligence
Service, followed by positions in the private sector as an armed security officer.
From 2007 to 2015, he served as Managing Director of “Flamingo-78 Ltd.,
and since 2015 he has been managing “Ring Gaming” Ltd., a company engaged
In organizing games of chance. He is fluent in English and possesses excellent
organizational and communication skills.

2. General Characteristics of the Dissertation

The dissertation by Ivaylo lliev, titled “Improving Cybersecurity in Small
and Medium-Sized Enterprises in Bulgaria, ” consists of 222 pages and includes
an introduction, three main chapters, a conclusion, a list of contributions, a
bibliography of 198 sources, and appendices. The structure is logical and
consistent—progressing from the theoretical foundations of cybersecurity to the
development and testing of a methodology for its improvement.
The topic is highly relevant, as cyber threats increasingly affect small and



medium-sized enterprises (SMEs), which make up over 95% of Bulgaria’s
business sector and remain insufficiently protected.

The objective of the study is to analyze the cybersecurity challenges
faced by SMEs and to propose practical solutions for mitigating them. The tasks
include developing a theoretical and regulatory framework, conducting an
empirical study of attitudes, and formulating methodological recommendations.
The object of the study is cybersecurity in SMEs, while the subject is the
mechanisms and practices for its enhancement. The main thesis asserts that the
cybersecurity of SMEs in Bulgaria requires immediate coordinated efforts
among institutions, businesses, and users, as the absence of such cooperation
hinders both development and trust in the economic environment.

The topic is formulated precisely, with full coherence between the title
and content of the dissertation. The work successfully combines theoretical
knowledge with practical analytical skills.

The author demonstrates strong awareness of the subject matter,
employing a wide range of up-to-date scientific, statistical, and regulatory
sources—both Bulgarian and international. The presented analyses, empirical
data, and proposed methodology reveal depth, interdisciplinarity, and a clear
connection between theory and practice.

3. Evaluation of the Scientific and Applied Results

The dissertation presents significant scientific and applied results with
both theoretical and practical value for enhancing cybersecurity in Bulgaria’s
SME sector. Its main contribution lies in the development and testing of a
comprehensive methodology for assessing and improving cybersecurity,
integrating legislative, institutional, and organizational measures. The work
convincingly substantiates the idea that the lack of coordinated action among
institutions, businesses, and users is a key factor behind existing vulnerabilities.
The author employs a wide range of scientific methods—Iliterature and data
analysis, study of international experience, qualitative and comparative
analysis, case study methods, and empirical surveys of SME owners and
managers. This methodological foundation is well justified and ensures the
reliability and applicability of the results.

The achieved outcomes demonstrate a high level of task completion—
from building the theoretical framework and identifying risks to formulating
practical prevention tools. The research fully achieves its main objective—to
identify real cybersecurity problems in SMEs and propose effective solutions.
In conclusion, the dissertation exhibits depth, originality, and strong practical
relevance. The scientific and applied contributions presented are of potential
value to businesses, public institutions, and the academic community alike.



4. Evaluation of Scientific and Applied Contributions
1. The concept of “cybersecurity” has been analyzed and theoretically
enriched.

2. Specific risks and vulnerabilities of Bulgarian SMEs have been identified
through empirical study.

3. A comprehensive four-stage methodology for improving cybersecurity
has been developed and evaluated.

4. The obtained results have been systematized and assessed, comparing the
perceptions of two key segments—SME service users (200 respondents)
and SME owners/managers.

5. Concrete recommendations have been formulated for all stakeholders to
support improvements in cybersecurity processes.

6. An analysis and assessment of the effectiveness of rapid diagnostic
methods for disease detection as a risk factor for biosafety have been
carried out.
The dissertation and its contributions are entirely the author’s work,
reflecting deep understanding, creative research, and the ability to adapt
and further develop contemporary theories and practical approaches.

5. Evaluation of Publications Related to the Dissertation

Ivaylo lliev has presented a list of four publications (in Bulgarian and
English) directly related to the topic of the dissertation, reflecting its essential
aspects. The content and style of presentation clearly demonstrate the doctoral
candidate’s personal authorship and contribution.

6. Evaluation of the Abstract

The doctoral candidate has submitted an abstract that fully complies with
the requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria (LDASRB) and its regulations. The abstract accurately
reflects the key points and contributions of the dissertation.

7. Critical Notes and Recommendations
There are no formal grounds for critical remarks regarding the reviewed
dissertation. The research presented by the doctoral candidate is characterized



by correctness, solid argumentation, and a high level of professionalism in the
formulation of  opinions, conclusions, and recommendations.
Two recommendations are offered to the candidate:

» To further enhance his future research by deepening the analytical and
evaluative aspects of his work in the field of cybersecurity;

* To take a more active part in national and international scientific forums
on cybersecurity, which will help broaden his expertise and knowledge in cyber
resilience.

8. Conclusion

Considering the significance of the research problem addressed by Ivaylo
lliev, the applied scientific approach, and the achieved results, I conclude that
the dissertation constitutes a completed scientific work that meets the
requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria and its regulations.

The dissertation represents an original scientific study with clear practical
benefits. The educational and scientific objectives set for the doctoral candidate
have been fully achieved.

For the reasons stated above, | confidently give a POSITIVE evaluation
of the research, including the dissertation, abstract, results, and contributions,
and | propose that the esteemed scientific jury award the educational and
scientific degree “Doctor” to Ivaylo Iliev in the professional field 3.8.
Economics, specialty Economics and Management (Defense and Security), at
the Department of National and Regional Security, University of National and
World Economy.

10.11.2025 Signature:
Sofia



