YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

CTAHOBMUIIE

Ot:  Jloyenm doxmop Heoxo I'eopeues Taecapes;
Vuueepcumem 3a Hayuonanno u c6emogHo CMonaHcmeo;
Hayuna cneyuarnocm 3.8. Uxonomuka

OTHOCHO: JWCEepTalMOHEH TPyA 3a MpHCHXKIaHe Ha oOpa3oBaTellHAa W HaydHa
CTETICH L, A0KTOP* 110 HayuHa cneyuarnocm 3.8. Ukonomuxa B YHCC.

ABTOp Ha TUCEPTALIMOHHUS TPY/I: Heaiino Xpucmockoe Hnueg

Tema Ha TUCepTallMOHHUS TPYL: 1IO/IObPABAHE HA
KUBEPCUTI'YPHOCTTA B MAJIKHA W CPEJEH BU3HEC B
BBIITAPUA

OcHosanue 3a TIPENICTaBSHE HA CTAHOBHUIIETO: y4YacTHE B ChCTaBa HAa HAYYHOTO
KYpH 10 3allliTa Ha JTUCEPTAlMOHHMS TPy chriiacHo 3amoBen Ne3011/02.10.2025
Ha Pexropa na YHCC.

1. NUndopmanus 3a qucepTanTa

HuceprantsT ce € oOydaBan MO JOKTOpCKa mporpama KbMm Kameodpa
,Hayuonanna u  peeuonanna  cueyprocm “/paxyrmem  ,, Ukonomuxa Ha
ungpacmpykmypama“ va YHCC mno wuayuna cneyuarnocm 3.8. Uxonomuka
cbriacHo 3amoBen Ha 3am.-pektopa mo HHJ] ma YHCC Ne486/15.03.2019
OOyueHrneTo € OCBINECTBEHO B c80600Ha (opma mipe3 mepuoma 26.02.2019 —
26.02.2025

2. O0ma xapaKkTepucTHKA HA MPeICTABEHUs TMCEPTALMOHEH TPY/

Cmpykmypa, obem. Kpamxa oyenxa 3a:. akxmyannocm Ha memama, yei,
3a0auu, obekm; npeomMem, OCHOBHA Me3d; UNOI36AHA HAYYHA TUMepamypd.

CrpykTypa 1 00eM Ha TUCEePTALIMOHHUS TPY L

JlcepTalMOHHUAT TPYJ CE€ ChCTOM OT TPU OCHOBHHM TJIaBH, MpPEILICCTBAHU
OT yBOJ W TOCJEABAaHU OT 3aKiroueHue, onommorpadus u npmwioxenus. O6emMbT e
3Ha4YMTENIeH U oOxBama 221 c1p.

VYBOABT MpeacTaBs akTyalTHOCTTa, 00€KTa, peAMEeTa, LIeJTUTe U 3aJauuTe Ha



uzcnenBadero. [IbpBa TiaBa  pasriexiaa TEOPETUYHUTE  aCHeKTH  Ha
KHUOEpCUTypHOCTTa, (haKTOpUTE 3a HEHWHOTO 3HaueHue B bbirapus, KakTto u
msictoro Ha MCII B wukoHomukara. Bropa rnmaBa mnpemiara MeToauka 3a
noBuiaBane Ha kubepcurypuocrra B MCII, BKIIIOUUTETHO YIPaBJICHUE HA PUCKA,
3aKOHOJATETHN U WHCTUTYLMOHAIHU MEpKU. Tpera riaBa MpeicTaBs eMIHPUIHO
U3CIe/IBAHE HA HArJacUTE€ Ha MOTpeOUTEeNnu W OM3HECH, KaKTO M aHajiu3 Ha
pe3ynraTuTe. 3aKiIIoueHueTo 0000IIaBa U3BOIUTE U Npenopbkute. bubnmmnorpadus
U TPWIOKEHHS BKIIOYBAT M3Noi3BaHUTe M3TOYHHMIM(199 Op.) m mombiHHUTETHH
MaTepHuaH.
Axmyannocm na memama
TemaTta € WM3KIIOYUTETHO aKTyaJlHa M 3HaYuMa B KOHTEKCTa Ha
HapacTBallaTa JUruTaaIu3anus u kuoepsamiaxu B bearapus u rinodanmno. MCII ca
0COOEHO YS3BUMM IOPaJM JIUIICA HAa PECYPCU U 3KCIEPTU3a, KOETO T MPaBU YecTa
mumieHa Ha kubeparaku. [lanmemusta or COVID-19 camo 3acunu  Ttasum
HEOOXOAUMOCT OT (POKYC BbpPXY KHOEPCUTYPHOCTTA.
Llen
OcHoBHaTa 1€l Ha AMCEepTalMsITa € Ja Ce aHalu3upaT NpoOieMHUTe Ha
kuOepcurypHoctTa B Obarapckure MCII, na ce uaeHTuduurpaT B3aMMOBPB3KUTE C
MHCTUTYIIMM W TOTPEOUTENH, M Ja C€ NPemIoKaT KOHKPETHH MEpPKH 3a
Oo00psIBAaHE HA CUTYALMSTA.
3aoauu
e Usrpaxnane Ha TeopeTrueH KOHTEKCT 32 MCII u kubepcurypHoctra.
e AmHanu3 Ha (pakTOpUTE 32 PA3BUTHE HA KNOEPIPECTHITHOCTTA.
e Pasrnexnane Ha MEXaHU3MHUTE 3a MPOTUBOACHCTBUE HA HALTMOHAIHO U
€BpPONEHCKO HUBO.
e [IpoyuBaHe Ha HaryacuTe Ha MOTPEOUTETU U OU3HECH.
e JlaBaHe Ha TPENOPHKM 3a TONOOpsBaHE Ha OW3HEC KiIMMaTa u
CUTYPHOCTTA.
Obexm
Konkpernure npobieMu Ha KHOEPCUTYpPHOCTTa, C KOUTO C€ COJI'bCKBAT
MaJKUTE U CPeIHU Tipeanpustus B boarapus.
IIpeomem
[ToBumaBanero Ha kuOepcurypHocrra u npeeHimsita B MCII uype3
METOJUKH, 3aKOHOAATEITHN ¥ HHCTUTYIIMOHATHA MEPKH, KaKTO U Ype3 MOBHIIIABAHE
Ha OCBEJIOMEHOCTTA.
OcHoena mesa
B boarapus kubepcuryprHocrra Ha MCII wu3uckBa He3abaBHU U
KOOPJIMHUPAHU JCWCTBUSL OT CTpaHa Ha JIbpKaBHU HMHCTUTYIIUU, OW3HECH W
noTpeOutTenu. Jlurcara Ha TakWBa JCUCTBUS BJOmIaBa OW3HEC KiIUMara U



JIOBEPUETO MEXKITY KOMITAHUH U KIIMECHTH.

H3nonzeana nayuna iumepamypa

ABTOpPBT U3MOJ3Ba Oorara W pazHooOpa3Ha JUTepaTypa Ha OBITapCcKu U
AHTJIMICKH €3UK, BKIIFOUUTEIHO:

e (Crennajn3vpaHu TPYAOBE MO KHOEPCUTYPHOCT U UKOHOMUKA;

o Jloxnaau Ha MexpayHapoanu opranuzanuu (EC, CeroBHa OaHka,
OUCP);

e Hanmonannu cratuctuuecku ganau (HCHU, EBpocrar);

e AKaJeMUYHU CTaTUU U MIPOYUYBAHUS;

e IlpaBHU U HOPMATUBHU U3TOYHUIIH.

ToBa TrapaHTHpa COJMAHA TEOPETUYHA M EMIUPUYHA OCHOBA Ha
U3CJIEIBAHETO.

3. OneHka Ha MOJyYeHUTe HAYYHU U HAYYHO-TIPUJI0KHH Pe3yJITaTH

Axyenmupa ce 6vpxy. nocmucHamume OCHO8HU HAVYHU U/UIU HAYYHO-
NPUNOJCHU — pe3yImamu; U3NOA36AHAMA  MemoooNI02Us; USNBIHEHUemo Ha
nocmaserume yei u 3a0ayu.

Jucepranmonnusatr tpyn Ha MBanno Mnues moctura cepust OT 3HAYUMHU
HAYYHH U HAYYHO-TIPUJIOKHU PE3YJITATH, KOUTO JONMPHUHACAT KAKTO 3a TEOPUSATA,
Taka W 3a MpakTHKara B 00JIacTTa Ha KUOEPCUTYPHOCTTa 3a MaJIKU U CPEIHHU
npeanpusitus (MCIT) B bbearapus.

Ha mbpBO MsicTO - TeOopeTMUYHO oOOoraTsiBaHe Ha  MOHSITHUETO
,knoepcurypHoct. ABTOpBT TMpeyiara KOMIUIEKCHA, WHTEPAUCLHUILIMHAPHA
neUHUIMS Ha KHOEPCUTYPHOCTTA, KOSITO HAAXBBPJIS YUCTO TEXHUYECKUS MOIXO/I.
T ce pa3raexaa KaTto OpraHu3alys Ha PECypCcH, IPOLECH U CTPYKTYPH 3a 3aluTa
Ha KHOEPIPOCTPAHCTBOTO OT CHOWUTHA, KOWUTO HE CHBIAJAT C IMpaBaTra Ha
coOcTtBeHOCT. T03M MOAXOJ MHTETpPHpPA TMPAaBHU, UKOHOMHYECKH, COIMAIHU H
TEXHUYECKU aCIIEKTH, KOETO I'0 MPABU LICHEH TEOPETUYEH ITPHUHOC.

Ha BTOpO MsAcTO ce neHtudummpar crnenuduuHuTe PUCKOBE U YI3BUMOCTH
Ha Obnrapckute MCII. Ypes aHanmuza ca cUCTEMaTU3UPAHH U KaTETOPU3UPAHU
kirovoBuTe 3arutaxu 3a MCII (Hamnp. ransomware, GUILIKHT, 3I0HAMEPEeH coTyep),
KaToO € aKIEHTHUPAHO BBPXY (PaKTOPUTE, KOUTO T MPaABAT OCOOCHO YSI3BUMHU -
OTpaHUYCeHU (PUHAHCOBHM U YOBEILIKH PECYPCH, HUCKA JAUTUTAIHA KYJITypa U JIUICa
Ha CHeIUAIN3UPaH NEPCOHAT.

Ha tpero mscto pa3paboTBaHe Ha ISJIOCTHA 4YETHpUETATHA METOAMKA 3a
MOBHUIIIaBaHE Ha KUOEpCUTypHOCTTA. TOBa € OCHOBEH HAy4YHO-TIPUJIOKEH pe3yJiTar.
MeTtoaukara oOXBala:

Eran 1: Wpentudunupane u omeHka Ha pucka ((HUHAHCOB, TMa3apeH,
CUTYPHOCTEH).

Eran 2: 3akoHomaTeIHM MHUIIMATUBY Ha HanroHaiHO U EC HUBO.



Eran 3: VHCTUTYUMOHAJIHM pEAKUMH M MEXAHU3MHU 3a pearupaHe Ipu
WHLHJICHTH.

Eran 4: KonkpetHu nedcTBus 3a BCHMUKHM 3amHTepecoBaHu crtpanu (MCII,
OaHKH, UHCTUTYIIUH, KJIUCHTH ).

Tasu cTpykTypupaHa paMkKa MnOpemiara sCeH W IPUWIOKHM IIbT 32
IpeanprueMade Ha JeUCTBUS.

IIpoBeleHO € OpWUTMHAIHO EMIIMPUYHO M3CIEIBAHE, KOETO CpaBHABA
HarjacuTe W pa30upaHusATa Ha JBa KIIOYOBM cerMeHTa. Ha mbspBO MsCTO
noTpedutenute Ha ycayru Ha MCII m Ha BTOpa COOCTBEHMIIN/MEHUKBPU Ha
MCII. Pe3ynraTtuTe mOKa3BaT HHUBOTO HAa OCBEJOMEHOCT, MPEApa3ChbAbLM U
OYaKBaHUA OT JIBETE€ CTPaHU, KOETO € IleHHa MH(opmalus 3a pa3pabOTBaHETO HA
LEJIEBU MMOJUTUKHU U KaMIIaHUU.

HanpaBenu ca KOHKpETHU IPENOPBKU 32 BCUYKU 3aMHTEPECOBAHU CTPAHM.
Ha 6a3ara Ha nenust aHanu3 qucepTaliusiTa nmpeajiara MHOro KOHKPETHHU, MTPaKTUKO-
OpPUEHTUPAHU NPENOPHKHU, AAPECUPAHU KbM:

° MCII, u4pe3 BbBEXJaHE Ha MHOrO(AKTOPHO YAOCTOBEpSIBAHE,
oOydeHHe Ha MepcoHasa, KpUIITHUpaHE HAa JaHHU, pa3pabOTBaHE HA IUJIAHOBE 3a
pearupase.

o JIbpkaBHU WHCTUTYLIUH, ype3 XapMOHU3HUPAHE Ha
3aKOHOJATEJCTBOTO, MOA0OpsSBaHE HA MHCTUTYLMOHAIHOTO ChTPYIHUYECTBO,
HachpuyaBaHE HA MyOJIMYHU KaMITAaHUH 32 TIOBUIIIABAaHE HA OCBEIOMEHOCTTA.

o baHku 1 pUHAHCOBU MHCTUTYIIMH, YPE3 NOI00pSIBAHE HA CUTYPHOCTTA
Ha TPAH3aKLIMUTE U KOMYHUKAIUATA C KJIUEHTH.

o [ToTpeOurenu, ype3 NOBEACHUYECKH MOJENHU 3a M0-0€30MacHO OHJIAaH
ra3apyBaHe.

[Io oTHOMEHME Ha W3MOJ3HBAaHATA METOAOJIOTHS aBTOPHT IpuUjara
KOMIUIEKCEH M MHOIOCTPaHEH METOJOJIOTHYEH IIOAXOJ, KOETO TIapaHTupa
3a]IbJIOOUYEHOCT U JOCTOBEPHOCT Ha u3cieaBaHeTo. Ha mbpBO MACTO TeopeTuyeH u
JECKPUIITUBEH aHAIU3. TOM Ce M3M0JI3Ba 3a U3IPAXKIAHETO HA MOHATUMHUSA arapar
B ['maBa 1. BxirouBa ananu3 Ha Hay4yHa JIMTEpaTypa, MPaBHU paMKH (HAIIMOHATHU
u B EC), obunmaian 10KIaad U CTaTUCTUYECKH JaHHU OT u3TouHMIM Kato HCU,
EBpocrar, ENISA u np.

CpaBHHTENIEH aHaJIW3, KOWTO € TMPWIOKEH MpPU CHIOCTABIHETO Ha
neunnimure 3a MCIT B pasnuunu kontekctn (EC, CBeroBHa Oanka, CAIILI),
KAKTO U MPU aHAJIW3a HA HUBOTO HAa JUTUTANIM3alMs HAa bbpiarapus B CpaBHEHHE C
apyru abpxaBu-wieHkd Ha EC (Hanpumep upe3 unaekca DESI).

KauectBeHn anamm3 Ha pucka, KOWTO ce mNpwiara BbB Bropa riaBa 3a
UACHTUUIMpAHE U KaTeropusupaHe Ha (UHAHCOBU, Ma3apHU U CUTYPHOCTHH
PHUCKOBE, CBbP3aHU C JUTHTAIM3alMATa U kubep3armnaxure 3a MCIL.

B Tpera rnaBa e nmpoBeAEHO KAa4€CTBEHO W/WJIM KOJIMYECTBEHO IMPOYYBAHE



(oTr xapakTepa Ha BBIPOCUTE B aHKeTaTa Ce€ TMpeJroyiara HaJIWYUETO Ha
KOJIMYECTBEH KOMIIOHEHT) cpea  JBe (OKyCHM Tpynu - TMOTpeOUTend u
cooctBenu/mMeHupkbpru Ha MCII. ToBa 1mo3BoJisiBa MpoBEpKa HAa TEOPETUUHUTE
XUIOTE3U U MOJyyaBaHe Ha aKTyallHa HH(OpMAIUs 32 HAarJIaCUTE Ha MPAKTULIUTE.

[IpunoxeH € U Ka3yceH aHaiau3, KaTo ce aHanusupar Obirapckure MCII
KaTo ISJI0 ¥ B YACTHOCT HA cTOoMaHcKaTa cTpykTypa Ha Codust ciyxu 3a AeTaijieH
Ka3yCeH aHaJIN3, WIIOCTPUPAII OOIIHUTE TSHASHIIUN U TIPOOIEMH.

KomMOunHanusTa oT Te31 METOAM MO3BOJISIBA, KAKTO MIMPOTA HA 00XBaTa, Taka
U 1bJI00YMHA HA aHAIIK3A.

[lo oTHOmIEHWE Ha W3MBJIHEHHUETO HA IOCTABEHUTE WEIW U 3aJauH,
JTUCEPTALIMOHHUAT TPY/l YCHEIIHO U3ITBIHSABA TOCTABEHUTE B YBOJA 1I€JIM U 3a]1a4H.

[lenTa — na ce oueptasT npobdiemute Ha kuobepcurypuocrra Ha MCII u na ce
JafaT MpernopbKU — € HaIbJIHO MOoCTUrHaTa. HampaBeH € BCeCTpaHEH aHau3 U
Hakpas ca GopMyJIupaHu sICHU, MPAKTUUYECKN HACOKH 3a JCHCTBUE.

3amaua 1 (M3rpaxkmaHe Ha TEOpPETUYEH KOHTEKCT) € U3IbJIHEHA
mzuepnatesino B [maBa 1 w ['maBa 3, kbaero e nmnpeacTaBeHa MOAPOOHA
xapaktepuctrka Ha MCII B bbirapus u TsxHara poJis B MKOHOMUKATA.

3agava 2 (OuepraBaHe Ha (HaKTOPUTE 3a KUOEPIPECTHITHOCT) € U3ITbIHEHA B
noarnasus 2.1, 2.2 u 2.3, KbJIETO C€ aHAIU3UPAT JUTHTATU3ANMATA, PUHAHCOBUTE
npoOJeMU M  YOBEWIKUAT (AKTOp KaTo MPEANOCTaBKM 32 pacTeX Ha
KHOEpIPeCThIICHUATA.

3agava 3 (PasriexxnaHe Ha MEXaHU3MUTE 32 IPOTUBOJCHCTBUE) € HAITBIIHO
nokputa BbB BTopa rinasa, nenust Gokyc Ha KOSITO € UMEHHO BbpPXY METOJIUKUTE,
3aKOHOJIATETHUTE M WHCTUTYIIMOHAJTHUTE  MEXaHu3Mu 3a  Oopba cC
KUOEPIPECTHITHOCTTA.

3amaua 4 (OuepraBaHe Ha BB3MOKHH PEIICHUS U JT0OpU TPAKTUKH) €
peanu3upaHa B 3aKJIIOUMTENIHATA YacT Ha BTopa rmaBa (KOHKpeTHU JEHCTBUA) U B
I'maBa 4 (Bp3MOYKHHU ITHTHINA 32 TIOJTOOPEHUE U JOOPH MTPAKTUKH).

3anmaua 5 (M3cnenBaHe Ha HarjacuTe) € yCIENIHO M3ITbIHEHa B Tpera riiaBa
MOCPEACTBOM €MITUPUYHOTO MTPOYUBAHE.

3amaya 6 (JlaBaHe Ha mNpenopbKW 3a OW3HEC KJIMMaTa) ¢ H3MbJIHCHA B
3aKJIFOUCHUETO M B PA3JIMUYHU YaCTH Ha TPYJA, KbJAECTO MPENOPHKUTE ca HACOUCHU
MMEHHO KbM TMOJI00OpsiBaHE Ha ofmiata OW3HEeC cpela 4Ype3 TMOBHUIIABAHE Ha
KHOEPCUTYPHOCTTA.

JlucepTalluOHHUAT TPy MPECTaBIsIBA CEPUO3HO, N00pPE CTPYKTYPHUPAHO U
apryMeHTHpaHo wu3cienBaHe. Toil He caMO KOHCTaTUpa NpoOJeMUTe Ha
kubepcurypuoctra B Owbarapckure MCII, HO wu mpemjara IsI0CTHA,
MHOTOCTEIICHHA W TMPaKTUYHA METOJMKA 33 TAXHOTO pellaBaHe, KOETO ro IMpaBu
IIEHEeH MPUHOC KAaKTO 3a aKaJeMHYHaTa OOITHOCT, Taka U 32 OM3HEC-TIPAKTUIINTE U
3aKOHOJATEINTE.



4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJI0KHHM PUHOCH

e Kpamka oyenxa 3a npurnocume, nocouenu om oucepmanma

o Axyenmupa ce 8bpXy OCHOBHUME HAYYHU U/UIU HAYYHO-NPULONCHU NPUHOCU

8 OucepmayuoHHUsi mpyo.

[IpuHocuTe Ha JAMCEPTALMOHHUSA TpyHd ca [CHO (OPMYJIUPAHH U
JEMOHCTPUPAT KAKTO TEOPETUYHA, TAKA U MTPAKTHYECKA CTOMHOCT:

e TeoperuueH npuHoc — Pa3mupsiBaHe Ha TOHITHETO ,,KHOEPCUTYPHOCT® upe3
UHTEPAUCHUIUIMHAPHA JePUHUIIMA, KOSITO MHTETpPUpa TMPaBHH, UKOHOMHUYECKH,
COLMAJIHU U TEXHUYECKHU acCHeKTH. ToBa HaIXBbPJs TPAAWLHUOHHHS TEXHUYECKHU
MOIXO/T ¥ CIIoMara 3a Mo-IsUI0CTHO pa3OupaHe Ha nmpodiema.

o Hpentudunupane Ha puckoBe — CucreMaTU3MpaHe Ha KIIOYOBHUTE 3aIllaXxu
3a Obirapckute MCII (Hamp. ransomware, (QUIIMHT) U (AKTOPUTE, KOUTO TH
MpaBAT YA3BUMH — OTPaHUYEHH PECYPCH, HUCKA JUTHTAHA KYJTypa, JIUIICA Ha
eKCIIepTU3a.

e Meroquka 3a TOBMIIABaHE Ha KubOepcurypHoctra — PazpaOotenara
YeTUpHUETAallHA paMKa (OLlCHKA Ha pHUCKAa, 3aKOHOJNATEIHW WHUIMATHBH,
MHCTUTYIIMOHAJIHU PEaKLMHU U MPEBAHTUBHU MEPKHU) Ipensara sCeH U MPUII0KUM
ITBT 3a IEUCTBHE.

e EmnupuuHo wuscnenBaHe — CpaBHUTEIHUAT AaHAIW3 HA HArjacuTe Ha
noTpeouTen W OW3HECH MPENoCTaBs LEHHUM JaHHU 33 OCBEJAOMEHOCTTa H
OYaKBaHUATA HA JBETE TPYIH, KOETO MOXKE JIa C€ U3I0JI3BA 3a LIEJIEBH MMOJTUTHKU.

e Ilpaktnuecku npenopbku — Konkpernu Hacoku 3a MCII, uHCTHTYIMH,
0aHKHU ¥ MOTPEOUTENN, KOUTO Ca TUPEKTHO MPUIIOKUMH M MOraT Jia JoTlpuHecar 3a
MOBHILIABaHE Ha KuOepcurypHoctTa B bbarapus.

[Ipunocutre ca mgoOpe OOOCHOBaHM W OTpa3sBaT 3aJbJIOOYEH aHAIM3 Ha
npo0jemMa, KOeTO T'M MpaBU LIEHHW KaKTO 3a akaJleMHyHaTa OOLIHOCT, Taka U 3a
OM3HEC-TIPAKTULIUTE U PETYIATOPHUTE OPTraHu.

5. OneHka Ha mMyOJMKANMHUTE N0 AUCEPTANUATA

[IpeacTaBeHuTe YeTHUpU HAy4yHU NMyOJMKAMKM HAa JOoKTOpaHT MBaiino Mnues
JEMOHCTpHUpAT BIEUaTIsABaIlA IIMPOTA HA HAYYHUTE UHTEPECH U CEPUO3EH MOIXO0T
KbM H3CJICIBAHETO HA KPUTUYHHU AaCIEKTH Ha ChBpPEMEHHATa HallMOHAJHA
curypHoct. IlyOnukanuure He camMo OTpa3siBaT pe3yJTaTUTE OT AUCEPTAIMOHHHMS
TPYH, HO U 3ajarat 3paBa OCHOBA 3a HEroBara 3alluTa, I0OKa3Bailku CnocOOHOCTTa
Ha aBTOpa Jla C€ aHTaXXHpa ChC CIOKHU U aKTyaJIHH MPoOIeMH B 00acTTa.

[IyOnukanuuTe uMMaT BHCOKAa Hay4YHa CTOMHOCT, KOATO C€ MpOsBsIBa B
HSKOJIKO HampasiieHHs. Ha mbppBO MSCTO, T€ MOKPHBAT KIFOYOBH ACHEKTH OT
ChbBpPEMEHHATa KOHIIECMIMS 3a HAlMOHAJIHA CUTYPHOCT — OT KHUOEpCHUTYPHOCT U
uH(pOpMallMOHHA BOWHA Tpe3 YCTOWYMBO pa3BUTHUE JO OPraHU3ALMOHHOTO
YCHBBPILIEHCTBAHE HA CHELMAIHUTE ciykOu. ToBa AEMOHCTpUpa CHOCOOHOCT 3a



KOMIUJIEKCHO MHCJIIEHE W pa3OupaHe Ha B3aUMOBPB3KUTE MEXIYy pa3IudyHU
U3MEpPEHUsS HAa CUTypHOCTTa. BBB BCsika OT myOJMKAaIMUTE ce ycella IbJIOOKO
paszOupane Ha crienuUKUTE Ha OBJITapCKUsS KOHTEKCT, ChUETaH C SICHO OCh3HABaHE
Ha €BPOINEUCKUTE U MEXIYHAPOIHUTE U3MEPEHUS HA Pa3TIIeKIaHUTE TPOOIeMHU.

OT wMeTomoNorMYHa TJeAHa TOYKa MyOJWMKAIMUTEe TIOKa3BaT pa3BUTA
CHOCOOHOCT 3a paboTa ¢ Pa3HOPOJHM HU3TOYHHIM U METOAU Ha U3CJE/IBaHE.
ABTOPBT yMe0 KOMOMHHpPA TTPaBEH aHAJIN3 B IMMyOJIMKAIIAATA 32 KHOEPCUTYPHOCTTA
ChC CTATUCTUYCCKM METOAM W aHalW3 Ha NyOJWYHM TIOJIMTUKH B TEKCTa 3a
yCTOWYMBOTO pa3BuTue. OcoOeHo BHedYaTisBall € KPUTHUHUAT aHajdu3 Ha
OpraHM3allMOHHUTE TPOOJIeMH B CHUCTEMaTa Ha CHEIHAIHUTE CIyX OH, KOWUTO
pa3kpuBa ABJIOOKO pa3OupaHe Ha ONEPATUBHUTE M YNPABICHCKU AacleKTh Ha
CUTYPHOCTTA.

Beunuku nmyOnukanuu 3acsaraT M3KIIOYUTENIHO aKTyalHH TEeMH, KOUTO ca B
[IEHThpPAa HA BHUMAHUETO KaKTO HA aKaJIEMUYHUTE CPEIIU, TaKa U HA MPAKTUIIUTE B
00J1acTTa Ha CUTYPHOCTTAa. AHAIIM3BT Ha mocieaunute oT nanaemusta COVID-19
BBPXY €BpOIICCcKaTa CUTYPHOCT, KaKTO W Pa3rJIeKIaHETO Ha WMH(OpMarmoHHATa
BOWHA KaTO CHBPEMEHHO MPEIU3BUKATEICTBO, IMOKa3BaT 100pa OpUEHTalus B
TEKYITUTE TEHACHIIMM M CIOCOOHOCT 3a CBOCBPEMEHHW HAyYHH OTTOBOPH Ha
BB3HUKBAIIN MTPEAN3BUKATEIICTRA.

[TyGnukanuuTe He MPOCTO AOMBIBAT TUCEPTAITMOHHMS TPY, a IO CHIIECTBO
MPEICTABISIBAT HETOBUTE OCHOBHU CTHJIOOBE. Te JIEMOHCTpUpPAT Pa3BUTHETO Ha
MocJieloBaTeIHa M JIOTMYHA W3CJIEOBATEICKAa Iporpama, B KOSITO pa3IMyHU
acleKTH Ha HalMOHAJIHAaTa CUTYPHOCT C€  pasrjexaaT CHCTEMHO U
B3anMOCBBp3aHO. CrnocoOHOCTTa Ha aBTOpa Ja C€ JBWXKH YBEPEHO MEXIY
TEOPETUYHUS aHAIU3 U MPAKTUYECKUTE MPETOPHKU € JI0KA3aTEICTBO 3a 3PEJIOCTTa
Ha U3CIIEABAHETO.

Bbnpeku BrneuatisBanuTe KauecTBa, MMa BH3MOXKHOCTH 3a JOMBIHUTEITHO
YCHbBBPILIEHCTBaHE. B HAKOM OT MyOIMKauUTe MOXE Ja CE OTKpPUE H3BECTHA
HEPABHOMEPHOCT B IBJIOOYMHATA HA aHadW3a, KAaTO OTICIHM pa3leid ca Io-
MMOBBPXHOCTHU B CpaBHeHHE ¢ ApyrH. ChINO Taka, MO-IIMUPOKOTO BKJIIOYBAHE Ha
CpPaBHUTEJICH aHaiu3 ¢ onuTta Ha Apyru abpxkaBu oT EC u HATO 6u o6oratuiio
3HAYUTEITHO W3BOJAUTE M MPEITOPHKUTE.

Karo msno, Hayynute mnyOiukanuu Ha jAokTopaHT MHWBaitno Wnues
IpEICTaBlIABAaT COJMIEH HAydYeH IPUHOC B H3CIEJIBAHETO HA HallMOHAJIHATa
CUTYpPHOCT Ha bbirapus B ChbBpeMEHHUS KOHTEKCT. Te¢ CBHIIETEIICTBAT 3a HEroBaTa
CIOCOOHOCT Jia MPOBEXJa CAMOCTOSITEIHO HAyYHO H3CIEeABaHE, Jla aHalIu3upa
KOMILUIEKCHH TpobiieMu W na dopMmyiupa aaekBaTHU pemieHus. [lyOnukaruunre
HaIlbJITHO OTrOBapsAT Ha M3UCKBAHHATA 3a JTUCEPTAIIMOHEH TPYA U TPEJOCTaABST
JIOCTaThYHO JIOKA3aTeJICTBA 3a HaydyHAaTa U MPOQPECHOHAIIHA KOMIIETEHTHOCT Ha
aBTOpA.



6. Ouenka Ha aBTopedepara

ABTopedepaTbT Ha AUCEpTALMOHHUS TPy Ha T-H MBaino WnueB Ha Tema
,1l010OpsiBaHEe Ha KHUOEPCUTypHOCTTa B MaJlKus U cpeieH OuszHec B bparapus‘
IpeICTaB/IsiBA BCEOOXBATHO, J00pE CTPYKTYPHUPAaHO U aKaJE€MUYHO CTpPOTO
M3JI0’)KEHHE HA M3CJIEABAHE C BUCOKA Hay4yHA M IMPUJIOKHA CTOMHOCT. [JJOKyMEHTBT
HAI'BJIHO OTrOBapsi Ha HM3UCKBAHMUATA 32 TO3W BUJ MyOIHMKAIMH U YOEIUTEITHO
JEMOHCTpHUpa HEOOXOAMMOCTTa OT MPOYYBAHETO, HEroBaTa MeETOA0JIOTHYHA
000CHOBKA M OYaKBaHUTE IPUHOCH.

N30panHata TeMa € M3KIIOYUTETHO aKTyaJlHa U OT CTPATErH4ecKO 3HAYEHUE
3a bearapusa. ABTOoppT yMeno mnoauyepraBa KputhyHata posia Ha MCII 3a
ObarapckaTa UKOHOMHKA (Hag 95% OT BCHUKM MPEANPUATHS) U MapagoKca MEXIy
TAXHATa >KU3HEHOBAXKHOCT M TEXHaTa YSA3BUMOCT B KHOEpPHPOCTPAHCTBOTO.
KOHTEKCTBT Ha YyCKOpEHAaTa JAWIMTaIu3alys, MOJACWUIEHA OT IAaHAEMHUATa OT
COVID-19, u HenocrarpyHaTa MHCTUTYLHMOHATHA W IMOTpPEOUTENICKA KYJITypa B
bearapus ca npeicTaBeHM KaTo KJIFOUYOBH MPEANIOCTABKY 3a U3CIIEIBaHETO. Temara
HE € CaMO JIOKAJIHO 3HayuMa, HO C€ BIIMCBA M B IO-IIMPOKUTE E€BPONEUCKU U
rJI00aJTHU TUCKYCHUH 32 KHOEPCUTYPHOCTTA Ha MaJIKUsl OM3HEC.

ABTOpedepaTbT cieABa KiIacHuyecka M sACHA CTPYKTypa: YBOJ, oOmma
XapaKTEpUCTHKA, LIEJIM U 3aJ]a4l, METOJO0JIOTHsI, OYaKBaHHU MpPUHOCH. Jlorukara Ha
M3CIIEIBAHETO € TMOCJEA0BaTeIHA: OT TEOPETUYHO OCMUCISHE Ha MOHATHETO
,,KHOEepCUTYypHOCT U MACHTU(PULIMpPAHE HA MPOOJIEMUTE B OBIATApCKUS KOHTEKCT,
npe3 pa3padoTBaHE Ha METOAMKA 3a pElIeHHEe, O HelHaTa ampoOanus upe3
EMIIMPUYHO U3clieBaHe U (OopMyJupaHe Ha MpenopbKu. T0O3U MOAXOA rapaHTHpa
ISUTOCTHOCT U MIOKPUTHE HA BCUYKU aCIIEKTH Ha U3CJIE0BATENICKUS TPOOIIEM.

M3non3BaHaTa METOJOJIOTHS € KOMIUIEKCHA M BKJIKOYBA KAKTO KAa4eCTBEHU
(aHanu3 Ha aUTEpaTypaTa, CPABHUTEJICH U Ka3yCeH aHalIM3), Taka U KOJIUYECTBEHU
(emnupu4HO mpoyuBaHe) MeToau. KomOMHanusATa OT TEOPETUYHO H3CIIE/BaHE U
NPaKTHYECKO MPOYYBAaHE HA HarJlacUTe Ha OM3HECH U MOTPeOUTENN JOMpHUHAcs 3a
1o-IbJI00KO M HIOAHCUPAHO pazOupaHe Ha npobiema. EMnupuynara yact, Makap u
C oOorpaHuyeH o0eM WH3BajJika, NPENOCTaBsd LEHHM KAaYeCTBEHM HMHCANTH 3a
paznuuusaTa U NPUIUKUTE B MPEACTABUTE HA ABETE KIOYOBH I'PYIH.

ABTOpedepaThT mnpejuiara M34eprnareaHo pe3toMe Ha auceprauusTa. Toi
HaBJsI3Ba B JOCTaThUHU JETailsid, 3a Ja WUH(OpPMHUpA YUTATeNss 32 OCHOBHHUTE
apryMEHTH M 3aKJIIOueHHs, 0e3 Jla CTaBa MPEKAJIEHO TEXHUYECKU WM TPOMAaB.
E3uxbT € HayuHo cTpor, HO jAocThlieH. EnuHcTBeHa 3a0enexka Ou Ouia, ye B
HSIKOU pasziesid, 0COOCHO B TEOpETHYHATa 4acT, MMa W3BECTHA MOBTApSIEMOCT U
MPETOBAPBAHOCT C JIETAMIM, KOUTO MOTaT J1a ObAAT HOMBJIHUTEIIHO KOMIIPECUPAHH
3a oWIe MO-TOJsIMa SICHOTA.

Karo msmo, aBTOpedeparbT € OTIWYHO W3TOTBEH JOKYMEHT, KOWTO
yOEIUTEHO MPECTaBs 3HAUMMOCTTA, MOIX0/1a U MPUHOCUTE HA JAUCEPTALIMOHHUS



Tpyd. Toil HE camMo MH(OPMHpA, HO U TE€HEPUPA UHTEPEC KbM ITBIHMS TEKCT Ha
u3ciaenBaHeTo. JleMOHCTpHUpa Cepruo3eH HaydeH IMPUHOC U SICHA HACOYEHOCT KbM
pellIaBaHe Ha peajieH U Hajlexalll COUAIHO-MKOHOMUYECKH MPOOIEM.
7. KpuTnuHu 0ej1e’KKU, NPenopPpbKu U BbIPOCH
Kputnunu 0esexku
e He e n3paboTeH BU3yaTHO METOANYECKU MOJIET.
Ipenopbku
e JloOpe e na ce u3noia3Bar OoBeYe BHM3YaJHU M OPraHU3AllMOHHU
€JIEMEHTHU — Ta0NIuLU, rpaguKy U GUTYpH B TEOPETHUYHATA U METOAMYECKATA YaCT,
KOMTO 1€ MTOANIOMOTHAT Bb3IPUEMAHETO Ha HH(OPMALIUATA.

Bbnpocu

1) Ha kakBO oOcCHOBaHHME cCMsTaTe, Y€ 3aKOHOJATEIHUTE WHUIMATUBU
(Etan 2) ca edexTuBeH €JeMEHT OT BalllaTa METOJMKAa B KOHKPETHHUS OBJITrapCKu
KOHTEKCT MU He OM OWJI0 MO-peajucTUYHO TO3U eTam jAa ObJe 3aMEHEH WU
3HAYUTETHO MOAUGUIIMPaAH, 3a J1a ce (POKycHupa BbpXy HajlaraHe U MpHJIaraHe Ha
CBIIECTBYBAIIUTE 3aKOHU, BMECTO BbPXY Ch3/]JaBAHETO HA HOBU?

2) Kak uMeHHO BaillaTa MHTEPAUCUUIUIMHAPHA AeOUHUIUS CE OTpa3siBa
IPSKO B MPEIIOKEHUTE OT Bac mpakTudecku cThIKU? MoXeTe M Ja MOCOYuTe
KOHKPETHU TPENOPBKH OT JUCEpPTAlUATa, KOUTO Ca IMPAKO BIBXHOBEHH OT
COITMAJTHUTE, NKOHOMHUYECKH WJIM MPaBHUTE M3MEPECHHUS Ha Bamiata ACHUHHUIUS U
KOUTO HE OWXa BH3HUKHAIH MPU CTPOTO TEXHUYECKU MOAXO0/?

8. 3akiyenue

Heszasucumo om omnpagunume Kpumuunu Oenedx’cKu U npenopwvku no
oucepmayuoHuusi mpyo, o0aeam nonoxcumenna oyeuxka 3A npucwvoicoane Ha
HayuHo-obpazoeamenHa cmenex ,,00kmop‘“ no HayuyHa cneyuannocm 3.8.
Hrxonomuxa ¢ YHCC, na HUsavino Xpucmockos Hnues.

27.10.2025/Codus/ YHCC Homgmuc: ...,



OPINION

From: Associate Professor Nedko Georgiev Tagarev, PhD;

University of National and World Economy;

Scientific Specialty 3.8. Economics

Regarding: a dissertation for the award of the educational and scientific degree "Doctor" in
scientific specialty 3.8. Economics at UNWE.

Author of the dissertation: lvaylo Hristoskov Iliev

Dissertation Title: IMPROVING CYBERSECURITY IN SMALL AND MEDIUM-SIZED
BUSINESSES IN BULGARIA

Reason for submitting this opinion: Participation in the composition of the Scientific Jury for the
dissertation defense according to Order Ne3011/02.10.2025 of the Rector of UNWE.

1. Information about the doctoral candidate

The doctoral candidate was enrolled in a doctoral program at the Department of National and
Regional Security / Faculty of Infrastructure Economics at UNWE in the scientific specialty 3.8.
Economics, pursuant to Order Ne486/15.03.2019 of the Vice-Rector for Research and
Development at UNWE. The education was conducted independently from 26.02.2019 to
26.02.2025.

2. General characteristics of the submitted dissertation

Structure, Volume. Brief assessment of: topic relevance; aim; tasks; object; subject; main thesis;
scientific literature used.

Structure and Volume of the Dissertation

The dissertation consists of three main chapters, preceded by an introduction and followed by a
conclusion, bibliography, and appendices. The volume is substantial, comprising 221 pages.
Structure and Content of the Dissertation

The introduction presents the relevance, object, subject, aim, and tasks of the research. The first
chapter examines the theoretical aspects of cybersecurity, the factors contributing to its
importance in Bulgaria, and the role of SMEs in the economy. The second chapter proposes a
methodology for enhancing cybersecurity in SMEs, including risk management, legislative, and
institutional measures. The third chapter presents empirical research on the attitudes of
consumers and businesses, along with an analysis of the results. The conclusion summarizes the
findings and recommendations. The bibliography and appendices include the sources used (199
entries) and supplementary materials.

Relevance of the Topic

The topic is highly relevant and significant in the context of increasing digitalization and cyber
threats in Bulgaria and globally. SMEs are particularly vulnerable due to a lack of resources and
expertise, making them frequent targets of cyberattacks. The COVID-19 pandemic further
underscored the need for a heightened focus on cybersecurity.

Aim

The primary objective of this dissertation is to examine the cybersecurity challenges faced by
Bulgarian SMEs, to identify the interrelationships between these entities and their stakeholders,
and to propose targeted measures for enhancing the situation.

Tasks

Building a theoretical context for SMEs and cybersecurity.
Analysis of the factors for the development of cybercrime.
Examination of counteraction mechanisms at the national and European level.
Investigation of the attitudes of consumers and businesses.
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e Providing recommendations for improving the business climate and security.
Object
The specific cybersecurity problems faced by small and medium-sized enterprises in Bulgaria.

Subject

The enhancement of cybersecurity and prevention in SMEs through methodologies, legislative
and institutional measures, as well as through raising awareness.

Main Thesis

In Bulgaria, the cybersecurity of SMEs requires immediate and coordinated actions from state
institutions, businesses, and consumers. The lack of such actions worsens the business climate
and the trust between companies and clients.

Scientific Literature Used

The author utilizes a rich and diverse body of literature in both Bulgarian and English, including:
Specialized works on cybersecurity and economics;

Reports from international organizations (EU, World Bank, OECD);

National statistical data (NSI, Eurostat);

Academic articles and studies;

Legal and regulatory sources.

This ensures a solid theoretical and empirical foundation for the research.

3. Assessment of the Obtained Scientific and Applied Results

The focus is on the main scientific and/or applied results achieved, the methodology used, and
the fulfillment of the set aims and tasks.

The dissertation of lvaylo lliev achieves a series of significant scientific and applied results,
contributing to both the theory and practice in the field of cybersecurity for small and medium-
sized enterprises (SMESs) in Bulgaria.

Firstly, there is a theoretical enrichment of the concept of "cybersecurity". The author proposes a
comprehensive, interdisciplinary definition of cybersecurity that goes beyond a purely technical
approach. It is considered an organization of resources, processes, and structures for protecting
cyberspace from events that are inconsistent with property rights. This approach integrates legal,
economic, social, and technical aspects, making it a valuable theoretical contribution.

Secondly, the specific risks and vulnerabilities of Bulgarian SMEs are identified. Through
analysis, the key threats to SMEs (e.g., ransomware, phishing, malware) have been systematized
and categorized, emphasizing the factors that make them particularly vulnerable, including
limited financial and human resources, a low digital culture, and a lack of specialized personnel.
Thirdly, the development of a comprehensive four-stage methodology for enhancing
cybersecurity. This is a primary applied-scientific result. The methodology encompasses:

Stage 1: Identification and assessment of risk (financial, market, security).

Stage 2: Legislative initiatives at the national and EU level.

Stage 3: Institutional responses and incident response mechanisms.

Stage 4: Specific actions for all stakeholders (SMEs, banks, institutions, customers).

This structured framework provides a clear and actionable path for stakeholders to follow.

An original empirical study was conducted to compare the attitudes and understandings of two
key segments: firstly, users of SME services, and secondly, owners/managers of SMEs. The
results reveal the level of awareness, preconceptions, and expectations from both sides, which is
valuable information for developing targeted policies and campaigns.
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Specific recommendations have been made for all stakeholders. Based on the comprehensive
analysis, the dissertation offers very concrete, practice-oriented recommendations addressed to:
e SMEs, through the implement of multi-factor authentication, staff training, data
encryption, and the development of response plans.
e State institutions can achieve this by harmonizing legislation, improving institutional
cooperation, and promoting public awareness campaigns.
e Banks and financial institutions can enhance the security of transactions and
communication with customers.
e Consumers, through behavioral models for safer online shopping.
Regarding the methodology used, the author applied a complex and multifaceted methodological
approach, ensuring the depth and reliability of the research.
Firstly, theoretical and descriptive analysis. This is used for building the conceptual framework in
Chapter 1. It involves the analysis of scientific literature, legal frameworks (national and EU),
official reports, and statistical data from sources such as NSI, Eurostat, ENISA, etc.
A comparative analysis was applied when juxtaposing definitions of SMEs in different contexts
(EU, World Bank, USA), as well as when analyzing Bulgaria's level of digitalization compared to
other EU member states (for example, using the DESI index).
Qualitative risk analysis, applied in the Second Chapter, to identify and categorize the financial,
market, and security risks associated with digitalization and cyber threats for SMEs.
In Chapter Three, a qualitative and/or quantitative survey (the nature of the questionnaire
questions suggests the presence of a quantitative component) was conducted among two focus
groups - consumers and owners/managers of SMEs. This enables the testing of theoretical
hypotheses and the collection of up-to-date information on the attitudes of practitioners.
Case study analysis was also applied, analysing Bulgarian SMEs as a whole, and in particular, the
economic structure of Sofia served as a detailed case study, illustrating the general trends and
problems.
The combination of these methods allows for both breadth of scope and depth of analysis.
Regarding the fulfillment of the set aims and tasks, the dissertation successfully achieves the
objectives outlined in the introduction.
The aim — to outline the cybersecurity problems faced by SMEs and provide recommendations —
has been fully achieved. A comprehensive analysis has been made, and clear, practical guidelines
for action have been formulated at the end.
Task 1 (Building a Theoretical Context) is thoroughly addressed in Chapters 1 and 3, where a
detailed characterization of SMEs in Bulgaria and their role in the economy is presented.
Task 2 (Outlining the factors for cybercrime) is fulfilled in subchapters 2.1, 2.2, and 2.3, which
analyse digitalization, financial problems, and the human factor as prerequisites for the growth of
cybercrime.
Task 3 (Examining Counteraction Mechanisms) is fully covered in the Second Chapter, the entire
focus of which is precisely on the methodologies, legislative, and institutional mechanisms for
combating cybercrime.
Task 4 (Outlining possible solutions and good practices) is realized in the final part of the Second
Chapter (specific actions) and in Chapter 4 (possible paths for improvement and good practices).
Task 5 (Investigating attitudes) was successfully accomplished in Chapter Three through the
empirical research.
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Task 6 (Providing recommendations for the business climate) is fulfilled in the conclusion and
throughout various sections of the work, where the recommendations are specifically aimed at
enhancing the overall business environment by improving cybersecurity.

The dissertation represents a serious, well-structured, and well-argued study. It not only identifies
the cybersecurity problems of Bulgarian SMEs but also proposes a comprehensive, multi-level,
and practical methodology for their resolution, making it a valuable contribution to both the
academic community and business practitioners and legislators.

4. Assessment of the Scientific and Applied Contributions

Brief assessment of the contributions stated by the doctoral candidate

Focus on the main scientific and/or applied contributions in the dissertation.

The contributions of the dissertation are clearly formulated and demonstrate both theoretical and
practical value:

e Theoretical Contribution — Expansion of the concept of "cybersecurity” through an
interdisciplinary definition that integrates legal, economic, social, and technical aspects.
This approach transcends the traditional technical perspective, contributing to a more
comprehensive understanding of the problem.

e Risk Identification — Systematization of the key threats to Bulgarian SMEs (e.g.,
ransomware, phishing) and the factors that make them vulnerable, including limited
resources, low digital culture, and a lack of expertise.

e Methodology for Enhancing Cybersecurity — The developed four-stage framework (risk
assessment, legislative initiatives, institutional responses, and preventive measures) offers
a clear and actionable path.

e Empirical Research — The comparative analysis of consumer and business attitudes
provides valuable insights into the awareness and expectations of both groups, informing
targeted policies.

e Practical Recommendations — Specific guidelines for SMEs, institutions, banks, and
consumers that are directly applicable and can contribute to enhancing cybersecurity in
Bulgaria.

The contributions are well-substantiated and reflect an in-depth analysis of the problem, making
them valuable for the academic community, business practitioners, and regulatory bodies alike.

5. Assessment of the Publications Related to the Dissertation

The four scientific publications by doctoral candidate Ivaylo Iliev demonstrate an impressive
breadth of scientific interests and a serious approach to researching critical aspects of modern
national security. The publications not only reflect the results of the dissertation work but also lay
a solid foundation for its defense, showing the author's ability to engage with complex and
current problems in the field.

The publications possess high scientific value, as evidenced in several areas. Primarily, they
cover key aspects of the modern concept of national security — from cybersecurity and
information warfare, through sustainable development, to the organizational improvement of the
special services. This demonstrates a capacity for complex thinking and an understanding of the
interconnections between different dimensions of security. In each publication, a deep
understanding of the specific Bulgarian context is evident, combined with a clear awareness of
the European and international dimensions of the problems examined.

From a methodological standpoint, the publications show a developed ability to work with
diverse sources and research methods. The author skillfully combines legal analysis in the
publication on cybersecurity with statistical methods and public policy analysis in the text on
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sustainable development. Particularly impressive is the critical analysis of the organizational
problems within the special services system, which reveals a deep understanding of the
operational and managerial aspects of security.

All publications address highly topical themes that are at the forefront of attention for both
academic circles and security practitioners. The analysis of the consequences of the COVID-19
pandemic on European security, as well as the examination of information warfare as a
contemporary challenge, shows a good orientation towards current trends and an ability to
provide timely scientific responses to emerging challenges.

The publications do not merely supplement the dissertation; they essentially constitute its main
pillars. They demonstrate the development of a consistent and logical research program, in which
different aspects of national security are examined systematically and in relation to one another.
The author's ability to move confidently between theoretical analysis and practical
recommendations is a testament to the maturity of the research.

Despite the impressive qualities, there is room for further improvement. In some publications, a
certain unevenness in the depth of analysis can be observed, with some sections being more
superficial than others. Furthermore, a broader inclusion of comparative analysis with the
experience of other EU and NATO countries would significantly enrich the conclusions and
recommendations.

Overall, the scientific publications of doctoral candidate Ivaylo Iliev represent a solid scientific
contribution to the study of Bulgaria's national security in the contemporary context. They testify
to his ability to conduct independent scientific research, analyse complex problems, and
formulate adequate solutions. The publications fully meet the requirements for a doctoral
dissertation and provide sufficient evidence of the author's scientific and professional
competence.

6. Assessment of the Abstract (Autoreferat)

The abstract (autoreferat) of the dissertation by Mr. Ivaylo lliev, titled "Improving Cybersecurity
in Small and Medium-Sized Businesses in Bulgaria,” represents a comprehensive, well-
structured, and academically rigorous summary of a study with high scientific and applied value.
The document fully meets the requirements for this type of publication and convincingly
demonstrates the necessity of the research, its methodological foundation, and the expected
contributions.

The chosen topic is extremely current and of strategic importance for Bulgaria. The author
skillfully highlights the critical role of SMEs in the Bulgarian economy (accounting for over 95%
of all enterprises) and the paradox between their vital importance and vulnerability in cyberspace.
The context of accelerated digitalization, intensified by the COVID-19 pandemic, and the
insufficient institutional and consumer culture in Bulgaria are presented as key prerequisites for
the study. The topic is not only locally significant but also aligns with broader European and
global discussions on cybersecurity for small businesses.

The abstract follows a classic and clear structure: introduction, general characteristics, aims and
tasks, methodology, and expected contributions. The research logic is sequential: from a
theoretical conceptualization of the term "cybersecurity” and identification of problems in the
Bulgarian context, through the development of a solution methodology, to its testing via
empirical research and the formulation of recommendations. This approach ensures
comprehensiveness and coverage of all aspects of the research problem.

The methodology employed is complex and encompasses both qualitative (literature analysis,
comparative analysis, and case study analysis) and quantitative (empirical survey) methods. The
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combination of theoretical investigation and practical surveys of business and consumer attitudes
contributes to a deeper and more nuanced understanding of the problem. The empirical part,
although based on a limited sample size, provides valuable qualitative insights into the
differences and similarities in the perceptions of the two key groups.
The abstract provides an exhaustive summary of the dissertation. It goes into sufficient detail to
inform the reader about the main arguments and conclusions without becoming overly technical
or cumbersome. The language is scientifically rigorous yet accessible. One minor remark would
be that in some sections, particularly the theoretical part, there is a degree of repetition and an
overload of details that could be further compressed for even greater clarity.
Overall, the abstract is an excellently prepared document that convincingly presents the
significance, approach, and contributions of the dissertation. It not only informs but also
generates interest in the full text of the study. It demonstrates a serious scientific contribution and
a clear focus on solving a real and pressing socio-economic problem.
7. Critical Remarks, Recommendations, and Questions
Critical Remarks

¢ A visual methodological model was not developed.
Recommendations

e It would be beneficial to incorporate more visual and organizational elements, such as

tables, graphs, and figures, in the theoretical and methodological sections, which would
aid in the comprehension of the information.

Questions

1. On what basis do you consider legislative initiatives (Stage 2) to be an effective element
of your methodology in the specific Bulgarian context, and would it not be more realistic
for this stage to be replaced or significantly modified to focus on the enforcement and
implementation of existing laws, rather than on creating new ones?

2. How exactly is your interdisciplinary definition directly reflected in the practical steps
you have proposed? Can you point to specific recommendations from the dissertation that
are directly inspired by the social, economic, or legal dimensions of your definition and
which would not have emerged from a strictly technical approach?

8. Conclusion

Notwithstanding the critical remarks and recommendations directed at the dissertation, | give a
positive assessment FOR the award of the educational and scientific degree "Doctor” in the
scientific specialty 3.8. Economics at UNWE to Ivaylo Hristoskov lliev.

27.10.2025 / Sofia/ UNWE Signature:
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