YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

CTAHOBHUIIE
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Boenna akademus ,,I'eopeu Cmotikoe Pakosecku *;

IIpoghecuonanno nanpasnenue 5.2 ,, Enexmpomexuuxa, erekmpounuxa u
asemomamuxa *

OTHOCHO:  JUCEPTAIMOHEH TPy 3a MPUCHXKIaHe Ha 00pa3oBaTeiHA U Hay4YHA
CTENEH ,,JOKTOP® MO0 HayyHa choenuaitHoct ,JkoHoMuka wu
ynpasienune (MxkoHommka Ha otOpaHata U CHTYpPHOCTTA),
npodecronanuo Hanpasnenue 3.8. Ukonomuka B YHCC.

ABTOp Ha IUCEPTALIMOHHUS TPY/I: Heaiino Xpucmockoe Hnueg

Tema Ha gucepTanoHHus TpyA: ,,[lodobpsasane na KubepcucypHocmma 6
Mankus u cpeoen busnec 8 bvneapus “

OcHnoeanue 3a npeaACTaBsAHC Ha CTAHOBUIICTO: YH4aCTHC B CbCTaBa HAa HAYUYHOTO

Kypd IO 3alldTa Ha JUCEPTAMOHHHWS TPYJa  ChIVIACHO  3amloBen
Ne 3011/02.10.2025 r., na Pexropa na YHCC.

1. NUndopmanus 3a qnucepTanTa

JloxtopanTsT MBaitno XpucrockoB Mnues ce e oOydaBan 1mo JOKTOPCKa
nporpaMa B CaMOCTOSTENIHA MOATOTOBKAa KbM KaTeapa ,Hanuonanna wu
pervoHasiHa curypHoct Ha YHCC mno Hay4Ha crnendaiHocT ,,JIkoHOMuKa u
ynpasienne (MkoHomuka Ha orOpaHaTa W CUTYPHOCTTa) CBIJIACHO 3arioBe]]
Ne 486/15.03.2019 r. na Pekropa Ha YHCC OOy4eHHETO € OCBHIIECCTBEHO B
nepuoaa 03/2019 — 02/2025.

JlucepTalluOHHUAT TPYA € pa3paboTeH B ChOTBETCTBUE C M3MCKBAHUSTA
KbM oOpa3zoBaTeIHa W HayyHa CTEMEH ,,JJOKTOP® W € JOMyCHAT JO0 3alllUTa C
peuienue Ha kateapenus cbeet oT 11.02.2025 r.

2. O0ma xapaKkTepuCTHKA HA MPeACTABEHMS JUCEPTAIIMOHEH TPY/

JlucepTallUOHHUAT TPYA € OpraHu3upaH MO SICEH W JIOTMYEH HA4WH,
BKJIFOYBAIl YyBOJI, TPM OCHOBHU TIJaBW u 3akmodeHne. OOmuar obeMm Ha



pa3paboTkaTa € 222 cTpaHHUIIM, KaTo B Hes ca npenacrtaBeHu 14 ourypu u eaHo
npuiokeHue. B mpenniokeHaTta qucepraius € U3MoJI3BaHa HaydHa JTUTepaTypa
B 00eM Ha 198 u3zrouynuka.

Temara Ha muCEpTAllMOHHMS TPy € C BHCOKA CTEMEH Ha aKTyaJlHOCT,
MIPOM3TUYAINA OT HAPACTBAIIOTO BBH3/ICHCTBHE HA KUOCPIIPECTHIUICHUSITA BHPXY
(GYHKIIMOHUPAHETO W YCTOWYMBOCTTA HA MAJKHUTE W CPEIHU TPEANPHUATHS
(MCII). B cbBpeMeHHaTa JWruTaliHa HWKOHOMHKA, KuOep3aliaxure Cce
MIPEBPHINAT B CEPUO3EH PUCKOB (PAKTOp, KOWTO MOKE J1a JOBEAE 10 3HAYUTEITHH
¢buHaHCOBM 3ary0u, KOMIpOMETHpaHE Ha JJaHHW, HapyllaBaHe Ha OHW3HeEC
MIPOIIECH M JOPH JI0 TPEKpaTsIBaHE HA IEWHOCTTA HA 3aCETHATUTE OPTaHU3AIUH.
B To3u KOHTEKCT, HEOOXOoAMMOCTTa OT e(QEeKTUBHH CTpaTeTud 3a
NPOTUBOJCHCTBUE U TMPEBEHIMS Ha KUOepHpecThIUICHUsITa MpuaoOuBa
KPUTHUYHO 3HaYeHue, ocobeHo 3a MCII, kouTo yecto pasmnoiaraT ¢ OrpaHUYECHH
pecypcd 3a OcuUrypsiBaHE Ha ajeKBaTHa KuOep3ammTa. Jlucepramusita
pasriex/ia UMEHHO TE3W acCleKTH, KaTo MpejJiara MPakKTUYeCKH MPHIIOKUMHU
pelieHusi, HaCOUYCHU KbM MOBUIIIABAaHE HA YCTOMYMBOCTTA U CUTYPHOCTTa Ha
TO3U CErMEHT OT OM3Heca.

OOexkT Ha WU3CICABAHETO ca IMPEAM3BHUKATEIICTBaTa, MPEA KOWUTO €
W3MPAaBCH MAJIKHUAT W CPEAHHMAT Om3Hec B bharapus mo OTHOIICHWE Ha
kubepcurypHocTTa. ToBa BKIIIOYBA aHAIM3 Ha PUCKOBHUTE (DaKTOpH, CTETICHTA
Ha OCBEIOMEHOCT W TOTOBHOCT 3a pEaKIUs IMPH HACTHIIWIN 3JI0HAMEPHU
JIEHUCTBUS, KAaKTO W BB3MOKHOCTHUTE 3a IMAaPTHHROPCTBA MEXKIY MPEIIPHUITHS,
WHCTUTYIIMHU B €KCTIEPTHH OOIITHOCTH.

[IpeameT Ha nucepTaMOHHHUS TPy € MPOIEChT Ha TMOBUIIABAHE Ha
HUBOTO Ha KMOEPCUTYPHOCT M TpHJIaraHETO Ha mpeBaHTHUBHU Mepku B MCII.
N3cnenBanero oOxBaia KakKTO TEXHUYECKUTE acCleKTH Ha 3alluTara Ha
UH(OPMAITMOHHUTE CHUCTEMH, TaKa M OPTraHU3alMOHHUTE W HOPMATHUBHU
MIPEANOCTAaBKH 32 U3rPpaXk/iaHe Ha e(DeKTUBHA CTpATEeTUs 3a MPEBEHITHS.

IlenTa, npenMersT, OOEKTHT M 3aJa4UTe ca SCHO M TIPEIHU3HO
dbopMyIMpaHH, KaTo ca HaCOYCHH KbM €(PEKTHMBHOTO pEIIaBaHE HA OCHOBHHS
M3CIICIOBATEIICKH BBITPOC.

3. OneHka Ha MOJIyYeHUTe HAYYHU U HAYYHO-TIPUJI0KHH Pe3yJITaTH

Hacrosmusar aucepTalioHeH TpyA € TIOCBETEH Ha 3a1bJIOOYEHO
U3CIEBaHE Ha CHIIECTBEHU M KOMIUIEKCHHM MpPOOJIEeMH, CBBP3aHU C
kubepcurypHocrra B MCII B bwarapusa.. Wscnensanero wuaeHTHpUUUpa
KJIFOYOBH NPEAU3BUKATEIICTBA Mpe] OM3Heca U Ipejjiara MHOBaTUBHU PEIICHUS,
HAaCOYEHM KbM IIOBMINABAHE HA YCTOWYMBOCTTA W CUTYpHOCTTa Ha
opraHusauuure. B paMKuTe Ha Tpyna ca NOCTUTHATH PE3YyJTaTH C sCHO
M3pa3eHa Hay4YHA M IIPUIOKHA CTOMHOCT. Te3u pe3ynraTd IpeACcTaBiIsABaT



OpUTHHAJIEH MPUHOC KbM ChBPEMEHHATA HAy4Ha JIMTEpaTypa U KbM MpaKTHKATa
1o yrpanjieHue Ha uHpopMannonHara curypHoct B MCIL.

4. OneHka Ha HAYYHHUTE U HAYYHO-TIPUJIOKHU NPHHOCH

JIucepTalMOHHUAT TPy ChIbpPKA HAyYHHU W HAYYHO-TIPUIOKHU
MPUHOCH, KOUTO HAATPAXKIAT TEOPETHYHUTE U €MIUPHYHUTE HU3CJIECIBAHUS B
o0jacTra CTaTHCTUYECKOTO H3CJIEJBAHE OTHOCHO IIOBHINABAaHE HHUBOTO Ha
kubOepcurypHoctra Ha MCII. Cpomure ca  KOpekTHO JeUHHpaHu B
aBTopedepara u OTTOBapsAT Ha MOCTUTHATUTE PE3YJITaTH.

5. Ouenka Ha NMyOJUKALMUTE 1O JUCEPTALMSATA

[To nuceprammoHHUA TPyA ca NPEACTABEHH YECTHUPU CaMOCTOSTEIIHH
nyomukanuu. [lyOnukamuure ca CBbp3aHM C TeMara, O0eKTa, MpeaMeTa H
OCHOBHATa Te3a Ha JUCEPTAIMOHHUS TPYJ KaTO OTpa3siBaT OCHOBHUTE HJICH,
npeAcTaBeHd B Hero. OT mpuiloKeHaTa CIpaBKa C€ BHXKIA, Y€ Ca W3ITbJIHCHH
MHUHHUMAaJIHUTE HAIIMOHAJIHHM H3UCKBaHUs 110 4wiI. 20, ai. 2 u 3 ot 3PACPDH 3a
npunoOouBaHe Ha oOpa3zoBareniHa U Hay4yHa crerneH "J{okrop".

6. Ouenka Ha aBTopedepara

ABTOpedepaThT € mpencTaBeH B 00eM OT 57 CTpaHUIM U aJe€KBATHO
OTpa3siBa  ChIBPXKAHUETO, CTPYKTypaTa ¢ OCHOBHHUTE aKIEHTH Ha
aucepTalroHHus TpyAd. Toil mpenocTaBs ISUI0CTHA U JOCTOBEpHA MPEACTaBa 3a
MPOBEICHOTO HAYYHO H3CIEBaHE, KaTo O0O0XBallla KJIIOYOBUTE TEOPETUUYHU
MOCTAHOBKH, METOJIOJIOTUYHUS  MOAXOJ, EMIUPUYHUTE pe3yJITaTh U
HAlpaBEeHUTE H3BOJU. TEKCThT € HalmucaH B CTErHaT, IOCIEAOBATEIEH H
CTUJIOBO H3IbPKAH aKaJEMUYEH CTUJI, KOWTO JAEMOHCTpUpA YMEHHSITAa Ha
aBTopa na QopMynupa M apryMEHTHpa OCHOBHHUTE €Talmu M PE3ydATaTH OT
CBOETO M3CJIC/IBAHE T10 SICEH, OaJlaHCUpaH U aHATUTUYEH HAYHH.

7. KputuyHu 0eJie:KKH, NPeNnopbKU U BbIPOCH

JlucepTalMOHHUAT TPy MPEACTABISIBA €IHO LSJIOCTHO M 3aBbPIICHO
Hay4yHO Wu3Cie/BaHe ¢ (QopMmylupaHa MpooOiieMaTuka, M30paHd METOAU U
CpelcTBa 3a HW3Cle[BaHe, pa3padoTBaHE Ha TEOpETUYHA OCHOBA, aHAJIU3 Ha
NOJIyYEHHUTE PE3yJITaTu, U3BOAM U Npenopbku. [lomydenure pesynraTu morat
Jla HaMepsT MPWIOKEHUE 3a MO0J00psABaHE HUBOTO HAa KHOEPCHUTYpHOCTTa Ha
MCII. Kato mpenopbka KbM JOKTOpaHTa OWUX MOCOYMJI BB3MOXKHOCTTA 3a
ObIemo pa3mMpsiBaHe Ha HayyHaTa pa3paboTka M MyOJMKyBaHE Ha
pe3yJITaTUTe B CBETOBHOM3BECTHU 0a3u JaHHU C HAyYHO PELIEH3UpaHe, KaKTo U
M0-aKTMBHO y4YacTM€ Ha HAyYHH MEXIyHapoaHu Qopymu, ¢ 1en
pa3NpOCTpaHEHHE HA HAIIPABEHUTE U3CJICIBAHMS U ITOJTYYEHUTE PE3YJITATH.



8. 3akiouenne

JlucepTallMOHHUAT TPyH OTrOBaps HAa HOPMATHBHUTE W3HCKBAHUS Ha
3akoHa 3a pa3BUTHE Ha akaJeMU4HHUs chcTaB B PenyOnuka bbarapus wu
[IpaBunHUKa 3a HEroBOTO MpuiiaraHe, kKakto W Ha IIpaBuiHuKa 3a yueOHaTa
JNEMHOCT HAa YHUBEpPCUTETA 3a HAMOHAJIHO M CBETOBHO CTOMAHCTBO (4YacT 3
»»JLOKTOP®).

Hucepranmonnusat Tpya Ha WBaiino XpucrockoB Mnnes e 3aabp1004eHO
Y HaY4YHO W3CJIEIBAHE C BUCOK TEOPETHUYEH M MPAKTUKO-TIPUIIOKEH MOTEHUIHAI.
[IpencraBenaTa pa3zpaboTka oTroBaps HarbIHO Ha u3nckBanusTa Ha 3PACPD u
[TII3PACPB 3a npuchxnane Ha 00pa3oBaTeIHa U HAyyHa CTETEH ,,JJOKTOP .

Ha ocHoBaHue Ha ropeM3JI0KEHOTO JaBaM [JaBaM IOJIOKHTEIHA
OLICHKA HA JAUCEPTANMOHHHMS TPYyX M ILIe IJacyBaM 3a IPHCHXKIAaHE HA
o0pa3oBaTe;lHAa W Hay4yHa cremeH ,JlokTop® mo mnpodecnoHAIHO
Hanpasjgenne 3.8 HMkoHoMHKa, HayyHa cHenuaaHocT ,MIkoHOMHMKa W
ynpapjienne* (MkoHOMHKa Ha OoTOpaHaTa W CUTypHocTTa)“ Ha HBaiijo
Xpucrockos Niues.

09.11.2025 [Moanuc: Jou. a-p ............ K. ITerpos
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1. Information about the PhD Candidate

PhD Candidate Ivaylo Hristoskov lliev pursued his doctoral studies
through independent preparation within the Department of ‘“National and
Regional Security” at the University of National and World Economy (UNWE),
specializing in “Economics and Management” (Economics of Defense and
Security), in accordance with Rector’s Order No. 486/15.03.2019. The doctoral
training was carried out during the period March 2019 — February 2025.

The dissertation has been developed in compliance with the requirements
for the educational and scientific degree “Doctor” and has been admitted for
defense by decision of the Departmental Council dated 11.02.2025.

2. General characteristics of the presented dissertation

The dissertation is organized in a clear and logical manner, comprising an
introduction, three main chapters, and a conclusion. The total length of the
study is 222 pages, including 14 figures and one appendix. The dissertation



makes use of an extensive body of scientific literature, encompassing 198
sources.

The topic of the dissertation is highly relevant, arising from the
increasing impact of cybercrime on the functioning and resilience of small and
medium-sized enterprises (SMES). In the contemporary digital economy, cyber
threats have become a serious risk factor that may lead to significant financial
losses, data breaches, disruption of business processes, and, in extreme cases,
the termination of organizational activity. In this context, the need for effective
strategies to counteract and prevent cybercrime is of critical importance,
particularly for SMEs, which often operate with limited resources to ensure
adequate cybersecurity. The dissertation addresses these challenges by
proposing practically applicable solutions aimed at strengthening the resilience
and security of this segment of the business sector.

The object of the research is the set of challenges faced by SMEs in
Bulgaria in relation to cybersecurity. This includes an analysis of risk factors,
the level of awareness and preparedness to respond to malicious actions, as well
as opportunities for partnerships between enterprises, institutions, and expert
communities.

The subject of the dissertation is the process of enhancing cybersecurity
and implementing preventive measures within SMEs. The study encompasses
both the technical aspects of protecting information systems and the
organizational and regulatory prerequisites for developing an effective
prevention strategy.

The aim, subject, object, and research tasks are clearly and precisely
formulated, being purposefully directed toward the effective resolution of the
core research problem

3. Evaluation of the obtained scientific and scientific-applied results

The present dissertation is dedicated to an in-depth examination of
essential and complex issues related to cybersecurity in small and medium-
sized enterprises (SMEs) in Bulgaria. The study identifies key challenges faced
by businesses and proposes innovative solutions aimed at strengthening
organizational resilience and security. Within the framework of the dissertation,
results of clear scientific and applied value have been achieved. These
outcomes represent an original contribution to contemporary academic
literature and to the practical field of information security management in
SMEs.

4. Evaluation of scientific and scientific-applied contributions

The dissertation contains scientific and applied contributions that build
upon theoretical and empirical research in the field of statistical analysis related



to enhancing the level of cybersecurity in small and medium-sized enterprises
(SMEs). These contributions are accurately defined in the author’s abstract and
correspond to the achieved results.

5. Evaluation of the dissertation publications

Four independent publications have been presented in relation to the
dissertation. These publications are directly connected to the topic, object,
subject, and main thesis of the dissertation, reflecting the core ideas developed
within it. The attached reference demonstrates that the minimum national
requirements under Article 2b, paragraphs 2 and 3 of the Law on the
Development of Academic Staff in the Republic of Bulgaria for the acquisition
of the educational and scientific degree "Doctor" have been fulfilled.

6. Evaluation of the abstract

The author’s abstract is presented in a volume of 57 pages and adequately
reflects the content, structure, and main highlights of the dissertation. It
provides a comprehensive and reliable overview of the conducted scientific
research, encompassing the key theoretical foundations, methodological
approach, empirical results, and the conclusions drawn. The text is written in a
concise, coherent, and stylistically consistent academic manner, demonstrating
the author’s ability to clearly formulate and substantiate the principal stages and
outcomes of the study in a balanced and analytical way.

7. Critical comments, recommendations, and questions

The dissertation represents a comprehensive and completed scientific
study, with a clearly formulated research problem, selected methods and
instruments of investigation, development of a theoretical framework, analysis
of the obtained results, conclusions, and recommendations. The results achieved
may be applied to improving the level of cybersecurity in small and medium-
sized enterprises (SMEs). As a recommendation to the doctoral candidate, it
may be noted that future expansion of the research and publication of the results
In internationally recognized peer-reviewed databases, as well as more active
participation in international scientific forums, would contribute to the wider
dissemination of the conducted research and its findings.

8. Conclusion

The dissertation complies with the regulatory requirements of the Law on
the Development of Academic Staff in the Republic of Bulgaria and its
Implementing Regulations, as well as with the Regulations on Educational
Activity of the University of National and World Economy (Part 3 “Doctor”).



The dissertation of Ivaylo Hristoskov Iliev constitutes a thorough and scholarly
study with significant theoretical and applied potential. The presented work
fully meets the requirements of the Law on the Development of Academic Staff
and its Implementing Regulations for the awarding of the educational and
scientific degree “Doctor.”

On the basis of the foregoing, | give a positive evaluation of the
dissertation and will vote in favor of awarding the educational and
scientific degree “Doctor” in professional field 3.8 Economics, scientific
specialty “Economics and Management” (Economics of Defense and
Security) to Ivaylo Hristoskov lliev.

09.11.2025 Signature: .......cccocevveeviineene
(Assoc. Prof. Zhivo Petrov, PhD)



