YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

CTAHOBHIIE

Otr:  npod. n-p Kpacumupa CserociiaBoBa CraHeBa
Bucue yunjmiie o MeHUKMBbHT -BapHua.
Hayuna cnenmannoct 3.8. Ukonomuka n ynpasienue, [TH 3.9 Typuzsm

OTHOCHO:  JMCepTAallMOHEH TPYyJ 3a MPUCHXKJIAHE Ha 0Opa3oBaTeliHa U HayyHa CTENEH
LI0KTOp* mo ,,MlkonHomuka u ympasinenue” (MkoHomuka Ha orOpaHata u
curypHocrTa), npodecnonanno namnpasienue 3.8. Mkonomuka B YHCC.

ABTOp Ha qucepTauMoHHus TpyA: Msaiino Xpucrockos Mines
Tema Ha nucepranuonHust Tpya: ,IlonoOpsiBaHe Ha KHOEpPCUTYpHOCTTa B MAaJKUSA U
cpenex ousHec B brarapus‘

OcHoBaHMe 3a Ipe/ICTaBIHE Ha CTAHOBMILETO: y4acTHUE B ChCTaBa Ha HAYYHOTO XXypHU IO
3alUTa Ha JUCEepPTalMOHHUS TpyJ cbhriaacHo 3amoBen Ne 3011/02.10.2025 r. Ha Pexropa Ha
YHCC.

1. Nudopmanus 3a 1ucepraHrta

JlucepTaHThT ce € o0yuyaBai 1Mo AOKTOpcKa Mporpama KbM KaTenapa ,,HaruonanHa u
pervoHanHa curypHoct®, ¢akynrer ,Mkonomuka Ha uHppacTtpykrypara“ B YHCC mo
HayuyHa cnenuaiHocT 3.8. MkoHOMHKa W ympaBieHHe, chIilacHO 3amoBea Ha Pektopa Ha
YHCC Ne 486/15.03.2019 r. O6y4eHHETO € OCHIIECTBEHO B CBOOOIHA hopMa Tpe3 mepruoaa
2019-2025 1.

2. O0ma xapakTepuCcTHKA Ha NPeICTABeHHUs JMCePTAIMOHEH TPy

JlcepTallMOHHUAT TPYJ B CTPYKTYPHO U ChABPIKATETHO OTHOILIEHHE OTroBaps Ha
ycTaHOBEeHUTe cTaniapTH. CbcToM ce OT YBOJ, TPU IJ1aBH, 3aKiIIOUeHHe, npuioxkeHus. OO0l
obem ot 222 cTp., U3MON3BAHU JIUTEPATYpHU M3TOUYHHMIH- 197 Op., OT KOUTO Ha JIATUHHIIA
189 6p.

Temara e npsko cBbp3aHa ¢ yIpaBieHHe Ha UHPOPMAIIMOHHUTE pecypcu B OH3Heca.
Heiinara aktyaiHOCT ce onpenens 0T BUCOKHS TeMIT Ha JUTUTalHa TpaHC(hOpMaLUs, YHUTO
MPOSIBIIEHUS OCOOCHO SIPKO C€ TMposiBIBaT B Maikusi W cpenHust OusHec. llenta Ha
MIPOYYBAHETO € J]a CE OUepTasT NpoOIeMUTe, CBbP3aHU ¢ KHOEPCUTYPHOCTTA B TO3U CETMEHT.
JIOKTOPaHTHT CH € MOCTaBUJI YETUPH HU3CIIEIOBATEICKH 3a/1a4d, KOUTO IPSIKO Ca CBBP3aHU C



uenra Ha mnpoyuyBaHeTo. OcHOBHaTa Te3a B IMIpeACTaBEHUs AuMcepTalMoHeH Tpya: “B
bparapus, moBeue OTKOJIKOTO B MO-J00pE pa3BUTUTE 3allaJHOEBPONEHCKM HMKOHOMMKH,
KHOEpPCUTYpHOCTTa Ha MaJKui U CpelieH Ou3Hec e mpoOsieM, KOHTO H3MCKBa He3abaBHU
KOOPAMHUPAHU JEHCTBUS OT CTpaHa HAa WHCTUTYLHH, NPEANPUATHS U NOTpeOUTeNnu™ e
000CHOBaHa C JOCTaThYHU MO 00eM HH(OPMALMOHHH PECYpCH OT BTOPUYEH MPOU3XOI,
MPUIIOKEHN TIPY MHTEPIIPETAUATA HA COOCTBEHOTO EMIMPUYHO U3CIIE/IBAHE.

3. OuneHka HA MOJTyYeHUTEe HAYYHH U HAYYHO-TIPHIIOKHHU Pe3yJITaTh

M3non3BaHata METOAOJNOIMS € IPELHU3UpPaHa C OrJe] IOCTHIaHE Ha IIOCTABEHUTE
M3CIIEA0BATENCKa el U 33a1a4d. B pesynrar oT mpoydYBaHETO JOKTOPAHTBHT € IPEACTaBUI
OpraHU3allMOHHM W TEXHUYECKH MEpKHU 3a nojpoOpsiBaHe Ha kubepcurypnocrra B MCIL
Pa3paboTeHaTa MeTo/uKa 3a IOBHUIIABaHE Ha KHOEPCUTYpHOCTTa B CETMEHTA CE€ OCHOBaBa
Ha wMJIeHTHU(UUUpaHEe M OLEHKa Ha pHUCKa, [OClIeABalM JeilcTBusd, Oa3upaHu Ha
3aKOHOJATEJIHUTE NHUIIMATHBY U MEXAaHNU3MHU 3a pearupaHe npu MHUUAEHTH. Tyk mposmyasa
YMEHHUETO Ha JOKTOpaHTa Ja aJanTHpa MpUaraHuTe MOJIMTHUKU 32 KMOEPCUTYPHOCT KbM
cnenu¢pukara Ha MCII 1 1a IpeayIoku TAXHOTO MHTETPUpPaHE ¢ KOHKPETHH JEHCTBUS OT
CTpaHa Ha 3aMHTEPECOBAHUTE CTPAHH.

4. OneHkKa HA HAYYHHUTE M HAYYHO-TIPHJIOKHH IIPUHOCH

3asiBeHUTE OT JOKTOpaHT MBaiiyio MpUHOCH B JUCEPTAILIMOHHMS TPYJ MOTAT Ja ce
OIIpeJIeJIAT B IB€ OCHOBHM HAIPABJICHUs: TAKUBA OT COOCTBEHO Hay4€H XapaKTep U TaKuBa OT
Hay4YHO-TIPUWIIOXKEH Xapakrep. be3cnopHo Te ca nenno Ha gokropanTa. C mogyepTaHa TEKECT €
MPUIIOKHUAT XapakTep Ha MPOBEACHOTO EMIIMPUYHO HM3CIIEBAaHE, Ype3 KOETO ce ampolupa
pa3zpaboTeHaTa METOJMKa 3a IOBMIIABAaHE Ha KHOEPCUTYpPHOCTTa B MAJKUS M CpEIHUs
OM3HEC U J1aBa sCHa MPEe/CTaBa 32 ChCTOSHUETO HAa KHOEPKYJITypaTa B IPOYYBAHUS CETMEHT.
To umtocTpupa crnocoOHOCTTa Ha JOKTOPAHTAa Ja MPOBEXKJIA CaMOCTOATEIHO U3CJIEIBAaHE U
YMEHUETO Jla aHaJlu3upa pe3ylTaTuTe OT Hero, Karo IpaBM HAay4dHO OOOCHOBAaHU
3aK/IIOYCHHA, KOUTO UMAT OTUCTIMBA IPAKTHICCKAa HACOYCHOCT.

5. Ouenka Ha Ny0JTUKAIMUTE MO JUCEPTANUATA

JIOKTOpaHTHT MpENCTaBs YETHPU CAMOCTOSTEIHM MyOJMKAIMU Ha OBIATapcKu €3UK,
MyOJIMKYBaHU B MEKIyHAPOIHO HAYYHO cricaHue. B Tsax ce pasriexaa KubepcurypHocTTa B
KOHTEKCTa Ha MEXIYHapOJHOTO MyOJIMYHO MpaBO M B MpsSKa BpPh3Ka ChC 3ariaxara oOT
nHpopManuoHHU BOWHH. DOKYChT Ha CTAaTUWUTE MPEJACTaBS aBTOPOBOTO paszOupaHe 3a
3HAYEHUETO Ha KHOEPCUTYpHOCTTAa HE CaMO 3a YCTOWYMBO Pa3BUTHE HA MAJIKHUsI M CPEIHUS
Ou3HEC, HO U 3a HAallMOHAJIHATa CUTYPHOCT Ha CTpaHaTa.

6. Ouenka Ha aBTopedepara

ABTopedepaTbT KbM JUCEPTALMOHHUS TPYyX OTpa3siBa OCHOBHHTE MOMEHTH H
pesyaTatu oT u3cienBaHeTo. Karo o6em u cTpyKkTypa € HalmpaBeH CIOpe]l U3UCKBAaHUATA U
MIPUETUTE CTAHJAPTH 3a 10100eH poJI pa3pabOTKH.

7. Kputn4ynHm 6ejie:KKH, NIPenopbKH M BLIIPOCH

Hsimam kpuTHUHU O€leXKU KbM JOKTOPAHTA.

bux npenopryana na ce myOJIMKyBaT ChIIECTBEHH YaCTH OT MPEICTaBeHaTa METOIMKA
3a NOBMIIABaHE Ha KMOEpKyNTypaTa B MAJIKU U CpeAHUs OU3HEC.



8. 3axkurouenme

AKTyaJlHOCTTa Ha JUCEPTALIMOHHMS TPYyJ, MOCTUTHATUTE HAYYHO-IPHIOKHHU
pe3ynratu ca Oe3CIOpeH NpPUHOC Ha aBTopa. JlUcepTalMOHHUAT TPyZ OTroBaps Ha
n3uckBaHuATa 3a mnpuaoomBane Ha OHC , JlokTop® chrilacHo 3akoHa 3a pa3BUTHE Ha
aKkaJieMUYHus cbcTaB U [IpaBuiHMKa 3a mpuiiaraHe Ha 3aKOHa 3a Pa3BUTHE HA AKAJCMUYHUS
cbetaB Ha YHCC-Codust.

Joxropant MBaino MnueB U3MbJIHSIBA MUHUMAJIHUTE HALMOHAJIHU U3UCKBAHUS 110
1. 20, an. 2 u 3 ot 3PACB 3a nmpugo0OuBane Ha 00pa3oBaTeIHA U Hay4YHA CTeTeH ,,JJokTop®.

JlaBaM cBOSITA MOJIOKUTETHA OLIEHKA HA NPeJACTABEHHS JUCEPTALMOHEH TPY/A Ha
Tema: ,,IlonoOpsiBane Ha KNOepPCUTYPHOCTTA B MAJIKHA U cpelieH OusHec B Bbarapus®.

IIpensaram Ha 4jleHOBeTe HA YBa’KaeMOTO HAYYHO SKYPHM [a NPUCHAAT Ha
aoxktopanT UBaiino Xpucrockos MineB o0pa3oBaTre/iHa M HAy4YHa CTeleH ,,/lokTop®.

X' KPACVMVIPA CTAHEBA

03.11.2025 J 10710107 (G ———

rp. Codus



YHUBEPCUTET 3A HAITMOHAJTHO U CBETOBHO CTOITAHCTBO

OPINION

By:
Prof. Dr. Krasimira Svetoslavova Staneva
Varna University of Management

Scientific field: 3.8. Economics and Management, 3.9. Tourism

Subject:
Dissertation thesis for the award of the educational and scientific degree “Doctor” in
“Economics and Management” (Economics of Defence and Security), professional field
3.8. Economics, at the University of National and World Economy (UNWE).

Author of the dissertation:
Ivaylo Hristoskov Iliev

Title of the dissertation:
“Improving Cybersecurity in Small and Medium-Sized Businesses in Bulgaria”

Grounds for the opinion:
Participation as a member of the scientific jury for the defense of the dissertation,
according to Order No. 3011/02.10.2025 issued by the Rector of UNWE.

1. Information about the doctoral candidate

The doctoral candidate was enrolled in a PhD program at the Department of
National and Regional Security, Faculty of Infrastructure Economics, UNWE, in the
scientific field 3.8. Economics and Management, under Rector’s Order No
486/15.03.2019. The training was carried out in a part-time format during the period
2019-2025.

2. General characteristics of the dissertation

The dissertation meets all established structural and content standards. It consists
of an introduction, three chapters, a conclusion, and appendices, totaling 222 pages. The
list of references includes 197 sources, of which 189 are in English.
The topic is directly related to the management of information resources in business. Its
relevance is determined by the rapid pace of digital transformation, which is particularly
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visible in the small and medium-sized business sector. The research aims to outline the

key issues related to cybersecurity in this segment.
The doctoral candidate sets out four research tasks, all directly related to the overall
objective.

The main thesis of the dissertation — “In Bulgaria, more than in the better-developed

Western European economies, cybersecurity in small and medium-sized enterprises is a
problem that requires immediate coordinated actions by institutions, businesses, and
users” — is substantiated with sufficient secondary information resources and supported
by the interpretation of empirical data from the candidate’s own study.

3. Evaluation of the scientific and applied results

The applied methodology is well refined in view of the research objectives. As a
result, the doctoral candidate presents organizational and technical measures for
improving cybersecurity in SMEs. The developed methodology for enhancing
cybersecurity in this segment is based on risk identification and assessment, subsequent
actions grounded in legislative initiatives, and mechanisms for incident response. This
demonstrates the candidate’s ability to adapt cybersecurity policies to the specifics of
SME:s and to propose their integration into concrete actions by the relevant stakeholders.

4. Evaluation of scientific and applied contributions

The contributions claimed by PhD candidate Ivaylo in his dissertation can be
defined in two main directions: those of a purely scientific nature and those of a
scientific-applied nature. Undoubtedly, they are the work of the doctoral candidate
himself. The applied nature of the conducted empirical study stands out, as it tests the
developed methodology for improving cybersecurity in small and medium-sized
enterprises and provides a clear picture of the state of cyber culture within the studied
segment. It illustrates the candidate’s ability to conduct independent research and to
analyze its results, drawing scientifically grounded conclusions with a distinct practical
orientation.

5. Evaluation of publications related to the dissertation

The doctoral candidate has four individual publications in Bulgarian, published in
an international scientific journal. They examine cybersecurity in the context of
international public law and in direct connection with the threat of information warfare.
The focus of these articles reflects the author’s understanding of the importance of
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cybersecurity not only for the sustainable development of small and medium-sized
enterprises but also for the national security of the country.

6. Evaluation of the dissertation abstract

The abstract reflects the main points and results of the dissertation. Its structure
and volume meet the formal requirements and accepted standards for such academic
works.

7. Critical remarks, recommendations, and questions

There are no critical remarks toward the doctoral candidate.
I would recommend publishing essential parts of the presented methodology for
improving cyber culture in small and medium-sized enterprises.

8. Conclusion

The relevance of the dissertation and the achieved scientific and applied results
represent a clear contribution by the author. The dissertation fully meets the requirements
for awarding the educational and scientific degree “Doctor”, according to the Law on the
Development of the Academic Staff and the corresponding regulations of UNWE — Sofia.

The doctoral candidate Ivaylo Iliev meets the minimum national requirements
under Art. 2b, para. 2 and 3 of the same law for the acquisition of the educational and
scientific degree “Doctor”.

1 give my positive assessment of the dissertation titled “Improving Cybersecurity
in Small and Medium-Sized Businesses in Bulgaria” and recommend that the esteemed
scientific jury award the educational and scientific degree “Doctor” to Ivaylo
Hristoskov lliev.

03 November 2025
Sofia

X Kpacvmmipa CraHesa

Si ENATUTE:  rmcacor o st e



