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I. OBIIIA XAPAKTEPUCTUKA HA TUCEPTAIIMOHHMUSA TPY J{

JurutanHara Ttpancopmarus (JAT) BsB Bucmmre yuwmma (BY) wu
U3CIIEI0BATEICKUTE OpraHu3allid € CBbp3aHa C U3MOI3BAHETO Ha HHGOPMAIMOHHU
TEXHOJIOTUHU, OpPraHU3al[MOHHATa CTPYKTypa M IMPOLIECUTE, KOUTO OCHUTYpsiIBaT Bpb3KaTa
MEXIy LIeJIUTEe HA YHUBEPCUTETa M HEroBaTa MOJMTHKA B o0iacTTa Ha MHGOPMAIMOHHUTE
texHonoruu (UT). YHUBepcuTeTUTE Bh3MprueMaT MHOKECTBO HOBU TEXHOJIOTUU U METO/IU Ha
MpernoaBaHe, U3MOI3BAT PA3IUYHA MPHIOKEHUS U MOPTAIN 32 JUCTAHIIMOHHO OOydeHUe
HE00XO0IMMHU 3a J1a TOAIbPIKAT OHJIAH HIIM CMeceHa yueOHa cpeaa.

HapacTtBamara xkoMOMHANMs OT HOBU TNPEAM3BHKATEICTBA U PHUCKOBE B CEKTOpa
HajaraT IOCTaBsSHETO HAa KUOEPCUTYPHOCTTA KAaTO CTPATErMYECKH IPUOPUTET 3a 3allluTa Ha
nHpopmannoHauTe aktusH, U [T kato kpuTHuHA HEOOXOAMMOCT.

AKTyaJIHOCTTa Ha TpoOiieMa € CBbp3aHa ¢ HEOOXOJUMOCTTa OT CTPYKTYPHPAHO
yIpaBJIeHHE HA CUTYPHOCTTA IIPU MPOSKTUPAHETO Ha HOBU €JICKTPOHHU MPOIIEIYPH U YCIYTH
BEB BO.

B nponeca na JIT yHuBepcuTeTUTE YBEIMYaBaT NpeAJiaraHUTE OT TAX OHJIAWH YCIIYTH
M 3aeJHO C TAX CE YBEJIMYaBAT M PHUCKOBETE OT KuOep aTaku. ToBa Ie M3UCKBA HOBH
CTaHmapTh u UWHEPpacTpykTypa 3a MOHPPOBO O0Oy4YCHHE, KAKTO W JOIBIHHUTEIHO
3aKOHOJATEJICTBO, KOETO OCUTYpsiBa CUT'YPHM OHJIAMH YCIIYTH OT €/lHa CTpaHa, U HachbpyaBa
WHOBaMUTE OT Apyra ctpana. [lo Bpeme na JIT oHnaiiH ycnyrure u nporecuTe CBbP3aHu C
TAXHOTO TMPOEKTUPAHE C€ IPOMEHSIT €JIHOBPEMEHHO, KOETO IPAaBU TOBA HAJIOKUTEIHO
MpepasriiekKJaHeT0 Ha CTpaTerMuTe W TMOJUTHUKUTE 3a HH(OpPMAalMOHHA CHUTYpPHOCT.
[IpemuHaBaHeTO KbM BUPTYyaliHA U 00JIaUHA ApXUTEKTYpPa MOCTaBsl PEAUIIA BHIIPOCH CBHP3aHH
C KHOEPCUTYPHOCTTA HAa ChXPaHSBAHUTE TaHHU.

MmenHO 3aToBa pa3pabOTBAaHETO U BHEIPSIBAHETO HA MOJIEN 32 KHOEPCUTYPHOCT TIPH
MPOCKTUPAHETO HAa OHJIANH YCIYyTH BBB BHCIIETO oOpazoBanue (BO) me cnomorne nma ce
OoCUrypmu e(i)CKTI/IBHO " HCIIPEKBCHATO YIIPABJICHUEC HAa BCUYKU BAXXHWU aAMHUHUCTPATUBHU U
y4eOHU MPOIIECH.

H3caenoBareckusiT mpodJjeM Ha IUCEPTAIIMOHHUAT TPYH € HIEeHTU(HUIIMpaHaTa
JUIcaTa Ha Mojel 3a KuOepcurypHocT BB BY oOxBamiami eranuTe Ha MPOEKTHpaHE Ha
OHJIAliH yCJIYTH, KOETO OM MOBUIIWIO Ka4YeCTBOTO Ha 0Opa30BaHHUETO M OM CIIOMOTHANO 32
UICHTU(QUIIMpAHE Ha OCHOBHUTE HANpPAaBIIEHUs 3a MOBHUIIaBaHe Ha HHQOpPMAIMOHHATA U
kubepcurypHoct. IlpobieMbT € CBBp3aH C YIOPaBIEHHWETO HA OHIAWH YCIyru U
KHOEpCUTypHOCTTA, KaKTO U CJIO’KHATA CTPYKTYpa Ha YHUBEPCUTETUTE, BUCOKUTE N3UCKBAHUS
KBbM TsX 1 0bp30 npomensmiata ce UT cpena.

O0eKkT Ha M3C/IeBAHETO Ca MPOLECUTE HA IPOEKTHPAHE U YIPABICHUE HA OHJIAWH
yCIIyTH BbB BUCLIETO oOpa3oBaHue B bbarapusi.

HpenMeT Ha H3CJeABAHETO ca BB3MOXHOCTHUTEC 3a IHOBHIIIaBaHEC Ha

KI/I6CpCI/IprHOCTTa qpe3 CTAaHAAPTU3UPAHU ITPOLIECH 3a pa3pa60TBaHe, MpoMsHa, BHCAPSABAHEC



U HaOJIoJIeHHe Ha AWTUTajeH Mojen 3a ynpaieHue Ha WT BBB BHCIIMTE ydywiuina B
boarapus.

[TonsiTiero ,,BUCIIM YYeOHHM 3aBEJEHUA H3MOJA3BaHO B 3aKOHAa 3a BHCIIETO
oOpa3oBaHue npeau npomenure ot gespyapu 2020 roavHa U mpoMsHATa My C MOHITHETO
,,BUCIIN yUHIIHIIA“ HE Ce OTPa3aBaT BHPXY aHANN3a B HACTOANIOTO m3cnensane’. Ilpomsnara
He 3acsira ynpasienueTo Ha VT BbB BucmuTe yunnuma. [lopanu 3abaBsiHe B mpoMsHaTa Ha
3arjJaBUETO M CHOTBETHO PHUCKA 3alllUTaTa Ha Tpyna na Objae 3abaBeHa clie]] Cpoka Ha
JOKTOPAHTypaTa, KakTO W IMOpaJd TOBA, Y€ 3aKOHOBaTa NpPOMsHA Ha MOHATHUSATA HE Ce
OTpa3siBa Ha U3CIICJBAHETO O€ PEIICHO J1a He Ce MPOMEHS TeMaTa Ha TpyJa. B u3ciensaneTo
€ M3MO0JI3BaHa HOBAaTa 3aKOHOBA JEe(UHUIINS ,,BUCIIIN YUUIIHINA.

Te3a Ha wu3ciegBaHETO €, Y€ KbM MOMEHTa HiAMa CHELUAIM3UPAaH MOJEN 3a
kubepcurypHoct BbB BO, 3aToBa € He00X01uMO Ja ObJaT U3CieBaHU Bb3MOKHOCTUTE U J1a
Obae cb3naneH TakbB. OCHOBHM XapaKTEpUCTUKM Ha Mojena TpsaOBa Ja BKIIIOYBAT
noo0psiBaHe Ha KOMyHUKaNUsATa ¥ 0OMeHa Ha MHPOpMaIUs MEX/y pa3IHuHUTE CTPYKTYPHHU
3BEHA, CH3/1aBaHE Ha YCJOBUA 32 OBP30 BBBEXKJAaHE Ha HOBU EJICKTPOHHU MPOIEIypH U
YCIYIHM, KaKTO M CTaHAAPTU3UPAHM KPUTEPUM 3a aHAIM3 M I[OBUIIABAaHE Ha
KuOepcurypHocTTa. BHeapsBaHeTOo Ha TakbB MOJEN W€ YBEIWYM HWH(POPMALMOHHATA
CUTYPHOCT BbB BCUUKH €Talli Ha YIPABJICHUE HA OHJIANH yCIyTH.

IenTa Ha qUCepTaMOHHHUA TPYA € CIlIe]] aHAJIU3 Ha OCHOBHHUTE XapaKTEPUCTUKHU Ha
nponecure Ha T na 6bae cb3naseH pegepeHTeH Moien 3a KHOEpCUTYPHOCT U yIpaBJIeHUE
Ha OHJIaiiH yciyru Ha BY B PenyOnuka bbarapust.

MogenbtT TpsiOBa na 00XBaHe W3UCKBAaHUATA HAa HOPMATMBHUTE U 3aKOHOBHU
pasnopeadu aa OCUTypH CTaHAAPTU3IUPAHH MTPHIIOKEHUS HA TPUHITUITUTE HA KUOEPCUTYPHOCT
BBB BCUYKH €TaIU U MPOLIECH.

WM3nbIHEHHETO HA TE3W W3HWCKBAHHSA IS IIO3BOJIH MoZ€Ia Ja C€ H3I0JI3Ba KaTo
HHCTPYMCHT 3a CaMOOILICHKA, ITPHUJIaraHe Ha KOHKPCTHA MMOJIMTUKA 3a CUTYPHOCT U U3I'OTBAHEC
Ha JOKJIagHu 3a CbOTBCTCTBHC.

3a M3ITBIIHCHUETO Ha ITOCTaBeHaTa eI ca ONMpEACIICHU CIICAHUTE 3a1a1un:

1. Jla Obpmar aHanmu3upaHu JAeiHocTTa W npouecute Ha BY B obnactra Ha UT
TEXHOJIOTUUTE U OHJIAHH YCIyTUTe Ja ObJaT W3BECHH OCHOBHHUTE XapaKTEPUCTUKU
CBBP3aHU C yIPABJICHUETO Ha KNOEPCUTYPHOCTTA.

2. Ha Oa3ata Ha mperieq Ha JWTepaTypaTa, IOCBETEHa Ha YHPABJIEHHETO Ha
KHOepCUTypHOCTTa, Ja ObJaT HAECHTU(UUUpPAHU YCIEUIHUTE pelIeHdus U J00pu
MIPAKTHUKY 32 MPOCKTUPAHE HA CUTYPHH OHJIAlH YCIIyTH.

3. Mla Obpae ce3naneH pedepeHTeH Mojen 3a KMOEPCUTYPHOCT U CTaHAapTU3MpaHe Ha
IIPOLIECUTE HA YIIPABJICHUE HA OHJIANH yCIIyruTe BbB BY B bbirapus.

! {Citation}



4., Mopensr na Obae BepI/I(I)I/IuI/IpaH A BaluaWpaH dYpe3 aHalu3 Ha JOKYMEHTH U
UHTEpPBIOTA ¢ ekcnepT. PedepeHTHUAT Mozen Aa ObJie BHEIPEH Ype3 Ch3/AaBaHE Ha
OHJIAMH IIPUJIOKEHHUE.

3a ycTaHOBsSIBAaHE HAa ChCTOSIHHETO HA YIPaBJICHUE HA KHOSPCUTYPHOCTTA € HAIPaBEH
nperjes Ha caiToBere Ha Bojenute BY B bbirapus u cBera.

W3non3Banu ca JaHHU W U3CIE/BaHUS CBBP3aHHU C KHOEPCUTYPHOCTTA BbB BHUCIIETO
obpazoBanne BBB EBpomeiickus Cwro3 (EC). Pasrinemana e cphoTBeTHaTa JuTeparypa,
CBBbp3aHa ¢ o0IaTa KuOepCUrypHoCT, Haii-I00puTe MPAaKTUKU U PAMKH 32 KHOSpCUTYPHOCT.
W3cneaBaHeTo BKIIOYBA MHTEPBIOTA, aHAJIW3 HA JIOKYMEHTAllUs M €KCIIEPTHO MHEHHUE 3a
BepuuKanus u BaTuaanus Ha pehepeHTHUsI MOAEI.

HU3non3BaHuTe MeTOAM B JUCEPTALMOHHUAT TPYyH BKIIOYBAT JOKYMEHTEH U
CPaBHMUTEJIEH aHAJIM3, KAKTO U MPUWIOKEHUETO HAa MEKIYHAPOJIHU MOAXOAU U CTaHJapTH 3a
ynpasienue Ha UT, napopmanmonna curypHoct u kubepcurypaoct: Pamkara 3a nenure 3a
KOHTpOJ Ha uHopmarusaTa u cebpzanute Texnonoruu (COBIT 2019), bubnuotexata na UT
unppacrpykrypata (ITIL) e moaxon, onucail Hail-q100py MPaKTUKK 3a yrpaBnenue Ha UT
yeiyru, CTanaaprt 3a ynpasieHue Ha nHpopmaronnata curypaoct (ISO/IEC 27001:2022),
Pamka 3a xubepcurypHoct Ha HanumoHnasneH MHCTUTYT 3a cTaHaapTv U texHosoruu (NIST
CSF) u Kontpomnure 3a epexruBHa kudepsammra (CIS CSC).

H3cinenBaHeTo e OrpaHMYeHoO /10 €Tana Ha IPOEKTUPAaHEe Ha HOBM OHJIANH YCIYTH,
0e3 J1a ce HaBNIM3a B JICTAIIIM HA €TANUTE HA TSXHOTO BHEJPSBAHE M YChBBHPIICHCTBAHE.

IloTpeduTesm Ha pe3ynTaTuTe OT AWCEPTAIMOHHUSA TPyAd, Morar jna Obaar
MUHUCTEPCTBO Ha ENEKTPOHHOTO YIpaBlieHne M MUHHCTEPCTBO Ha 0Opa3OBaHUETO U
HaykaTa Ha PemyOnuka bbiarapus, BCHYKM BUCHIM Y4eOHHM 3aBeEHHUSA, KaKTO U
W3CIIe0BATENH, CTYICHTH U 0OIIECTBEHOCTTA KATO IISJ10.

W3non3Banu ca HeKIacUPUIMpPAHUW U3TOUYHUIM HA JaHHU W UHpopManus -
MoOHoOrpaduu, yueOHUIIM, HAyYHH MyOJUKallUY, CTAaTUU U AaHHU oT VIHTepHeT.

JlucepTaliMOHHUAT TPy 00XBaIlla YETUPH TIIABU:

B I'nasa nvpea ca aHanu3upaHu ChCTOSHUETO U MPOOJIEMUTE IPU YIPABICHUETO Ha
kubepcurypHoctta Ha BY B bwarapusa. M3scHeHM ca NOHATHATA, KOMTO Ca HYXKHHM 3a
uscnensanero. Vnentupunupanu ca ocHoBHuTe ertanu Ha JIT u e HampaBeH mperiien Ha
HopMmaTuBHaTa pamka Ha EC u bbiarapus. AHanuzupan € 4y XJIusAT ONUT B 00JacTTa Ha
kubepcurypHoctTa BB BY.

B [maéa emopa ca aHanu3MpaHW NMOAXOJUTE M CTaHAAPTUTE 3a YIPaBJICHUE Ha
nH(pOpMaLMOHHU TexHoJoruu u kubepcurypHoct BbB BO. IlpencraBenu ca Haii-uecto
U3I0JI3BAHUTE pedepeHTHH Mojenu 3a ympasieHue Ha WUT ycoyrm m kubGepcurypHocrt.
Wnentuduiupanu ca TEXHUTE OCHOBHHM XapaKTEPUCTUKH U Bb3MOXHOCTH 3a U3MOJI3BAHETO
UM TIPU IPOEKTUPAHETO HA OHJIANH ycinyrd. OnpeeneHy ca U3UCKBAHUATA U OTPaHUYCHUSITA
KBbM pe(epeHTHHS MOJIEI.



B Imasa mpema e cTpyKTypupaHO MPHIOKEHUETO HA METOAMKAaTa 3a pa3paboTBaHe
Ha pedepenTHUs Moaen. HampaBeHa e orjeHKa Ha puUCKa COPE Bb3/ICHCTBHE U BEPOSATHOCT
OT YSA3BUMOCTH HAa YHUBEPCUTETCKUTE CUCTEMH M MPOU3JIM3ALIUTE OT TSIX OHJIAWH YCIIYTH.
Pedepupanu ca koHTposuTe 3a CUTYPHOCT KbM (YHKIUUTE HA Mojena. Paspaborenu ca
MpoLEypUTE 3a paboTa ¢ peepeHTHHUS MOJIET U Ca YCTAHOBEHH POJIUTE U OTTOBOPHOCTUTE,
cBbp3aHu ¢ ynpasienueTo Ha T BB BY.

B [aséa uemevpma e Bepubuimpan u BaquaupaH Ha pedepeHTHUS MOIEI.
Ampo0arnusaTa Ha MOJIeNIa € HallpaBeHa MOCPEICTBOM COPTYEPHO MPUIOKEHHE, Oa3upaHo HA
cHCTeMa 3a yIpaBlieHHE Ha ChbpkaHueTo. C Lel Jja ce Baluaupa MpeIoKSHUIT MOACT 1
na ObJaT YCTAaHOBEHH BB3MOXXHOCTHTE 32 YCHBBPIICHCTBAHETO MY € HAIpPaBeHO MPOyYBaHE
0a3upaHo Ha eKcrepTHO MHeHue Ha xopa ot UT cekropa.



II. OBEM U CTPYKTYPA

JucepraumoHHusT Tpya € B 00eM ot 137 crpanunu ocHOBeH TeKcT. ChCTOM ce OT
YBOJI, M3JIOKCHNE B YETUPU TJaBH, 3aKJIIOYEHHUE, CIIMCHK HA M3IOJI3BaHATa JuTeparypa, 18
Tabuiy, 32 durypu, 18 nprioxeHus.

W3non3Banata nuteparypa cbabpska 60 3ariiaBust Ha ObJITapCKU U aHTJIUICKHU €3UK, B
T.4. HOPMATHUBHU JOKYMEHTU U O(PHUIMAIHU HU3TOYHMIIM, KHUTH, MOHOTpapuu, CTaTHUH B
Hay4HH U MIEPUOJUYHH U3JIaHUs, JOKJIA/IA ¥ aHAJIU3U HAa MEKTYHAPOIHU OPraHU3allu1, KAKTO
Y CJICKTPOHHH M3TOYHHIIM ChC criennuduuHa nHPOopMaIus.

JlucepTalMOHHUAT TPYA MMa CJIeHATA CTPYKTYypa:
CnuceK ¢bC ChKpaLIECHUS

YBoa

I'masa I. CbcTosinne n npod/eMu NP YyNPaBJIeHHETO HA KHOEPCUTYPHOCTTA HA
BUCIHINTE yYunia B brarapus

1.1. OCHOBHHM MOHATHS M €TANM HA JUTHTaNIHA TpaHchopmanus. HopmaTuBHa pamka
3a KHOEPCUTYPHOCT

1.2. U3cnenBane Ha 4y KAUAT ONUT B 00s1acTTa Ha KubepcurypHocrra Ha BY

1.3. Tlpenu3BukarencTBa W TMpoOieMu B oOJIacTTa Ha KHOECPCUTYPHOCTTA TMPE
yHuBepcutTeTure B beiarapus

N3Boau kpM I'1aBa 1

I'maBa II. Ilogxoam W craHaapTd 3a ynpasjieHHe Ha HHGOPMAIUMOHHH
TeXHOJIOTHHM ¥ KHOEPCUTYPHOCT BbB BHCIIETO 00pa3oBaHue

2.1. OcHoBHu nojxoau. Pamka 3a ynpasnenue Ha T u kubepcurypaoct

2.2. CpaBHUTEJIEH aHAIM3 Ha MOJAXOJIUTE U CTaHAapTUTE 3a ynpasieHue Ha UT u
KHOEpCUTYPHOCT

2.3. PedepentHu Mozenu 3a yrpaBieHue Ha kubepcurypHoctra. M3uckpanusi.

2.4. nentnduurpane Ha OCHOBHU XapaKTEPUCTUKH Ha pedepeHTeH Moien 3a Kuoep
CUTYpHOCT Ha BUCIIUTE ydyniuia. MeTtoauka 3a pa3paboTBaHe Ha MOJEA.

H3Bomu xpM I'maBa 11

I'maBa III. Ilpunoxxkenne Ha MeroAMKAaTa 3a pa3padorBaHe Ha pedepeHTHHA
Mozel

3.1. CrOupaHe u aHAHM3 HA JaHHU



3.2. Pedepupane Ha KOHTPOJHUTE 32 CUTYPHOCT KbM (DYHKIIMUTE HAa MOJiena
3.3. [Ipouenypu B pedepeHTHHS] MOACI

N3Boau xpM I'maBa 111

I'naBa IV. Bepudukanus u Baaujgauus Ha pedepeHTeH MoaeI

4.1. 360p Ha mnatdopma 3a pazpaboTBaHE Ha TECTOBO COPTYEPHO MPUIIOKEHUE
4.2. OauT ¥ TECTBaHE Ha COPTYEPHOTO MPHUIIOKCHUE

4.3. Bepuduxkarus Ha pedepeHTHUS MOICT

N3Boau kM ['maBa IV

3akjaueHue

N3non3Bana nureparypa
CnuceK ¢ U3M0JI3BaHU TEPMUHU
CHuceK ¢ TadIuIH

Criucsk ¢ ¢purypu

CHuceK ¢ MPUITOKCHHUA



I11. CHHTE3UPAHO U3JIO)KEHUE

I'maBa I. CbcrosiHue u Mpo0JieMH NPH YNIPaBJIeHHETO HA KHOEPCUTYPHOCTTA Ha
BUCILIUTE YYuJauia B bearapus

VHuBepcutreTuTe B bbirapus ca Ha pasiMyHM €Tand OT CBOSITa JUTMTallHA
TpaHchopMalys COpsSAMO Hajlu4HaTa MHPPACTPYKTypa M CPEACTBA, C KOUTO pasmojarart.
JlururanusanusTa BKIOYBA IPOMsHA HA rpaduka U IPOBEXKJAHETO HAa yUeOHUTE IPOrpamu,
IIPOMsHAa HAa OpraHM3allUOHHATa CTPYKTypa, Cb3JaBaHE HAa HHTEPAKTHBHO ChIbpPKaHUE,
TpanchopMHpaHe Ha YHHUBEpCHUTETCKaTa nHppacTpykTypa. Ilocturanero na ycnemna AT e
CBBP3aHO C IIOCJIEIOBAaTeIHA U LIE€JEHACOYEHA IIOJUTUKAa 3a YCHBBPIICHCTBAHE Ha
NPEJOCTaBsIHU YCIYTH, HW3TpaXKJaHe Ha HOBU CTPYKTYpHH 3BeHa, OOBBp3BaHE Ha
CTpaTernyecKuTe LeJI Ha yHUBEpcUTeTa ¢ Lenure 3a pa3Butue Ha UT, ocBegoMeHocT u
o0y4yeHHe Ha IepcoHaa.

B I'masa | ca u3nsiaHeHu CJIICAHUTC ITIOCTAaBCHU 3aJa4du:

1. Jla Obmar aHajnu3MpaHu JEWHOCTTa W mporecute Ha BY B obGnactra Ha UT
TEXHOJIOTUUTE U OHJIAlH YCIyTUTE.

2. Jla Ob1atr U3BEICHU OCHOBHHUTE XapPAKTEPUCTUKH HA OHJIAWH YCIIYTHTE, CBBP3aHH
C YIPaBJIEHUETO HAa KHOEPCUTYPHOCTTA.

B pasnea 1.1 ce onucBaT OCHOBHU MOHATHUS U €Tally HA JIUTUTAlIHA TpaHchopmanus
U HOpPMAaTHBHATa pamka 3a KubepcurypHocT. [loaxonbT, KOMTO ce M3Moi3Ba 3a aHAJIU3 Ha
OCHOBHMTE MOHSTUS U TSAXHOTO JAe(pUHUpPAHE 3a HYXAUTE HA U3CIEIBAHETO CE OCHOBaBA Ha
e/IMH OT Hail-BIMATENTHUTE U3TOYHMIIM 32 MEKIyHAPOIHO HayuHo uTupane Web of Science?.
[ToHsATHATA, N3MOA3BaHU KAaTO KIIIOYOBU JIyMH Ha ThPCEHETO B 0a3aTa JaHHM ca JAUTHTaIHA
TpaHchopmanus, UHPOPMALIMOHHA CUTYPHOCT, KHOEpPCHUT'YpPHOCT, KOHTPOJIH  3a

KHOEpCUTypHOCT U pepepeHTEH MOJIEIL.

Te3u NoHATHUS ce OTKPUBAT B 3aryIaBUsITa Ha 463 HaAyYHU WU3CIIEABAHMS 3a TOCIICTHUTE
TPH TOJIMHU, KATO HAK-TOJISIM Opoit OT TsX ca B Kareropus ,,00pazoBanue” (45%), cneaBanu
ot ,,Ynupasnenue* (8%) u ,,Mkonomuxa“ (7%). Kubepcurypaocrra BbB BY e nscnensana B
110 noknana.

Haif-iutrpanure NOoHATHS HEOOXOAMMHU 3a U3CIIE/IBAHETO ca pas3rie/laH| M0-/101Ty.
Jururanna rpancpopmanus

EnHO OT nmosyumnure BHCOKA MOIMYJPHOCT NMOHSTHE, CBBP3aHO C YNPaBICHUETO HA
UT e ,qurutannata tpancpopmanusa™. To uMa 3HaUeHUE MU MPOMIHATA HA JIEHHOCTTa Ha
OpraHM3alMKUTEe WIH [IPU 3HAYUMa MPOMsIHA Ha TEXHOJIOTUUTE U TAXHOTO ITBJIHO BHEAPSBAHE.

2 Web of Science, “Web of Science,” Webofscience.com, 2022,
https://www.webofscience.com/wos/woscc/basic-search.
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B monorpagusta , I{udposa Tpancdopmarus BB BUCHIETO 00pa3oBaHHE  aBTOPUTE
OMMCBAT AMIMTAIM3aIMATa B meT obmactu®: UT crpaTerndecko mmanupane, noOaBsHe Ha
croiiHocT Ha UT, ynpasieHne Ha puCKa, U3MEPBAHE HA pe3ydTaTuTe U ynpasieHue Ha UT

pecypcH.

Tonamuemo oueumanna mpancpopmayus 6v6 BY, 3a nyscoume na usciedsanemo, e
onpeoeneHo Kamo nopeouya om OwbiOOKU U KOOPOUHUPAHU NPOMEHU, KOUMO 0asam
BbL3MOJNICHOC 3d HOBU 00paA308amenHu MOoOelu U mpanchopmupam OetiHocmma Ha
UHCIMUMYYUAMA, U3NOA36AUKU CUSYpeH U 0OBp3 00Cmbn 00 UHGOPMAYUOHHU pecypcl,
NPUNOCEHUSL U YCITY2U NO BCAKO 8pemMe U OM 8CAKO YCMPOUCMEO.

HNHpopManmoHHA CUTYPHOCT

Hoxnanst ,,CbBpeMEHEH HHCTPYMEHTAPUYM 3a OLICHSIBAHE Ha CUTYPHOCTTA Ha JO1I.
n-p LiBetan [{BeTKOB MoKa3Ba, ye OLICHSBAHETO HA CUTYPHOCTTA U MPOILIECHT HA YIIPaBICHUE
ca CBBp3aHM U B3aMMO3AaBUCHMMH, M TPOOJEMUTE HA CUTYPHOCTTA BIHUAAT BBPXY
IBITOCPOYHHUS MPOCHEPUTET Ha OpraHu3aluaTa W 3acsiraT >KU3HEHOBAXKHM 1€l Ha

opraHu3anusaTa. 4 .

3a yenume na uscneosanemo UHDOPMAYUOHHAMA CUSYPHOCH e OehUHUPAHA Kamo
CNOCODHOCM 3a 3aWUma Ha 8bmpewHume pecypcu Ha dadeo BY om zannaxu, u netinomo
VApasieHue 8KI046a 3auuma Ha UHGOPMAYUOHHUME AKMUBU Ype3 NPULAeaHe HAd NOTUMUKU,
npoyeoypu, OpeaHUu3ayUOHHU CMPYKMypu, uH@pacmpykmypa u ooumu. Pawxama 3a
ynpasnenue onpeoeisi Kou e YNbIHOMOWEH 0a 83eMa peuleHus U Kaxk we 6voe YyCmaHo8eHa
omuemnocm 3a pesyimamume. Ilpoyecume na ynpasienue eapaHmupam, ye 6CUUKU
KPUMUYHU AKMUBU CA 3aWUMEHU U PUCKOBeme €A Ad0eK8AMHO CMEKYEeHU.

Kubepcurypnocr

KubepcurypHocTra € KOMIIOHEHT Ha HH(POPMAaLUATa CUTYPHOCT U C Hes ca CBbP3aHH:
Mepku 3a 3amuta Ha WT; crenenTa Ha 3amuTa, Ipou3THYallia OT PUJIaraHeTo Ha Te3U MEPKH;
JaHHU 1 UHQOpMaIMsl, KOUTO ce 00padoTBaT U NpeAaBar; CBbP3aHU BUPTYAJIHU U (PU3HUECKU
€JIEMEHTH Ha CUCTEMHTE.

Hoxnanst ,,Monen Ha oOydeHue B o0iacTTa Ha KHOEPCUTYPHOCTTA HA TJI. ac. JI-p
Henxo TarapeB mokasBa, ue OCHOBHATA I11€71 HA 00YYEHHETO B 00JIacTTa Ha KHOEPCUTYPHOCTTA
€ CBbp3aHa C YCTAHOBSBAHETO M TMONOOpSBAHETO Ha TNpOrpaMUTe 3a 3alluTa Ha
KOMITIOTHPHUTE CUCTEMH, MPEXHU U APYTd HU(GPOBH CHUCTEMH, KOUTO Ca OT pelIaBaIio

3HAYCHUC 3a MMPEAOTBPATABAHC HA Kpa)K6I/I, caboTaxu u APYyru 3JI0yMUIIJICHU ,I[eﬁCTBI/IHS.

3a yerume na uzcnedsanemo KubepcucypHocmma e 0eqpuHupaHa Kamo Cb8KyRHOCM
om NpakmukKu U HACOKU, KOUMO ce U3NOA36am 34 3auUma Ha KOMNIOMBPHU MPEeICU,
cogpmyepHu npozpamu u UHGOPMAYUOHHU AKMUBU O HEOMOPUSUPAH OOCIBH, YCIMOUYUBOC

8 Mark McCormack Christopher Brooks, “Defining Digital Transformation,” Educause.edu, 2020,
https://www.educause.edu/ecar/research-publications/driving-digital-transformation-in-higher-
education/2020/defining-digital-transformation.

4 I1geran [BeTKOB, “CHBPEMEHEH HHCTPYMEHTAPUYM 3a OLIEHSBAHE HA CUTYpHOCTTA,” Journal Issues -
Economic Alternatives, Unwe.bg, 2016, https://www.unwe.bg/alternativi/bg/journalissues/article/8948.

5 Henxo Tarapes, “Mogaen Ha O6yuenne B O6nacrra Ha Kubepcurypuocrra” (www.unwe.bg, 2019),
https://www.unwe.bg/uploads/Alternatives/Tagarev4_Alternativi_ BG_br_2_2019.pdf.
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u 8v3cmanossaeane cied Kkubepamaxa. Ilpuopumemume 3a KubepcueypHocm ca 8b3nupane,
npeseHyusl, OMKpUBaHe u peaxyusl.

KounTtpoun 3a kubepcurypHocr

KubepcurypHocrra 06xBaia KOHTPOJIH, KOUTO TPsiOBa Ja ce Ch3aaAaT U BbBEJAT 3a
3amuTa Ha HH(OpMalLUATa, ChbXpaHsIBaHa B UH(POPMALIMOHHUTE CUCTEMHU.

3a yenume na uzcnedsanemo KOHMpoIume 3a KUbepcusypHocm ca 0eqpuHUpanu Kamo
npeonasHu MepKu Uiy KOHmpamepku 3a u3oscéane, omkpuawe, npomusooelicmeaue uiu
MUHUMUSUPAHE PUCKOBE 30 KUOEPCUSYPHOCMMA - 8UPYCU, 3108pe0eH copmyep, Kubep amaxu,
xakepu, onumu 3a ouuuHe u Opy2u.

Pedepenren Mmoaea

Cnopen opraHuzanusi 3a yChbBBPILIEHCTBAHE HA CTAHJAAPTUTE 3a CTPYKTypUpaHa
uHpopmanmsa pedepeHTeH Mozaen € ,,a0CTpakTHa paMka 3a pa30upaHe Ha 3HAYUMHU
B3aMMOOTHOLICHUsI MeXJ1y OOCKTHTe Ha JaJeHa cpena, M 3a pa3pa0oTBaHe Ha
TOCNeIOBaTelHM CTAHAAPTH MIM CHenu(UKaluy, HOANbpkKamy Tasu cpena’. B apyru
M3TOYHUIM peepeHTHHUS MOJIeN Ce ONMCBA KATo ,,KOHLIENTYalHa paMKa, YCTaHOBsIBAIa 0011]
€3UK 3a KOMYHHKalus M pa3OupaHe 3a €JIeMEHTHTE Ha CHUCTeMaTa M TEeXHUTE 3HAYUMHU
B3aMMOOTHOLIEHHS B pAaMKUTE Ha J1aJieHa OOIIHOCT.

3a yenume Ha uscnedganemo NOHAMUEmMo pegepenmern Mooei e 0ePUHUPAHO KAmo
KOHYenmyauiHa pamkd, YCMAaHosasauja oou e3ux medxrcoy CmaHoapmusupanu nooxoou u
000pU NPAKMUKU 34 KUOEPCU2YPHOCH, KOUMO MOJice 0d ce U3N0A364 8 excednesHama paboma
Ha opeanuzayuume om cexkmopa Ha BO.

ETanu Ha nururaana tpancpopmanus

Cp3naBaHeTo Ha pedepeHTeH MOJIeI 32 KNOEPCUTYPHOCT 3a MMPOEKTUPAHETO HA
OHJIaliH yciryru BbB BY u3nckBa uzsicHaBane Ha eranute Ha [{T. B kaurara ,,Kopnoparusaa
CUTYpPHOCT" Ha Karenpa ,,HanuoHanHa u pernoHangHa curypHoct e onucaso, ye AT
BKJIFOUBA HEOOXOIMMOCTTA OT aBTOMAaTU3UpaHe Ha KOHTPOJIA 332 CUTYPHOCT Ha JaHHUTE U
paspaboTBane Ha ctabunna UT undpactpykrypa .

JoknansT ,,KakBo 03HauaBa AUrMTaIHATA TpaHC(HOPMALIKS 3a BUCILETO 0Opa3oBaHueE
TI0COYBA YETHPH OCHOBHH €Tama, Ipe3 KOMTO TpsAOBa Ja mpeMuHaT yHuBepcuTetHte®. Te ca
npencraBeHu Ha Queypa 1.

8 “OASIS,” Oasis open, 2022, https://www.oasis-open.org/.

8 Dania McDermott, “What Digital Transformation Means for Higher Education,” Processmaker.com,
2020, https://www.processmaker.com/blog/what-digital-transformation-means-for-higher-education/.
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1 2 3 4
Craduausupane Cranpapruszanus OnTumusanus Tpaunchopmanus
* [IOJIHOBSIBAHE Ha * OJIUT Ha * aBTOMAaTHU3UpaHe * aHaJu3 HA JaHHU
nuT MH(POPMALIMOHHU Ha JEHHOCTH * TI0106psIBaHE HA
HH(pacTpyKTypa TE CUCTCMHU U * ABTOMATHU3UPAHE KayeCTBOTO Ha
Ta pecypeu Ha IpoLecHu OHJIAlH
* mogoOpsiBaHe Ha * yIpaBlIEHUE HA YCIIyTUTE
Mpex UT * TecTBaHE Ha
* uACHTHPUINPAH * Mpujarase Ha HOBU
€ Ha PUCKOBE 3a CTaHJapTH UH(HOPMAITMOHHU
CUTYPHOCTTA CUCTEMU

@urypa 1. ETanu Ha qurutannaTa Tpanchopmanus BbB BUCIIETO 00pa30BaHKe

N3rounwmk: Larissa Lewis, ,,Creating a Digital Transformation Roadmap*, Processmaker.com,
2020, https://www.processmaker.com/blog/digital-transformation °

Etanbr Ha cmabunusupane BkIouBa monHoBsiBane Ha WT wuHbpacTpykTypara,
nonoOpsiBaHe Ha Mpeka, WACHTU(ULMpaHEe Ha PHUCKOBE 3a curypHoctra. [lo Bpeme Ha
cmanoapmu3ayusama c€ W3BBPIIBA OJUT Ha HH(DOPMALMOHHUTE CUCTEMH M PECYpPCH,
ynpasinenue Ha WT u mpunarane Ha craHmapTH 3a KuOepcurypHoct. Onmumuzayusma
BKJIIOYBA aBTOMATU3HMPaHE HAa BCHUKU JACWHOCTHU U TpouecH. Tpancghopmayusama e CBbp3aHa
C aHAJIW3 Ha JTaHHH, TOJ0OpsABaHE HAa KAYeCTBOTO HA OHJIAWH YCIyTUTE, KaKTO TECTBaHE Ha
HOBY MH(OPMAIIMOHHU CHCTEMHU.

HopmatusHa pamka 3a kubepcurypHoct B EC u bparapus

3a 1esInTe Ha U3CIIEIBAHETO € aHAIM3UpaHa HopmaTuBHara pamka Ha EC u e cpaBHeHa
c neifctBamiara B Penmyonuka bbarapus.

EBponeiickata koMucHs peaCcTaBu nporpama 3a nundpoo 0beie Ha EBpomna, koato
BkitoyBa Ctparterus 3a nu¢ppoBoto Obaemie Ha EBpomeiickus cbro3, bsma kuura 3a
Pa3BUTHETO HA M3KYCTBEHUS MHTENEKT U CTpaTerus 3a Ch3/1aBaHeTO Ha eIMHEH LU (pOB mazap

U JPYTH.

Crparerus Ha EC 3a kubepcurypHocT uMma 3a L€l Ja 3aCHWiIM YCTOWYMBOCTTA Ha
EBporma cpemy kubep 3aruiaxul U J1a rapaHTrpa, 4€ BCUUKH IPaXXAaHu U WHCTUTYLUU MOTaT
Jla c€ BB3II0JI3BaT OT HAACKIHHU YCIIYTH.

ITpe3 nexemBpu 2020 r. EBponeiickara koMHUCHS ITpHE AUPEKTHBA 32 KHOEPCUTYPHOCT
Ha MpEeXUTe U MHPOPMALMOHHUTE CHUCTEMH, B OTTOBOP Ha JWHAMHYHO IMpPOMEHIIaTa ce
nudposata TpaHchopmalus. B Hes e 3amucaHo, ye ChIbP)KAHUETO Ha 0Opa3oBaTEIHHUTE
cucTeMH TpsiOBa J1a € B ChOTBETCTBUE C HOPMATUBHUTE JOKYMEHTH Ha JbP)KaBUTE-WICHKH,
KaKTO C€ MMa MpEeJBUJ CIOJAEISHETO Ha JOoOpH MpakTUKU B o0JlacTTa HAa AUTUTAIHOTO
oOpa3oBaHue. 3a Ja c€ NpPELEeHH [0 KaKBa CTENEH peryjaropHara pamMKa 3a BHUCIIETO
oOpa3oBanne B bwiarapus e mnoxaxonsmia 3a mpexoJa KbM JWTHTalHATa epa, ca

® Larissa Lewis, “Creating a Digital Transformation Roadmap,” Processmaker.com, 2020,
https://www.processmaker.com/blog/digital-transformation/.
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UACHTU(UIIMPAHU OCHOBHH HOPMAaTHBHU JJOKYMEHTHU cBbp3anu ¢ 1T u kubepcurypHoCT BbB
BY.

CoBerbT U EBpomneiickuaT mapiiaMeHT MOCTUTHaxXa ChIJacue€ OTHOCHO MEpPKH 3a
BHCOKO OOIII0 HUBO Ha KUOEpcUTypHOCT B menus Cbhio3, 3a Ja MOA0OPAT JOIMBIHUTEITHO
YCTOMYMBOCTTA U KamalyuTeTa 3a pearupaie npy MHIIMICHTH KaKTO Ha MMyOJIMYHMS, TaKa U Ha
yacTHHs cekTop 1 Ha EC kato 1ms10.

Ilenta Ha HOBaTa nUpeKTHMBa, HapeueHa ,,NIS2% e nma mpemaxHe paziauyusira B
M3UCKBaHUATA 32 KHOEPCUTYpHOCT M B IMPWJIATAaHETO HA MEPKUTE 32 KHOEPCHTYpHOCT B

PA3IIMIHUTC ABPIKABU ‘IJICHKI/IlO .

Hopmamusnu ooxymenmu na EC:

* Crparerus Ha EC 3a kubepcurypuoct 2020-2025;

* [Inau 3a geiictBue 3a mudporo odpasosanue Ha EC 2021-2027;

* Pasmiopenba 3a KyiaTypa Ha KHOEPCHTYPHOCT B OpraHU3allMUTe Ha ATEHIHATa M0
kubepcuryproct Ha EC (ENISA)™M.

[TonoOpsiBaHeTO Ha yHHBEpCUTETCKaTa KyaTypa upe3 metomonorusara “Ilomutuxu 3a
kubepcurypHoct” Ha AreHuusara Ha EBponeiickusi chio3 3a KHOEPCUTYPHOCT, € KII0YOBO 3a
Bcruku eranu Ha J{T. [onmuTukuTe 06XBamar cb3aBaHeTO Ha MPOrpaMu, POKYCUPAHU BBPXY
KOHKPETHH JEHHOCTH, TIXHOTO M3MBJIHEHUE U U3MEPBAHE Ha Bb3JACHCTBUETO UM. ['onemMusT
Opoil CTYyIEHTH, MPENOIABATEIIH U CIIY>)KHTEITH, pa3audHuTe HUBa Ha T KOMIETeHTHOCT U
CJIOKHA MPEKOBA CBBHP3aHOCT HA BCUYKH YCTPOWCTBA MPABAT Ch3JABAHETO U YIPABICHUETO
Ha KUOEPCUTYPHOCTTA H3KIFOUUTEIHO CIOXKHO.

boarapust yuactBa BBB BCHUKM HMHUIMATUBH Ha EC, BKIIOUMTETHO NPOrPaMUTE
"Xopuzont EBpoma" u "ludpoBa Empoma" u mo-mony ca pasriegaHd HOPMATUBHU
JIOKyMeHTH Ha bbarapus, cBbp3anu ¢ Aurutanuzanusta BbB BY u kubepcurypHocrra.

Hopmamusnu ooxymenmu na bvaeapus:

« Crparerus 3a pa3BUTHE Ha BUCIIETO 0Opa3oBanue B Buirapus (2021-2030)*;

* Ctparerust 3a e(eKTUBHO TpWiaraHe Ha WHQOPMAIMOHHUTE W KOMYHUKAIIMOHHUTE
TEXHOJIOTHH B 00pa30BaHKETO U Haykarta Ha bwirapus (2014-2020);

» Harmonannara mporpama 3a pasBuThe ,,buarapus 2030%;

* Hanmonannara nporpama ,,L{udposa brirapust 2025°;

» HanimonanHa ctparerus ,,Kubep ycroitunsa bearapus 2020”.

HopmatuBHHTE AOKYMEHTH MOAKPENAT MpOOJIEeMUTE M TNpPEeAU3BUKATEICTBaTa OT
obnmactra kubepcurypHoctra Ha BY. TexHuTe OCHOBHM 1M ca TIIOBHINIABaHE Ha
OCBEZIOMEHOCTTA M KOMITETEHTHOCTUTE, Pa3BUTHE HA CTHUMYJHUpAIIa Cpea 3a W3CieIBaHus,
JOCTBII JI0 TaHHU, HHGopMmarus 1 3HaHus. [Ipunaraneto Ha /[T B 00pa3oBaHUETO 1I€ OCUTYPH

10NIS, “NIS 2 Directive,” Nis-2-directive.com, 2022, https://www.nis-2-directive.com/.

11 ENISA Europa, “Cyber Security Culture in Organisations,” 2020,
https://www.enisa.europa.eu/publications/cyber-security-culture-in-organisations/at_download/fullReport.

12 Strategy.bg, “Crpaterusra 3a Pazsutre Ha Buciero O6pasopanue B Penyonuka Brirapus (2019
—2030),” 2020, http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&1d=962.
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JOCTBITHOCT, aKTYAJIHOCT U YIIPaBJICHHE HAa 00pa30BaTCIHUTE PECYPCH, KOUTO ca B OCHOBATa
Ha Ka4eCTBEHO 00pa3oBaHMUeE.

OCHOBHOTO NMPEAN3BUKATEICTBO MIPEJl YHUBEPCUTETUTE € IOCTUTAHETO HA IO-BUCOKU
o011 HUBA HA CUTYPHOCT IIPU U3MOJI3BAHETO U MOIPHKKATA Ha MHOOPMALIMOHHUTE CUCTEMU
3a KOHTpOJ Ha JocThiia u uHbopMmanus. [lonutukure 3a Buciie oOpa3oBaHHE HE 3acsrat
MpSKO WHOBAIMUTE, HO T€ MUMaT Bpb3Ka C JIBUraTeIUTE Ha HHOBALMM, CE€ IOCOYBA B
u3cienBaHe HampaseHo B yHuBepcuTetH of EC'®. OcmoBHm ¢axtopu 3a pasutue Ha
MHOBALIMUTE MOraT Ja ObJaT oblara peryiaropHa pamka, ChIIECTBYBaHETO Ha HATpyNaHU
3HAHUS, HAy4YHOM3CIEJOBATEICKaTa M pa3BoOiHA JeHHOCT, (akTopu, cneuuduyHd 3a
OIIpeziesIeH Ma3ap WM MPOIYKT, KATO HUBOTO Ha ThPCEHE U CTPYKTYypa Ha pa3XoAUTe, BUJa Ha
MIPABUTEJICTBOTO, COLIMAIHATA HH(PPACTPYKTYpPa, CHIIECTBYBAHETO Ha IpaBa Ha COOCTBEHOCT,
MIPABUTEJICTBEHOTO MOTPEOICHUE, MEXTyHApOAHATA OTBOPEHOCT, HH(IIALUATA U JIP.

B pa3nen 1.2 ¢ HampaBeHO WH3CleIBaHE Ha YYXKIUAT ONUT B oOlacTTa Ha
kubepcurypHoctta Ha BY. MeroasT 3a chOupaHe Ha TaHHU BKJIIOYBA MOJIPOOHO THpPCEHE B
MHTEPHET CTPAHUIIUTE HA YHUBEPCUTETH OT IISUT CBAT.

CpaBHeHu ca npakTukure Ha 17 yHuBepcuteta, ceneM oT bwarapus (Coduiickus
VYuusepcurer, YHCC, Hkonomuuecku yHuBepcutrer — Bapha, Bucme TtpaHcnopTHO
yunimanie "Tonop Kabnemkos", AMeprkancku yHuBepcuTeT B bbirapus — biaroesrpaa, Hos
Obarapcku yHuBepcuTeT, BapHeHcku cBoOozeH yHuBepcuter "UepHopusen XpaObp') u
JIECET BOJCIIUTE €BPONEHCKU, OpUTAHCKU U aMepuKaHCKU yHUBepcutetu (Buena, JIro0msHa,
Crandopna, Oxcdhopa, Xapsapa, I'pa3, Mazapuk, bepaun, Tecanonukn).

YHUBEpCUTETUTE MPEIOCTABAT MHOXKECTBO OHJIAH YCIYTHM KaTO KaHIUAATCTBaHE U
CEeMECTPUAJIHU U3IUTH, yeO CTYJIEHT, €JIeKTPOHHU OMOIMOTEKH, IOPTaJ 3a MPEoaBaTesu 1
np. IlpuopuTeTHn HampaBieHMs ca aJIMUHHCTpUpaHe M TNOJJpPbXKKa Ha 0a3u JaHHH,
CBILIECTBYBAIlM MPWJIOKEHUS W CUCTEMHM 3a OHJAaH oO0y4yeHHe, aKTyalu3HpaHe Ha
YHUBEPCUTETCKUS yeOCalT, MpexoBaTa CBbP3aHOCT, AEMHOCTH, CBbP3aHU C MOJAPHKKA Ha
KpaliHUTe MOTpPEeOUTENN U JIp.

TbpceHu ca nokaszarenu, UMaly Bpb3Ka ¢ KHOEPCUTYpHOCTTA U AaBallld HHopMalus
3a OpOAT Ha TIOMEWHH, MOIOMEIHN, HH()OPMAITMOHHYN CUCTEMH, ITPEUIaraHy OHJIalH YCIyTH
Y TIOJIUTUKY 32 MH(OpPMAIIOHHA CUTYPHOCT.

CaiiToBeTe ca CKaHWUpaHM 4Ype3 OHNAiH mardopmara Ypickan (Www.urlscan.io).
MetoasT 3a ckaHMpaHe ce 6a3upa Ha aBTOMATU3UPAH IPOLEC 3a Mperiexaane Ha IHTepHeT

aZapeca 1 3ariMCBaHC HA HCP’IHOCTTB., KOATO HaBUralusd Ha CTpaHUIAaTa Cb3JaaBa.

AHaIM3bT BKIIIOYBA CPABHSABAHETO HA CJIEIHUTE MOKA3aTeIu: MOMYJISPHOCT (paHr);
ri00aneH paHr; 3asBKUTE MOKa3BaT o0uus Opol TpaHCepu HABALM OT APYTU JTIOMEWHH;
HTTPS mpotokorn; moa AOMEWHH, KOUTO PabOTAT KaTo camocTosTeaHu yebd caiftore; IP
anpecute (IPv6, IPsec); m3xoasmusat Opoit Bpb3KH; pasmep Ha caiira; X-XSS-Protection;

13 Roger G. Baldwin, “Technology in Higher Education,” Education.stateuniversity.com, 2021,
https://education.stateuniversity.com/pages/2496/Technology-in-Education-HIGHER-EDUCATION.html.
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Strict-Transport-Security; X-Frame-Options; X-Content-Type-Options; X-Xss-Protection;
Content-Security-Policy, kakTo u monbiHuTeIHA HHOOPMAIHS 32 caMaTa CTPaHHIIA.

Ot HanpaBeHUAT aHAJIU3 CE€ BUXK/A, Y€ pas3riielaHuTe YHUBEPCUTETU B bbirapus umar
npUOIN3UTENHO eHaKkbB ['yrba panr 4 wim 5, 10KaTO NpPU YHUBEPCUTETHTE B CBETA TOH
Bapupa ot 6 1o 8. M3non3Banero Ha npotokos HTTPS B MexxayHapoqHUTE YHUBEPCUTETH €
MaJIKO IO-BHCOK CHpPSIMO TO3M B bbirapus u rapantupa, 4e TpaH3aKLIMHUTE CE Ma3sT
IIOBEPUTEIHO U BCEKM MAKET JAHHU € KPUIITUPAH U 3aIUUTEH. bpoAT 1oMeNHH, IOAI0MEIHN
U U3XOJAIIUAT OpOii BPB3KM J1aBaT MHPOPMAIUS 32 CBbP3aHUTE Ype3 WHTEPHET CTPAHULU U
MPEOCTaBsIHUTE OHJIAMH ycayru. YHuBepcuTera BbB Buena, Oxcdopn u XapBapa uMat HaJ
120 wusxopsmure Bpb3KU. llpaBu BreuaTiieHHWe, 4Y€ NpPU IOBEYETO YHUBEPCHUTETU
n3non3BaHeTo Ha IPv6 e okoio 80%.

B YHUBCPCUTCTCKUTC CaliTOBE U3XOISAIIUTE BPB3KH YCCTO II'bTU BOJAAT KbM
HO,Z[,I[OMCIZHH Ha TJIaBHUAT CaWT U npeaCTaBIABAT IpCAjiaranu OHJIAlH yciayru. TI'onemusr
6p01>i 101 I[OMGI‘/‘IHI/I IMOKa3Ba, 4€¢ YHUBCPCUTCTCKUTC calToBe ca HU3rpaJicCHU KaTo IIOPTAJIHU U
BOJAT KbM PAa3JIMUHHU 1100 caiiToBe B I/IHTGPHCT nimn I/IHTpaHeT.

Ha ®urypa 2 e mpencraBeHa rpaduka Ha H3XOASIIUTE BPBH3KU B aHATU3UPAHUTE
YHHUBEPCHTETCKU caiiToBe. bpoaT mM Bapupa B MHOro MHMPOK auana3zoH ot 43 mo 178.
CoduiickuaT YHHBEPCHUTET WMa Hal-ManbK Opoil um3xomsmm Bpwb3ku 10, moxato Hos
Obarapcku yHuBepcuteT uMa noede oT 100. CaittoBere Ha IKOHOMHYECKHUST YHUBEPCUTET
BbB BapHa M AMEpUKaHCKUAT YHHBEPCUTET HMAaT eAaHakbB Opoir 50. CalTeT Ha
yauBepcuteTsT B Crandopn, KOWTO BUHArM MMa Hail-BHCOKM TMOKa3aTenu, uMa easa 69
M3XOMAIIU BPB3KH, CIIPSIMO YHUBEpcUTeTUTE BbB Buena, Oxchopn u Xapsapi, KOUTO UMaT
noseue oT 120 U3xoasiy Bpb3KH.
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H3zmounuk: Cobcmeeno npoyysane
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HanpaBenusT ananu3 gaBa npencTaBa 3a OpraHU3alMOHHU CTPYKTYPH, ChIIbPKAHHUE,
CBBP3aHOCT KbM COIMATHM MPEXU M Iardopmu, Opoil mocemeHus, MHOOPMAIMOHHH
CHCTEMH, MOOWIIHM TIPUIOKEHHs, CTpykTypata Ha WT oTaena, crparerus U MOJIUTUKH 32
KHOEpCUTYPHOCT, aKTyaau3alus Ha HH(OpMALMITa U APYTH TapaMeTpH, MIPSIKO 3aBUCEILHU OT
UT ynpaBineHHeTO BbB YHHBEpCUTETa. AHAIU3BT I0KA3Ba, Y€ MMa MHOIO 00JIACTHU, KOUTO
TpsiOBa 1a ObJAT M3CIIEBaHU U MOAOOPEHH B OBJITapCKUTE YHUBEPCUTETH. | 0OTOBHOCTTA 3a
IIpOMsiHA M BHEApsABAaHE Ha WHOBALMU € MpPSKO CBbp3aHa ¢ Oposi M BHUJOBETE Ha
npenocrassaute UT ycnyru.

Ha 6a3aTa Ha HanmpaBeHHUTE MPOYYBAHUS ca UACHTU(DUIIUPAHU YETUPH OCHOBHH TPYITH
MH(POPMALIMOHHNA CUCTEMHU: AIMHUHUCTpAaTHUBHH, WH(popmanmoHHu, YdeOHa aEHHOCT U
Hayxa.

B uzcneasanero “3amnaxu 3a kudepcurypHocrra 2022 ca npeacTaBeHH Hail-uecTo
CpelaHuTe yA3BMMOCTH IpHU OHNaitH yemyrute'®. OT Hero ce BIKa, 4e OCHOBHA 3aIliaxa 3a
CUT'YpHOCTTA IPEICTaBIIsIBa MAIAOHOTO MU3BJIMYAHE HA JaHHU. JIeKoTaTa ¢ KOsITO MOTaT Jia ce
cbOupat u 000011aBaT JaHHU, IPABH Ta3W aTaka IMIMPOKO Pa3lpOCTPaHCHA.

HoknansTt . Jlurutansa tpanchopmanus BbB BHCIIETO 0Opa3oBaHue oOmIMCBa
npobremuTe, TIpen KouTo ca usnpasenru BY', TloeueTo yHHBEpCHTETH HEKIapHpaT KaTo
TPYAHOCTH JIUTICATa Ha CPEJICTBA 32 MHBECTUIIUUTE B HOBH TEXHOJIOTHH, 0AaBHO IIPOMEHSIIIATa
ce OpraHu3alMOHHA KYyJTypa, HECUTYpHaTa WHTEpHET MH(PPACTPYKTypa, HEAOCTaThUHATA
TOTOBHOCT 3a 00y4eHue 1o kubdepcurypHoct u kBanudunupan UT nepconan. BY usnmonssar
TEXHOJIOTUYHO OCTapenu MH(OPMAIMOHHM CHUCTEMH, KOUTO HE ca 3allUTeHU MPaBUIHO U
TpsiOBa Ja I'M aAanTuparT KbM MPOMEHSIIUTE C€ HYXIU Ha CTYJCHTUTE M HOPMAaTHUBHUTE
pasmnopendu.

W3cnenBaHeTo Ha Yy IUAT OIMT MTOKa3Ba, Y€ MOJCPHUSI YHUBEPCUTET € OPUCHTUPAH
KbM HHTCPHALlMOHATIMU3AllUA, KOHKprHTOCHOCO6HOCT 1 UHOBAIIUH. HpI/IOpI/ITCTHI/I TEMHU Ca
JTUTHTaIHATa TpaHchopMaIusi, KHOePCUTypHOCTTa, KaKTO ¥ 3aKOHOBO HOpMaTHBHATa 0a3a
CBBbp3aHa ¢ TAX. Pemenne Ha 0azaTa Ha HampaBeHWs aHAJIN3 BKIIOYBA MpPUJIAraHETO Ha
CTaHJAPTH3UPAH IOAXOJ] MPU NPOSKTUPAHETO Ha OHJAWH yciayrd BBB BY, 3amoto
CIPABSIHETO ChC CHIIECTBYBAIIUTE YA3BUMOCTUA M TAXHOTO OTCTPAHSBAaHE B PEATHO BpeMe
MO3Ke Aa Ob/ie TPYIHO.

B pa3aesa 1.3 ca AHAJIM3UPAHU TIPCAU3BUKATEIICTBATA U HpO6JIeMI/ITe B 00JacTTa Ha
KI/I6CpCI/IprHOCTTa npea YHUBCPCUTCTUTC B anrapml.

YHUBEPCUTETUTE YECTO BB3NIPHEMAT PEaKTUBEH MOX0/ KbM KHOEPCUTYPHOCTTA KaTo
npearpruemMar MEpKH e/1Ba Ipy HacThInja aTtaka. [[poyuBaHe 3a KHOEpCUTYpPHOCTTA OKa3Ba,
ye npe3 2021 BucmuTe oOpa3oBaTeNTHU HHCTUTYLIMM MOJIEPHU3MpPAT MHCTPYMEHTUTE 3a
CUTYpHOCT Ha chbluecTByBammre UT cucremMu karo mMapkupaT €leMEHTH OT KOHTPOIHU
CHUCHIIN 32 ChOTBETCTBHE BMECTO JIa BrpakJaT KMOEPCUTYpPHOCTTA B CBOMTE HOBH CHUCTEMHU

14 Ptsecurity, “Cybersecurity Threatscape: Q2 2022,” 2022, https://www.ptsecurity.com/ww-
en/analytics/cybersecurity-threatscape-2022-g2/.

15 |ina Maria Castro Benavides et al., “Digital Transformation in Higher Education Institutions: A
Systematic Literature Review,” Sensors 20, no. 11 (January 2020): 3291, https://doi.org/10.3390/s20113291.
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u yenyru'®, HanmexmHocTra Ha MpexoBuTe M MH(GOPMAIMOHHUTE CHCTEMH € KIII0YOBA 32
0e3npobsieMHO (QYHKIIMOHUPAHE HA BCUYKU IUIATGOPMHU W YHHBEPCUTETCKH CaTOBE,
MPOBEXKIAHE HA KAHJAMJATCTYACHTCKM KaMIIaHWUH, EJCKTPOHHH W3MUTH, 3aliCBaHMS,
oOy4eHue u JIp.

CnpaBKa B Oa3arta JaHHH 3a CBETOBHOTO BHCIIC 06paSOBaHI/I€ IIOKa3Ba, 4c 63% ot
YHUBEPCUTCTUTE YyIHpaBIsABaT HU3LAIO0 OHJIAH nmponeca Ha 3allMCBAHC M CBXPAaHCHHUE Ha

JaHHUTEC 3a CTy,Z[eHTI/ITe17 .

MexnyHapoaHaTta acoldallds Ha YHHUBEPCUTETHTE IOAYEPTaBa, Y€ HAMA EIUHEH
MoJIel 3a U(poBa TpaHCPOpMaLUs, KONTO Ja TacBa Ha BCUYKU BUCIIN Y4€OHH 3aBE/ICHUSI.
CropaBkarta mpeAocTaBst OOLI Mperjie] Ha HAIMOHAIHHUTE CTPATeTMH W TIOJIUTHKU 3a
U3MO0JI3BaHE HAa HOBU TEXHOJOTMU B IPENOJABAaHETO U YYEHETO. ApXWUTEKTypara Ha
NPUJIOKECHUATA BKIIIOUBA IPHJIAraHe Ha OpPUEHTHPAH KbM TOTPEOHTENs AM3aiiH,
pPEUH)KEHEPUHT Ha HH(GOPMAIIMOHHUTE CUCTEMH, €IMHEH BXO/Jl, AUTUTAIHO pabOTHO MSICTO U
OCUTYpsIBaHE Ha BBH3MOXKHOCT 3a BBTPEIIHA OIEHKAa Ha MpOoIecHuTe W MOoJ00psiBaHE Ha
YCILYTHUTE.

HoBute TeHneHIMM CBBp3aHM C KHOEPCUTYPHOCTTA BKJIIOYBAT pa3pabOTBaHE Ha
0a3upaHa Ha pUCKa CTPATErus 3a CUI'YpHOCT, 001auHa HH(PaCcTPyKTypa U BUCOKOCKOPOCTHH
MpEeXH, NeUHUPAHH MPOILECH 32 KUOEPCUTYPHOCT, CUCTEMH 3a OTKpMBAHE M pearupaHe
Ha KuOepaTaku u JIp.

JeiicTBamiata B MoMeHTa HopMmatuBHa ypenba B obmnacrra Ha WUKT B Bbwarapus
oOxBama: 3akoH 3a €JNeKTPOHHHUTE CBhOOIIEHUs; 3aKOH 3a KHOEpCUTYpHOCT; 3aKOH 3a
€JIEKTPOHHUTE ChOOIIUTEIHU MPEXKH U (pu3ndeckaTa HHPPACTPYKTYypa; 3aKOH 3a €JIEKTPOHHO
YIIPaBJICHUE; 3aKOH 3a €JIEKTPOHHMS MOANKNC U EIEKTPOHHUTE YAOCTOBEPUTEIHM YCIIYTH;
3akoH 3a KUOEpPCUTYpHOCT; 3aKOH 3a TBPIOBCKMS PETUCTBP; 3aKOH 3a €JIEKTPOHHATa
THProBus; 3aKOH 3a 3allUTa Ha JIMYHUTE JaHHU, KaKTO U JPYTu pa3nopeaou.

Hanumonannara nporpama ,,lludposa bbarapus™ mma 3a men xapMoHM3HpaHE Ha
OBIATapCcKOTO 3aKOHOATENICTBO B ChOTBETCTBUE ¢ ToBa Ha EC B pamkute Ha Crparerusita 3a
uu¢ppos enuHeH mnazap B EBpoma. llenta na EBpomelickara komucus € Ja mojrnomara
Ibp)KaBUTE YJICHKH NpU UACHTUPUIMPAHETO Ha OO0JACTH, H3MCKBALM HPUOPUTETHU
nercTBus, KaTto eaHa ot Tsax € A0 2030 r. Haii-manko 80% OT rpaxaaHuTe Ja UMaT OCHOBHU
U(GPOBU YMEHHUS.

JannuTte B PeifTunrosata cucrema Ha Buctute yumiuiia B bearapus (PCBY) 322021
rofiMHa TOKa3Ba yBelM4aBaHe Ha Opos Ha CTyJEHTUTE M Oposl Ha HaydyHUTE MyOJIMKALUU B
MeXAyHapoAHUTe Onbauorpadcku 6a3u 1aHHU.

18 Dave Burg, Mike Mason, and Richard Watson, “Cybersecurity: How Do You Rise above the Waves
of a Perfect Storm?,” EY, 2021, https://www.ey.com/en_bg/cybersecurity/cybersecurity-how-do-you-rise-
above-the-waves-of-a-perfect-storm.

" WHED, ,,World Higher Education Database®.
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OCHOBHHTE MNpCaAU3BUKATCIICTBA, ONMCAHW B MH3CICABAHCTO ,,yHI/IBepCI/ITeTI/ITC B

JIMrATAIHus cBaT 8 ca:

e Bucoka creneH Ha Bb3pacToBa Mu(epPeHIIMAIUS [T0 OTHOIIICHUE Ha BB3MOKHOCTHUTE 3a paboTa
C IUTUTATHYU TEXHOJIOTHU.

e Pedopmupane Ha BO, memsimo KOMOMHHpaHETO Ha MHUCMEHO-CIIyXOBaTa WH(pOpMaIus C
BHU3yaJHa HHPOPMAITHSL.

e Jlurmca Ha CTpPaTerMYECKUTE BU3MM [0 OTHOIICHWE HA OCHOBHUTE (YHKIMM Ha
YHHBEPCUTETUTE, CBbP3aHU ¢ 00YUCHUETO, C PA3BUTHETO HA HAyKaTa U MHOBAIIUUTE.

e [locturane Ha OaNaHC MEXKY YBEIUYABAIIUTE Ce OOIIECTBCHN U3UCKBAHUS U OYaKBAHUS KbM
BHCIIIETO 0Opa3oBaHUE.

e HenocrarbuHa KOHKYPEHTOCIIOCOOHOCT IO OTHOIICHWE HA OBP30TO pa3BUTHE HA Ma3apa Ha
00pa30BaTeIHM YCIYTH U JIMICA HA I'bBKABOCT B MpejiaraHuTe (hopMU Ha 0O0y4eHUE.

[penusBukarencrBara npex BO B bbiarapus ca cBbp3aHU ¢ JMmaTa Ha IBUIOCTEH
MOJIET 32 IUTUTAIM3AIIUS 10 KOWTO Ja ObJIc OIICHEHA CTEIICHTa Ha TUTUTAIM3AIUs Ha BCSKO
BHUCIIIC YYWIUINE, KAKTO U CIMHHA aBTCHTUKAIMS HAa MOTPEOMTENIUTE 3a JOCTBII IO BCUYKH
w1athopmu.

Kubepcuryprocrra BbB BY ce ocurypsiBa ype3 mpouecu, KOUTO PBKOBOJCTBOTO
clie/iBa 3a Jja UASHTU(UIMpPA, aHAIU3Upa U pearupa 1o HoAX0 1] HAUUH Ha PUCKOBE, KOUTO
MoraT Ja BIUSSAT HeONaronpusTHO Ha opranusanusra. Ilo Bpeme Ha KoH(epeHUMsTaA
»JlMTUTanu3anus Ha BUcLIeTO oOpa3oBaHue B bbirapus, Kodaro ce mpoBejae Ta3u rojnuHa B
YHCC, ©6saxa  oOchbieHHM BB3MOXKHUTE 3allllaXd, OLCHKa Ha pUCKAa M HAYMHUTE 3a
poTuBozelicTBUEe UM. B Hesd ce kaza, 4ye, YyHUBEPCUTETUTE ca YA3BUMHU KbM KuOepaTaku
[opajil CBOSITA JACLEHTPAIM3MpaHa CTIPYKTypa, pa3sHooOpa3Ha Tpyna HOTpeOUTenn
(u3cnenoBareny, CTYAEHTH, TOKTOPAHTH, MPENOIABATENH, CIYKUTEIU U JIPYTH), pa3IuuHu
HuBa Ha T KOMIIETEHTHOCT M CIIO’)KHA MPEKOBAa CBBP3aHOCT HA BCUYKU yCTpoucTBa. B
LIEHThPa Ha BHUMAHUETO Ca XOpaTa U Bb3MOXKHOCTHUTE 3a TAXHOTO 00y4YeHHE, C KOeTO J1a Obie
CHIDKEHA YSI3BUMOCTTa OT KMOepaTaky, 3aryoara Ha JaHHHU WIH peryTaius.

bearapus yyactBa B HAKOJIKO TOJIEMH MEKIYHAPOJHU IIPOEKTU, EAUHUAT OT KOUTO €
Mpekara "EBponelicku yHuBepcuteTu'". B Hero aurutanusanusTa € OCHOBEH NPUOPUTET,
MMEHHO 3aTOBa peAMIIa TEXHOJIOTUYHN KOMITAHUM MMAPTHUPAT Ha OBJITapCKUTE YHUBEPCUTETH
3a OCUT'ypsIBaHE Ha TsIXHaTa MH(POPMAIMOHHA CUTYPHOCT U KHOEPCUTYPHOCT.

Hoxmnan 3a curypHoctTa Ha copryepa ot 2021 r._orOensi3zBa, ye moseue ot 85% oT yed
NIPUIOKEHHATA UMAT YA3BUMOCTH B curypHoctTal®. PazbupaHeTo Ha Te3M YS3BHMOCTH € OT
KJIFOYOBO 3HA4Y€HWE 3a OTKPHBAHETO MM W 3amuTata Ha naHHurte. CraHmapTu3anuara u
cepTu(UIMPAHETO Ha JEHHOCTUTE, CBBP3aHU C KHOEPCHUTYpHOCTTa, HE Ca JOCTaThYHO
cboOpa3eHn chc chbBpeMeHHUTe HyxauTe Ha BO. KmtowoBurte mocmanms, kouto ENISA
OTIIpaBs KbM OpTraHM3AIMUTEe B Ta3W BpPB3KA BKIIOYBAT MMOBEYEe B HHMOOPMHUPAHOCT U
o0pa3oBaHKe OTHOCHO CUTYPHOCTTa Ha BCHYKHU HUBA, YIIPaBIEHUE HA PUCKA, CbTPYIHUYECTBO

18 Link Springer, “A University Landscape for the Digital World,” Link Springer, 2022,
https://link.springer.com/chapter/10.1007%2F978-3-030-44897-4 1.

19 Veracode, “State of Software Security,” Veracode, 2021, https://www.veracode.com/state-of-
software-security-report.
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C aKaJIEeMUYHHUTE CPEIH, 3a J]a rapaHTUpa, Y€ HayYHUTE U3CIICABAHUSA BOJAT 10 KAUECTBEHU
IIPOJIYKTH U YCIIYTH.

Enna or BB3MOXHMTE CTpaTerMd 3a IPOTUBOACHCTBHE Ha PHUCKOBETE 3a
KHOepcurypHocTTa € 00y4eHHETo Ha CIIy>KuTenuTe. ,,O0ydeHUeTo clie/iBa J1a € HEPEKbCHATO
U ChABPKAHUETO Jia Ce aKTyalu3Hpa pelloBHO, KaTo 0OXBallla Bb3HUKBALIUTE 3aIlylaXxd 3a
CUTYPHOCTTAa M KOHTPOJIUTE 3a CHUTypHOCT, KOWUTO Ca IIPUJIOXKEHH 3a 3aluTa Ha
uHpopmanuaTa.”, ce noco4sa B cTaTusara ,,KakBo npejcrapisiBa 00y4eHUETO [0 CUTYPHOCT

W 341010 € BaXHO %0,

VYHuBepcuteTuTe TpsOBa 1a pa3paboOTAT NporpaMuTe 3a WHGPOPMHUPAHOCT B
CBHOTBETCTBUE C PA3IMYHUTE POJIH HA CIY>KUTEIUTE B opranu3anusta. [Iporpamara tps6Ba 1a
BKJIFOUBA paznu4yHu (GopMU Ha OOydeHHWE — WHQPOPMAIMOHHU OIOJETHHH, KOMITFOTHPHO
6a3upaHo 00y4YeHHUE 3a CUTYPHOCT, CUMYJIMpPAHH (PUIIMHT yIIPaKHEHHsI, CATHAJIM U CbBETH 32
KHOEpPCHUTypHOCT.

HN3Boan

B Iasa nvpea ca ananmm3upaHu ChCTOSHUETO U MPOOJIEMUTE TIPU YIIPABJICHUETO HA
kubepcurypHoctta Ha BY B bbarapus. Pemienue Ha 0azara Ha HanpaBeHMsI aHAJIW3 BKIIIOYBA
NPOCKTUPAHETO Ha 3alMTaTa, KaTo Ba)KHAa 4YacT 3a pa3pabdOTBaHETO HAa OHJIAWH YCIIYTH,
3aI[0TO CIPABIHETO ChC CHIIECTBYBAILIUTE YSI3BUMOCTH U TSIXHOTO OTCTPAHSBAaHE B PEaTHO
BpeMe Moxe aa 0bae TpyaHo. KubGepcurypHoctra TpsiOBa na Obe 3aI0KeHa B HAYATHHUTE
eTany Ha IUIAHMPaHE, a HE Karo MpOoIeC 3a CMEKYaBaHE WM BB3CTAHOBSBAHE CIIC]
kubOeparaka.

W3sichenn ca mMOHATUATA, KOUTO Ca HYXHH 3a W3CIEIBAHETO: JAWTUTaIHA
TpaHcopmalus, KHOepCUTrypHOCT, KOHTPOJIH 32 CUTYPHOCT U pepepeHTeH MOAeI.

Nnentudunupann ca OCHOBHUTE eTalmW Ha AWTUTalHATa TpaHchopmanus —
cTaOuan3upane, CTaH1apTU3aLMsl, ONTUMH3AIUS U TpaHchopMalus, KaTo U CbTPYIHUYECTBO
Ha EBPONEHCKO HHMBO 3a Pa3BUTHETO Ha BHCOKOE(EKTHBHA €KochcTeMa 3a MH(poBO
oOpa3oBaHHUe.

AHanu3bT Ha HAall-4E€CTO CPEIIAHUTE PUCKOBE 33 CUTYPHOCTTA Ha OHJIAH yCIIyTUTE
BKJIIOUBA MaIladHO U3BIUYAHE HA JaHHH, Ganmuduupane Ha 3asBKU MEXIY CaliTOBE, aTaka
3a 0TKa3 Ha yciyra Wid NOJANpaBsiHe Ha UACHTU(DUKAIIMOHHU JaHHU.

Hanpagen e npernen Ha HopMaTuBHata pamka Ha EC u bearapus. Pasrnenanure
HOPMATHUBHHU JIOKYMEHTH HMOJKPENAT MpoOjJeMHUTe U NpeAu3BUKATENCTBaTa OT 00jacTTa Ha
KHOEpCUTYpHOCTTa M OdYepTaBa KIIOUOBUTE MPHOPUTETH CBBP3aHM C IIOBHUIIABaHE Ha
KauecTBOTO Ha 00pa30BaHUETO, BbBEKJAHE Ha CbBPEMEHHU METOAM Ha 00y4deHHE, CUTypHa
cpela 3a U3cie/lBaHus, JOCTBII 10 JTaHHU U UH(OpMaLIHsL.

JlaHHUTE OT aHATM3MPAHUTE YHUBEPCUTETCKH CalTOBE B bbirapus u B cBeTa AaBaT
nHpopmalus 3a 6posAT HTHPOPMAITMOHHU CUCTEMH, MOOUITHYU MPUIIOKEHHS], OpraHU3aMOHHN
CTPYKTYpH, CTpaTerus U MOJUTUKU 33 KHOEPCUTYPHOCT, KAKTO U JIPYTH MapaMeTpH, MPsKO

20 Mimecast, “What Is Security Awareness Training and Why Is It Important?,” Mimecast, 2022,
https://www.mimecast.com/content/what-is-security-awareness-training/.
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3aBucemn ot UT ynpasneHuero BbB yHuBepcureTa. OT HEro craBa SICHO, Y€ MMa MHOIO
o0acTH, KOUTO TpsiOBa J1a ObJIaT U3CIeIBaHU U TOA0OpEHH. bposT Ha mpeTaranuTe OHJIAiH
YCJIYTH HapacTBa, a 3a¢THO C TSIX U HEOOXOJMMOCTTa OT 00IIa KOHLIETIIUS 38 KHOSPCUTYPHOCT
BbB BO.

AHanu3upaH € YyKIUSAT OMUT B 00JaCTTa HA KHOEPCUTYPHOCTTA U € YCTAaHOBEHO, Ye
BY B bwarapus uMat Hy»Aa OT LSJIOCTEH MO/JIEN 32 KHOEPCUTYPHOCT IPU IPOEKTUPAHETO HA
OHJIAaliH YCIIYTH, KaKbBTO Beue MMa paboren; B MHOro apyru yHuBepcutretu ot EC.
[Tpunaranero Ha T BbB BY me ocurypu HOCTBIHOCT, aKTyaJHOCT WU YIPABICHUE Ha
o0Opa3oBaTeTHUTE pecypcH, MomoOpsiBaHe Ha WHEGPACTPyKTypaTa, aJIMHHHCTpAIUATA U
KOHTPOJI'BT Ha JOCTBII.

I'masa II. IToxxoau ¥ cranaapTH 3a ynpapjeHue Ha HHGOPMALMOHHU TEXHOJIOTHH U
KHOEepCUTYPHOCT BbB BHCIIETO 00pa3oBaHue
B I'naga Il ca U3IIbIIHEHHU CIIEIHUTE IIOCTABEHU 3aa4u:

1. Ha 0Oa3zara Ha mperiieq Ha JuTepaTypara, MOCBETEHAa Ha YIPABJICHUETO Ha
KHOepCUrypHOCTTa, Aa ObAAT UISHTU(DUIUPAHU YCIICUTHUTE PEHICHUs U T00pu
MIPAKTUKYU 32 IPOEKTUPAHE Ha CUTYPHU OHJIAH yCIyTH.

B pasgen 2.1 Ha HacrosIaTa IJ1aBa 3a LEJIUTE HA W3CIEABAHETO Ca pas3riellaHu
OCHOBHH TIOJIXO/IX ¥ paMKH 3a ynpasienue Ha UT u kubepcurypHocT.

[IbAHUAT COUCHK C OMHMCAHUE M TPEIHA3HAYCHHE HAa BCEKH CTAaHIApT U TMOAXOM €
npenacraseH B [lpunoowcenue 8. [loBeueTo OT TAX YCIEIIHO ce U3M0a3BaT BB BY 1o cBera u
3aToBa ca pasriieJaHu Mo-ToIPOOHO.

COBIT 2019 noaxox 3a ynpasJjieHHe Ha HH(POPMAUMOHHHU TexHoJioruu. O0ma
pamMka

Obmrara pamka 3a ynpaBieHHue Ha HH()OPMAIMOHHUTE TEXHOJIOTUU B OpraHU3aLusATa
e mpuera karo craagapT (COBIT 2019%) u e paspaGoTena oT Acomuamusra 3a OJUT U
KOHTPOJI Ha HHPOpMAIIMOHHUTE cucTeMu. Pamkarta e rmo0ainHo mpu3HaTaTa U ce U3Mo0J3Ba OT
Haz 188 nmbpkaBu v uma Hag 200 000 npusnHatu ceptudukara. OcnoBuu npuHunu B COBIT
2019 ca HyXaAWTEe Ha 3aMHTEPECOBAHUTE CTPaHU U Ch3JaBaHE HA OM3HEC CTOMHOCT, 4pe3
n3nonseadero Ha UT. COBIT 2019 nmogabep:ka BUCOKO HUBO Ha ChOTBETCTBHE U BKJIIOUBA
YacTH OT APYrM CTaHJIApTH 3a MHPOPMALIMOHHA CUTYPHOCT, Ype3 SICHO pa3rpaHUyYaBaHe
MEX]y HUBaTa CTPATErH4ecKO YIpaBiIeHUEe U ONlepaTUBHO yIpaBieHHEe (MEHUIKMBHT).

ITogxona npeajiara 06ma paMKa, BKIIIOYBAIlla HAKOJKO CTaHAApTa, 06B’bp3BaI\/’IKI/I
LEJINUTC HAa YIIPABJICHUCTO KATO LAJIO U LEJIUTC Ha YIIPABIICHUCTO HaA uT.

OCHOBHH CTBITKH MPHY U3IMOJI3BaHE HA MTOAXO0/a ca: ONpeAeisTHe Ha 00eKTHATa 00J1acT;
nepuHUpane Ha (aKTOpU HA MPOSKTUPAHETO; KacKaJWpaHe Ha IIeJH; MPUOPUTH3NPAHE Ha
IICJINTC HA yr[paBneHI/Ie 1 MECHUJPKMBHTA, YCTaHOBHBaHe Ha )106aBeHaTa CTOﬁHOCT.

2 ISACA, ,,COBIT | Control Objectives for Information Technologies*, isaca.org, 2022,
https://www.isaca.org/resources/cobit.
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KackanupaneTo Ha 11e511 oA bpKaT IPUOPUTU3UPAHETO HA LIEUTE HA YIIPABICHUETO
Bb3 OCHOBA Ha PUOPUTU3ZUPAHETO HA LIEJUTE HA OpraHu3aunusira. Te BKIIOYBAT KyJITypa Ha
oOcCITy>)kBaHE, OpPHEHTHpaHa KbM KJIHMEHTA, ONTHMH3MpaHEe Ha (QYHKIHMOHAIHOCTTA Ha
BBTpEIIHUS OU3HEC NpOoLEeC, NOCTUIaHE Ha ONEpPAaTUBHU CHBBPIICHCTBA Ha YCiIyrara,
ylpaBiieHue Ha OU3HEC PUCKA.

Onucanue Ha Moaxoja B rpaduueH BUJ MOKe J1a Obje BUAsSH Ha Durypa 3.

BusHec nean Ilean Ha ympaBJIeHHETO CQB' |2019
; . OIIO (APO) HIIB (BAI) : <
OHH (EDM) ARy < 2 JOII (DSS) MOA (MEA)
OGespssane. Hsrpaxaane, ey X
Onerdere, Haco9BaHe H o5 Jocrasxa, oGcayAEane MogzTopszT,
< % IIaHHpAHE K npHIo0HEaKE H i 5
Ha0monenHe H IOTIPbEKA OLEHABAHE H aHATHS
OprasHsHpaHe BHEIpABaHE
Onenxsare B2 Opragusupase Ha Je¢urnpasre, Onepatuena nocraexa®  Habmonasaxe Ha
CTpaTerHyeckHTe CTDATErHi B npHIoOHBaHE B moxapbaka Ha IT TIPOHSEOTHTEIEOCTTA K
EBSMOKHOCTH, IOITBPXAINH JeHHEOCTH BEempABaHe Ha MT VCIVTH. cporsercrsreTo Ha T
HacOuBaHe H sa T pemeHHz
HalmoJeHEe.

Queypa 3. Ocnosnu npoyecu na nooxooa COBIT 2019

Hsmounuxk: IEA, 2022, nybruxayus na Enterprise Architecture, iea.wikidot.com/cobit

OcuoBuute eaementu B COBIT 2019 ca oOmactua, 1eJiM M HOKa3aTeld 3a
edexTuBHOCT. Obacmume CIIEABAT OOIIWS JKU3HEH IIUKBJI Ha PA3BUTHUETO HA CHUCTCMHTE.
Llenume na ynpasnenue ONMUCBAT MPAKTHUYCCKHUTE IeNU 3a ympasieHue Ha WT mpomecu.
llokazamenume 3a eqbeKmugHocm OITIMCBAT AKTHUBHOCTTA.

Marpunara RACI? nosBonsia jma ce UICHTU(DUIMPAT POJIUTE U OTTOBOPHOCTHUTE,
MIPSIKO CBBbP3aHU C OpraHU3allMOHHATA CTPYKTYpa MPH YIPABICHUETO Ha KHOEPCUTYPHOCTTA,
U 11e ObaT pasriaenanu noapooHo B ['nasa 3, pa3nen 3.3.

Uerupure 00acTH, KOUTO CIEABAT OOIIMS KU3HEH IIMKBI Ha Pa3BUTHETO Ha
cucremute ca’’:  Obevpszsane, nianupane u opeanusupane (OIIO); Hzepascoane,
npudobusane u eueopsasane (MIIB); Jlocmasxa, obcayaceane u nooopwvocka ([OII),
Monumopune, oyensneane u ananuz (MOA). [logpoOHO onricaHrEe HA MPOIIECUTE U CBhP3aHUTE
pamKoBH eneMeHTH B obnactute [Inanupane u opranuzanus u [IpunobuBane u BHeapsiBaHe,

MmoraT 1a Obaat pasrienanu B Error! Reference source not found..

3a Bcaka nen Ha ynpasieHnetro COBIT 2019 ycraHoBsiBa KOMIOHEHTHTE, KOUTO
Tps6Ba Aa ObJaT MaIabupanu, MOAIBPKAHU U YIOBIETBOPEHH, 3a TOCTUTAHETO Ha BCSIKA e
U Te ca:

e 1mpolecu
® OpraHU3allMOHHH CTPYKTYpU;

22 RACI - Responsible, Accountable, Consulted, Informed

23 Coursehero, ,,COBIT has several strengths that make it a worthy framework for IT*,
www.coursehero.com, 2021, https://www.coursehero.com/file/p4pvm3s/COBIT-COBIT-has-several-strengths-
that-make-it-a-worthy-framework-for-1T/.
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e yHGOPMAITMOHHH MTOTOIU U CIEMEHTH;

® XOpa, YMEHUS U KOMIICTCHIINH;

® [IOJUTUKH U NMPOLEAYPH;

® KyJITypa, €TUKA U TTOBEJCHHUE;

e ycIyru, UHQPACTPYKTYpa U MPHIIOKEHUS.

HCJ’II/ITG Ha CTPATErHYCCKOTO M OIICPAaTUBHOTO YIIPABJICHHUE Ca PasaCiICHU B O6J'IaCTI/I,
B KOWTO ce paspa60TBaT ,I[O6pI/I IMPAaKTUKH, TaKa Y€ PBKOBOAHHUAT OpraH Jda MOXC Ad OLICHU
HAJIMYHUTE CTPATCrHNYCCKHU OIIIHH, Ja HACOUYM OpraHu3anusTa KbM CTPATCITHUCCKH LEJIN U Ja
Ha6n10;[aBa HU3IBJIHCHHUECTO HA CTPATCTUYCCKUA I1JIaH.

COBIT 2019 naBa BB3MOXXHOCT 3a IOCTUI'AaHE HAa OPraHU3aLMOHHUTE LIEIH, 4pe3
OanaHcHpaHe M HaCOUBaHE Ha PUCKA M MEPKHU 3a KOHTPOJ1. BHenpsABaHeTO My I1ie TO3BOJIH 14
ce HaMaJ W PUCKBT 3a CHUTYPHOCTTA, YIPaBJIEHUETO HA JaHHUTE, mojoOpsBaHe Ha WUT
YCIYTUTE U JOCTHIIA HA BCHUKU 3aUHTEPECOBAHU CTPAHH.

Cranpgapt ISO/IEC 27001:2022 cuctema 3a ynpasJjieHHe Ha HH(POPMAIIMOHHATA
curypHoct. O6ma pamka.

CrangapTsT € 3aabiDKuTeNeH B bbarapus, kKaTo BHEAPSBAHETO My € O0YCIOBEHO OT
Hapenbarta 3a oOmuTe HM3WCKBaHMSA 3a ONEpaTHBHA CHBMECTHMOCT W HH(OpMaIMoHHA
CUTYPHOCT, U3/1aJieHa Ha OCHOBaHME Wi. 43, ajn. 2 oT 3aKoHa 3a €JIEKTPOHHOTO YIIpaBJICHUE.
Ceptudunupanun mo Hero TpsOBa na ObIAT AbpKaBHATA, TEPUTOPHAIHATA M MECTHATA
aJIMUHUCTpAINH, ChAeOHATa BIIACT, JIMI]Aa OCBHIIECTBABAIIM MYOJUYHN (PYHKINHU, KAKTO U 32
OpTraHU3alMUTE TIPEAOCTABAIIN OOIIECTBEHH YCIIYTH, KAaKBUTO ca 00pa30BaTEIHUTE
WHCTUTYIUU.

Cmanoapmvm obxsawa cireoOHume 0061ACMU HA UHGOPMAYUOHHAMA CUSYPHOCHL:
Onenka Ha pucka 3a WH(oOpManHoOHHATa CUTYPHOCT; CHUTYPHOCT Ha YOBEUIKUTE PECypCH,
Ouzuyecka curypHoct; KommioTbpHa u  MpexoBa curypHocT, CHTypHOCT mpu
pazpaboTBaHeTo Ha codTyep M Xapayep; YTNpaBieHHE Ha WHIUJCHTH; YTpaBJICHHE Ha
HEMPEKbhCBACMOCTTA.

ISO/IEC 27001:2022 nma 93 KOHTpOAM CTPYKTYpUPAHH B YETUPH KOHTPOIHU rpynu: A.5
Opranu3aiioHHU KOHTPOJIH - Chabpka 37 kouTponu; A.6 KorTtponu 3a xopa - chabpxa 8
KOHTpOJH; A.7 dU3nuecKn KOHTPOJIH - ChAbpKa 14 koHTposn; A.8 TeXHOIOTMYHU KOHTPOJIH
- cAbpXkKa 34 KOHTPOJIH.

B I[Ipunoxenne A ca nobasenu ciennure 11 HOBH KOHTPOJIH:

e Pa3y3HaBaHe Ha 3aIUIaXUTE

e HHdopmanroHHa CUTYPHOCT IIPH U3MOJI3BaHE HA O0JIAYHU YCIYTH
e UKT rotoBHOCT 32 HEMPEKbCHATOCT HA OM3HEca

e MOHUTOPHHT Ha (PU3NYECKATa CUTYPHOCT

e VmpaBieHue Ha KOHQUTypauusaTa

e l3rpuBane Ha uHpOpMALUA

e MackupaHe Ha JaHHU

e [IpenorBparsBaHe Ha U3THYAHE HA JaHHU
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e MOHUTOPUHIOBH IEMHOCTH
e Veb ¢uirrpupane
e CurypHo KojaupaHe

Pa3nensT ¢ M3MCKBaHUs, ODHEHTUPAHU KbM CUCTEMaTa 3a ynpasienue B [Ipunoxenne
A Ha cranngapra ISO/IEC 27001:2022 cbhabpxa ciuchbk oT 35 KoHTpoiu ¢ 114 KOHKpeTHH
MEpKH 3a CUTYPHOCT.

KonTponure onucBar xak TpsaOBa aa M3MNIekAa €AUH ChOTBETCTBAIl Ha CTaHAapTa
pe3yNTaT OT MEPKH U ca pescTaBeHu B [lpunoocerue 11.

OCHOBHOTO IPEIUMCTBO Ha BHeapsiBaHeTo Ha ctangapra ISO/IEC 27001:2022 ¢, ue e
MIPUJIOKHUM 32 BCSIKAKBU BUIOBE OpTraHU3aIlMU U TapaHTUPa, Y€ HH()OPMAIIMOHHATA CUTYPHOCT
ce ymnpasisiBa epexkTuBHO U eukacHo. Omnpenesns U OleHsIBa MPOIECUTE M0 YIpaBIeHUE Ha
CUTYPHOCTTa Ha WHGOpMAIUATa, KaTO CHIIEBPEMEHHO OCHUTYpsBa HEMPEKbCBAEMOCT Ha
MIPOLIECUTE BHB BCHUKW OM3HEC HampaBlieHUs. BHeapsiBaHETO My OTHEMa BpeMe H TPsiOBa Ja
ObJIaT M3IBJIHEHU BCHYKH HETOBH MPETMOPHKHU U MOTUTHKU. CTaHAAPTHT U3IOJI3BA TOIXO/,
OCHOBaH Ha pHCKAa M TOBAa M3MCKBAa OT OpraHU3aIllMUTE Jia UACHTH(HUIHMpAT PUCKOBETE 3a
nHPOPMAIIMOHHATA CUTYPHOCT U J1a U30epat MoIXOASIIN KOHTPOJIU 3a CIIPABSIHE C TAX.

bu6anorexa na UT undpacrpykrypara ITIL. O6ma pamka.

bubnuorekara va UT undpacrpykrypara (ITIL) e momxon, omucsai Hail-qoopute
npaktuku 3a ynpasienue Ha UT ycmyru. OcnoBHusT dokyc Ha ITIL e ompenensHeTo Ha
(GyHKIMOHATHH, ONIEPaTUBHH M OPraHNW3alMOHHU aTpuOyTH. Te ca pas/ieneHu B IBE KITFOUOBH
KAaTE€rOpuu — ynpasienue Ha nooopwvbicKama Ha yciyeu U ynpaeienue Ha 00Cmaskama Ha
yeayeu, KaTo BCsIKa OT TAX MMa PEHIia MOIbPIKaIlK OJKaTeTOPUH.

bubnuorekara Ha UT wuHdpacTpykrypaTta € HIMPOKO H3IOJ3BaHa, 3allOTO Ce
¢dokycupa BBPXY HENPEKbCHATOTO IMOAOOpsSBaHE Ha KadecTBOTO, €(eKTHBHOCTTA H
ocurypsiBa mbJieH xu3HeH nukbi Ha UT ycayrure. IIpouechT Ha oOcioyXBaHe Ha MPOEKTH
BKJIIOYBA HACOKHUTE 3a IIPOCKTUPAHE M PAa3BUTHUE HA YCIYIM U IIPOLIECH, CBBP3aHU C
ynpasienue Ha UT.

[TporiechT Ha MpOEKTHPaHE HA yciyraTa me ObJe pasriead MoApoOHO, 3aI0TO TOH
€ Ba)KHA YacT OT MPOCKTHPAHETO HA OHJIANH yciayrure. To3u mpolec BKIIOYBA YIIPABICHHE
Ha KaTaJor ¢ yCIYT'H; HATMYHOCT; KalaluTeT; IPOIbIDKUTETHOCT; CUTYPHOCT; JOCTaBYHIIH.

bubnmnorekara npeajiara HaCoOKu 3a pa3BUTHUCTO U HOI[O6p$[BaHeTO Ha MPEXOAHUA
Iepuon, npeBmeaﬁKH mpoueCuTe B CTAaHAAPTU3UPAHU JOKYMCHTAJIHO OIICpAllUH. HpeXO,Z[’LT
KbM YCIYyI'u I/I36pO$IBa HN3UCKBAHUATA Ha CTPATCTUATA 34 O6CJ'Iy>KBaHe, AHaJIN3UpPa IMPOCKTa 34
YCIyru M KOHTPOJIMPAHC Ha PUCKOBCTE 3a OTKAa3. OnepauHﬂTa Ha Yyciiyrata CbAbpIiKa
MPAKTUKUTC HA O6C.IIy)KBaHC Ha OCJIUTC U IOAAPDBIKKA 34 TapaHTUPAHE HA CTOMHOCTTA Ha Te3HU

YCIIYTH.

C uen yHu@UIMpaHO MpHIIaraHe Ha U3UCKBAHUA 32 KHOEPCUTYPHOCT € IPEII0KEHO
rpynupaneTo Ha yeinyrure Ha ITIL, Taka e B eiHa rpyna fja ObaT ycIayru CbC CXOAHH 6a30BU
KOH(UTYypaluu 3a MPOeKTHpaHe U U3UCKBAHUS KbM KHOEPCUTYPHOCTTA.

Ha ®urypa 4 e nokasan npoiieca Ha rnpoektupane Ha ycayra B ITIL.
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KOHTPO!I H VIIPaBICHHE

@urypa 4. [Ipoueca Ha npoekTupane Ha yciyra B ITIL

N3zrounuk: Tutorialspoint, ITIL - Service Design Overview, 2021,
www.tutorialspoint.com/itil/service_design_overview.htm

[Ipoektupanero Ha yciayru BKJIIOYBa: OOIIa 4YacT, M3UCKBAHUATA, KOHICIIMH 32
eKCIIIoaTalysl U MOoJOoOpsiBaHE HA yciayrara, TeXHHYECKM U OpraHM3alOHEH IUIaH 32
BHE/pSIBaHE HA HOBA yCJIyra M IUIAHWPaHE Ha pexo/1a. Bcuuky eramnu, eeMeHTH U ONHCaHne
KbM TSX ca npejcTaBeHu B [lpunoowcenue 10.

[IpenumMcTBa Ha MoAXOAa ca Mo00peHo KadecTBo Ha MT yenyruTe, HsiIOCTEH TIOTIIET
BBPXY JOCTaBKaTa Ha IPOAYKTH M YCIyT'H, YIPAaBICHUE Ha THPCEHETO W YyBEIMYaBaHE
yIOBJIETBOPEHOCTTa HA KIMEHTUTE, HaMalsBaHe pHCKa OT Hecma3BaHe Ha Ou3Hec
M3UCKBaHUATa, KaKTO W HaMajsBaHE pa3XxoguTe NpuU pa3pabOTBaHEe Ha MPOLEIypU U
npakTuku. Cb31aBaHETO HAa KaTajlor Ha YCIYIMTE € NIpPSKO CBBP3aHO ChC 3aJayuTe Ha
W3CIIEJIBAHETO.

Pamka 3a kubepcurypHoct Ha HammoHaneH HWHCTHTYT 3a CTaHAApTH U
texHogorum NIST CSF. O6ma pamka.

Pamkata 3a kubepcurypaoct (NIST CSF)?* He BhBekaa HOBH CTaHAAPTH I
KOHUEMNIMH, a UHTETpUpa BOJEIIM MPAKTUKU B 00JIacTTa Ha KUOEPCUTYpPHOCTTA, KOUTO ca
pa3paboreHu oT opraHuzauuu kato Harmumonanen muctutyr Ha CAILl 3a cranmapta u
TEXHOJIOTUHU M MEKIyHapOoHaTa OpraHu3alys 1o cTagapTusanys. Ts ce mpuiiara yCnemHo
B IIO-MAJIKM OPTraHU3allid M C€ U3I0JI3Ba KaTO MHCTPYMEHT 3a JOKJIAIBAaHE HA CUTYpHOCTTA
Ha PBKOBOJCTBOTO.

[Terre pynkum Ha pamkara ca: Unentudunupane, OtkpuBane, 3ammura, Pearupane
1 Bb3cTaHOBsIBaHE, KOUTO OCUTYPSBAT CTPATETHs 32 KU3HEHHS [IMKBJ HA YIPABJICHUETO Ha
pHCKa, BB3MOXKHOCTH 3a MOJI00psIBaHEe HA KHOEPCUTYPHOCTTA M KOMYHHKAIIHASTA.

24 Keller Nicole, “Cybersecurity Framework,” NIST, 2013, https://www.nist.gov/cyberframework.
25



,, Moenmugpuyupane * BKIIOYBA yIpaBlIEHUE HA aKTUBU; OM3HEC Cpella; YIIPaBJICHUE;
OLIEHKA Ha PUCKa; CTpATErys 3a yIpaBlIeHUE Ha PUCKA; yIIpaBlIieHHE Ha PUCKa [0 BepUrara Ha
nocTaBku. ,,Omkpueane’ BKJIIOYBA OTKPWBAHE Ha WHIMJICHTH, KaKTO U ChOUpaHe U
cogensHe Ha wuHGpopManMs 3a KUOep TMpecThIUICHHs W 3amiaxd. Bpb3kata CbC
CBIIECTBYBAIIIUTE MPOLIECH B PAMKUTE HAa OPraHU3alMUTE € CHIIHO mpeauMcTBo. Llenra Ha
Qyukyusma ,, 3awuma** € pazpaboTBaHe U MPHJIAraHe Ha MOIXO/SIIH TPEANa3Hu MEPKH, 32
Jla ce rapaHTUpa MPEIOCTABIHETO HA KPUTHYHN MHPPACTPYKTYpHU yciyrH. Ts e pazneneHa
Ha mect kareropun: KonTponm Ha moctena, OcBemomeHocT u oOydenue, CHTypHOCT Ha
nanaute, [Ipomecu u mporenypu 3a 3amuTa Ha wHpopManusaTta, [lomapexkka ¥ PEeMOHT,
3ammrHa TexHojorus. OmnpenensHeTo Ha PUCKa € OT KJIIOYOBO 3HAYEHHUE, MOpagu Obp30
NPOMEHSIIUS Ce XapaKTep Ha 3alulaxhTe 3a KUOEPCUTYPHOCT M HEOOXOIUMOCTTa OT
HEMPEKbhCHATA AKTyaJIU3aIIHs.

[IpaHOTO OTMMICaHWe Ha PYHKIUATA ,,3aUTa € MoKa3aHo B [Ipunoowcenue 12.
Kputuunn koHTposu 3a curypaoct (CIS CSC)

Kputnunure xontponu 3a kubepcurypuoct (KKC) na llenthpa 3a uHTEpHET
curypuoct Ha CAIl] ce ¢dokycupaT BBpPXYy KOHKPETHH MPAKTUKU, KOUTO 3HAUYUTEITHO
yBeMuYaBaT 3aIMTaTa OT Haii-uecTo cpemanute kubeparaxu?®. KKC mokassaT obnactute
3a Ch3JaBaHE Ha Iporpama 3a YIpaBJIEHWE Ha PUCKA, 3AIIUTHU CTHIKHU, OJOKMPAHETO Ha
HEOTOPU3UPAH JOCTHII, HUACHTU(QUIMpPAHE HA aTakd W WHCTPYMEHTH 3a 3alluTa.
[IpenopbuuTeIHUTE HACOKHU 32 OIPENEISIHE HAa IPUOPUTETUTE IIPU MpUIaraHe Ha KOHTPOJIa
ca pasJielieHH Ha Tpu rpynu. Bceska rpyna 3a u3mbIHEHHE ompenens Habop OT mpeana3Hu

MEpKH.

Ocnosnu epynu (konmpoau om I 0o 6), IO3HATH KaTo ,,0a31CHA KHOEpXUTUEHA", UMAaT
3a IIeJT 1a OCYETAT aBTOMATH3HUPAHUTE aTaKH OT BHHIICH MM BHTPEIICH U3TOYHHK.

OcHosononazawu epynu (kommpoau om 7 0o 16) ocurypsBaT Ha EKHUIHTE 3a
CUTYPHOCT Jla C€ CIPaBAT C MOBUIICHATA ONEPATHBHA CIOKHOCT M MOTAT Jia 3aBHUCAT OT
CHETIMATM3UPAHUS OITUT 32 MPABHITHOTO HHCTATNPaHEe M KOHPHUTYpUPaHE.

Opeanuzayuonuu epynu (konmpoau om 17 0o 2()) npeacTaBiasiBaT ChbBKYITHOCT OT Haii-
I00pH MPaKTUKH 32 WIACHTHU(PHUKAIMS W KOHTPOJN HAa XapAyepHU U cOPTyepHH aKTUBU;
HEMPEeKbCHATO YIPaBJICHHUE Ha YSI3BUMOCTH; 3aIIUTa HA UMEIIN U yeO Opay3bpu; CUTYPHOCT
Ha TPUIIOKHUS coPpTyep; TECTOBE 3a MPOHUKBAHE U JPYTH.

Bceuuky KpUTHUYHM KOHTPOJIM 332 KUOEPCUTYPHOCT ca pecTaBeHu B [lpunoowcenue 13.

Ha 6a3aTta Ha HampaBeHHUTE MPOYYBAHUS U aHATTU3U MOKe J1a 0000IINM, Y€ BCEKH eNH
OT pa3riielaHuTe CTAHIAPTHU HAMHUPA MSCTO MPHU MPOEKTUPAHETO HA OHJalH yciyru. [Togxona
COBIT 2019 noamoMorHart cb3aaBaHeTo Ha J00aBeHa CTOWHOCT upe3 n3noi3BaHeTo Ha UT.
ITIL BkirOYBa HACOKHUTE 3a MPOEKTHUPAHE W pa3BUTHE Ha ycayru u mporecu. [SO 27001
CTaHJapTa M3MOJI3Ba MOAXOJ] 3a yNpaBlIeHWE HAa CUTYPHOCTTAa OCHOBAaH Ha PHCKA, KOETO
M3MCKBAa OT BHUCIIWTE YYWIMINA Ja HACHTU(UIMpAT pPUCKOBETE 3a HH(OpMalnHoHHATa

%5 Cisecurity, “The 18 CIS Controls,” Cisecurity, 2022, https://www.cisecurity.org/controls/cis-
controls-list/.
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CUT'YpHOCT U Jia M30epart MoaAX0 11 KOHTPOJIH 3a CIIpaBsHe ¢ TAX. PaMka 3a KubepcurypHocT
Ha HanuoHaneH MHCTUTYT 3a CTaHAAPTH U TEXHOJIOTMM OCUTYpsIBa CTpATErusl 3a KU3HEHUS
LMKBJ Ha YIOPaBJIEHUETO Ha pUcKa oT kubepcurypHocrtra, nokaro KKC morat na Omaar
U3IOJ3BaHN 3a OJOKMpaHe Ha HEOTOPU3MpaH JAOCTBI, UACHTU(QHULIMpAHE aTakuTe |
MHCTPYMEHTH 32 3allIMTA.

B pazagen 2.2 e HampaBeH CpaBHHUTENICH aHAIW3 HA MOAXOJWUTE W CTaHIAPTUTE 3a
ynpasienue Ha UT u kubepcurypHocr.

VYnpasiaeHuero Ha WH(OPMAIMOHHUTE TEXHOJOTMH € WHCTPYMEHT 3a KOHTPOJ U
yIpasienre Ha HH(OOPMALMOHHHTE pecypcu“?® M e TpsAKO CBBP3aHO C MHOXECTBO Yeb-
0a3upaHy MPUIIOKEHUS WK CIICIUATN3UPAaHU IPOTPaMH 32 YHETO PYHKIIMOHUPAHE Ca HYKHH
SICHU IIPOLIECH U NIPOLIETYPH.

MHOro MeXIyHapOAHH paMKH M CTaHIApTH CE€ 3aHMMaBaT C KUOEPCUTYpPHOCTTa OT
CXOJTHH, HO DPA3JIMYHM IIO3UIIMH, BCSKA OT KOUTO IPEJOCTaBs NPHHLUIH, MPOLEAYPU U
NPaKTHKH 32 €(EKTUBHO yNpaBJIeHHE HAa PUCKOBETE OT KUOEPCUTYPHOCTTA. ATCHIUATA Ha
EBporneiickus cbro3 3a KHOEPCUTYPHOCT ITyOJIMKYBa JIOKJIAA, KOMTO MPENCTaBs ChIIOCTaBsIHE
Ha OCHOBHHUTE IIEJIM 3a CHUTYPHOCT. B Hero ce qaBaT HacOKM 3a OICHKAa HAa CHTYpPHOCTTa Ha
JAHHUTE W CNAa3BaHETO HA M3MCKBAHUATA HA AMPEKTHBATA 32 CUTYPHOCTTa Ha MPEXKHTE U
MH(POPMAIIMOHHNTE CUCTEMH, KaTO MPEIOCTaBs paMKa 3a yIpaBlIeHHE Ha KHOSPCUTYPHOCTTA.
Crangaptet ISO/IEC 27001:2022 nomara Ha opraHu3aiysTa Ja YCTAaHOBSIBA, BHEIPSBA,
MOJTbPrKa M HEMPEKbCHATO TOJJ00psIBa cucTeMarta 3a yrpasieHnue Ha naopmarusata. COBIT
u ITIL nmpearat noaxo/ 3a olieHKa Ha HUBOTO Ha CUTYPHOCT, HO HE M MEXaHU3MHU 32 3allIuTa
Ha KubepnpocTtpaHcTBOTO. OTNpaBHAaTa TOYKAa BbB paslIeJAHUTE MOAXOAU B pasnen 2.1 e
OIPEACISIHETO HAa N3UCKBAHUS 32 MH(POPMAIIMOHHA CUTYPHOCT.

3a 1euTe Ha U3CIeABAHETO € HanpaBeH cpaBHUTesieH aHanu3 Ha COBIT 2019 u ITIL
OT riIefHa Touka Ha Bph3karta um ¢ ISO/IEC 27001:2022, BkirouBal omnucaHue, odem,
noTpedurtenu, 00XBaT U MPUJIOKEHUE. 3a7a4ara € J1a Ce YCTAaHOBSAT OCHOBHHUTE MPEATNIOCTABKU
3a MoJieNT Ha 0a3ara Ha oOmuTe GyHIAMEHTAIHH MOJIOXKEeHUs B OCHOBHUAT noaxoa COBIT
2019.

[TbnHa Tabnuna ¢ nogpobHa nHpopmMarus, 3a cerocraBsiHero Mexxay COBIT 2019 u
ISO/IEC 27001:2022 e npencraBeHa B [lpunoosicerue 13.

[Tonxonsr Ha COBIT 2019 onpenens HyXOUTE Ha 3aWHTEPECOBAHUTE CTpaHM,
npeoOpa3yBaHU B pe3yJITaTH WM BIUSENM Ha OM3HEC LIEIMTE, KOUTO ca pa3lpeiesieHH B
yetupu kateropur. COBIT He chOoTBETCTBAa Ha €KBUBAJIEHT Ha MeToaoiorusara Ha ITIL, Ho
MpUJiaraHeTo Ha KOMOMHalMs OT JBaTa I0AXO0/a, HaMajlsgBa KPUTHUYHUTE 3aIUlaxu 3a
kubepcurypuocrra. ISO/IEC 27001:2022 uma ¢yHKIMHK 3a 3amma3BaHe Ha MOBEPUTEIHOCTTA,
L[EJOCTTa W JOCTBIHOCTTa Ha HH(opmanusTa. Ta3sum HaaM4HOCT Ha HMHQOpMAIUS ce

26 [saias Bianchi u Rui Sousa, ,,IT Governance Mechanisms in Higher Education®, Procedia

Computer Science, International Conference on enterprise Information Systems, 100 (01 SInyapu 2016): 941—
46, https://doi.org/10.1016/j.procs.2016.09.253.
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obpabotBa B pamkute Ha ITIL u COBIT 2019 ¢ aciekTu Ha Ka4eCTBOTO, HAIEKITHOCTTA U
nozapbkKara Ha UT?,

Ha ®urypa 5®urypa 5 € nokasaHo ChIIOCTaBSIHE Ha MEXIYHAPOJHUTE CTaHIAPTU U
noaxoau Ha uHpopmarmonHa curypaoct. COBIT 2019 me 6b1e no-edgextuBeH nu3dop, ako
HCKaMe J1a MoA0OpHUM KauecTBOTO M M3MEpUMOCTTa Ha ymnpasieHueto Ha UT B umenus um
YKU3HEH IUKBJI Ha npuiiarane. OT apyra cTpaHa, ako ThpCUM HEeNpeKbCHATO 0100psiBaHe Ha
edekTuBHOCTTA Ha OoHjaiiH yciyrute, ITIL 6u Oun mo-mobpusar muzbop, 3amoTo HeromaTa
METOAMKA MMa Pa3iiiKa B CTPYKTypaTa CH, KOSITO Ce 3aHMMaBa C yIpaBJIeHUE HA MHLIUACHTH
Y HAMAa €KBUBAJIEHTEH pa3jien B noaxonaa Ha COBIT 20192,

OuensiBaHe, HaCOYBaHe H Ha0I0JaBaHe
ISO/MEC 38500
][
ILianHpaHe H OPraHH3HpaHe ISOIEC
31000
PRINCE2/PMBOK TOGAF
N ISO/ICEC
27000
CMMI
ITIL V3 2011 & ISO/TIEC 20000
HadamwzasaHe
JocTaska, 00cay/KBEaHe H MOIIPBAKA H OLIEHSBaHe

@urypa 5. CpIocTaBsHE HA MEXKAYHAPOIHH CTAaHAAPTH U MOJIXOAU Ha
nH(OpMAaIIMOHHA CUTYPHOCT

Nzrounuk: ISACA, 2022, www.isaca.org/resources/news-and-trends/industry-
news/2017/using-cobit-5-to-assess-it-processes-capabilities-and-evaluate-compliance-with-
the-world-lottery-ass

Paznmukara mexay ISO/IEC 27001:2022 u COBIT 2019 e, 4e nbpBHST € €AUHCTBEHO
3a 1enure Ha MHQPOpPMAIlMOHHATAa CUTYPHOCT, a BTOPHUST € 3a yIpaBlieHHE Ha Ou3Hec
mpouecute B obmactra Ha WT. COBIT He camo oTroBaps 3a CUTYpHOCTTa B JaJieHa
OpraHM3alys, HO BKJIIOYBA HAYMHA, 10 KOWTO OpraHu3anuaTa moapexaa u konrpoaupa UT
omeparuuTe. Toll MMa BCUYKM KOHTPOIW, MEPKH M TMpolecd Ha WH(GOPMAIMOHHHUTE
TEXHOJIOTHH U TIoMara Ha OpraHu3aIusaTa Ja CBbpKe COOCTBEHUTE OM3HEC 1IeJTH KbM CBOUTE

27 Shamsul Sahibuddin 1 Mohammad Sharifi, ,,Combining ITIL, COBIT and ISO/IEC 27002,
ResearchGate, 0.1.,
https://www.researchgate.net/publication/325846466_Combining_ITIL_COBIT_and_ISOIEC_27002_in_Orde
r_to_Design_a Comprehensive_IT_Framework_in_Organizations.

28 advisera.com, ,,COBIT vs. ITIL vs. ISO 20000: A comparison‘, 20000Academy, 6.1.,
https://advisera.com/20000academy/blog/2019/09/25/cobit-vs-itil-vs-iso-20000-a-comparison/.
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UT nenn. ISO/IEC 27001:2022 ce Gokycupa BbpXy H3BBPILIBAHE HA OLICHKA HA PUCKA U CIIE]
TOBAa TpWJIAraHe Ha CIEHU(PUYHUA KOHTPOJIM 33 CHUTYPHOCT 3a 3allUTa HAa KPUTUYHUTE
nHpopMannoHHU akTHBH. Moxe na 0b11e cebp3a kakTo ¢ COBIT, taka u ¢ ITIL.

Hamnpagseno e cornocraBsue mexay COBIT mporiecure u 1ienu 3a Kontpoa Ha ISO/IEC
27001:2022, cebp3anu ¢ MHPOPMAIIMOHHATA CUTYPHOCT M TPOSKTHUPAHETO HA OHJIAHH YCIYTH.

Baxkna wact oT Te3u mpouecu ca padpaborsanero Ha HoBH UT cucremu u yciyru,
paboTa OT pa3CcTOsHUE U YIIPABICHUETO Ha HENPEKbCHATOCTTA Ha Ou3Heca. FIMeHHo 3aToBa B
M3CIIEIBAHETO II0-HATAaTBK € pasIvieflaH €IMHCTBEHO aoMelHa Ilnanupail u opranusupai B
COBIT 2019, 3amoro Toil IMa Bpb3Ka KbM IPOEKTUPAHETO HA OHJIAWH yciayru BeB BY u e
pasriienad moapooHo B pazaen 2.1. [IenHusT ananu3 e npeacraBeH B [lpunosicenue 15.

HoknansT ,,PakTOpH, BIUSEIIA BbPXY HH(POPMHPAHOCTTa M OTHOIICHHETO KBbM
npuiaraneto Ha UT ynpasieHHeTo BB BHCIIETO yueOHO 3aBefeHue”’ mokaspa, ue B
3aBHCHMOCT OT CBOUTE CTPATETUU U IEJIU, YHUBEPCUTETUTE U30UpaAT pa3iIMyHU MOAXOAH 32
ynpasnenue Ha WUT. Hsxoil ce ¢okycupar kbM ympaBieHHe Ha YCIYrH, APYTU 3ajarat Ha
YIPaBICHUETO U MPOLIECUTE WX MbK KOMOMHUPAT HAKOJIKO CTaHAapTU3UPAHU METOJIa 3a Jia
uMart mstoctHo yrnpasienue Ha UT. BY B ABctpus uznonssat kombunanus or COBIT, ITIL
u ISO/IEC 27001:2022. bputaHcKkoTO BHCIIIe 00pa3oBaHKe MMa pa3paboTeHa CBOS CHCTEMa

3a ynpasnerue Ha UT%, kosTo ce usnomnssa u ot yausepcureture B Mcnanus®,

B pa3spgen 2.3 ca pasrienanu pa3nuuHuTe pedepeHTHH MOJENIU 3a YIpaBJIeHHE Ha
KHOEPCUTYPHOCTTA M U3UCKBAHUATA KBM THIX.

[Ton3uTe OT BB3MPHUEMAHETO HA MOAX0/1a HAa peePEHTHHUS MO/IET BKIIFOYBAT TIOCTUTHE
Ha OIEepaTUBHA CbBMECTHUMOCT B M MEXIY Pa3IMYHU MH(QPACTPYKTYpH U MOoA0OpsBaHE Ha
KOMYHHKAIMATa MEXIY MHOXECTBOTO 3aMHTEpecoBaHM crpaHu. IIpenocrass oTnnyHM
MHCTPYMEHTH 32 ieprHUpaHe Ha 00XBaT 110 OTHOIIEHUE Ha (YHKLIMOHATHOCT WIIM 00JIaCT OT
BKJIIOYEHH Ou3Hec mpouecd. EaHO oT Haif-uecTuTe mpenn3BHKATeNCTBA, MpeA KOUTO ca
U3MpaBeHU AMu3aiiHepuTe Ha HMH(OPMAIMOHHM CUCTEMH, € Ja IMO3UIMOHMpAT HOBa WIIU
ChIIECTBYBAIlla CHUCTEMA IO OTHOILIEHWE Ha JAPYrd MOJOOHM MM CBBP3aHU CHCTEMHU.
Pedepentau Mmoaenu ot pa3nuyHu BUAOBE ca 0COOEHO MOJIE3HU 3a Ta3u el

PedepentHuTE MOEN CE M3MONM3BAT MIMPOKO B CEKTOPUTE HA TEIEKOMYHUKALIUUTE U
orOpaHaTa, KakTO ¥ B KOPIOPATUBHUTE WM NYOJIMYHHTE OpraHu3anuu. Bcuuku 1€ ce
XapaKkTepu3upaTr ¢ MHOKECTBO JOCTAaBUMIM, KOUTO TpsiOBa aa palboTiAT ¢ olila pamka OT
MPUHIUIK U KOHLIETIINH, 32 J1a OCUTYPSAT ONepaTUBHA ChbBMECTUMOCT.

B MexIyHapogHUTE CTAaHAApTH > pedepeHTHHS MoJen 0603HayaBa “ped)epeHTHHUTE
TOUKH" Mexny (¢QyHKIMOHaMHUTE OjokoBe. OOXBaThT Ha cTaHAapTa MpPOU3THYA OT
MI03HABAHETO Ha pe(epeHTHUTE TOUKH (T.€. BbB3MOKHUTE 00J1aCTH ), B KOUTO CTAaHAAPTHT MOKE

29 Uky Yudatama u cwaBr., ,,Factors affecting awareness and attitude of IT governance
implementation in the higher education institution“, B 2017 3rd International Conference on Science in
Information Technology (ICSITech), 2017, 588-92, https://doi.org/10.1109/ICSITech.2017.8257181.

30 JISC, “Jisc,” Jisc, 2021, https://www jisc.ac.uk/.

31 Universitat de les Illes Balears, “ITG4AU - Universitat de Les Illes Balears,” ITG4AU, 2022,
https://itg4au.uib.eu/Project/Mission/.

321S0, NIST, CIS, COBIT 19, ITIL u apyru
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na ce mpuiara. Pa3bupaHeTro Kak pa3IMYHUTE CTAaHAAPTH Ca CBBP3aHU €IMH C JIPYr ce
[o/irioMara OT HaJJM4MeTO Ha KOHIENTYalHa PaMKa, B KOSITO T€ €A PAa3I0JI0KEHU.

Pedepentaure mMonenu oOeqMHSBAT CTaHAAPTH M TAXHOTO H3IOJI3BAaHE YJICCHSIBA
pa0oTara Ha MH)XXEHEPUTE U Pa3paboTUUIUTE, KOUTO TPsiOBa Jja Ch3/1aBaT 00EKTH OTTOBAPSILU
Ha JaJieH CTaHJapT.

B 3aBuUCHMMOCT OT cBoOsiTa (YHKIIMOHATHOCT peQepeHTHHUTE MOJCIH ca: Ou3Hec
pedepenTen Mozaen; pedepeHTHUAT MOJACI Ha KOMIIOHEHTUTE (COPTyepHH M XapayepHH);
TEXHHYECKH pedepeHTeH Moaen (KOMIIOTBPHO W KOMYHUKAIIMOHHO OOOpYy/BaHE);
pedepeHTeH Mo/Iel Ha JaHHU; pe)epeHTEH MO/IeT Ha ITPOU3BOIUTEIIHOCT; pehepeHTeH MoIe
3a CUTYpHOCT.

C nen u3sicHsABaHE Ha CTPYKTypara Ha pedepeHTeH MOAEN ca pasriieaHd HIKOU OT
Hail-omynsspHUTe pehepeHTHH PAMKH U MOJICIIH.

Mooena na oannu na ocnosnama apxumexmypa (CADM — Core Architecture Data
Model) cpabpka B cebe CH TpU OCHOBHH BHa apXUTEKTYPHH MOJCIHU: KOHIICNTYaTHH,
JIOTHYECKU ¥ (PU3UYCCKH.

NIST Enterprise Architecture Model ¢ mer-cimoen Moaen 3a KOpIopaTHBHA
apXHUTEKTypa, MpeIHa3HAYEeH 3a OpraHM3MpaHe, IUIAaHWPaHE W W3rpakAaHe Ha WHTErPHpaH
HaGOp OT MH(OPMALMOHHH APXUTEKTYpH. Mepapxusra B MoJelIa ce OCHOBABa HA TOBA, Ue
ellHa OpraHM3aIlis MMa peauia OusHec (PYHKIMHU, KaTo BCSIKA OT TAX M3MCKBA MH(OPMAIHS
OT MHOIO W3TOYHHIIM. BCEKM H3TOYHHMK MOKE Jia yIpaBjisBa €IHa WIA I[10BEYE
UH(GOPMAIIMOHHK CHCTEMH, KOMTO ChABPKAT JaHHH, OPTraHW3UPAaHW W CHhXPAHIBAHH B
MPOU3BOJIEH OPOH CHCTEMH.

Peghepenmnusn mooen omeopena apxuena ungpopmayuonna cucmema (OAIS — Open
Archival Information System) ciry»u 3a yrpasieHue Ha qanHu. HeroBute ocHOBHU (hyHKIMH
ca &a 3ana3u MHQoOpManuATa M J1a OCUTYPH JOCTBII JIO apXWBUpaHaTa WH(OpMAIHs IO
MOCJIEI0BATENICH HAUYMH 32 HYXXJIUTE Ha IOTPEOUTEITUTE WITH Ha OTpe/iesieHa OOIIHOCT.

Opuenmupana kvm ycayeu apxumexmypa (SOA — Service Oriented Architecture) e
abCTpakTHa paMKa 3a pa30HMpaHe Ha 3HaYMMHU OOEKTH M BPB3KH MEXIY TAX B PAMKHTE Ha
OpHEHTHpaHa KbM YCIYTH Cpelia, KaKTo M 3a pa3paboTBaHe Ha MOCIIEAOBATEIHU CTaAHIAPTH
WK crieruuKaIig, moIbpIKalli Ta3u cpea.

OpueHTHpaHa KbM yCIYTH apXUTEKTypa MPel0CTaBsl YeTUPU PA3IMYHU BUA YCIYTH:
(GYHKIMOHATHY; YCIYTH 3a MPUJIOXKEHUs; MH(PaCcTpyKTypHH, KOUTO ca HMHCTPYMEHT 3a
IIPOLIECH KAaTO CUTYPHOCT U YAOCTOBEPSIBAHE.

Besika ycnyra ce cberom oT uHTepdeiic, qoroBop u BHeapsiBaHe. MHtepdelichT
orpezensi Kak JOCTaBUYMKBT Ha yCIIyra 1€ M3MbJIHSABA 3asBKU OT MOTPEOUTENS Ha yClyra.
JloroBopbT ompenenst Kak TpsiOBa a CM B3aUMOJCUCTBAT JOCTABYMKBT U MOTPEOUTETAT HA
yciyrara. BHeapsiBaHeTO € CBBpP3aHO C YHPaBIEHUETO Ha YCIyratra, KOeTo KOHTpOJIMpa
KHU3HEHUS [IUKBJI 32 pa3paboTKa U MyOJMKYBAaHETO U B PETUCTHP Ha ycayrure. Peructopa
MO3BOJISIBA Ha pa3paboTyunuTe OBP30 a TM HAMHUpAT U U3MOJI3BAT MOBTOPHO 32 Crio0sBaHe
Ha HOBU NMPHJIOKEHUS UM OM3HEC MPOLECH.
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OT wum3cnenBaHeTo MO-TOpE CTaBa SICHO, Y€ CTPYKTypara Ha pedepeHTeH MOel
ChIbpIKa pa3IMYHI HUBA HA 001aCTH, QYHKIIUU CBBP3aHU C TSIX, 00CKTH KbM KOUTO € HACOUYCH
MOJICITBT, KAKTO ¥ MHOXKECTBO TpoliecH U nporenypu. Moaenst OSI Hanpumep, ocurypsisa
o0Ia OCHOBa 3a KOOpAWMHHMpaHe Ha pa3paborBaHero Ha ISO crammapTu 3a 1enuTe Ha
B3aUMHOTO CBBP3BaHE HA CHCTEMHUTE.

OcHoBHa 11e)1 Ha peepeHTHUS MOJIEJ IIPU MPOEKTUPAHETO HA OHJIANH yciayru BbB BY
€ curypHoctra. 3a na ObJe NOCTUTHATa € HEeoOXOAMMO Ja HMa sICHa CTPYKTypa H
B3aMMOBPB3KH MEXKTy OTACIHUTE YaCTHU HAa MOJieNia. BCHUKU MPUITOKEHHsI TPSIOBa CHHXPOHHO
Jla IOJTy4aBaT v IPOMEHST JaHHU JUPEKTHO B TEXHUS ITbPBUYCH U3TOUHHUK, KOETO ITe HaMaJIn
HE0OXOIMMOCTTa OT MOJABPKAHE Ha CIOXKHU MOJETH 3a CHHXPOHH3UpPAHE HAa JaHHH.
OmnpenensiHETO Ha pHUCKa KAKTO 3a MHPOPMAIIMOHHUTE CUCTEMH, TaKa M 32 BCAKA OHJIAWH
ycayra € OT KJIF0OYOBO 3HaYCHHE TOpaau Obp30 MPOMEHSIINS Ce XapakTep Ha 3aIlUlaxuTe 3a
KHOEPCUTYPHOCT U HEOOXOMMOCTTA OT HEMPEKbCHATA aKTyaIl3alusl.

W3uckBaHusATa KbM KUOEpCUSYPHOCMMA CE€ OCHOBABaT Ha MHOXECTBO CTaHIAPTU U
106pu npakTuK. B craTuara ,,IIpoexTupade Ha KubepcHrypHOCTTa > ca onmcanu 6a30BUTE
W3UCKBAHUS: MUHUMUSUPAHE NIIOWMA HA AMAaKama, CU2ypHocm no noopazoupane, Hati-Maika
npueunecus, 3awuma 6 OwblOOYUHA, OOKA3AHU MOOeNU HA NPOeKMmupawe u 3auumenu

KOMNOHEHmMuU, ()OKyMeHmauuﬂ 3a cucypHocnt, nogepumejiHocm.

Benuku rope m30poeHu A00pu MPaKTUKM M HACOKW CiieaBa Ja ObAaT 4yacT OT
M3HCKBAaHUATA HA peepEeHTHHS MOJIEIN 332 IPOSKTHPaHEe Ha OHJIAlH yciyrd BB BO.

Peq}epeHTHI/IHT MOJCII TpH6Ba Ja C€ OCHOBaBa Ha ousHec H3HMCKBAHUA, a4 HC Ha
CbhbHICCTBYBAIla CUCTCMHA (I)YHKI_[I/IOHEU'IHOCT n aa 06XB8.H_Ia BCHUYKH BBH3MOXXHHU Q)YHKHI/II/I B
OLICHABaHaTa (bYHKI_II/IOHaJ'IHa obacT. OrpaHI/I‘leHI/IHTa I[IpU NpUIaraHneTo My €a CBbp3aHU CbC
CbOTBCTCTBUC C HOPMATUBHUTEC JOKYMCHTH B B’LJ’IFapI/IH u B EC.

CTpykTypa Ha pedepeHTEeH Moael

PedepentHn Momenn ca aOCTpakTHM MOJEIHM 3a OpraHu3anus Ha Owu3Heca,
pa3paboTeHH 32 KOHKPETHH OTpaciv Ha 0a3a pealieH OMUT OT BHEAPSIBAHUS U BKIIOUYBAIIU
MPOBEPEHH Ha MPAKTHKA MPOLIEAYPU U METOIM 3a yIpaBlieHHe. B TAX ca onpenesieHn THIIOBU
OUM3HEC-TIPOLIeCH, XOPU30HTAIHH U BEPTHKAIHU BPB3KU U OM3HEC IMpaBuWia, JCWCTBAIIU B
pa3nu4HU 00JaCTH UM BBPXY OOEKTH.

Crpykrypara Ha pedepeHTHUs MOAEN ChAbpXKa: obmacTu M 00eKTH; (QyHKIMH;
OpraHM3alOHHA CTPYKTYpa; MPOLIECH U IPOLEAYPH.

[TonoGHM cTpyKTYpH UMa B peauua pedepeHTHH MOJIeNH, KaTo TeXHUTE 4YacTu ce
pa3nuuaBaT B 3aBHCUMOCT OT (YHKIMOHATHOCTTa HAa  JaA€HHS pedEepeHTHUs MOJeNl.
Ob6nactute u oOektuTe MoraT nAa ObnaT OuszHec LenM; cOMTyepHH U XapayepHU
KOMITOHEHTUTE; KOMITIOTHPHO M KOMYHUKAIIMOHHO 000pyiBaHe; NHOPMAIIMOHHU aKTUBU U
JTaHHU U IPYTH.

PC(I)CpCHTHI/ITC MOZCIIN IO3BOJISIBAT HA OpTraHHU3alMUHUTC Ja 3all0OYHAT pa3pa60TI<a Ha

33 Ashim Dutta and Prateek Singh, “Cybersecurity Design Principles,” Eaton, 2021,
https://www.eaton.com/us/en-us/company/news-insights/cybersecurity/cybersecurity-design-principles.html.
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coOcTBeHM Mojenu Ha 0a3za Beue roToB HaOOp OT (YHKIMHU U TPOIIECH, U ca MpeIHa3HAYeHU
3a OCUI'ypsIBaHE Ha CTAH/IapTHO OMHCAHUE Ha MOJEIMPAHETO Ha OU3HEC NPOLIECUTE U TEXHUS
aHaJIN3.

IupokoTo mnpuioxkeHue Ha pedepeHTHUTE MOJAEIM € CBBbP3aHO C TOBa, Y€ Te
IIPEJOCTAaBAT CTAaHAAPTEH €3MK, I03BOJIABALL M3II0I3BAHETO Ha €IMHHA TepMUHOIIorus. [loutn
BCUYKM HMAaT CTaHJapTHa I'bTHA KapTa, KOSATO OCUIypsiBa paMKa 3a IoJoOpsiBaHe Ha
IIPOLIECUTE, OT Ch3JaBaHE Ha CTpaTerus A0 MNpWIAaraHe Ha HOBM YNPABJIECHCKU IPAKTUKH,
KaKTO U Ha0Op OT Hail-100pH MPAKTUKHU, KOMTO CE aCOLMUPAT C BCEKHU nporec. PeepenTaure
MOJICNIA TIPE/ICTABAT CTaHJAPTHU ONpPENEICHUSI Ha KIIOUOBH IOKa3aTelu 3a €(heKTUBHOCT,
KaTo 10 TO3M HAayMH CHOMaraT 3a MW3MEpPBAaHETO Ha IIOCTUTHATUTE pE3yJaTaTH U
YCBBBPIICHCTBAHETO Ha OU3HEC MIPOLIECUTE.

B pa3nea 2.4 ca uaeHTHUIMPAHU HA OCHOBHU XapaKTEPUCTHKH Ha pedepeHTeH
MOJIEIT 32 KHOEp CUTypHOCT Ha BUCIIUTE YUMJIMINA, KAKTO M METOAMKATA 33 pa3padOTBaHETO

My.

CrangapTu3upaHeTO Ha NPOLIECUTE IPHU NPOECKTHPAHE W YIPABICHUE HA OHJIANH
yciyrute BeB BY B bbiirapus nsucksa pasnpeneisiHe Ha OTTOBOPHOCTH, yrpasiueHue Ha UT
U JI0KJIaJBaHe Ha puckosere. [Iponecure Ha OlleHKAa U yIpaBICHUE HAa KMOEp CUTypHOCTTa
TpaHCc(HOPMHUpPAT TOJUTUKUTE 33 CUTYPHOCT B KOHKPETHHM IUTAHOBE, MMM 3a el
HaMaJISIBAHETO HA 3aIUIAXUTE U yA3BUMOCTUTE.

3a ga ObIaT U3MBJIHEHU OOIIMTE U3UCKBAHUS 32 CUTYPHOCT KbM pedepeHTHUS MOJIe,
omMcaHu B pazfen 2.3, Toil TpsOBa Aa oOXxBaHe (PYHKIMHM U KOHTPOJIH OT pas3rieAaHUTe
crangapty B pasaen 2.1 (COBIT 2019, ITIL, ISO/IEC 27001:2022, NIST CSF u CIS CSC),
Kato ce GoKycHupa BbpXY BrpakJlaHETO Ha KMOEPCUTYPHOCTTA B €TalUTEe MPU MPOSKTUPAHE
Ha OHJIAMH yciyru BB BY.

M3nckBaHeTo 32 MUHIMHU3UPAHETO Ha TUTOIITA HA aTakaTa MOXe Ja Ob/ie OCTUTHATa
ype3 mnpuiarae Ha paMkara 3a kuOepcurypHocT (NIST CSF) u kputuyHHTE KOHTPOJIH 3a
kubepcurypuoct (CIS CSC). OnpenesnsiHeTo Ha prcKa € OT KJIFOYOBO 3HAYEHHUE M MPH JIBaTa
M0JIX0/1a, TOpaau ObP30 MPOMEHSIINS Ce XapaKTep Ha 3aljaxuTe 3a KHOepCUTypHOCT.

Kputnyaure KOHTposiM 3a KHOEpPCHUT'YpHOCT 1€ ObAaT HM3MOJI3BAaHM, 3aIIOTO Te
MPEICTaBISABAT CHBKYITHOCT OT Hai-100pHUTE MPAKTHKU 33 WACHTH(UKAIMS Ha XapIyepHU
co(hTyepHM aKTUBH, HEIPEKbCHATO YIPABJICHUE HA YSI3BUMOCTH, 3alUTa CPEILy 3JI0HAMEPEH
co(Tyep, Bb3CTaHOBSABAaHE HA JAHHU U JPYTH.

W3nckBaHeTO 3a CUTYPHOCT TI0 MoIpa3dupane Moke Ja Obae U3ITBIHEHO, KaKTO TPH
MPOEKTHUPAHETO HA HOBH YCIIYTH, TaKa M MPH MPEIPOCKTUPAHETO HA CHIECTBYBAIIN TAaKWBA,
ype3 u3nonzeanero Ha COBIT 2019. IloaxoasT noaabpka BUCOKO HUBO HAa CbOTBETCTBHUE U
BKIIIOYBA YACTH OT JAPYI'HM CTaHAapTH 3a HWH(pOpMAaIMOHHA CHTYPHOCT, 4Ype3 SICHO
pasrpaHMuyaBaHe MEXJy HHUBaTa CTPAaTETMYECKO YIpPaBJICHHE M OINEepaTHBHO YIpaBJECHHE
(MEHUHKMBHT).

M3uckBaHeTo 3a 3aIuTa B IBJIO0OYMHA MOKE J1a Ob/ie U3IIBJIHEHO, Upe3 MpHlaraie Ha
KOHTposuTe 3a curypHocT oT [Ipunoxenue A nHa crangapta ISO/IEC 27001:2022.
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N3uckBaHeTo 3a M3MOI3BAHE HA JOKA3aHM MOJEIM Ha NPOCKTUPAHE U 3AIUUTEHU
KOMITOHCHTH MOXe Ja ObJe H3MBIHEHO, 4Ype3 mpuiaraHeTo Ha OuOmmortekata Ha UT

unopacrpykrypara (ITIL).

W3uckBanusita 3a Hal-MaJKa TPUBUJIIETHS, JAOKYMEHTAIMS 32 CHUTYPHOCT H
MMOBEPUTETHOCT C€ MOKPUBAT OT TOpE pas3riieJaHUTe CTAaHIAPTH M 3aTOBa HsAMA Ja ObJaar
pasriaekaaHu MoapOOHO.

CTpykTypa W B3aUMOBPB3KM B mpemiaranus pedepeHTeH MoaeJ 3a Kuodep
CUT'YPHOCT

Ha Ga3aTta Ha HampaBeHUAT aHAIN3 HA YYXAUAT ONUT B paznen 1.2 u cnex nperiesa Ha
pedepeHTHUTE MOJEIHM 3a YyIpaBICHWE HAa KUOEPCUTYpHOCTTa B pasmen 2.3 e u3bpaHo
pedepeHTHUAT MOJEN Ja C€ ChCTOM OT OOCKTH, (YHKIMH, TPOPUIH M TMPOIECH, MPSIKO
3aBHCEIU OT KOHTPOJIBT HA JTOCTHII.

Ha ®urypa 6 e npencraBeHa CTpyKTypa ¥ B3aUMOBPB3KH B Ipeanaranus pedepeHTex
MOJIeT.
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IToTHTHKH H CTpaTeTHH 3a ynpasiaeHue Ha UT

¢ AmvmHEEC TPAaTHEHH CHCTEMH ¢

OmnaaiiH yo1yTH HMHdOpMaHORHA CHIYPHOCT KubdepcurypHoct

Ooextu
A .
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N

VyeOHa JeHHOCT

Ha‘_\"IHO H3CIEO0BaTe/ICKH CHCTEMH

KoHTposa Ha JocTeI

OceegonMeHOCT H 00y4eHHE

dvurkmuua  |CHETYPHOCT Ha JaHHHTE
-

A
A

A
Y

3amuTa Ha HEQOpMaHaTa

3amHTa Ha TEXHOIOTHHTE

A
Y
A
Y

IIpouenypu

A
Y

A
Y

OpraEu3alHOHHEA CIPYKIVPA

Kontpon Ha gocTena

Queypa 6. Cmpykmypa u 63aumo8pv3Ku 8 npediazanust pegepenmen Mooel

CrpykTypara Ha npeajaranust peepeHTeH MoJiell TIOKpUBa ONpeAesIeHUTe 00JIacTH
OIMCaHU B paszzaen 2.3.

PedepenTHUAT MOEN 32 KUOEPCUTYPHOCT TIPU MPOSKTUPAHETO HA OHIIANH YCIyTH BbB BY
ce CBhCTOM OT OOEKTH, (DYHKIMM, HpPOLEIypd M OpraHM3alMOHHA CTPYKTypa. Bcuuku
€JIEMEHTH ca 00eIMHEH OT IpolecuTe Ha ynpasinenue Ha T u u3non3Banure craHgaptu, U
pamku 3a ynpasienue Ha UT u kubepcurypHocrra.

[lonutuku u crpateruu 3a ynpasinenue Ha UT, 6a3upanu Ha cTaHIapTH ce MOCTUTA
ype3 mpuiiarane Ha obnacture ,,O0Bbp3BaHe, TUIAHUPAHE U OopraHusupane’, ,,M3rpaxnane,
npunobusane u BHeApsasane or COBIT 19. Te3u aBe obnactu cieaBaT OOIMIMS KU3HEH
IIUKBJI HA Pa3BUTHETO HA CUCTEMHTE U I11e ObJIaT BKIIOUYEHH B peepeHTHUT Moaen. [IbpBara
obxBamta crparernyeckoro UT mianupane, cb3aBaHe Ha KOPIOpaTUBHA MH(OpMAIIMOHHA
apXUTEKTypa U YIpaBJICHHE HAa IPOEKTH, a BTOpaTa € CBbpP3aHa C BHEAPSBAHETO HA HOBU
MHGOPMALIMOHHU CHUCTEMH M yciayrd. OmnpezensHe Ha MPOIECUTE U B3aWMOOTHOIICHUATA
TpsiOBa J1a CbOTBETCTBA HAa BHTPEIIHA OpraHU3aIsl, ONEPATUBHU MTPOLIEYPH U CBbP3aHUTE C
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TAX POJIM U OTTOBOPHOCTH.

B wm3cnenBanero € pasmienaH eIMHCTBEHO AomeliHa I[lnanupail m opranusupai B
COBIT 2019, 3amoTo Toil ©Ma Bpb3Ka KbM IIPOEKTUPAHETO Ha OHJIANH yciayru BbB BY.

Koumpon na oocmwvn B pedepeHTHUS MOJACI € CBBbp3aH C MPEHOPHUYUTEITHUTE
KOHTPOJIM 32 CHTYPHOCT KbM paszMyHu 0OekTH W mporecu. OT aHaiM3a Ha CTaHAAPTUTE
pasnen 2.1. u cpaBHUTENHHUAT aHanu3 B 2.2 sugsaxme, ye COBIT cpabpxa B cebe cu ITIL ISO
Y € IPWIOXKHUM 32 TOJIEMU OpTraHU3aIlii, KaKBUTO Ca YHUBEPCUTETHUTE.

Obexmume B Tmpe/yIaraHusT pedepeHTeH MOJen ca OCHOBHUTE WH(GOPMAIIMOHHU
CUCTEMH U ITPOU3JIN3ALIUTE OT TSIX OHJIAiH ycayru. OT aHanu3a Ha 4y>KJus ONUT B pa3zaen 1.2
Oemie HampaBeH U3BOJA, Y€ OCHOBHHTE CHCTeMH BbB BY ca: aaMuHUCTpaTHBHH,
nH(pOPMAIMOHHA CUTYPHOCT, YueOHa IeHHOCT U HAyYHO M3CIICAOBATENICKU CUCTeMU. Te nmar
HYX/aTa OT CIeU(UYHN KOHTPOJIH 32 CUTYPHOCT M KbM TsX B paszen 3.2 TpsOBa na Ob1aT
pedepupanu TOKyMEHTH OT U3I0JI3BAHUTE CTaHIAPTH.

@ynKkyuume ca TPSIKO CBBP3aHH C YIPABICHUETO Ha OOEKTUTE U ce u3bupar B
3aBUCHMOCT OT PUCKOBHA Mpodui Ha MHPOpPMAIIMOHHATA CUCTEMA WIM OHJaiH yciyra. B
pedepeHTHHa MoJen ce u3non3Ba (yHKuuATa ,,3ammra” ot crangapra NIST CSF, kosto
ouepTaBa MOIXOIAIIMTE MPEANa3HA MEPKH 3a MTPEIOCTABSIHE HA KPUTUYHU HHPPACTPYKTYPHHU
YCIIYTH Y MOJIAbPKa Bb3MOKHOCTTA 33 OIpaHUYaBAaHE HAa BBH3JCUCTBHETO HA MOTEHIIMATHO
chOuTHE 32 KHOSPCUTYPHOCT.

Ilpouyedypume ca npeAcTaBeHU KaTO MOJEJ ChIJIACHO LI€JIU, JEHCTBUS U JOKYMEHTU
OT CTaHJapTH, 3al[0TO MPOEKTUPAHETO HA OHJIAWH yCIYTU WM MPOMSHA Ha CHIIECTBYBAIIIH,
M3HCKBA YCTAHOBSIBAHETO Ha OOIIM MpoIlecH U mporenypu. Te ca cBbp3aHu ¢ IPOSKTHUPAHETO
Ha HOBA OHJIalH yciyra, B3umat ce ot crangapra [TIL, kato pedepeHTHUAT MO/ MTOKa3Ba
BCEKH OMMCaH OT CTaHJApTa MPOIIEC U CBbP3aHUAT PAMKOB €J1E€MEHT KbM HETO.

Opzanuzayuonnama cmpykmypa € J00aBeHa TOpaau  Pa3HOOOpa3HHUTE
HOTp€6I/IT€J'ICKI/I Tpynii B YHHUBCPCHUTCTUTC H IIOKa3Ba YHHUKAJIHO I[IPUBCKIAHEC Ha
AAMUHUCTPATUBHUTE POJIM B CbOTBETCTBHUE C KOHTPOJIAa HA JOCTHII.

Matpunara RACI ot nonobue Ha pedepentaust moaen COBIT 19 ce nznonssa 3a ga
ce WACHTU(UIMPAT POJIUTE U OTTOBOPHOCTUTE, NPSKO CBBP3aHM C OpraHU3allMOHHATA
CTPYKTypa M YyIpaBleHHETO Ha KubOepcurypHoctra. Marpunata RACI e pasrienana
noapoOHo B paznen 3.3.

H3Boan

B Inasa emopa ca aHanu3upaHW INOAXOAWTE M CTaHJAPTUTE 3a YIpaBICHHE Ha
MH(OPMALIMOHHU TEXHOJIOTUH U KnbepcurypHoct BbB BO.

[IpencraBenu ca Hail-uecTO U3MOM3BAaHUTE pedepeHTHN MOIeNH 3a yipasieHue Ha UT
yCIIyTd U KubepcurypHoct. MneHTuUIMpaHu ca TEXHUTE OCHOBHM XapaKTEPUCTHKU U
BB3MOXKHOCTH 32 U3MOJI3BAHETO UM MPHU MPOCKTUPAHETO HA OHJIAMH YCITYTH.

BY wumar pa3jiniH OpraHUu3allMOHHU CTPYKTYPU U CHCI_II/I(I)I/I‘-IHI/I HN3HUCKBAaHHUA 3a
OCUTYpsIBAHC Ha II'bJIHUA Ha6op OT MpOoLCAYpH 3a KI/I6epCI/IprHOCT IIpru NPOCKTUPAHETO HaA
OHJIaliH YCIYTH. YHI/IBCpCI/ITCTI/ITe B bwir apus, Karo 06pa3OBaTCJ'IHI/I HHCTUTYLIUH,
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MpeJoCTaBsAIM OOIIeCTBEHH YCIyru TpsbBa na Obaar ceprudunupanu mno ISO/IEC
27001:2022. Uzmon3Banero Ha ITIL me crmomorHe 3a HEMpPEeKbCHATO MOAOOpsIBAaHE Ha
e(eKTUBHOCTTA Ha OHJIAIH YCIyTHTE.

B npennaranus pedepeHTen Mozen e ObaaT U3IM0JI3BaHU CIEIHHUTE MET CTaHAapTa:
[enu 3a KOHTPOI HAa MHGOpManKATa U cBbp3anuTe ¢ TaX TexHojoruu (COBIT 19), Cranaapt
3a ynpasiieHne Ha uHpopmanuonnara curypaoct (ISO/IEC 27001:2022), bubnuorekara Ha
nHppactpykrypara Ha nHGopmannonuute rexnonoruu (ITIL), Pamka 3a kubepcurypHoct Ha
Hanmonanen nnctutyt 3a cranaaptu u texronoruu (NIST CSF) u Kputnunu koHTposu 3a
kubepcurypuoct (CIS CSC). M30panuTe craHgapTy, MOKPUBAT METUAT KU3HEH ITUKBI TIPH
MPOEKTHUPAHETO HA OHJIAMH YCIyrW, UMAT KOHTPOJHM 33 KHOEPCUTYPHOCT M YCIHEIIHO Ce
n3noia3BaT B MHOro BY 1o csera.

PedepenTHHAT MOIET Ce ChCTOU OT OOCKTH, (PYHKITUH, IPOLEAYPHU U OpPraHU3alMOHHA
CTPYKTypa, OO€IMHEHH OT MOJIMTUKU M cTpareruu 3a ympasieHue Ha UT u koHTpon Ha
JOCTBHIIA.

OmnpeneneHy ca WU3MCKBAaHUATA U OTPAHUYECHUATA KbM MPEUIOKEHUAT peepeHTHUS
MOJIEJI, KOUTO €a CBBbP3aHM ChC 3alla3BaHE HA IIOBEPUTEIHOCTTA, LEIOCTTa U AOCTBIIHOCTTA
Ha WH(OPMAIIMOHHHUTE PECYPCH, HaMallsiBaHE HAa KPUTUYHUTE 3aIlJIaXy U Ch3/IaBaHe Ha J00BP
ynpasieHcku Mozei 3a T BB BY.

I'nasa I1I. IIpuso:keHue HAa MeTOAUKATA 32 pa3padoTBaHe HA pedpepeHTHUS MOAeJ]
Hacrosimara rimaBa onucsa npoueca Ha pa3paboTBaHe Ha peepeHTHHUS MO/IEIL.

B I'maBa Il ca usmbiaHeHu ciieJHUTE IOCTABEHU 3a1a4u:

1. Jla 6bae ch3naneH pedepeHTeH MoJen 3a KUOepCUTypHOCT M CTaHAapTU3HUpaHe
Ha IIPOLIECUTE HA YIIPABJICHUE HA OHJIANH ycayrure BbB BY B boirapus.

HampaBen e aHanu3 Ha yHUBEPCUTETCKUTE CaillTOBE, 3a Ja c€ BUAM KaK Pa3IUYHUTE
YHUBEPCUTETH Ca OpraHM3Upalii Karajora Ha MpeJUlaraHuTe OT TAX OHJaiH yciyru. Ha
0a3aTa Ha HaPaBEHOTO MPOYYBAHE, U C IIeJ1 YHU(UKALMS Ha pa3IUYHUTE OHJIaliH YCIIyTH, €
MpPHUET MOJX0/Aa T€ J1a ca TPYNUPAHU B CHIIUTE KAaTETOPUU KbM KOMTO MH(OPMALIMOHHUTE
cucrteMu cnajnaT. Unentuduurpana e oleHKaTa Ha pUCKa Ha YHUBEPCUTETCKUTE CUCTEMU B
3aBUCHMOCT OT BB3JEHCTBUETO U BEPOSTHOCTTA OT YSI3BUMOCTH 3a CUTYPHOCTTA UM.

KOHTpOJII/ITe 3a CUTYPHOCT cCa pe(bepI/IpaHI/I KbM JOKYMCHTHU OT H3CJIICABAHUTC
CTaHAApTHU U Ca NMPCACTAaBCHU HO)IpO6HO B pa3acit 3.2.

Pa3nen 3.1 o6xBama chOupaHe W aHanu3 Ha JaHHU. V3MON3BaHM ca JAaHHWUTE OT
mnaTdopma 3a CKaHupaHe Ha yel caiiToBe. AHAIM3BT 00XBallla MbpBaTa CTPAHMIIA HA caiTa
Ha YHMBEpPCUTETa U TOKa3Ba OpoAT 3asBKU, TpaHCPEpH, JOMEWHU U OJAOMENHU, U3I0JI3BAaHU
MTPOTOKOJIN, KAKTO M Pa3IMYHUTE HACTPOUKH 3a CHTYPHOCT Ha Xebpa Ha CTPAHUIIATA.

MHoro craHgapTé 3a KUOEpCUTYPHOCT TMOAYEpTaBaT Ba)KHOCTTA HA TOYHOTO
ONpEelesiHE Ha pUCKA Ype3 CHUCTEMATHYEH IpOLEeC Ha YIPAaBJICHHE Ha pPUCKA.
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Wnentudunupanero, KOJIMYECTBEHOTO OMpeIeNsHE M CMEKYaBaHeTO Ha pHCKa ca
cbllecTBeHU (a3u Ha ymnpaBieHHWE Ha pucka. HamansBaHeTo Ha puUCKa 4Ype3 aaeKBaTeH
KOHTPOJI € CBBP3aHO C MPUJIAraHETO Ha CTPOTH MEPKH 32 KHOEPCUTYPHOCT.

Ha 6a3ara Ha HanpaBeHOTO u3cienBaHe B ['aBa mbpBa, pazaen 1.2 ca ompeneneHu
OCHOBHUTE MH(POPMAIIMOHHU CUCTEMH BbB BY.

M3nonzpaiiku COBIT 19 e nampaBeHa OlleHKa Ha pUCKa Ha YHHUBEPCUTETCKUTE
CUCTEMH, KaTO € B3€TO MPEABH] Bb3ACHCTBUETO U BEPOSITHOCTTA UM OT ysA3BUMOCTU. Te ca
oTueTeHu 1o ckana ot 1 10 5 (1 e HUCKO, 5 € MHOTO BUCOKO).

Tabnuya 1. Oyenka Ha pucka na yHugsepcumemcKume cucmemu, Ha 6asama Ha

COBIT 19
NudopMannoHHA CHCTEMH Buaneiicteue (1-5) | Bepostaoct (1-5) | Ouenka Ha pucka
AIIMUHHUCTPATUBHU CUCTEMH 5 3 MHoro BHCOK
Nudopmarnmonnn cucremMu 5 4 MHoro BHCOK
Honaprxka u 0dyueHue 4 3 Bucox
Hayunu uzcnensanus 2 2 Hopwmanen

M3rounuk: WWWw.isaca.org/resources/cobit

Ot Tabmuua 1 ce Buxkaa, ye AIMUHHUCTpATUBHUTE U VH)OpMalMOHHUTE CUCTEMU
MMaT MHOI'O BHCOKa OLICHKa Ha pucKa. PUCKBT mpu cucreMu cBbp3aHu C ,llogapwxka n
o0y4yeHne™ ce orpenens Karo BUCOK, a IPU CHCTEMHUTE CBbp3aHu C ,,Hay4unu uscnensanus’ e
HOPMAJICH.

Karasnor Ha yciyrure npeicrasiisiBa I'bJIEH CIMCHK Ha YCIYTUTE, YIPaBIsSBaHU OT
yHuBepcutTera. Hsakom oT Te3n ycinyrn ca BUAUMMH 3a KIMEHTUTE, JIOKATO JPYrd HE ca.
KonTponute 3a curypHOCT KbM HH(GOPMAIMOHHUTE CHCTEMH 3a TBBPAO 337a/I€HH, JIOKaTO
KOHTPOJIUTE KbM YCIIYTUTE CE€ IIPOMEHSAT B 3aBUCUMOCT OT TOBA J]aJIi Ca BUAMMHU UJIH HE (MMaT
JIM TOCTBIT JO UHTEPHET WM HE), KAKTO U B ChOTBETCTBUE C TEXHUAT MOMEHTEH CTaTyc.

HanpaBeH € IIpeTJICa HA YHUBCPCUTCTCKUTC CaﬁTOBe, 3a 1a C€ BUIU B KAKBU KATCTOPHUU
Cca OpraHu3rupaHu yCIIYIruTe. Paznuanure YHUBCPCHUTETHU Ca BBIMPUCITIN PA3JIMYHN HAYHMHU 3a
opranu3anysa Ha KarajJora Ha MpEajaraHuTe OT TAX YCIYTH. Msuoro ot KaTeropuuTre ce
IMPUIIOKPUBAT IO CbABPIKAHUC, HO Ca UMCHYBAHHU 110 PA3JIMYCH HAYWHU.

B Tabnwma 2 morat na 6b1aT BUJCHH YHUBEPCUTETCKUTE WH(POPMAIIMOHHN CHCTEMHU
U KaTeropuMTe YCIYI'M KbM TiX. Bcsika Kareropusi BKJIIOYBA YCIYTM CbC CXOJHU
TEXHOJIOTUYHU MPOIIECH U U3UCKBAHHUSA 3a KHOEPCUTYPHOCT B ChOTBETCTBHE C M3MOJI3BaHATa
nH(pOpPMaIMOHHA CHCTEMA.

Tabnuya 2. Hngpopmayuonuu cucmemu u kame2opuu yciyeu 668 BY

HNudopmanronau cucteMu Kareropum ycnyru

[Tpoduiu u ynocroBepsiBaHe
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AJMUHUCTPAaTUBHU CUCTEMHU ApXHBHpaHE U CbXPaHEHUE

HNudopmaninoHHa curypHocT

KoMmyHukanus u CbTpyAHU4ECTBO

HNudopmaninoHHu cucteMu Mpexu u uHppacTpyKkTypa

CbpBBbpH U JaHHU

VYeb pazpaboTka U XOCTHHT

Xapayep, copTyep U NPUI0KEHUS

VYuebHa neifHocTt OcBengoMeHoCT 1 00yueHue

Hayka Hayunu uzcnensanus

N3Tounuk: CoOCTBEHO MPOyUYBaHE

B HsKoii caiiToBe, yciyrute Morar fa 0baaT GUITPUPAHU HE CaMo 110 KaTeropus, HO
Y 110 BUJI OTpeOuTeNu (Hamp. CTYJAEHTH, IPENoJaBaTeld, CIIY>KUTEIH U IPYTH).

Onucanue Ha KaTeropumuTe ycJayru b BY:

Ilpogpunu u yoocmosepssare — yciayri, CBbp3aHH C yJOCTOBEpsIBAHE, OTOPU3AIHS U
yIpaBJeHUE Ha aKayHTH, CHCTEMH 32 KOHTPOJI Ha JOCTHIIA U .

Apxusupane u cvxpameHue — YCIyTH, CBbP3aHU CbC CbXPAHEHHUE, CIOJEISHE U
yIpaBJeHUE HA YHUBEPCUTETCKU JaHHU C YMEPEH U BUCOK PHUCK.

HUnugopmayuonna cucypnocm — YCIYTM, CBBpP3aHM CbC CUTYPHOCTTa Ha
MH(OPMALIMOHHUTE aKTUBH, MPEKOBA CBBP3aHOCT, TMCKOBO KPUIITUPAHE U JP.

Komynukayus u compyonuuecmeo — yciyrd, CBbP3aHHM C KaHJIUAAT-CTYAEHTCKH U
MarucTbpCKU KaMIIaHUH, OpraHU3UpaHe Ha ChbOUTHUS U KOH(PEPEHIIUU U JIp.

Mpeoicu u  ungpacmpykmypa — yCIyTH, CBBP3aHU C YIPABICHUETO Ha
MH(OPMALIMOHHUTE CUCTEMH, MOAJIPHKKA U U3TPAXKIAHE HA MPEXKU 3a JaHHU U Jp.

Cvpsvpu u 0annu — YCIYTH, CBbP3aHU ChC CUCTEMHO aIMUHUCTPUpPAHE, YIPaBIECHUE
Ha KOHQUTypauuaTa Ha KpaiiHa TOYKa, MUTpalys Ha JaHHU, BUPTYaJIHU CbPBBPU U JP.

Ye6 paspabomka u xocmume — ycinyru, cBbp3aHu c yeO HHQpacTpyKTypara H
pecypcuTe Ha YHUBEpCUTETa, yeO XOCTHHT, TOMEHHH U Jp.

Xapoyep, copmyep u npunodicenus — yciayry, CBbp3aHu C YIpaBJIeHUE Ha HACTOJIHU
KOMITIOTPH, JIANTOIH, MOOMIIHU Tesie(OHU U nepuepHu yCTpoicTBa, TULIeH3UpaH codryep,
IIpOrpamMM U MOZYJH, OO0JIAYHU YCIYTH U Ap.

Ilooopvoicka u obyuenue — YCIYTH, CBBbpP3aHH CbC CH3/IaBAaHETO HA JUTUTAITHU
00pa3oBaTeITHN PECYPCH, YIaCTHE B CTAKAHTCKH MPOTpaMu, 00ydeHHe, KOHCYITAIUN U JIp.

Hayunu u3cnedsanus — yciiyTd, CBbpP3aHU C HU3CIEIOBATEJICKH aIMUHUCTPATUBHU
CHUCTEMH, ChXpaHECHNUE Ha HAYYHU JJAHHU U MyOJTUKAIMH, TEXHUYECKA MOAPHKKA U JP.
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Ha ©Oazara Ha HampaBeHaTa OLIEHKAa HAa PHUCKAa HAa YHHBEPCHUTETCKUTE CHUCTEMH,
n3nonsaiiku nogxoaa COBIT 19, kbM TX ca OTHECEHU ITPOU3IIN3ALLUTE OT TSIX YCIYTH, KaTO
€ B3€TO NpEeABHUJ BB3IACHCTBUETO U BEPOSTHOCTTA UM OT YSI3BUMOCTH. Te ca OTYETEHM IO
ckana ot 1 10 5 (1 e HUCKO, 5 € MHOTO BHUCOKO).

Tabauya 3. Oyenka Ha pucka Ha oHAQUH Ycayeu, upes memoodonoeuama Ha COBIT

Wudopmanmonan | OHnaiH ycinyru Bn3nelicTBue BepositHoct | Onienka Ha
CHUCTEMH (1-5) (1-5) pHUCKa
AnvunuctpatuBau | [Ipodwmm n 5 3 MHOT0 BHCOK
CHCTEMH yIIOCTOBEPSIBAHE
ApxuBHpaHe U 4 2 Bucox
CbXpaHECHUE
HNudopmarmonHa 5 4 MHOT0 BHCOK
CUTYPHOCT
KomyHukanus u 2 2 Hopwmanen
CBTPYIHUYECTBO
WNudopmammonan | Mpexu u 4 4 Bucox
CUCTEMHU HHpaCTpyKTypa
CwpBBpH U JaHHH 5 4 MHoro BHCOK
VYeb pa3zpabortka u 3 3 Hopwmanen
XOCTHUHTI
Xapnyep, copTyep u 4 5 MHoro BHCOK
NIPUIIOKECHUS
[oxmpexka u OcBenoMeHOCT 1 4 3 Hopwmanen
o0yueHune o0y4eHune
Hayunu Hayunu 2 2 Hopwmanen
W3CIIEIBAHUS W3CIIeIBAaHUS

N3Tounuk: CoOCTBEeH aHaIU3 Ha 0a3ara Ha HaIpaBCHO U3CJICABAHC.

Ot Tabnuuma Tabmuna 3 ce Bukaa, 4ye yciayrure B Kareropus ,llpodunu u
ylocToBepsiBaHe™, ,,ApXUBUpaHe U cbXpaHeHHe“ u ,,JIHQopmalloHHAa CHUTypHOCT HMaT
BHCOKO BB3JIEUCTBHE. Y CIyruTe oT ,,KoMyHHKanus 1 CbTPYyITHUYECTBO  ©IMa HOPMAJIEH PUCK,
TBhU KaTO KbM HEsl HIMa BUCOKHM M3UCKBAHUS 3a CHTYPHOCT.

VYcenyrure B kareropust ,,Mpexu u uH@pactpykrypa®, ,,CbpBbpU U JaHHU® H
Xapayep, copTyep W MPUIOKEHHS C€ XapaKTepU3UpaT C BHUCOKO BB3JIEHCTBUE U MHOTO
rojsiMa BEpPOSITHOCT OT PHUCK 3a curypHocTTa. OlleHKaTa Ha pUCKa MpU YCIYrUTe ,,Yed
pa3paboTka W XOCTUHT € HOopMajieH. PHUCKBT mpu yciayrute cBbp3aHu ¢ ,lloanpbixkka u
oOyuenue* u ,,HaydHnu uzcneBanus‘ ce onpeaesns KaTo HopMaleH.

['pynupaHeTo Ha yCIyrUuTe € Ba’KHA CTBIIKA, CBBP3aHA ChC Ch3AABAHETO HA KATAJIOT Ha
ycinyrute BB BY. YVnpasneHueTo Ha kaTanora Ha yCIYTMTE BKJIIOUBA BCUYKHU IPOLIECH OT
KU3HEHUAT LMKBJI HA MIPOEKTHpAaHE Ha yciyrara, HeWHara 3amurta W apxusupane. ITIL
UACHTUQUIMPA U3UCKBAHUATA 32 YCIYTH U pa3padOTBa HOBH MPEAIOKEHUS 32 YCIYTH, KAKTO
Y TIPOMEHU U MOJJ0OOPEHUs Ha ChILECTBYBAIIIUTE.
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Benuku yenmyru TpssiOBa a UMat M3MCKBaHUS 32 KHOSPCUTYPHOCT 3a J1a Ce rapaHTupa,
4e MOTPEOUTENNTE M MPOLIECUTE IIIe MOIYydaT AOCTHII caMo J10 WH(GOpMAIHS UK PECYPCH 3a
KOUTO MUMaT mpaBa. V3uckBaHus TpsiOBa @ MMa M OTHOCHO HEPa3peuIeHOTO Ch3aBaHE,
W3MEHEHHE WIM wu3TpuBaHe Ha uH(opmanus. ToBa BKIIOYBA BCHUYKK (PYHKIIHH,
MpeHa3HauYeHu Ja KOHTPOJIMpAT MOTOKa OT MH(pOpMalusl U U3MOJI3BAHETO HA PECYpCU OT
MOTPeOUTENH, IPOLIECH U 00EKTU. Y CIIYTUTE, CBhP3aHu C aAMUHUCTPATUBHHU CUCTEMU TPsIOBa
Ja UMaT WM3UCKBAHUA 3a OCUTYypsiBaHE Ha cnenuduyHu (QYHKIMH, MpelHa3HAYeHH Ma
rapaHTupar, ue JaHHUTE HAMa Ja 0bJaT MOAN(UIIUPAHH 110 HEOTOPU3UPAH HAYMH.

OyHKIMATA HAACKIHOCT Ha yClIyrara rapaHTupa, 4€ JIOCTBIBT JO PECypCH €
BB3MOKEH, KOTaTo € He0OXOAMMO, M Y€ PecypcuTe He Ce MCKAT WJIHM 33aJbpiKaT HEHYXKHO.
OOMeH Ha 1aHHM 00XBallla BCUYKU (YHKLWH, IPEeTHA3HAUCHH J]a TApAHTUPAT CUTYPHOCTTA
Ha JIAaHHUTE 10 BPEME Ha IIPEIaBaHe 110 KOMYHUKAlMOHHU KaHaiuu. OyHKIMUTE 32 OTKPUBAHE
Y Bb3CTAHOBSIBAHE Ha IPELIKU CBEXJAT 10 MUHUMYM NPEKbCBAHUATA WJIU 3ary0a Ha yciyra.

B pa3nen 3.2 e HanpaBeHO oTHacsHE (pedeprpane) Ha KOHTPOJIUTE 3a CUTYPHOCT KbM
GyHKIIUUTE Ha MOJena.

Koumpon na oocmvna 6v6 8pv3ka ¢ pynkyuume

KoHtponsT Ha nmocthn oOXBamia BCHYKH HACHTH(HUKAIMOHHHM JaHHH, KOWTO Ce
W3/1aBaT, YNPAaBIIABAT, MPOBEPSIBAT, OTMEHAT M OJUTUPAT 3a OTOPU3MPAHU YCTPOUCTBA,
noTpeOuTeNnu u npouecu. Tol ce mpuiara KbM aJMAUHUCTPATUBHUTE W WH(POPMAIIMOHHHUTE
CUCTEMHU U KOHTPOJIUTE 32 KUOEPCUTYPHOCT KbM HET0 ca Hall-MHOTO.

Oceéedomenocm u obOyyenue: Tazu obmacT e ompenensimia 3a ToBa Jalu
MPETIOIaBATEIIUTE U CIIY)KUTEIIUTE MOTydaBaT 00yUCHUE 32 KHOSPCUTYPHOCT U JTAJIM MOTaT Ja
M3MBIHSABAT CBOUTE 3aJB/UKCHHS W OTFOBOPHOCTH B CHOTBETCTBHE CBhC CHOTBETHHUTE
MOJIUTUKU, TPOIEAYpU W cropazymeHus. Ts uma Tpu mnojkareropuu - OOydeHue o
CUTYPHOCTTa, [IpUBHIIETUPOBAHU MOTPEOUTEIIN U CIYKUTSIIM U 3aWHTEPECOBAHU JIUIIA OT
TPETH CTPAHH.

Cucypnocm Ha oannume: JlaHHUTE ce yIpaBisiBaT B ChOTBETCTBHE C pPUCKOBaTa
CTpaTervs Ha OpPTaHHM3alMATA 32 3allMTa Ha MOBEPUTEITHOCTTA, IIEJIOCTTAa U HAJTUYHOCTTA Ha
uHpopmanuara. Ta3u obnact uma net noakateropun: CUTypHOCT Ha JaHHU, YTIpaBJIeHHUE Ha
aKTWBH, 3amuTa Ha aAaHHu, [IpoBepka Ha 1enoctTa Ha codryepa u nHpopmarusata u Cpena
3a pa3paboTKa U TeCTBaHE.

3awguma na ungopmayusma: IIoOTUTUKUTE 32 CUTYPHOCT C€ MOAIBPKAT U U3IOJI3BAT
3a 3ammTara Ha WHGOPMAIMOHHUTE CHCTEMH M akTHUBU. Ta3u o0nacT wma ceaeMm
nojakareropuu - bazosa koHpurypamus Ha UHGOPMAMOHHU TeXHOJOoruu/cucreMu. JKu3HeH
IIUKBJI HA pa3BUTHE HA CHCTEMaTa 3a yIpaBlieHHe Ha cucteMuTte, [Iporecn 3a KOHTpoII Ha
MpoMsHaTa Ha KoHuUrypauusra, ApxuBupaHe Ha HH(opmanusaTa, Pazmopendu OTHOCHO
¢u3mveckata paboTHa cpega 3a OpraHU3AMOHHHWTE akTWBH, [Ipomecm Ha 3amuTa U
KubepcurypHoctra B IpakTUKUTE 32 YOBEIIKU PECYpPCH.

361M4UI’}’ZHCZ mexnono2us: TeXHU4ECKUTe peUICHUsA 3a CUTYPHOCT CC YyIIpaBJIsABAT, 3a Ja
rapaHTupar CUrypHOCTTa U YCTOﬁQHBOCTTa Ha CUCTEMUTC U aKTUBUTEC, B CbOTBETCTBUEC CHC
CbOTBCTHUTC IMOJIMTUKH, ITPOLUCAYPH U CIIOPA3YyMCHU.
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Haii-BaxxuuTe XapakTepUCTUKN HA CbBPEMEHHUTE HHCTPYMEHTH 32 3all[UTa HA OHJIAWH
YCIIyTUTE BKJIIOYBAT BUAUMOCT U 3aIUTA, IOKPUTHE HA PA3JIMYHU aPXUTEKTYPH, UHTETPALIUS C
DevOps uHCTpyMEHTH, aBTOMATH3allMsl U HENPEKbCHATH aKTyaIU3aliu.

BuaumocTTa Ha M3M0NI3BaHUTE YCIIYTH, TPaUKBT, KOUTO T€UYE KbM TAX, U CBbP3aHOCTTa
Ha KpailH1 TOYKH ca KpUTHYHU. 3a Ja 3alIUTAT yCIyruTe, 0a3upaHu KakTo B JIOKaJTHATA, Taka U
B oOnayHata uHppacTpykTypa, BY Tpsa6Ba 1a ocurypar CbBpeMEHHH PELIEHHs] U T'bBKABOCT
[P BHEAPSBAHETO.

Bp3moxHOCTTAa 32 WMHTErpupaHe, ¢ OalaHCHpall HATOBAPBAHETO IUIIO30BE WM
M3I0JI3BAHETO HA COPTyep, KaTo yciayra OCUrypsiBa H300p U MOCIEAOBATEIHOCT, HE3aBUCUMO
OT THUINA Ha 3allMTeHara yciyra. J[MHAMUYHMAT Nel3ak Ha 3aIulaxuTe IpaBH PHYHOTO
aKTyaJu3upaHe, TECTBAHE M BHEApSBAaHE HAa HAOOPW OT MpaBWJIAa U KOHTPOJIU 332 CUTYPHOCT
HEBb3MOXHa 3aJ1a4a. FIMeHHO 3aToBa ca HEOOXOAMMU MHCTPYMEHTHU M MOJEIH, KOUTO MOraT
Jla OCUTYpsIBAaT aBTOMATH3allMs U JIa MO3BOJISIBAT OPKECTpalus B LisjlaTa HHPpacTpyKTypa Ha
MIPUIIOKEHUATA. BaXKHO € MHCTPYMEHTUTE U KOHTPOIUTE 32 CUTYPHOCT Ha yeO MPUIIOKEHUsITa
Jla acBaT Ha TEXHUTE MPOIIECH U JIa C€ UHTETpUpaT ¢ UHCTPYMEHTHTE, KouTo ekunure Ha T
oTJena M3MON3BaT. 3a Ja MOCTUTHAT TOBA, YHUBEPCUTETCKUTE yeO MPUIOKEHUS W OHJIAMH
yCIyru TpsiOBa Ja MMaT MUPOK HAOOp OT (PYHKIMU M BB3MOXKHOCTH, CUTYPHOCT TIO JW3aiiH,
BrpakaaHe Ha KHOEpCUTypHOCTTA BB BCHUKH MTPOIIECH U TIOAIPHKKA 32 HOBH TEXHOJIOTHH.

B pa3znen 3.3 ca pa3zpaboTeHu npouenypute B pehepeHTHHUS] MOJEI.

Ctpykrypara Ha pedepeHTHHUS MOJen omMcaHa B pasfgen 2.4 BKIIOYBA
OpraHM3allOHHA CTPYKTYpPa, POJIU, OTTOBOPHOCTH U MPOLIEAYPH.

OpranusanoHHaTa CTPYKTypa MPEICTaBIsIBA OTACIH, B KOUTO ca (OpMHUPAHH
poJUTE, OTTOBOPHOCTUTE M TEXHUTE B3aUMOBPB3KHM CIIOpE] HM30paHUTE KpPUTEPUH 3a
cTpyktypupane. OpraHu3allMOHHUTE POJIM Ca CBBpP3aHU C M3MBIHUTEINTE Ha 3a7a4d
IIOCTHUTAaHETO Ha OU3HEC LIEIINTE.

BY nHsamar UICHTUYHU OPraHU3allMOHHU CTPYKTYpHU Ha uT JAUPCKOUNU U OTACIIH.
Bcekn YHUBCPCUTET CC € pa3BUJI U IPOMCHUJI Bb3 OCHOBA HA MHOKECTBO (I)aKTOpI/I C TCUCHHUC
Ha BpECMCTO, a OpraHrU3allMOHHATA CTPYKTYpa € pa3jin4Ha B 3aBUCHUMOCT OT IOJIECMHHATa U
,Z[CI\/’IHOCTTa. uTr JAUPCKOHUUTE MOraT Ja 6’b,[[aT HUHTCIPUPAHU B UHCTUTYLUATA, HOKHaHBaﬁKH
qpe3 ACKAHU NI PBbKOBOAUTCIIN HA OTACIN, HO TC CHIIO MOrar Ja 6T)I[aT AIMUHHUCTPATUBHU
3BCHA, JOKJIaABalllyd JTUPCKTHO HA PEKTOPUTE, YPE3 INTaBHU I/IH(i)OpMaHI/IOHHI/I CIIYKUTCIIU, U
B PCAKH ClIydan 4pE3 I''IaBHU (1)I/IHaHCOBI/I WM aIMUHHUCTPATUBHU CITYKUTCIINU.

Cranmapra ISO 27001:2022 wma pa3paOoTeHH MMA0JIOHKW 3a OpraHu3alMOHHA
CTPYKTypa Ha MH(OPMALIMOHHATA CUTYPHOCT Ha MAJIKH, CPEIHU M TOJIeMU OpraHusaunuu. B
MaJIKUTE OpPraHU3alMy € XapaKTepHO, Y€ €IUH YOBEK CHBMECTSBA HIKOJIKO JIBKHOCTH,
JIOKaTO B FOJIEMUTE OPraHMU3aLUH, PAOOTAT €KCIIEPTH OTTOBAPSILM 3a OIpesesieHa cdepa oT
UT. Cnyxurenute B UT nupexkuuure ynpasisgBaT IIMpPOKa rama OT JEHHOCTH, MOHSAKOIa ¢
JIBOWHU POJIH 32 ]MUHUCTPATUBHU U aKaJIeMUYHU (QYHKIIUH.

Hskou BY Moxe na mmaT crnenuagiHu KOMUCHMM Ha Oopha, (OKycHpaHH BbpPXY
MH(OPMALIMOHHUTE pECypcH, JOKaTo JpyrH ca CKJIOHHM Ja JauBepcuuuupar
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nH(OpMAaIMOHHATA MTOJIKPETa B IPYTU MO-IIEHTPaTH! (PYHKIIMH KaTo 3alicBaHe, 00yueHue u
CTYCHTCKH >KUBOT.

Cranpapra COBIT 19 uma omnpeneneHa opraHu3alioHHa CTPYKTypa, CBbp3aHa C
KacKaJMpaHEeTO Ha IENIUTE U POIIECUTE B HETO.

W3nbiaHeHnero Ha mpouenypuTe B pedepeHTHHs MOJAEN € CBBP3aHO C
pa3npenereHueTo Ha pOJIMTE U OTTOBOPHOCTUTE 3a ynpasienue Ha WUT. 3a uzsicuaBaneTo um
€ pasriienana opranuzanuonHa ctpykrypa B COBIT 19, kakto u posiuTe U OTTOBOPHOCTHUTE
CBBP3aHHU ¢ IpoekTupaneTo Ha yciyru B ITIL.

Ponnte ce ocHOBaBaT Ha MPOLIECUTE HA IPOEKTUPAHE HA OHJIAMH yCIYrH, KAKTO U Ha
ob6mu UT mpakThky, a ©MEHAaTa U KOMOMHALIMUTE MOXE Ja Bapupar B 3aBHUCUMOCT OT
OpraHu3alMOHHATa CTPyKTypa Ha BY. Kilto4oBO 3a BCEKM YHMBEPCUTET € J1a TapaHTHUPA, 4e
Bb3 OCHOBA Ha HEroBaTa CTPYKTypa, IPEUIaraHd YCIYT'M U IPOLECH, MOKE JIECHO Ja Ce
UACHTUGUIMPAT, JOKYMEHTUPAT, IPUCBOSBAT U NPErIeXIaT CbOTBETHUTE POJIH.

IlonsTueToO mnpoueaypa € Ha6op OT TIOCJICAOBATCIIHOCT HAa YCTAHOBCHU JEUCTBUS 3a
U3ITBJIHABAHCTO Ha CHeI_[I/I(l)I/I‘IHa 3agada. Hanuuuero Ha npoueaypa npru NpoCKTUPAHETO Ha
OHJIAMH YCIYId rapaHTvupa, 4€ BCAKa MPEAJIOKECHA YCIIyTra U MpUCTa MMPOMAHA CC OLICHABA B
IMOCJICOOBATCIICH U IMOBTAPAI] CC HAYMH OT I'JICAHA TOYKA Ha KI/I6€p CUT'yPHOCTTA.

[Tpouenypure 3a pabora ¢ peepeHTHHS MOJEI OMKUCBAT CTHIIKUTE, KOUTO TPsOBa /1a
ce cieaBaT M BKJIIOYBAT BCHUKU €TAIlM, CBBP3aHU CHC CH3/1aBAHETO HA HOBA yCIyra OT
KOOPIMHALMS Ha IPOSKTUPAHETO /10 U300p Ha pedepupaHu KOHTPOJIU 3a CUTYPHOCT.

Onucanue Ha npoyedypume

1. Koopounayus na npoexmupanemo - llpu Ta3u npoueaypa ce u3noi3BaT rpadukure
ot COBIT 19 3a na paznpenensrt poJuTe Ha U3IBIHUTEIHOTO PHKOBOICTBO CBbP3aHU
Cc pa3zpaboTkara Ha HOBaTa yclyra.

2. Ilpeeneo na knacughuxkayusma Ha UHGOPMAYUOHHU cucmemu — OTIPEICTISTHE C KOU THIT
nH(pOpMaIMOHHA CUCTEMA T1Ie padoTH OBJeIIaTa yciyra.

3. Ilpeecneo na knacuguxayusma Ha yciyau — OTPeNeIsTHe KbM KOsl TPyTIa YCIIyTH MOXKE
na ObJle MPUYMCIIeHA HOBaTa yCIyra.

4. Ilpeened na ¢ynkyuume Ha kubepcucypnocm — rapaHTHpaHe, Y€ ca BKIFOUEHH BCUYKH
(GyHKIMN Ha KHOEPCUTYPHOCT, KOUTO ca He0OXOMMHU 332 KOHKpETHATa yCIyra.

5. U300p Ha cucmemHu KomnoweHmu — OIpPEAENsTHE Ha KOM CHUCTEMHHU KOMIIOHEHTH
TpsiOBa na ObJAT BKIIOYCHH apXUTEKTYpPHU OTpPaHHYEHHUs, KPUTHUYHU TOYKU 32
CUT'YpHOCTTA U 3aIIUTHU MEXaHU3MHU.

6. Vnpasnenue na b6azosama xongueypayus — rapaHTHpaHe, 4e BCSIKA MPEIOKEHA H
mpHeTa MpoMsiHa Ce OIEHsBa B IOCIIEJOBATEIICH M MOBTApPSI C€ HAYWH OT TJIEIHA
TOYKa Ha KHOEp CUTYPHOCTTA U CHCTEMATUIHOCT.

7. Ynpaenenue na xamanoe ma yciyau — NperocTaBsHe Ha MHPOpPMALUsA 3a yclayraTta,
TEKYIIO CbCTOSTHUE U B3aUMO3aBUCUMOCTUTE 1 C IPYTH YCIIYTH.

8. ynpaejzeHue HA KOHmMpoJiu 3a cucyprocm — rapaiTupaHe, 4€ NprUJI0KCHUTC CTAaHAAPTU
U CBBP3aHUTC KbM TAX KOHTPOJIM 3a CUT'YPHOCT OT pe(bepeHTHI/ITe AOKYMCHTHU
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OTroBapsi Ha INpPEABUACHOTO HHMBO HA PHUCK 3a HOBaTa ycCiyra. 3a ONPEIENIEH THUIl
yCIayrd MOKe J1a Obje mo-ymavyHo jaa ce usnoispa crangapra ISO/IEC 27001:2022,
JIOKATO 3a APYr TUII Ja € MO-NoAX0AA10 u3noisBaneTo Ha ITIL.

YecTo mbTH OPraHU3alMOHHUTE MOJIUTUKH, IPOLEAYPU U CTAaHIAPTU ce pa3paboTBaT
MHOTO TpeIu 3aBbPIIBAHETO Ha NpPOEKTUpaHeTo Ha yciyrarta. KoHTponuTe, kouto ca
YIOBJIETBOPEHU OT TE3U MOJIUTUKH, TIPOLIEAYPU U CTAHIAPTH, MOTaT Aa ObJaT OLICHEHH IIPeIu
MyCKaHeTO Ha yciyrara.

Ha 6a3ara Ha cpaBautennust ananus mexay COBIT 2019 u ITIL B pa3nen 2.2 crana
SCHO, Y€ MpUJIaraHeTo Ha KOMOWHAIMS OT JBaTa MOIX0/a HaMallsiBa KPUTUYHUTE 3arlaxy 3a
kuOepcurypHoctra. MiMmeHHo 3aToBa ponute ca B3etu oT noaxona COBIT 19, a nponecure
CBBP3aHHU C IPOEKTUPaHE Ha yciyra oT cranapra ITIL.

[TonxoxsT COBIT 19 onpenens MHOXECTBO poJid, CBbpP3aHu ¢ opranu3zannonHara UT
cTpykTypa. Te BKIIOUBAT IJ1aBEH AUPEKTOp, HatoBapeH ¢ T u kubepcurypHocTTa; riaBeH
JUPEKTOp 10 pHUCKa OTTOBOPEH 3a BCHYKM AaCIEKTH Ha YIPaBICHMETO Ha pHCKa B
opranuzanuTa; riaaseH aupexkrop YT, oTroBopeH 3a 1s1ocTHOTO yrnpasienue Ha UT; riaBen
OIlEpaTUBEH [UPEKTOpP, OTIOBOPEH 3a OW3HEC CTpaTeruM, IUIAHUPaHE M YIpaBICHUE Ha
IIPEIOCTABSIHETO HA yCayry U peuienus 3a UT; riaBen ciykuTen 1o CUTypHOCTTa, OTTOBOPEH
3a BCHYKH aCIeKTH Ha YIPaBJICHUETO Ha HH(OPMAIIMOHHATA CUTYPHOCT.

Benuku ponu u otroBoproct B COBIT 19 ca nokazanu B [lpunoscenue 17.

Matpunara RACI B COBIT 2019 no3BosisiBa ga ce MACHTUQUUMPAT KIOYOBUTE
TeMaTU4YHH 00JIaCTH, U3UCKBAILIM SICHU POJIM M OTTOBOPHOCTH 3a B3eMaHe Ha perierus. RACI
MMa 4YeTHPH BHUJAA acOIMallMHU: OTTOBOPHU, OTUETHH, KOHCYATHUPAHU U HWHOOpPMHUpaAHHU.
Enextponnara tabnuua, nyonukyBaHa Ha ctpanunata COBIT mnpemoctaBs HACOKHM, KOUTO
TI0Ka3BaT TIPOLECHTE MOAXOJAIIM 3a BCAKA ATBKHOCTSY, MaTpuiaTa pa3omBa BCEKH €IMH
MPOIIEC U MPEIOCTABSAT I'bBKABU HACOKH 3a TOBA KOs pOJIsl B OpraHu3aiusira € ,,OtropopHa‘
i ,,OtyeTHa® 3a Bceku mporiec. Cien kKato ObAaT ONpeAesieHn T€3HU JBE KIIOUOBU POJIH,
MoOrar jaa ce ompenenst poiaure 3a ,,Koncymrupanu u ,,Mupopmupanu® B3 ocHOBa Ha
YHUKaJIHUTE U3UCKBaHMs Ha Besiko BY. [lpennMcTBo OT chOMpaHeTo Ha BCUUKH MPOLIECH B
RACI e, ye necHo Moxe a ce GUITPUPAT BCHUKH MPAKTUKH MO OTYETHOCT Ha €/IHA POJIS U
CcJie]l TOBa Ja Ce CPABHAT MOKA3aTeIUTEe, OTYUTAIN T€3U TPAKTUKH.

B ITIL uma onpeneneHu MEHUKBPCKHA MO3ULIMM, CBBP3aHU C IPOCKTUPAHETO Ha
YCIIYTH, HETIPEKBCHATOCT, CUTYPHOCT, KallallUTET, HAIMYHOCT, CbOTBETCTBUE, YIIPABJIECHNUE HA
KaTaJjor Ha YCIyTH, JOCTaBUMLUTE U IPYTHU.

Bcuukm ponu, cBbp3aHM ¢ mnpoektupaHeto Ha ycayrurte Ha ITIL wusmcksar
cHelu(pUYHA YMEHHs, KaueCTBa U KOMIIETEHIMH OT Y4acTBalIUTE XOpa, 3a Ja Morar Ja
paboTAT eeKTUBHO U e(hUKACHO U ca MoKa3aHu B [Ipunosicenue 18.

34 ISACA, “COBIT | Control Objectives for Information Technologies,” ISACA, 2022,
https://www.isaca.org/resources/cobit.
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Bcsaxka opraHusanus OIPCACIIA MOAXOAAINHN IOJIBXHOCTHU XapaKTCPUCTUKHU, KOUTO
OTTOBApAT Ha TCXHUTC HYXIHW W JIMIATA, 3aCMalllkd TC3U JJIBKHOCTU, MOIraT Aa U3I'bJIHABAT
¢IHa 1IN ITOBEYEC OT HCO6XOHI/IMI/ITC poJiun.

Crpykryputre Ha BY BiimouBar o6mo cbOpaHHe, akaJeMU4YeH CHBET, PEKTOp H
PEKTOPCKO PBKOBOJCTBO, KOHTPOJEH ChBET, KOMHUCHUS 3a aKaJleMHUYHA €THKa, (aKyJTeTH,
JUPEKLUNH, WUHCTUTYTH, LIEHTPOBE U APYrU. B IbpKaBHUTE MHCTUTYLUMU TE€3U OCHOBHU
OpraHMU3alIOHHU €IMHUIU CH ChTPYAHUYAT C BHHIIIHU OPTaHH KaTo IbP>KaBHU, OOIIECTBEHU
u OM3HeC opraHu3aniy. BBHIIHUTE OpraHu3anuy €KEIHEBHO B3aUMOCHUCTBAT U O0OPMST
IIOJINTUKUTE U MPOLIEypUTE Ha BBTPEIIHUTE OPraHU3allMOHHU CTPYKTYPHU Ha YHUBEPCUTETA.

Cropen cranmapra ISO  27001:2022 opranuzanyoHHaTta CTPYKTypa Ha
nH(popMalMOHHATa CUTYpHOCT BBbB BY 0Om TpsiOBamo na mma Komucus mo CUTYpHOCT,
BKJIIOYBAIA MEHHMUKBD HH(POPMALMOHHA CHUTYPHOCT M KOMHCHS [0 CHTYpHOCTTa B
Pa3IMYHHUTE OTHCIIH.

HN3Boan

B Imasa mpema e cTpyKTypupaHO NMPUJIOKEHUETO HAa METOJMKaTa 3a pa3paboTBaHe
Ha pedepeHTHUs Mojed. AHaIM3BT Ha HaWH-uyecTO CpellaHuTe YSI3BUMOCTH B
MHPPACTPYKTypaTa U yeO MPUIOKEHUATA TI0Ka3Ba, Y€ YHUBEPCUTETUTE CE€ ChCPEIOTOYaBAT
BBPXY KOHTPOJIH 33 CUTYPHOCT U ITPOIIECH, KOUTO Ca TIPEANMHO 0a30BH M TOBA YECTO BOAM J0
IIPOITYCKU B CUTYPHOCTTA.

HanpaBenara oreHka Ha pUCKa Ha YHUBEPCUTETCKUTE WHPOPMALMOHHUA CUCTEMHU U
ycayru no merogosoruara Ha COBIT 2019 noka3Ba, ye agMUHUCTPATUBHUTE YCIyTU U
YCIYTUTe CBbP3aHU C HH(GOPMALIMOHHATA CUTYPHOCT UMAT Hal-BUCOK PUCK 332 CUTYPHOCTTA.

YHuBeEpcUTETUTE Ca BB3NPUETU Pa3IMYHM HAYMHM 33 OpraHu3alus Ha KaTtajora Ha
npeajgaraHuTe oT Tsx ycuyru. Ha 6azara Ha HanpaBEeHOTO MPOYYBAHE € MPUET MOAX 0T OHJIAMH
yCIIyruTe na ObJaT rpynupaHd B CHOTBETCTBUE C M3MCKBAHMS KbM KHOEPCHUTYPHOCTTA Ha
M3MOJI3BaHATa OT TAX WH(OPMAIMOHHA CHUCTEMA.

[IpennoxxeHusT peepeHTeH MOIEN ONMCBA OCHOBHUTE HH()OPMALIMOHHU CUCTEMH U
yciyru BbB BY, KakTO M HauMHUTE, 110 KOUTO CE€ CBBP3BaT U B3aUMOJEHCTBAT MOMEXKIY CH.
Mopena o0enHsABa HAKOJIKO cTaHaapTa 3a ynpasieHue Ha UT u kubepcurypHocT u 3ajaBa
CTaHJApTH KaKTO 32 OOEKTHTE B MOJIEJIA, TAKA U 3 TEXHUTE B3AaUMOOTHOILEHHS €IUH C APYT.
Pedepupanu ca KOHTPOJIUTE 32 CUTYPHOCT KbM (DYHKIIMUTE HA MOJIENA.

[Tponienypure 3a paboTa ¢ pedepeHTHHAT MOAET BKIIOYBAT SICHO JAehUHUpPAHU
IIPOLIECH TP MPOEKTUPAHETO HA YCIYTH, 3a Ja CE TapaHTHUpa, Y€ BCSIKa MIPEIJIOKEHA yCayra
" IpucTa MpoMAHa C€ OLCHABA B IMOCJIICAOBATCIICH U ITOBTAPAI C€ HAYHMH OT I'JICAHA TOYKa Ha
KHOepCUTypHOCTTA.

YcTaHOBEHH ca pOJIMTE U OTTOBOPHOCTUTE, CBBbp3aHu ¢ yrpasieHnero Ha VT BsB BY.
N3non3Banero Ha pedepeHTHHS] MOJEN I1ie TOMOTHE Ha MEHUKbpUTE B pa3padoTkara Ha
OHJIAMH YCITyTH J1a pa3essaT NpoOJIeMHOTO MPOCTPAHCTBO HA MO-MAJIKH YaCTH, KOUTO MOTaT
na ObaT pa3dpaHu, PELIeHN H YChBBbPUICHCTBAHH.
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I'masa IV. Bepudukanusa u Baauaanus Ha pedepeHTeH MoJell

B I'masa IV ca u3mreIHEHU CIIEAHUTE IOCTABEHH 3aa4H:

1. Mopenbt aa Obae BepuduIUMpaH M BadUAUpAH 4Ype3 aHAIU3 HA JIOKYMEHTU H
MHTEpPBIOTA ¢ ekcrepTH. PedepeHTHHAT Mozen na ObJe BHEAPEH Upe3 Ch3/laBaHe
Ha OHJIAIH NMPUIIOKEHHUE.

B pa3zgen 4.1 e¢ nampaBeH u36op Ha tiardgopma 3a pazpaboTBaHE Ha TECTOBO
copTyepHO NpuiIOXKeHUe. Pa3rieaHu ca Hai-NONYISIPHUTE CHCTEMH 3a YIPaBJICHUE Ha
chabpkanueTo ¢ orBopeH ko - WordPress, TYPO3, Joomla!, Drupal, Contao, Neos,
WooCommerce, OpenCart, AbanteCart, PrestaShop®. Hanpaseno e cpaBHeHHe Ha TEXHHUTE
cnenupuIHA (YHKITMOHATHOCTH B 00JIACTUTE HA WHCTANIAUS U KOH(DHUTYpaIus, ynpaBieHUue
Ha MOTPEOUTENH, KaTalor Ha YCIYId, Ch3[laBaHe Ha ChAbpXKaHWe, GUITpUpaHe Ha JaHHH,
BB3MOXKHOCTH 3@ TPOMCHHM Ha HU3XOJAHWSA KO M aJalnTHpaHe Ha CUCTEMara KbM
WHIUBUIYATHUTE U3UCKBAHUS 3a KMOEP CUT'YPHOCT.

C uen HaMupaHe Ha Hail-TOOPOTO COPTyEpHO pellleHHe € HAMpaBeHO 3aJaHHue KbM
wiaropmara, pas3ieieHo B o0JacTuTe: aIlMUHUCTPHpAHE, YIPABICHHUE HA ChIBbPIKAHUETO,
KaTaJor Ha YCIyrH, W3BECTHS M KOMEHTApH, MPOCIEAsIBAaHE W OTYMTAHE, ChOOpa3eHO C
W3CIIeIOBATEIICKUTE aHAJM3H HANpaBeHH B riaBa Bropa, paznen 2.3.

3a menuTe Ha AMCepTaMOHHUS Tpyn € u3dpana OpenCart muiatdopma, KOSTO JTaBa
BB3MOKHOCT JIa C€ Ch3JIaJIaT MHOXKECTBO aJIMUHHCTPATOPCKU POJIA C Pa3JIMYHU TpaBa Ha
JOCTBII, A00aBsIHE HAa HEOTPaHMYCH OpOi YyCIyrH, Ch3/JaBaHe Ha BPB3KM KbM H30paHa
KaTeropuss WJIM TOJ Karteropusi (Hamp. WHGOPMAIMOHHM CHUCTEMH, OO0JIaCTH Ha
KHOEpCUTYPHOCT, KOHTPOJIX 32 KHOEPCUTYPHOCT), CTaTyC Ha yciayrara (akTUBHA, HEaKTHBHA,
B IIpoliec Ha pa3paboTKa), CXOAHH U CBbP3aHU YCIIYTH, KaKTO U 100aBsiHE HAa TH(OPMAIMOHHU
CTPaHHUIIH.

B agmunHMcTpaTHMBHUS MaHed MMa OOIl IpEryie]l Ha BCUYKU YCIYI'H, OTpeOUTENH,
MOCJIEAHN PEAAKIMHN, MHCTPYMEHTH 3a 3ala3BaHe U Bb3CTaHOBSBAHE HA JIaHHU, OTBOPEH 3a
penakuus koa u 6orata fokyMmeHTanus. CrienuduyuHa GyHKIHOHATHOCT € 100aBsHe Ha TPYITH
aTpuOyTH U arpulyTH KbM Ipyna. I'pynure arpulyTH ca M3MOJI3BaHU 32 BHBEXKIAHETO HA
U3IOJI3BAHUTE CTAHAAPTH, a aTpUOYTUTE KbM BCsKa Ipyla 3a BbBEXJaHE Ha KOHTPOJIU 3a
KHOEPCUTYPHOCT OT ChOTBETHUAT CTaHAapT. Ch3aa/ieHa € U Bb3MOXKHOCT 3a (puiITpupaHe u
COpPTHpaHEe Ha YCIyTuTe Mo cnenuGuyHu GyHKIMK (HaIp. KPUTUYHOCT HA YCIIyTa).

Onucanue HA MPUJI0KEHUETO — MOTPeOUTEICKH HHTepeiic

JlenTaTa C OCHOBHOTO MEHIO € Pa3MNoJI0KEHA XOPU30HTAIHO B TOPHATA YacT Ha CalTa.
Byronute ca xakto cnena: Hawano, Pedepenten monen, Cranmaptu, MHpopmannonau
cucremu, Kubepcurypnocr un Onnaitn yenyru. Ha durypa 7 e npeacraBeHa ekpaHHa CHUMKa
Ha I'bpBaTa CTPAHUIIA Ha CalTa.

35«3 Open Source Content Management Systems Compared,” Opensource, 2021,
https://opensource.com/business/14/6/open-source-cms-joomla-wordpress-drupal.
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PE®EPEHTEH MOLEN 3A Topew...

HAYAJIO  PE®EPEHTEH MOAEJ CTAHLOAPTH @) KUBEPCUTYPHOCT 3] UHOOPMALIMOHHN CUCTEMU  [= OHJIAVH YCIYTU

ONWUCAHUE HA PEQEPEHTHUA MOAEN

"PethepeHTeH Mofen 3a KubepcurypHOCT Npu NPOEKTUPAHETO Ha OHMAlH YCyrv BbB BUCLIM yunnuuia B Penybnuka Bonrapus”

IlucepraumoreH Tpya 3a OBaTeNHa U Hay4Ha CTENeH ,10KTOP” N0 NPO(ECHOHANHO HanpassneHue 3.8. KOHOMUKa, Hay4Ha CeUManHocT ,IKOHOMMKa 1

ynpasneHnue” (MKOHOMUK TOpaHara ¥ cUrypHocTTa)

YHWBEPCUTET 3@ HALWMOHAJIHO U CBETOBHO cTonaHcTso (YHCC)

CyberSecurityServices

pedbepeHTEH MOAEA 3a KMBEepCUrypHOCT

KWUBEPCUIYPHOCT

PP =9

3awwuTa Ha 3awmTHn UHdopmaumoHHu KoHTpon Ha OcsepomeHocT CurypHocT

uHbopMaLmsTa TexHonorun cucTemn mocTbn 1 obyuene Ha faHHuTe

@Queypa 1. Expanna cHumka na nvpsa cmpanuya na niamgopmama - hitps://csservices.online

Yacrra ,,Pedepenten Monmen BKIIOUBA YETHPH NOJMEHIOTA: ONKCAHUE, MPOLEC Ha
paborta, Bepubukanus W Banmuaupane, ckun. Ha crpanunara Omnmcanue Ha Mojena €
HalpaBeHO W KauyeHO BHJEO, MOKa3Ballo paboTaTa ¢ OCHOBHHUTE (PYHKIIMOHATHOCTH Ha
miaTdopmara.

Yacrra Bepudukauus u Bamumupane (hiips.//csservices.online/sepuduyupare-u-

sanudupare) chbabpka nHboOpMalus OT oAuTa Ha yed muatdopmara, HalpaBeH Mpe3 caiita
www.semrush.com/siteaudit. Cwe3manena e ranepus ,,TectBane Ha yeO miardopmara™ c
eKpaHHU CHUMKH OT ojuTa. CTpaHuIaTa ChIbpiKa JMHK KbM aHKETaTa U Ka3zyca BbB Dopmc

3a BepuuIupane Ha pehepeHTHHUS MOEIL.

UYacrra ,,Cranmaptu obxBama usnomssanure crangaptu (ISO/IEC 27001, COBIT
2019, ITIL, NIST CSF, CIS CSC), kaTo 3a BCEKH €IMH OT TSAX € JAJIEHO KPaTKO ONUCAHUE,
KOHTPOJIH 32 CUTYPHOCT U TIOJIE3HU BPB3KU KbM O(PHUIIMATHUTE CaliTOBE.

Yactra ,,IHGOpMaMOHHM cUCTeMHU* 0OXBalla YETHMPUTE OCHOBHHU THUIIA CHCTEMH:
aJIMUHUCTPATUBHHU, MH()OPMAIIMOHHH, yuyeOHa IeHHOCT U HayKa.

Yacrra ,,KubepcurypHoct* oOxBara nerre 00J1acTu: KOHTPOJI Ha JOCTbII, CUTYPHOCT
Ha JaHHUTE, OCBEAOMCHOCT 1 O6y‘IeHI/IC, 3alura Ha I/IH(bOpMaIII/IflTa U 3alIUTHHU TECXHOJIOTHUH.

Yacrra ,,Yeb ycnyru® o6xBaiia OCHOBHM BUJOBE YHUBEPCUTETCKH YCIYTd CBbP3aHU
KBM THUIIOBETEC I/IH(i)OpMaHI/IOHHI/I CUCTEMU: AAMUHUCTPATUBHU, I/IH(i)OpMaHI/IOHHI/I, moaaApBIKKA
1 00y4eHue, HayYHH U3CIIe/IBaHusl.

HaBuranusita BBB BBTPEIIHUTE CTPAaHULIU B YyeOcaliTa KMMa TIOCJIEIOBATEIHO
UMeHyBaHe, odopMsiHe U mo3unMOoHMpaHe. CalThbT MMa aJalTHBEH JU3aifiH, MOKa3Balll
ChIBbPKAHUETO B PAa3IMUHU pa3Mepy Ha eKpaHa (Harp. MOOMIHM yCTPOICTBA U TaOJIeTH).

Onucanue Ha NPUJIOKEHUETO - AAMUHUCTPATHBEH HHTepdelic
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AJIMUHUCTpPAaTUBHHS MTAHEN € pa3zelieH Ha CIIeAHUTE YacTu: 0030, )KypHaJl, KaTaJor,
rajepusi, KIIMEHTH, CACTEMHH, OTYETH, (PailJIoB MEHHDKbP U BU3YaJICH PEIaKTOP.

O630p € 4acTTa, KOSITO JaBa nH(pOpMAaIK 3a IOTPEOUTEINTE U HOBU 3asBEHH YCIYTH.
JKypunan e dactra, OTrOBOpHA 3a CTWIIOBE, M3IVIEAMTE HA OTICIHHUTE BUIOBE CTPAHUIIH,
uHpOpMaIMATa, KOSATO Aa ObAe BKIOYEHA B TOPHATA M JJOJTHATA YacT Ha caiiTa, yrpaBieHHe
Ha MOJYJIH, KAKTO ¥ BCHYKH CHUCTEMHH HACTPOWKU. Kamanoz € OCHOBHATa 4acT, CBhP3aHa C
YIPaBICHUETO HAa KAaTETOPHUTE W YCIYTUTE M BKIIOYBA: MPOXYKTOBH E€TUKETH, (GuiTpw,
aTpuOyTH, oniuy, (haiioBe 3a TeriaeHe, KOMEHTapu U 001a HH(HOPMAITHSL.

l'anepusma naBa BB3MOXKHOCT 3a Jo0OaBsiHe HAa ajlOymMH C €KpaHHU CHUMKH OT
pa3NUYHHUTE eTanmu Ha pa3paboTBaHe Ha JajeHa ye® yciyra WM TeCTBaHE, KaTo NpPaBU
nperyiea Ha JAu3aiiH, (pyHKIMOHAIHOCTH W OAMT HA YCIYTM MHOTO JECHHU. /[u3aiHbT €
OTTOBOPEH 3a M3IIeau, penakrop Ha tema, 6anepu, SEO URL aapecu. Ot Cucmemnu ce
OIIpENeNIAT BCUYKH HACTPOWKH, MOTpeOMTENH, 0a3a JaHHU, XOCTUHT MaHEN, MOAIPBKKA
(apxuBHpaHe, perucTbp Ha rpemkute). B Omuemu Morat na Obaat pasriieiaHu pa3udHu
CTaTUCTHKH. B @aiinos menuoiicvp e OpPraHU3MPaHETO HA BCHYKU Ka4yeHH (aiijioBe B
MEPCOHAIM3UPAHH TAITKH.

[IpenumcTBa ca pa3nuuyHuTe MHTEp(EHCH 3a yrpaBiieHHEe Ha IMAOJIOHU W MOJIYJIH,
aBTOMATUYHO Opa3MepsBaHe Ha M300paKe€HUs, pEJaKTHpaHe Ha YCIYI'H, JOKIaaud u
CTaTUCTHKA YJIECHSBAT YIPABICHUETO HAa KATaJI0ra Ha yCIyTUTe.

BuBexnane unn pe€aaKuya Ha yCiIyra uMa CJICAHUTC I10JICTA:

e OOmM — MMe Ha yciayraTa M aBTOMaTu4HO renepupane Ha SEO aapec,
OIMCaHHE;

e JlanHu - craryc, noapenda mo a30ydeH pel Uil PhYHO HOMEpUpaHe

e Bpb3Kku — 10cTaBUMK Ha yciayrara, Bpb3ka ¢ KaTeropuu, Guitpy, ¢aitiose
3a TerJeHe, CBbP3aHM yCIyTrH

e ATpuOyTH — KOHTPOJIU 32 CUTYPHOCT U OIMCAaHHE, KOUTO CE M3BHKBAT OT
MIPEIBAPUTEIIHO 33]1a/I€H CIIUCHK

e  Onmuun

e [lepuon — Bpeme, B KOETO yciayrara € akTUBHA M JOCTBITHA

e U3oOpakeHne — CHUMKH OT IIPOIIECUTE HAa IPOSKTHPAHE Ha yciryraTa

[Inarpopmara mmMa BB3MOKHOCT 3a J0OaBsSHE Ha HEOTpaHUMYEH Opoil aTrpulyru
(cTaHmapT U3MOJI3BAaHM B PEPEPEHTHUS MOJEN), KAaKTO U TAXHOTO MOJPEXKIAaHE I10
IIPUOPUTET.

Opura M TecTBaHEe Ha CO(PTYepHOTO TMPHIOKEHHE € HalpaBeH IIpe3 caiiTa
www.semrush.com. OT Hero ce BIXJa, 4e HAMa MMPOOJIeMHU ¢ TyOIIMpaHO ChABPKAHUE WIN
HepaGOTCH_II/I BBTPCIIHU BPB3KHU. HanpaBeHa € rajicpus, 1nmoka3Bailla BCUYKH €Tallk HA OJIUTA.
https://csservices.online/index.php?route=gallery/album.

Bepudukanuara Ha pedepeHTHHs MoOJeN MMa 3a IeJ1 MPOBEPU Jadu TEXHUYECKO
3aJlaHue, TpOrpaMHUsi KOJ U JIOKYMEHTallMs, Cb3JaJeHd B XoJa Ha pa3paboTkaTa,
ChOTBETCTBAT Ha npaBuiaTa u crangapture Ha UT. [locpenctBom popmanna Bepudukars e
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HampaBeH Nperyie]] Ha KOPEKTHOCTTa Ha MPOrPaMHOTO OCHTYpsBaHE, KaTo ca H30paHu
KIIFOUYOBH HH(OPMAIIMOHHYU CHCTEMH U 0a3a TaHHH.

Cuenapum 3a pa3padoTBaHe HA OHJIANH YCJYIH, CBbP3aHH € Pa3JIMYHU THUIIOBE
UHGOPMALMOHHM CUCTEMH

B ye6 miatdgopmara ca KauyeHH MPUMEPHH YCIYTH, 32 KOMTO € ONPEAEICHO ¢ KOU
UHPOPMAIIMOHHU CHUCTEMH pa0OTAT, THIIOBETE YCIAYI'M, KbM KOUTO CHaaaT, KaKTo H
pedepupaHuTe KOHTPOIM 3a CUTYPHOCT KbM TsaX. Hanpumep: omoaneuen docmwvn VPN,
yenyeu 3a cmyoeHmcKu oowedcumus, npomsaHa Ha 3abpasena napona 8 Ye6 Cmyoenm,
peaucmpayus 8 ¥Ye6 Cmyoenm, oHIaUH 3anucéane Ha HOBONpuemu 6aKaIaepu, NiaHUpaHe u
omuumane na HHUJ], npedocmaesne na yeb6 xocmune 3a uzciedosamencku yeau. Hsaxon ot
yCIyTUTE ca 0003HAYCHH KAaTO ,,B IIPOIIEC HA pa3paboTKa™ U KbM TSAX MOXKE Ja ObJIe TPHIIOKEH
pedepenTauAT Monen. Hanpumep: 3as6xka 3a uz300p Ha cnopm, CHPAsKA 3a 200UeH OMNYCK,
MHLpOpMaL[MOHHa KaMnarnu-, adMMHucmpupaHe Ha u3cneoosamescku cucmemu, apxusupaHe
U CoxXpaHeHue.

Ha Gazara Ha ch3naseHuTe nporenypu 3a pabora ¢ pegepentHust mozen B ['nasa 3,
paznen 3.3 ce mombiaBa Tabnuia madiaoH ¢ uHdopMalrs 3a HoBata yciayra. B Hes ce BrucBat
NOTPeOUTENTUTE HA yCIyraTa, ONpeaessi ce ¢ KO THIl HH()OPMAIIMOHHHA CUCTEMH IIe PadOTH
OpIemara yciayra, KbM KOS Tpyla yCIyrH MoOXe Ja Obae mpuuucieHa. Pasrmexnmar ce
o0acTuTe HAa KHOEPCUTYPHOCT U CE€ BKIIFOUBAT CAMO TE3H 00JacTUTE, KOUTO Ca HEOOXOANMHU
3a KOHKpeTHaTa Irpyna yclyrd U ce IpuiaraT KOHTPOJIM 3a CUTYPHOCT OT peepeHTHHUTE
JOKYMEHTH, KOMUTO OTIOBaps Ha MPEABUACHOTO HUBO HA PHUCK 3a MPOEKTUPAHATa yCIyra.

AHKeTa, ONIMcaHMe U Ka3yc 3a padora ¢ pedepeHTHUS MOel

C men ga ce Banmuaupa NpPeIOKEHHS MOAET M 3a Ja ObJaT yYCTaHOBEHH
BB3MOKHOCTUTE 33 YCHBBPIICHCTBAHETO MYy € HAMpaBeHO IMpoydBaHe, Oa3upaHO Ha
excriepTHO MHeHue Ha xopa oT UT cekropa. [IpoyduBaHeTo € CTpyKTypUpaHO B TPH pas3jena,
KaTo BKJIIOYBA aHKeTa ¢ MHpOpMAIMs 3a YYaCTHUIIUTE, BBIPOCH CBBP3aHU C
MH(pOpMaIIMOHHATA CUTYPHOCT TIPU MTPOSKTUPAHETO HA OHJIANH YCIIYTH U IPAKTUYECKU Ka3yc,
UMall 3a IeJl Ch3JaBaHEeTO Ha NpHMEpHA Yyclyra M OIpeAeisHe Ha KOHTPOJIU 3a
KHOepCUrypHOCT KbM Hes. PemaBaneTo Ha kKa3yca U M3Ka3BAHETO HA €KCIEPTHO MHEHHUE IO
npoGieMuTte, 00XBaHATH B HAYYHOTO M3CJE/IBAHE Ca C Hal-TOIsIMa TEKECT.

AHKeTaTa M onucaHue 3a padota ¢ pedepeHTHHUS Mojies OsXxa U3MPaTEeHH Ha MOBeYe
ot 50 ekcneptu, paboteuw B BY, kakTo u B Ipyru cdepH, cBbp3aHU ¢ KUOEPCUTYPHOCT U
oHJaiH ycimyru. OTTOBOPUIIM HA aHKeTaTa U U3II'BJIHIIN Ka3zyca ca 28 ekcrepTa.

3aeMaHHTe JUITbKHOCTU Ha PECTIOHACHTUTE ca B pa3nudyHu cgepu Ha UT. B ankerara
ca BKJIFOYEHU MEHU/DKBPU HA OTACIIA U PbKOBOJUTENN €KUIIH, CBbP3aHU C YIIPABIECHUETO Ha
UT wu xubepcurypHOCTTa, MPEXKOBH HWHKEHEpPH, OTTrOoBapsllyd 3a KOHQUTYPUPAHETO H
YOPaBICHUETO HA 3alIUTHU CTEHHW, EKCIIEpTH II0 NPOECKTHUPAHE M MPOrpaMHpaHE Ha
copTyepHH TPUIOKEHUs, TpadUuHU TU3aiiHepH, eKCIEePTH MO yed ONTUMH3AlUs, TECTHOPH
Ha coTyep, MpeXOBU U CUCTEMHHU aJMUHUCTPATOPH, KaKTO U NMpodecopu, AOIEHTH U MOCT
JOKTOPAaHTH OT YHUBEPCUTETH, paboTelu B cepara Ha KHOEPCUTYPHOCTTA.
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Ha Bovmpocwt ,Ilpunara nu Bamarta opraHuzanusTa cepTUQUIMPAH MOIXOA 3a
7 75% “, a 21%
ylpaBjieHue Ha WH(POPMALMOHHATA CUTYPHOCT? o ca oTroBopuwiu ,,J{a“, a o ca
OTroBOpWIH ,,He*. bau3ku 1mo CTOWHOCT ca U OTTOBOpPUTE Ha BbIIpoca ,,ChleCTBYBa Jin
MOJIMTHKA 32 M3IOJI3BAHETO Ha KpUNITOrpadcKa 3amuTa Ha KpuTHIHa nHpopmManusa?*“ Tosa e
TaKa, 3all0TO TOJISIMA YacT OT PECHOHJCHTUTE PadOTAT B FOJEMH KOPIOpAMU U OAaHKOBUST
CEeKTOp, KbAeTo ynpasienuero Ha UT u kubepcurypHoctra e 6a3upaHo Ha CTaHAAPTH.

Ot aHkeraTa CTaBa sICHO, Y€ CIY)KHTEIHMTE, paOdOTEHIM B TOJEMH OpTraHH3aIUH,
3aIBJDKUTEIHO TPEMHHABAT OO0y4YeHHE N0 KHOEpCHUTYPHOCT, KOETO € OOBBp3aHO C
MOJUTHUKHTE 32 MHPOpMaLMOHHA curypHocT. Ha Bwmpoca ,,CiyXuTenure mpeMHHABaT JIN
o0OydeHue 1Mo 0CBEIOMEHOCT 3a kubepcurypHoct?* 71% ca orroBopunu ,,J1a*“, 4% ,,He mora
na npeuens u 25% ,,He*.

Ha BbnpocuTte, cBbp3anu ¢ pa3paboTBaHETO HAa COOCTBEH coTyep, HHPOPMAITMOHHU
CUCTEeMH M YCIYT'M M TOJUTHKUTE, Hallarally MPHUJIaraHeTO U OIIEHKaTa Ha KOHTPOJHU 3a
KHOEPCUTYpHOCT, OTTOBOPUTE ca OJIM3KH MO0 CTOMHOCT, Kato 75% ca oTroBopuii ,,Ja“, 7%
,He mora na npeuens“ u 18% ,,He*.

[Momxonsm ym e crnopex Bac pedepeHTHUS MOJET 3a CUTYPHO IMPOCKTUpAaHE Ha
yeiyru? 96% ca orrosopunu ,,/la, u camo 4% ca otroBopuiu ,,He mora na npenens‘. 64% ca
CTIOAETIIIN, Y€ CIIOpe] TAX TOH OOXBalla BCHYKH O0JACTH HAa KUOEPCHUTYPHOCT, KOETO €
MOKa3aHo Ha

11. MoaxoAAlL AW €, cropes Bac peGepeHTHUA MOAEN 3a CUIYPHO NpoekTUpaHe Ha ycayru? (0 point)

More Details 4J Insights

@ H: 0

@ He wora ga npeuens

®

[
—

[Ona: 27 (96%)

Qurypa 8.

11. MNMoaxoasw v e, cnopes Bac pedepeHTHWA MOAeN 3a CUMyPHC NpoekTUpaHe Ha ycayru? (0 point)

More Details ik Insights

® :- 0

@ He wora ga npeuens

® i

~1

e

[D0a: 27 (96%)

@urypa 8. ExpanHa cHUMKa 2 OT aHKeTaTa KbM peQepeHTHHS MOJIEI

BorpocsT ,,buxTe 111 n3non3Banyu KOHTPOJIU OT Pa3iMyHU CTaHAAPTUIUPAHU TTOIXOH
IIpY MPOEKTHUPAHETO HA €Ha OHJIAWH yciyra?‘ € M3KIIOUUTEIHO BaXKEH, 3alll0TO TOH /1aBa
uHpopManus OT KakbB TUII ca YCIYTUTEe B OpraHu3alMsITa U UMa JIM pabdoTell KaTauor Ha
ycayrute. Ha to3u Benpoc 61% ca otroBopunu ,,/{a* u 36% ,,He mora na npenens‘.

49



AHanmu3upaiku OTrOBOPUTE M KOMEHTApUTE KbM aHKeTaTa M Kazyca MOXKe Ja
3aKIIIOYMM, Y€ TpeAsiaraHusT pedepeHTeH MOoJen pasriexia HpoljeMuTe, CBbpP3aHU C
KHOEpCUTypHOCTTa B ABJIOOYMHA UM TapaHTHpa CHUTYpHOCTTa Ha KiIacH(HIMpaHaTa
nH(popMalus, CBbp3aHa Cc IeHHOCTTa Ha ChOTBETHOTO BY. Pecnionaenture ca eaMHOAYIIHH,
4ye MpeAsIoKEeHUsAT pedepeHTeH Moaen € 1o0pe CTPYKTYypHpaH, JIOTUYECKH CBBpP3aH U
npesara rpBkaB moJxo/1. Hkoi oT TSX u3ThKBar, ue peepeHTHUS MOJIEI 1aBa Bb3MOKHOCT
3a U300p Ha KOHTPOJIU 33 CUTYPHOCT MEX]y CTaHJapTUTE U /1aBa pEllIeHHEe Ha MHOMXECTBO
npeau3BUKaTeNicTBa U npobiemu mpen BO. Manka 9acT OT aHKETHpPaHUTE ca M3PA3HIN
MHEHHE, Y€ Mojejia € TBbpJAe NOAPOOEH M H3IMOJ3BAHETO HA PA3JIMYHU TOJXOIU 32
KHOEPCUTYPHOCT OM 0OBPKAIO CIYKUTEITHUTE.

KazychbT, KOITO pecrioHJeHTUTe TpsOBaie fa pa3padoTAT € CBbp3aH ¢ paboTa ChC
co(hTyepHOTO NMPHUIIOKEHHIE M M3UCKBA Ch3/1aBAaHETO HAa HOBA OHJIAIH yCIIyra, KaTo ce IpeMUuHe
Ipe3 BCUUKH MPoIielypu Ha paboTa ¢ pedepeHTHHs MOJEI ONKMCaHu B pa3zaen 3.3.

M3nbiiHeHHEeTo Ha Kasyca oOXBalla KOOpJAWHAIMS Ha MPOSKTUPAaHETO Ha yCIyra,
n300p Ha MH(OOPMAIIMOHHH CUCTEMH, C KOUTO paboTH, KiacuuKaius Ha ycayrara, mperie
Ha 00J1aCTUTE Ha KHOEPCUTYPHOCT, U300p Ha CTaHAAPTH U KOHTPOJIU 33 CUTYPHOCT, KOUTO J1a
OpmaT mpwiokeHd. [IpenopbkuTe 3a TOAOOpsBAaHETO HA pedepeHTHHS MOJIET CleN
M3IBITHCHUETO Ha Ka3yca BKIIIOYBAT KbM IMOTPEOUTENCKUAT MHTEpQEic Ha coPTyepHOTO
MPWIOKCHWE Ja ObgaT go0aBeHW TMOBeYe OYTOHM W Majall MEHIOTa, TOKa3BallH
BBTPEIIHOTO ChIbpKaHue. JIpyro mpemiokeHnue € CBbP3aH0 C HOBU (PYHKIIMOHATHOCTH U
GbuiTpH, KOUTO Aa yIecHIT padboTara ¢ pedepeHTHUsT MoJell — QWITHD 32 KPUTHYHOCT Ha
yciayrara, CTaTyC Ha ycllyraTa, KakTo ¥ J00aBsiHe Ha POJIMTE U OTTOBOPHOCTUTE Ha XOpara,
CBBP3aHU C MPOSKTHUPAHETO U YIIPABIICHUETO HA JaJicHa OHJIAIH yciyra.

HN3Boan

B TI'maBa uerBppra € BepuduuupaH U BanuaupaH Ha pedepeHTHUs MOJENl.
ArmnpobanusaTa Ha MOJIENIa € HalpaBeHa MOCPEICTBOM COPTyepHO MPIIIOKEHUE, 0a3UpaHO HA
chcTeMa 3a yIpaBjeHHE Ha ChABPKAHMETO IOCTBHIIHO Ha aapec WWww.csservices.online.

OYHKIMOHAIHUTE BB3MOXKHOCTH Ha IulaTopmara ca CBbpP3aHU ChC CIEIHUTE 00JIAaCTH:
aJIMUHHUCTPUpAHE, YIpaBJICHHWE HA CHIBPKAHUETO, KaTalor Ha YyCIyrd, u3BecTus /
KOMEHTAapH, IPOCIEeAsBaHE U OTUUTAHE.

[Tnatdopmara 1aBa BB3MOXKHOCT Jla C€ Ch3JaJaT MHOXECTBO aJMHUHUCTPATOPCKH
pOJM ¢ pa3MYHM MpaBa Ha jaocThl. [IpenumcTBa ca 100aBsSHETO Ha HeorpaHuueH Opoit
YCIYTH, Ch3JaBaHE Ha BPBH3KM KbM H30paHa KaTeropHus WM 1O KaTeropus, CTaTyc Ha
yciyraTa, CXOJIHU WU CBbP3aHU YCIYTH U Ap.

Cneunduyna (yHKIIMOHATHOCT € J100aBsiHE HAa Ipynu aTpuOyTH U aTpuOyTH KbM
rpymna. ['pynure atpuOyTn ca W3MOJ3BaHM 3a BHBEKIAHETO HA M3IIOJI3BAHUTE CTAHAAPTH, a
aTpuOyTHTE KBM BCSKA Tpyla 3a BBBEXKIAHE HAa KOHTPOIM 32 KHOEPCHUTYPHOCT OT
CBhOTBETHUAT cTaHAapT. Ch3gageHa € M BB3MOXKHOCT 3a (WITpUpPaHE U COPTHpaHE Ha
ycayrure no cneunGuyHu GyHKIKU (Hamp. KpUTUYHOCT Ha YCIIyTa).

CaiiTbT UMa aJanTUBEH OU3aiiH, MOKa3Balll ChIbPKAHUETO B PA3IMYHU pa3Mepu Ha
eKpaHa (Hamp. MOOMIIHU YCTPONCTBA U TalleTn).
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Hanpaenara BepudukanusaTa nokaspa, ye TEXHUUYECKO 3aJaHUE U MPOTPAMHHS KO/,
CH3/IaJICHU B X0J1a Ha pa3paboTKaTa ChOTBETCTBAT Ha 1o0OpuTe nmpakThku B UT.

C nen a ce BaMaupa MpeaioKeHuss MoJen U Aa ObAaT yCTAHOBEHU Bb3MOKHOCTHUTE
3a yChbBBPIIECHCTBAHETO MY € HallpaBEeHO POyUuBaHe 0a3upaHo HA EKCIIEPTHO MHEHHE Ha XOpa
ot UT cekropa. BanuaupaneTo mnokassa, ue MPHIOKEHUTE KOHTPOJIU 32 KUOEp CUTYPHOCT
KbM JIaJIeHa yciayra, He IPOTUBOpeyaT Ha KiacupuKaluaTa Ha TO3U THII YCIIyTa.

[TpeniosxxeHuAT Mozien e Obe MoJie3eH, 3amoTo BY npemiarar MHOXeCTBO OHJIaliH
yCIyrd, 4YacT OT KOMTO Ca CBBP3aHM C OCHOBHMTE YHUBEPCUTETCKU JIEWHOCTH.
[TpoekTHpaHeTo HAa CUTYPHHU OHJIAKH YCIYTH € CBBP3aHO C MPHJIAraHeTO Ha 3aIlUTeHH 0a30BU
KOH(HUrypaluu, CTPOTH KOHTPOJIM 32 CHUTYPHOCT, KakTO H HaJIeXKJIHA MpPEKOBa

UHPPACTPYKTYpA.
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3AKJIIOYEHUE

AKTyaTHOCTTa Ha U30paHus 3a pa3paboTBaHE W M3CIEIBaHE MPOOJIEM € OmpeaeeHa
0T HEOOXOAMMOCTTa 3a JUrHTajaHa TpaHchopmanusa u ynpasienue Ha WT BbB Buciiero
oOpazoBanue. HacTosdmoro u3cienBaHe € CBbpP3aHO C JUICaTa Ha €AMHHU MOJXOIU 3a
ynpasienue Ha UT, cioxHara CTpyKTypa Ha YHUBEPCUTETUTE, BUCOKUTE U3UCKBAHHS KbM
TAX U ObpP30 MpOMEHALaTa ce cpena. YmpasieHuero Ha WT BbB BucmMTE y4widiia B
bearapus obOxBamia CTPYKTypd H TPOIECH, posid W oTroBopHoctd, WUT mnomutukw,
XapaKTePUCTHKH U CIEHU(PUYHU OCOOCHOCTH Ha CHIIECTBYBAIIUTE YIPABICHCKH MOJEINH,
no0pu NpakTUKH 3a ynpasieHue Ha UT.

Pa3paborBanuar pedepeHTeH Momen € crenuduyueH 3a OBITAPCKOTO BHCIIE
oOpa3oBaHue M ce OCHOBaBa Ha cTaHaaptu Ha UT yciyrum kato orymrta, 0OCOOCHOCTHTE Ha
OpraHM3aIMsITa Ha BUCIIUTE yUminiina. BueapsiBaHneTo My TpsiOBa J1a 0BeJIe 10 MO100psBaHe
Y MOJICPHH3AIIMs Ha TPOIECUTE, MOBHUIIABAHE HA 3PEJIOCTTA HA OpPraHU3AIMATA, IIOCTUTAHE
HA CTPATETHYECKUTE IEIM W 3aJa4d Ha HWHCTUTYLHUATA, NO0ABSHETO HA CTOWHOCT H
NpUA0OMBaHe HAa CTPATErHYCCKHU MPEIUMCTBA, KAKTO M MOAX OIS MCHUDKBPCKH MPAKTUKH
1 e(peKTUBHO YyIIpaBlieHUE HA UHPOPMALIMOHHUTE TEXHOJIOTUU.

[Ipunaranero Ha komOuHanus ot ITIL u COBIT, me nomorse 3a cb3aBaHeTo Ha
n00bp ympasiencku mozaen 3a UT BeB Bucmmte yumiuima. COBIT, e ¢okycupan BbpXy
MEepPCIIEKTUBATa Ha OAUT U KOHTpoJ, fokaro ITIL noema ynpasneHuero Ha yciyrute. J(Bara
[IOAXO0Ja C€ JAONBJIBAT M MOrar Ja OCUIypAT KayecTBO, HAAEXKIHOCT, 3ala3BaHE Ha
MIOBEPUTEIHOCTTA, LI€J0CTTa U JOCTBIIHOCTTA HAa MH(opManusaTa B yHuBepcurerute. Llenta
Ha JOKTOPAHTYypaTa € SICHO Ae(pMHUpPaHa U UMa JOCTATHYHO IHUPOK CIEKTHP OT Bb3MOKHOCTH
3a peayin3zauus U pazButue. PegepeHTHUAT Mozien TpsOBa Jja CIOMOTHE 3a 1000psiBaHe Ha
KOMYHHKalMsiTa M OOMeHa Ha HH(OpMalMs MEXIy pa3IudyHUTE CTPYKTYpHU 3BEHA,
Ch3JjaBaHe Ha YCJOBMs 3a OBbpP30 BHBEXK/JAaHE HAa HOBU EJIIEKTPOHHM MPOLEAYPH U YCIYTH,
JUTUTAIA3A1US HA HAYYHUTE U3CIICABAaHNS, KAKTO U CTAaHJAPTU3NPAHU KPUTEPHUH 33 aHAIIN3
Y TIOBMILIABaHE HA CUTYPHOCTTa HAa OOMEHa Ha JaHHU U MH(pOpMalus.

[IpeiaranuTe 3a U3MOI3BaHE METO/IM U CTaHAAPTH UMAT MOBUILIEHA MAIlaOUPyeMOCT
U MPOCIETUMOCT MO0 BpeMe Ha MPOEKTUPAHETO 32 KHOEPCUTYPHOCT Ha CIIO0XKHHU, CBbP3aHU B
Mpexa HH(OPMAIIMOHHH CUCTEMHU.

Cw3naBaneTo Ha 00111 poriec 3a yrpasieHue Ha VT, KoHTo Moke J1a ce U3Mo3Ba Mpu
pa3paboTBaHETO HA HOBU YCIYTd O YBEIMUYUIIO e(PeKTUBHOCTTA U O YIECHHUIIO Mpolleca Ha
onut Ha yciyrd. ChOMpaHeTo Ha JaHHU 32 KHOEPCUTYPHOCTTA € peliaBaiia CThIIKa, KOATO
dbopmupa cBBp3Bamia Bpb3Ka MEXKIAYy MNpoOJEMUTE ChC CHUTYpHOCTTa B  KuOep
MH(]PpACTPyKTypaTa M CHOTBETHUTE CTHIIKM 3a PEIICHHUE, YNPAaBISIBAaHW OT JaHHU B Ta3u
pamka.
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IV. HAYYHHU U HAYYHO-ITPUJIO’KHU ITPUHOCH

Hayuynu npuHocu

1. Moauduumpana e METOI0JIOTHs 3a MPOSKTHPaHE Ha OHJIAMH YCITyTH, KOSITO OTrOBaps
Ha CTaHNApPTUTE W HM3UCKBaHMATA 3a KuOepcurypHoct. lIpennoxeHute MeTOIu U
CpeAcTBa 3a TIAXHOTO NPWIOKEHHUE NpeJiaraT MOBHIIEHA MamabupyeMocT |
IPOCIIEANMOCT TI0 BpEME Ha IMPOEKTUPAHETO 3a KHOEPCUTYPHOCT HA CIIOXKHH,

CBBpP3aHU B Mpeka HH(OOPMALMOHHHU CUCTEMHU.

Hay4Ho-npu/10:kHH NPHHOCH

2. Upentupunmpann ca OCHOBHHTE WH(GOPMAIIMOHHM CHCTEMH W3IOJ3BaHU B
OpraHM3alUK OT BHUCIIETO 00pa3oBaHWE W ca CTPYKTYpHpPaHM OT TJeIHa TOYKa Ha
KHOEPCUTYPHOCTTAa Ha mpeuiaraHute yciayru. llpemnokeHa e kinacupukanus Ha
MH(POPMAIIMOHHUTE CUCTEMH OT TJIE/IHA TOYKA HA PUCKOBETE 32 KHOEPCUTYPHOCTTA.

3. PaszpaboteH e pedepeHTeH MOIeI 32 KHOSPCUTYPHOCT IIPH TPOSKTUPAHETO HA OHJIANH
yCIyru BBB BHUCHIM y4deOHHM 3aBeneHHss B PermyOnuka boearapus. Mogenst e
pa3paboTeH Ha 0azaTa Ha M3IOJI3BAHETO Ha CTaHAapTH 3a yrnpasienue Ha UT u Ha
KHOepCUTypHOCTTA.

4. Pa3paboTeH e mporec 3a MPOEKTUPAaHE Ha HOBU OHJIAWH YCIYTH, KOMTO BKJIIOYBA
BCHYKH JEHHOCTH OT MPOEKTUPAHETO 10 N300pa Ha KOHTPOJIH 32 KHOEp CHUT'YPHOCT H
M03BOJISIBA TOCTUTAHETO HA O-BHCOKA €PEKTUBHOCT M Pa3IINPsIBa BB3MOKHOCTUTE 32

KOHTPOJI U OJIUT Ha OHJIAMH yCIyTUTE.

IIpu10KHU NPUHOCH

5. Pa3paboteHusT pedepeHTeH MoeN € BepuuIpaH U BaTUAUPaH, Upe3 Ch3aBaHe Ha
OHJIallH NPUJIO’KEHUE, /aBalll0 BB3MOXKHOCT 3a Ch3JaBaHE Ha KaTajor Ha OHJIAWH
yclyru ¢ pedepupaHd KOHTPOJIM 3a CHUTYpPHOCT KbM BCSKAa YCIyra, CbhbIVIACHO

MCKIAYHAPOAHO MMPU3HATHUTC CTAHAAPTU B obuacrra.
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I. GENERAL CHARACTERISTICS OF THE DISSERTATION

Digital transformation (DT) in higher education institutions (HEIS) and research
organizations is related to the use of information technology, organizational structure and
processes that provide the link between the university's goals and its IT policy. Universities
are adopting a host of new technologies and teaching methods, using various distance learning
applications and portals needed to support an online or blended learning environment.

The growing combination of new challenges and risks in the sector make cyber
security a strategic priority to protect information assets, and DT a critical necessity.

The relevance of the problem is related to the need for structured security
management in the design of new electronic procedures and services in HE.

In the process of DT, universities increase the online services they offer and with them
the risks of cyber attacks increase. This will require new standards and infrastructure for
digital learning, as well as additional legislation that ensures secure online services on the one
hand and encourages innovation on the other. During DT, online services and the processes
related to their design change at the same time, which makes it imperative to review
information security strategies and policies. The transition to a virtual and cloud architecture
poses a number of questions related to the cybersecurity of stored data.

That is why the development and implementation of a cybersecurity model in the
design of online services in higher education (HE) will help to ensure effective and continuous
management of all important administrative and learning processes.

The research problem of the dissertation is the identified lack of a model for cyber
security in higher education covering the stages of designing online services, which would
increase the quality of education, and would help to identify the main directions for increasing
information and cyber security. The problem is related to the management of online services
and cyber security, as well as the complex structure of universities, the high demands on them
and the rapidly changing IT environment.

In the process of DT, universities increase the online services they offer and with them
the risks of cyber attacks increase. This will require new standards and infrastructure for
digital learning, as well as additional legislation that ensures secure online services on the one
hand and encourages innovation on the other. During DT, online services and the processes
related to their design change at the same time, which makes it imperative to review
information security strategies and policies. The transition to a virtual and cloud architecture
poses a number of questions related to the cybersecurity of stored data.

That is why the development and implementation of a cybersecurity model in the
design of online services in higher education (HE) will help to ensure effective and continuous
management of all important administrative and learning processes.

The research problem of the dissertation is the identified lack of a model for cyber
security in higher education covering the stages of designing online services, which would
increase the quality of education, and would help to identify the main directions for increasing
information and cyber security. The problem is related to the management of online services
and cyber security, as well as the complex structure of universities, the high demands on them
and the rapidly changing IT environment.

The following tasks have been defined for the implementation of the set goal:
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1. To analyze the activities and processes of higher education institutions in the field
of IT technologies and online services, to identify the main characteristics related to cyber
security management.

2. Based on a review of the literature dedicated to cyber security management, to
identify successful solutions and good practices for designing secure online services.

3. To create a reference model for cyber security and standardization of online service
management processes in higher education institutions in Bulgaria.

4. The model should be verified and validated through document analysis and
interviews with experts. The reference model to be implemented by creating an online
application.

In order to establish the state of cyber security management, a review was made of the
websites of the leading universities in Bulgaria and the world.

Data and research related to cyber security in higher education in the European Union
(EU) were used. Relevant literature related to general cyber security, best practices and cyber
security frameworks are reviewed. The research includes interviews, document analysis and
expert opinion for verification and validation of the reference model.

The methods used in the dissertation include document and comparative analysis, as
well as the application of international approaches and standards for IT management,
information security and cyber security: the Framework for Controlling Information and
Related Technologies (COBIT 2019), the IT Infrastructure Library (ITIL ) is an approach
describing best practices for IT service management, the Information Security Management
Standard (ISO/IEC 27001:2022), the National Institute of Standards and Technology
Cybersecurity Framework (NIST CSF), and the Controls for Effective Cybersecurity ( CIS
CSC).

The research is limited to the design stage of new online services, without going into
details of the stages of their implementation and improvement.

Users of the results of the dissertation can be the Ministry of e-Government and the
Ministry of Education and Science of the Republic of Bulgaria, all higher education
institutions, as well as researchers, students and the public in general.

Unclassified sources of data and information were used - monographs, textbooks,
scientific publications, articles and data from the Internet.

The dissertation covers four chapters:

In Chapter one, the state and problems in the management of cyber security of higher
education institutions in Bulgaria are analyzed. The concepts needed for the study are
clarified. The main stages of DT have been identified and the regulatory framework of the EU
and Bulgaria has been reviewed. The foreign experience in the field of cyber security in higher
education institutions was analyzed.

In Chapter two, the approaches and standards for managing information technology
and cyber security in HE are analyzed. The most commonly used reference models for IT
service management and cybersecurity are presented. Their main characteristics and
possibilities for their use in the design of online services are identified. The requirements and
limitations of the reference model are defined.
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In Chapter three, the application of the methodology for developing the reference
model is structured. A risk assessment was made according to the impact and probability of
vulnerabilities of university systems and online services derived from them. Referenced
security controls to model functions. The procedures for working with the reference model
have been developed and the roles and responsibilities related to IT management in higher
education institutions have been established.

In Chapter Four, the reference model is verified and validated. The model validation
was done using a software application based on a content management system. In order to
validate the proposed model and to establish the possibilities for its improvement, a study was
conducted based on the expert opinion of people from the IT sector.

1. VOLUME AND STRUCTURE

The dissertation consists of 137 pages of main text. It consists of an introduction, an
exposition in four chapters, a conclusion, a list of the literature used, 18 tables, 32 figures, 18
appendices.

The literature used contains 60 titles in Bulgarian and English, including normative
documents and official sources, books, monographs, articles in scientific and periodicals,
reports and analyzes of international organizations, as well as electronic sources with specific
information.

The dissertation has the following structure:

List of abbreviations

Introduction

Chapter 1. Status and problems in the management of cyber security of higher
education institutions in Bulgaria

1.1. Basic concepts and stages of digital transformation. Cybersecurity regulatory
framework

1.2. Study of foreign experience in the field of cyber security of higher education
institutions

1.3. Challenges and problems in the field of cyber security for universities in Bulgaria

Conclusions to Chapter |

Chapter 1l. Approaches and Standards for Information Technology
Management and Cybersecurity in Higher Education

2.1. Basic approaches. IT and Cybersecurity Management Framework

2.2. Benchmarking IT and Cybersecurity Management Approaches and Standards

2.3. Cybersecurity Management Reference Models. Requirements.

2.4. ldentifying key features of a cyber security reference model for HElIs.
Development methodology.

Conclusions to Chapter 11
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Chapter 111. Application of the reference model development methodology
3.1. Data collection and analysis

3.2. Referencing security controls to model functions

3.3. Procedures in the reference model

Conclusions to Chapter 111

Chapter 1V. Reference model verification and validation

4.1. Choosing a platform for developing a test software application
4.2. Auditing and testing of the software application

4.3. Verification of the reference model

Conclusions to Chapter IV

Conclusion

References

List of tables

List of figures

List of applications

I11. SYNTHESIZED STATEMENT

Chapter I. Status and problems in the management of cyber security of higher
education institutions in Bulgaria

Universities in Bulgaria are at different stages of their digital transformation in relation
to the available infrastructure and funds at their disposal. Digitization includes changing the
schedule and conducting the study programs, changing the organizational structure, creating
interactive content, transforming the university infrastructure. Achieving a successful DT is
related to a consistent and purposeful policy for improving the services provided, building
new structural units, linking the strategic goals of the university with the goals of IT
development, awareness and staff training.

In Chapter I, the following set tasks are completed:

1. To analyze the activities and processes of higher education institutions in the field
of IT technologies and online services.

2. To highlight the main characteristics of online services related to cyber security
management.

Section 1.1 describes basic concepts and stages of digital transformation and the
regulatory framework for cybersecurity. The approach used to analyze the main concepts and
define them for the needs of the research is based on one of the most influential sources for
international scientific citation Web of Science®®. The terms used as search keywords in the

36 Web of Science, “Web of Science,” Webofscience.com, 2022,
https://www.webofscience.com/wos/woscc/basic-search.
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database were digital transformation, information security, cybersecurity, cybersecurity
controls, and reference model.

These concepts are found in the titles of 463 scientific studies for the last three years,
with the largest number of them in the category "Education" (45%), followed by
"Governance" (8%) and "Economics” (7%) . Cybersecurity in HEIs has been investigated in
110 reports.

The most cited concepts necessary for the study are discussed below.

Digital transformation

One of the most popular concepts related to IT management is "digital transformation™.
It is important when changing the activities of organizations or when there is a significant
change in technologies and their full implementation.

In the monograph "Digital Transformation in Higher Education”, the authors describe
digitization in five areas®’: IT strategic planning, 1T value addition, risk management, results
measurement and IT resource management.

The concept of digital transformation in higher education institutions, for the purposes
of the study, is defined as a series of deep and coordinated changes that enable new
educational models and transform the activity of the institution using secure and fast access
to information resources, applications and services at any time and from any device.

Information security

The report "Modern Security Assessment Toolkit" by Prof. Dr. Tsvetan Tsvetkov
states that security assessment and the management process are connected and interdependent,
and security issues affect the long-term prosperity of the organization and affect vital goals of
the organization®®,

For the purposes of the study, information security is defined as the ability to protect
the internal resources of a higher education institution from threats, and its management
includes the protection of information assets through the application of policies, procedures,
organizational structures, infrastructure and audits. The governance framework defines who
is empowered to make decisions and how accountability for results will be established.
Management processes ensure that all critical assets are protected and risks are adequately
mitigated.

Cyber security

Cyber security is a component of information security and related to it are: IT
protection measures; the degree of protection resulting from the application of these measures;
data and information processed and transmitted; connected virtual and physical elements of
the systems.

In the report "A training model in the field of cyber security™ of Ch. Assistant Professor
Nedko Tagarev said that the main goal of training in the field of cyber security is related to
the establishment and improvement of programs for the protection of computer systems,

3" Mark McCormack Christopher Brooks, “Defining Digital Transformation,” Educause.edu, 2020,
https://www.educause.edu/ecar/research-publications/driving-digital-transformation-in-higher-
education/2020/defining-digital-transformation.

38 IIseran I{eTkoB, “ChbBpeMeHEH HHCTPYMEHTAPUYM 34 OLEHABAHE HA cUrypHocTTa,” Journal Issues
- Economic Alternatives, Unwe.bg, 2016, https://www.unwe.bg/alternativi/bg/journalissues/article/8948.
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networks and other digital systems, which are of crucial importance in preventing theft,
sabotage and other malicious acts.

For the purposes of the study, cybersecurity is defined as a set of practices and
guidelines that are used to protect computer networks, software programs, and information
assets from unauthorized access, resilience, and recovery from a cyber attack. Cybersecurity
priorities are deterrence, prevention, detection and response.

Cyber Security Controls

Cybersecurity encompasses the controls that must be created and implemented to
protect information stored in information systems.

For the purposes of the study, cybersecurity controls are defined as safeguards or
countermeasures to avoid, detect, counter, or minimize cybersecurity risks - viruses, malware,
cyber attacks, hackers, phishing attempts, and others.

Reference model

According to the Organization for the Advancement of Structured Information
Standards, a reference model is "an abstract framework for understanding meaningful
relationships between objects of a given environment, and for developing consistent standards
or specifications supporting that environment . In other sources, a reference model is described
as "a conceptual framework establishing a common language for communication and
understanding of system elements and their meaningful relationships within a given
community." %

For the purposes of the study, the concept of a reference model is defined as a
conceptual framework establishing a common language between standardized approaches
and good practices for cyber security that can be used in the daily work of HE sector
organizations.

Stages of digital transformation

Creating a cyber security reference model for the design of online services in higher
education requires clarification of the stages of IT. The Department of National and Regional
Security's Corporate Security book says that IT includes the need to automate data security
controls and develop a robust IT infrastructure®.

The report "What Digital Transformation Means for Higher Education™ identifies four
main stages that universities must go through*!. These are presented in Figure 1.

Figure 1. Stages of digital transformation in higher education

39 “OASIS,” Oasis open, 2022, https://www.oasis-open.org/.

41 Dania McDermott, “What Digital Transformation Means for Higher Education,”
Processmaker.com, 2020, https://www.processmaker.com/blog/what-digital-transformation-means-for-higher-
education/.
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Source: Larissa Lewis, “Creating a Digital Transformation Roadmap,”
Processmaker.com, 2020, https://www.processmaker.com/blog/digital-transformation?

The stabilization phase includes renewing the IT infrastructure, improving the
network, identifying security risks. During standardization, information systems and
resources are audited, IT management and cyber security standards are implemented.
Optimization includes automating all activities and processes. The transformation is related
to data analysis, improving the quality of online services, as well as testing new information
systems.

Regulatory framework for cyber security in the EU and Bulgaria

For the purposes of the study, the regulatory framework of the EU was analyzed and
compared with the one in force in the Republic of Bulgaria.

The European Commission presented a program for Europe's digital future, which
includes a Strategy for the Digital Future of the European Union, a White Paper on the
Development of Artificial Intelligence and a Strategy for the Creation of a Digital Single
Market and others.

An EU cybersecurity strategy aims to strengthen Europe's resilience against cyber
threats and ensure that all citizens and institutions can benefit from reliable services.

In December 2020, the European Commission adopted a directive on the cybersecurity
of networks and information systems, in response to the dynamically changing digital
transformation. It says that the content of education systems should be in line with the
regulatory documents of the Member States, as is the sharing of good practices in the field of
digital education. In order to assess to what extent the regulatory framework for higher
education in Bulgaria is suitable for the transition to the digital era, basic normative documents
related to IT and cyber security in higher education institutions have been identified.

The Council and the European Parliament agreed on measures for a high common level
of cybersecurity across the Union to further improve the resilience and incident response
capacity of both the public and private sectors and the EU as a whole.

The aim of the new directive, called 'NIS2', is to remove differences in cybersecurity
requirements and the implementation of cybersecurity measures across Member States*:.

42 Larissa Lewis, “Creating a Digital Transformation Roadmap,” Processmaker.com, 2020,
https://www.processmaker.com/blog/digital-transformation/.
4 NIS, “NIS 2 Directive,” Nis-2-directive.com, 2022, https://www.nis-2-directive.com/.
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EU regulatory documents:

* EU Cyber Security Strategy 2020-2025;

* EU Digital Education Action Plan 2021-2027;

* Provision for a culture of cyber security in the organizations of the EU Cyber Security
Agency (ENISA) 4,

The improvement of the university culture, through the "Cybersecurity Policies”
methodology of the European Union Agency for Cybersecurity, is key to all stages of DT.
Policies cover the creation of programs focused on specific activities, their implementation
and the measurement of their impact. The large number of students, faculty and staff, varying
levels of IT competence, and complex network connectivity of all devices make creating and
managing cybersecurity extremely complex.

Bulgaria participates in all EU initiatives, including the "Horizon Europe™ and "Digital
Europe” programs, and Bulgarian normative documents related to digitization in higher
education institutions and cyber security are discussed below.

Normative documents of Bulgaria:

» Strategy for the development of higher education in Bulgaria (2021-2030) *°;

» Strategy for effective application of information and communication technologies in
education and science in Bulgaria (2014-2020);

* The National Development Program "Bulgaria 2030";

* The National Program "Digital Bulgaria 2025";

* National Strategy "Cyber Sustainable Bulgaria 2020".

Normative documents support the problems and challenges in the field of cyber
security of higher education institutions. Their main objectives are to raise awareness and
competences, develop a stimulating environment for research, access to data, information and
knowledge. The application of DT in education will ensure accessibility, relevance and
management of educational resources, which are the basis of quality education.

The main challenge for universities is to achieve higher general levels of security in
the use and maintenance of information systems for access control and information. Higher
education policies do not directly affect innovation, but they do have a link with the drivers
of innovation, according to a study carried out in EU universities®. Key factors for the
development of innovation can be the general regulatory framework, the existence of
accumulated knowledge, research and development, factors specific to a certain market or
product, such as the level of demand and cost structure, the type of government, social
infrastructure, the existence of property rights, government consumption, international
openness, inflation, etc.

In section 1.2, a study of foreign experience in the field of higher education cyber
security is made. The data collection method involved a detailed search of the websites of
universities around the world.

4 ENISA Europa, “Cyber Security Culture in Organisations,” 2020,
https://www.enisa.europa.eu/publications/cyber-security-culture-in-organisations/at_download/fullReport.

% Strategy.bg, “Crparerusita 3a Passutne Ha Buciuero O6pa3zosanue B PenyGnuka brirapus (2019
—2030),” 2020, http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=962.

4 Roger G. Baldwin, “Technology in Higher Education,” Education.stateuniversity.com, 2021,
https://education.stateuniversity.com/pages/2496/Technology-in-Education-HIGHER-EDUCATION.html.
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The practices of 17 universities were compared, seven from Bulgaria (Sofia
University, UNSS, University of Economics - Varna, Higher Transport School "Todor
Kableshkov", American University in Bulgaria - Blagoevgrad, New Bulgarian University,
Varna Free University "Chernorizets Hrabar") and ten the leading European, British and
American universities (Vienna, Ljubljana, Stanford, Oxford, Harvard, Graz, Mazarik, Berlin,
Thessaloniki).

Universities provide many online services such as application and semester exams,
web student, e-libraries, faculty portal, etc. Priority areas are database administration and
maintenance, existing online learning applications and systems, updating the university
website, network connectivity, end-user support activities, etc.

Indicators related to cyber security and providing information on the number of
domains, sub-domains, information systems, online services offered and information security
policies were sought.

The sites were scanned using the online platform Urlscan (www.urlscan.io). The
scanning method is based on an automated process to scan the Internet address and record the
activity that page navigation creates.

The analysis includes the comparison of the following indicators: popularity (rank);
global rank; requests show the total number of transfers coming from other domains; HTTPS
protocol; under domains that operate as stand-alone websites; IP addresses (IPv6, IPsec); the
outgoing number of connections; site size; X-XSS-Protection; Strict-Transport-Security; X-
Frame-Options; X-Content-Type-Options; X-Xss-Protection; Content-Security-Policy as
well as additional information about the page itself.

The analysis shows that the considered universities in Bulgaria have approximately
the same Google rank of 4 or 5, while for universities in the world it varies from 6 to 8. The
use of the HTTPS protocol in international universities is slightly higher than in Bulgaria and
guarantees , that transactions are kept confidential and every packet of data is encrypted and
secure. The number of domains, subdomains and the number of outbound links provide
information about the connected web pages and the online services provided. The University
of Vienna, Oxford and Harvard have over 120 outgoing links. It is noteworthy that for most
universities the use of IPv6 is around 80%.

On university sites, outbound links often lead to subdomains of the main site and
represent online services offered. The large number of subdomains indicates that university
sites are built as portals and lead to various subsites on the Internet or Intranet.

Figure 2 presents a graph of outbound links in the analyzed university sites. Their
number varies in a very wide range from 43 to 178. Sofia University has the least number of
outbound links 10, while New Bulgarian University has more than 100. The sites of Varna
University of Economics and American University have the same number of 50. The site of
the university in Stanford, which always ranks highest, has just 69 outbound links, compared
to the universities of Vienna, Oxford and Harvard, which have more than 120 outbound links.

Figure 2. Outbound links in university sites in Bulgaria and the world
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The analysis provided provides insight into organizational structures, content,
connectivity to social networks and platforms, number of visits, information systems, mobile
applications, IT department structure, cyber security strategy and policies, information update
and other parameters directly dependent on IT management in the university. The analysis
shows that there are many areas that need to be investigated and improved in Bulgarian
universities. Readiness to change and implement innovations is directly related to the number
and types of IT services provided.

Based on the studies, four main groups of information systems have been identified:
Administrative, Information, Educational and Science.

In the study "Cybersecurity Threats 2022" the most common vulnerabilities in online
services are presented®’. It shows that large-scale data mining is a major security threat. The
ease with which data can be collected and aggregated makes this attack widespread.

The report "Digital Transformation in Higher Education” describes the problems faced
by higher education institutions*®. Most universities declare as difficulties the lack of funds
for the investment in new technologies, the slow changing organizational culture, the insecure
internet infrastructure, the insufficient readiness for training in cyber security and qualified IT
staff. Higher education institutions use technologically outdated information systems that are
not properly secured and must adapt them to the changing needs of students and regulatory
regulations.

The study of foreign experience shows that the modern university is oriented towards
internationalization, competitiveness and innovation. Priority topics are digital
transformation, cyber security, as well as the legal framework related to them. A solution

47 Ptsecurity, “Cybersecurity Threatscape: Q2 2022,” 2022, https://www.ptsecurity.com/ww-

en/analytics/cybersecurity-threatscape-2022-g2/.
4 Lina Maria Castro Benavides et al., “Digital Transformation in Higher Education Institutions: A
Systematic Literature Review,” Sensors 20, no. 11 (January 2020): 3291, https://doi.org/10.3390/s20113291.
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based on the analysis made involves the application of a standardized approach in the design
of online services in higher education institutions, because dealing with existing
vulnerabilities and their elimination in real time can be difficult.

Section 1.3 analyzes the challenges and problems in the field of cyber security for
universities in Bulgaria.

Universities often take a reactive approach to cyber security, taking action only when
an attack occurs. A cybersecurity study shows that in 2021, higher education institutions are
modernizing the security tools of existing IT systems by marking compliance checklist items
instead of building cybersecurity into their new systems and services*. The reliability of
network and information systems is key to the smooth functioning of all platforms and
university sites, conducting candidate student campaigns, electronic exams, enrollments,
training, etc.

A query in the World Higher Education Database shows that 63% of universities
manage the enrollment and storage of student data entirely online®.

The International Association of Universities emphasizes that there is no single model
for digital transformation that fits all higher education institutions. The brief provides an
overview of national strategies and policies for the use of new technologies in teaching and
learning. Application architecture includes implementing user-centered design, information
systems reengineering, single sign-on, digital workplace, and enabling internal process
evaluation and service improvement.

New cybersecurity trends include risk-based security strategy development, cloud
infrastructure and high-speed networks, defined cybersecurity processes, cyber attack
detection and response systems, and more.

The currently effective regulatory framework in the field of ICT in Bulgaria covers:
Law on Electronic Communications; Cyber Security Act; Law on Electronic Communications
Networks and Physical Infrastructure; e-Governance Act; Law on electronic signature and
electronic authentication services; Cyber Security Act; Trade Register Law; Electronic
Commerce Act; Personal Data Protection Act and other regulations.

The national program "Digital Bulgaria" aims to harmonize Bulgarian legislation in
accordance with that of the EU within the framework of the Digital Single Market Strategy in
Europe. The aim of the European Commission is to support Member States in identifying
areas requiring priority action, one of which is that by 2030 at least 80% of citizens have basic
digital skills.

The data in the Ranking System of Higher Schools in Bulgaria (RSVU) for 2021 shows
an increase in the number of students and the number of scientific publications in international
bibliographic databases.

The main challenges described in the "Universities in a Digital World" study are>:

49 Dave Burg, Mike Mason, and Richard Watson, “Cybersecurity: How Do You Rise above the Waves
of a Perfect Storm?,” EY, 2021, https://www.ey.com/en_bg/cybersecurity/cybersecurity-how-do-you-rise-
above-the-waves-of-a-perfect-storm.

S0 WHED, ,,World Higher Education Database®.

5 Link Springer, “A University Landscape for the Digital World,” Link Springer, 2022,
https://link.springer.com/chapter/10.1007%2F978-3-030-44897-4 1.
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* A high degree of age differentiation regarding the possibilities of working with digital
technologies.

» Reforming HE aimed at combining written-auditory information with visual
information.

» Lack of strategic visions regarding the main functions of universities related to
training, the development of science and innovation.

» Achieving a balance between increasing societal demands and expectations for
higher education.

* Insufficient competitiveness in relation to the rapid development of the educational
services market and lack of flexibility in the offered forms of education.

The challenges facing HE in Bulgaria are related to the need for a comprehensive
digitization model to assess the degree of digitization of each higher education institution, as
well as uniform user authentication for access to all platforms.

Cybersecurity in HEIs is ensured through processes that management follows to
identify, analyze and respond appropriately to risks that may adversely affect the organization.
During the "Digitalization of Higher Education in Bulgaria" conference, which took place this
year at UNSS, possible threats, risk assessment and ways to counter them were discussed. It
said that universities are vulnerable to cyber-attacks due to their decentralized structure,
diverse group of users (researchers, students, PhD students, teachers, staff and others),
different levels of IT competence and complex network connectivity of all devices. The focus
is on people and opportunities to train them to reduce vulnerability to cyber attacks, loss of
data or reputation.

Bulgaria participates in several large international projects, one of which is the
"European Universities" network. In it, digitization is a top priority, which is precisely why a
number of technology companies partner with Bulgarian universities to ensure their
information security and cyber security.

A 2021 software security report notes that more than 85% of web applications have
security vulnerabilities®®. Understanding these vulnerabilities is key to detecting them and
protecting data. Standardization and certification of activities related to cyber security are not
sufficiently adapted to the modern needs of HE. ENISA's key messages to organizations in
this regard include more security awareness and education at all levels, risk management,
collaboration with academia to ensure that research leads to quality products and services.

One possible strategy for countering cybersecurity risks is employee training.
"Training should be ongoing and the content updated regularly, covering emerging security
threats and the security controls that are implemented to protect information,” says the article
"What is security training and why is it important"®:,

Universities should develop the awareness programs according to the different roles
of the employees in the organization. The program should include various forms of training —
newsletters, computer-based security training, simulated phishing exercises, cyber security
alerts and tips.

52 Veracode, “State of Software Security,” Veracode, 2021, https://www.veracode.com/state-0f-
software-security-report.

53 Mimecast, “What Is Security Awareness Training and Why Is It Important?,” Mimecast, 2022,
https://www.mimecast.com/content/what-is-security-awareness-training/.
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Conclusions

In Chapter one, the state and problems in the management of cyber security of higher
education institutions in Bulgaria are analyzed.

The concepts necessary for the study are clarified: digital transformation, cyber
security, security controls, reference model.

The main stages of DT have been identified and the regulatory framework of the EU
and Bulgaria has been reviewed. Foreign experience in the field of cyber security has been
analyzed and it has been established that universities in Bulgaria need a comprehensive model
for cyber security in the design of online services, such as is already operating in many other
EU universities.

Chapter I1. Approaches and Standards for Information Technology Management and
Cybersecurity in Higher Education

In Chapter I, the following set tasks are completed:

1. Based on a review of the literature dedicated to cyber security management, to
identify successful solutions and good practices for designing secure online services.

In section 2.1 of this chapter, major approaches and frameworks for managing IT and
cyber security are discussed for the purposes of the study.

The complete list with a description and purpose of each standard and approach is
presented in Appendix 8. Most of them are successfully used in higher education institutions
around the world and are therefore discussed in more detail.

COBIT 2019 approach to information technology management. General
framework

The common framework for managing information technology in the organization is
accepted as a standard (COBIT 2019>%) and was developed by the Association for Auditing
and Control of Information Systems. The framework is globally recognized and used by over
188 countries and has over 200,000 recognized certificates. Key principles in COBIT 2019
are stakeholder needs and business value creation through the use of IT. COBIT 2019
maintains a high level of compliance and includes parts of other information security
standards, by clearly distinguishing between the levels of strategic management and
operational management (management).

The approach offers a common framework, including several standards, linking the
goals of management in general and the goals of IT management.

Basic steps in using the approach are: defining the object area; defining design factors;
cascading goals; prioritization of governance and management objectives; establishing the
added value.

Goal cascading supports the prioritization of management goals based on the
organization's goal prioritization. These include a customer-oriented service culture,

54 ISACA, ,,COBIT | Control Objectives for Information Technologies*, isaca.org, 2022,
https://www.isaca.org/resources/cobit.
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optimization of internal business process functionality, achievement of service operational
excellence, business risk management.
A graphical description of the approach can be seen in Figure 3.
Figure 3. Core processes of the COBIT 2019 approach

Business Management objectives CQBI I2019
objectives
EDM APO BAI DsS MEA
Evaluate, Direct, Align Plan and Build, Acquire and | [Deliver, Service and| | Monitor, Evaluate
Monitor Organise Implement Support and Assess

Assessing strategic Organizing IT strategy  Definition, acquisition ~ Operational delivery Monitor IT performance
opportunities, targeting and support activities. and implementation of  and support of IT and compliance.
and monitoring. IT solutions. services.

Source: IEA, 2022, Enterprise Architecture publication, iea.wikidot.com/cobit

The main elements in COBIT 2019 are areas, objectives and performance indicators.
The domains follow the common development life cycle of the systems. Management
objectives describe the practical goals for managing IT processes. Performance indicators
describe activity.

The RACI® matrix allows to identify the roles and responsibilities directly related to
the organizational structure in the management of cyber security and will be discussed in detail
in Chapter 3, Section 3.3.

The four areas that follow the general life cycle of systems development are®®: Binding,
Planning and Organizing (BPO); Construction, Acquisition and Implementation (CAl);
Delivery, Service and Support (SS); Monitoring, Evaluation and Analysis (MEA). A detailed
description of the processes and related framework elements in the areas of Planning and
Organization and Acquisition and Implementation can be found in Appendix 9.

For each management objective, COBIT 2019 identifies the components that must be
scaled, maintained and satisfied to achieve each objective and they are:

® processes

* organizational structures;

« information flows and elements;

* people, skills and competencies;

* policies and procedures;

* culture, ethics and behavior;

* services, infrastructure and applications.

The objectives of strategic and operational management are divided into areas in which
good practices are developed so that the governing body can assess the available strategic

% RACI - Responsible, Accountable, Consulted, Informed

56 Coursehero, ,,COBIT has several strengths that make it a worthy framework for IT*,
www.coursehero.com, 2021, https://www.coursehero.com/file/p4pvm3s/COBIT-COBIT-has-several-strengths-
that-make-it-a-worthy-framework-for-1T/.
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options, direct the organization to strategic goals and monitor the implementation of the
strategic plan.

COBIT 2019 enables the achievement of organizational goals by balancing and
targeting risk and control measures. Its implementation will reduce security risk, data
management, improve IT services and access for all stakeholders.

Standard ISO/IEC 27001:2022 information security management system.
General framework.

The standard is mandatory in Bulgaria, and its implementation is conditioned by the
Ordinance on the general requirements for interoperability and information security, issued
on the basis of Art. 43, para. 2 of the Law on Electronic Government. State, territorial and
local administrations, the judiciary, persons performing public functions, as well as
organizations providing public services, such as educational institutions, must be certified
according to it.

The standard covers the following areas of information security: Risk assessment for
information security; Security of human resources; Physical security; Computer and network
security; Security in software and hardware development; Incident Management; Continuity
management.

ISO/IEC 27001:2022 has 93 controls structured into four control groups: A.5
Organizational controls - contains 37 controls; A.6 Human Controls - contains 8 controls; A.7
Physical controls - contains 14 controls; A.8 Technological controls - contains 34 controls.

The following 11 new controls have been added to Appendix A:

* Threat intelligence

* Information security when using cloud services

* ICT readiness for business continuity

* Physical security monitoring

* Configuration management

* Delete information

* Data masking

* Prevent data leakage

* Monitoring activities

» Web filtering

* Secure encryption

The management system-oriented requirements section of Annex A of the ISO/IEC
27001:2022 standard contains a list of 35 controls with 114 specific security measures.

The controls describe what a standard-compliant measurement result should look like
and are presented in Appendix 11.

The main advantage of implementing the ISO/IEC 27001:2022 standard is that it is
applicable to all types of organizations and ensures that information security is managed
effectively and efficiently. Defines and evaluates information security management processes
while ensuring process continuity across all business lines. Its implementation takes time and
all its recommendations and policies must be implemented. The standard uses a risk-based
approach and this requires organizations to identify information security risks and select
appropriate controls to address them.
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ITIL IT Infrastructure Library. General framework.

The IT Infrastructure Library (ITIL) is an approach describing best practices for
managing IT services. The main focus of ITIL is the definition of functional, operational and
organizational attributes. These are divided into two key categories — Service Support
Management and Service Delivery Management, each with a number of supporting sub-
categories.

The IT infrastructure library is widely used because it focuses on continuous
improvement of quality, efficiency and provides a complete life cycle of IT services. The
project service process includes the guidelines for the design and development of services and
processes related to IT management.

Service design will be discussed in detail because it is an important part of designing
online services. This process includes service catalog management; availability; capacity;
duration; security; providers.

The library offers guidelines for the development and improvement of the transition
period, turning the processes into standardized documented operations. Transition to services
lists the requirements of the service strategy, analyzes the design of services and controls the
risks of failure. Service operation contains the practices of serving the objectives and support
to ensure the value of these services.

For the purpose of uniform application of cybersecurity requirements, it is proposed
to group ITIL services so that in one group are services with similar baseline design
configurations and cybersecurity requirements.

Figure 4 shows the service design process in ITIL.

Business Management Architecture and Process of
requirements systems technologies design

Service design ]

A h \ A h

v \L v v \L
>
Service catalog Service level Information security Capacity Inventory
management management management management management
.

| A A T

Supplier
management Integrated control and

management system

Source: Tutorialspoint, ITIL - Service Design Overview, 2021,

www.tutorialspoint.com/itil/service_design_overview.htm

Service design includes: general part, requirements, concepts for service operation and

improvement, technical and organizational plan for new service implementation and transition
planning. All stages, elements and their description are presented in Appendix 10.

Advantages of the approach are improved quality of IT services, a comprehensive view

of the delivery of products and services, demand management and increased customer
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satisfaction, reduced risk of non-compliance with business requirements, as well as reduced
costs in developing procedures and practices. The creation of a catalog of services is directly
related to the tasks of the study.

National Institute of Standards and Technology NIST CSF Cybersecurity
Framework. General framework.

The Cyber Security Framework (NIST CSF) 7 does not introduce new standards or
concepts, but rather integrates best practices in cybersecurity that have been developed by
organizations such as the US National Institute of Standards and Technology and the
International Organization for Standardization. It has been successfully implemented in
smaller organizations and is used as a security reporting tool for management.

The framework's five functions are: ldentify, Detect, Protect, Respond and Recover,
which provide a risk management lifecycle strategy, opportunities to improve cybersecurity
and communication.

"Identification” includes asset management; business environment; management; Risk
Assessment; risk management strategy; supply chain risk management. "Detection™ includes
detecting incidents as well as gathering and sharing information about cybercrime and threats.
Linkage with existing processes within organizations is a strong asset. The purpose of the
Protection function is to develop and implement appropriate safeguards to ensure the
provision of critical infrastructure services. It is divided into six categories: Access Control,
Awareness and Training, Data Security, Information Protection Processes and Procedures,
Maintenance and Repair, Protective Technology. Determining risk is key due to the rapidly
changing nature of cyber security threats and the need for continuous updating.

A full description of the Protection feature is shown in Appendix 12.

Critical Security Controls (CIS CSC)

The US Center for Internet Security's Critical Security Controls (CIS CSC) focus on
specific practices that significantly increase protection against the most common
cyberattacks®®. CIS show the areas for creating a risk management program, security steps,
blocking unauthorized access, identifying attacks and protection tools. Recommended
guidelines for prioritizing control implementation are divided into three groups. Each
implementation group defines a set of safeguards.

Core groups (controls 1 through 6), known as “basic cyber hygiene,” aim to thwart
automated attacks from an external or internal source.

Foundation groups (controls 7 through 16) enable security teams to handle increased
operational complexity and can depend on specialized expertise for proper installation and
configuration.

Organizational groups (controls 17 through 20) represent a collection of best practices
for identifying and controlling hardware and software assets; continuous vulnerability
management; email and web browser protection; application software security; penetration
testing and more.

5" Keller Nicole, “Cybersecurity Framework,” NIST, 2013, https://www.nist.gov/cyberframework.
%8 Cisecurity, “The 18 CIS Controls,” Cisecurity, 2022, https://www.cisecurity.org/controls/cis-
controls-list/.
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All critical cybersecurity controls are presented in Appendix 13.

Based on the studies and analysis, we can summarize that each of the considered
standards finds a place in the design of online services. The COBIT 2019 approaches support
the creation of added value through the use of IT. ITIL includes the guidelines for the design
and development of services and processes. The 1ISO 27001 standard uses a risk-based
approach to security management, which requires higher education institutions to identify
information security risks and select appropriate controls to address them. The National
Institute of Standards and Technology's Cybersecurity Framework provides a strategy for the
lifecycle of cybersecurity risk management, while CCPs can be used to block unauthorized
access, identify attacks, and protect against tools.

Section 2.2 provides a comparative analysis of IT and cyber security management
approaches and standards.

Information technology management is a tool for controlling and managing
information resources® and is directly related to many web-based applications or specialized
programs that require clear processes and procedures to operate.

Many international frameworks and standards address cybersecurity from similar but
different positions, each providing principles, procedures, and practices for effectively
managing cybersecurity risks. The European Union Agency for Cybersecurity has published
a report that presents a comparison of the main security objectives. It provides guidance on
assessing data security and compliance with the NIS Directive, providing a framework for
cybersecurity management. The ISO/IEC 27001:2022 standard helps an organization
establish, implement, maintain and continuously improve an information management
system. COBIT and ITIL offer an approach to assess the level of security, but not mechanisms
to protect cyberspace. The starting point in the approaches discussed in section 2.1 is the
definition of information security requirements.

For the purposes of the study, a comparative analysis of COBIT 2019 and ITIL was
made from the point of view of their relationship with ISO/IEC 27001:2022, including
description, scope, users, scope and application. The task is to establish the basic prerequisites
for a model based on the common fundamentals in the COBIT 2019 core approach.

A complete table with detailed information on the mapping between COBIT 2019 and
ISO/IEC 27001:2022 is presented in Appendix 13.

The COBIT 2019 approach defines stakeholder needs, translated into outcomes or
influencing business objectives, which are divided into four categories. COBIT does not
correspond to an equivalent of the ITIL methodology, but applying a combination of both
approaches reduces critical cybersecurity threats. ISO/IEC 27001:2022 has functions to
preserve the confidentiality, integrity and accessibility of information. This availability of
information is handled within ITIL and COBIT 2019 with aspects of IT quality, reliability and
support®°.

59 [saias Bianchi u Rui Sousa, ,,IT Governance Mechanisms in Higher Education®, Procedia
Computer Science, International Conference on enterprise Information Systems, 100 (01 SAuyapu 2016): 941—
46, https://doi.org/10.1016/j.procs.2016.09.253.

60 Shamsul Sahibuddin 1 Mohammad Sharifi, ,,Combining ITIL, COBIT and ISO/IEC 27002,
ResearchGate, 0.1.,
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Figure 5 shows a comparison of international information security standards and
approaches. COBIT 2019 will be a more effective choice if we want to improve the quality
and measurability of IT management throughout their implementation lifecycle. On the other
hand, if we are looking to continuously improve the effectiveness of online services, ITIL
would be the better choice because its methodology has a difference in its structure that deals
with incident management and has no equivalent section in the COBIT 2019 approach®?.

Figure 5. Comparison of international standards and approaches of information security
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The difference between ISO/IEC 27001:2022 and COBIT 2019 is that the former is
solely for information security purposes and the latter is for IT business process management.
COBIT not only addresses security in an organization, but also includes how the organization
arranges and controls IT operations. It has all IT controls, measures and processes and helps
the organization link its own business goals to its IT goals. ISO/IEC 27001:2022 focuses on
performing a risk assessment and then implementing specific security controls to protect
critical information assets. It can be related to both COBIT and ITIL.

A mapping is made between COBIT processes and ISO/IEC 27001:2022 control
objectives related to information security and the design of online services.

An important part of these processes are the development of new IT systems and
services, remote work and business continuity management. That is why in the research, only
the domain Plan and organize in COBIT 2019 is considered, because it is related to the design

https://www.researchgate.net/publication/325846466_Combining_ITIL_COBIT_and_ISOIEC_27002_in_Orde
r_to_Design_a Comprehensive_IT_Framework_in_Organizations.

61 advisera.com, ,,COBIT vs. ITIL vs. ISO 20000: A comparison‘, 20000Academy, 6.1.,
https://advisera.com/20000academy/blog/2019/09/25/cobit-vs-itil-vs-iso-20000-a-comparison/.
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of online services in higher education institutions and is discussed in detail in section 2.1. The
full analysis is presented in Appendix 15.

The report "Factors influencing awareness and attitudes towards the implementation
of IT governance in the higher education institution"®? shows that depending on their strategies
and goals, universities choose different approaches to IT governance. Some focus on service
management, others focus on management and processes, or combine several standardized
methods to have a comprehensive IT management. HEIs in Austria use a combination of
COBIT, ITIL and ISO/IEC 27001:2022. British higher education has developed its own IT
management system®3, which is also used by universities in Spain®,

Section 2.3 discusses the different cybersecurity governance reference models and
their requirements.

The benefits of adopting a reference model approach include achieving interoperability
within and between different infrastructures and improving communication between multiple
stakeholders. Provides excellent tools for defining scope in terms of functionality or area of
business processes involved. One of the most common challenges information systems
designers face is positioning a new or existing system in relation to other similar or related
systems. Reference models of various kinds are particularly useful for this purpose.

Reference models are widely used in the telecommunications and defense sectors, as
well as in corporate and public organizations. All of them are characterized by multiple
vendors that must work with a common framework of principles and concepts to ensure
interoperability.

In international standards®, the reference model denotes the "reference points"
between functional blocks. The scope of the standard derives from knowing the reference
points (ie the possible areas) in which the standard can be applied. Understanding how
different standards relate to each other is aided by having a conceptual framework within
which they are situated.

Reference models unify standards and their use facilitates the work of engineers and
developers who must create objects conforming to a given standard.

Depending on their functionality, the reference models are: business reference model;
the reference model of the components (software and hardware); technical reference model
(computer and communication equipment); reference data model; performance reference
model; security reference model.

In order to clarify the structure of a reference model, some of the most popular
reference frames and models are examined.

The Core Architecture Data Model (CADM) contains three main types of architecture
models: conceptual, logical, and physical.

The NIST Enterprise Architecture Model is a five-layer enterprise architecture model
designed to organize, plan, and build an integrated set of information architectures. The

62 Uky Yudatama u cwaBr., ,,Factors affecting awareness and attitude of IT governance
implementation in the higher education institution“, B 2017 3rd International Conference on Science in
Information Technology (ICSITech), 2017, 588-92, https://doi.org/10.1109/ICSITech.2017.8257181.

83 JISC, “Jisc,” Jisc, 2021, https://www jisc.ac.uk/.

64 Universitat de les Illes Balears, “ITG4AU - Universitat de Les Illes Balears,” ITG4AU, 2022,
https://itg4au.uib.eu/Project/Mission/.
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hierarchy in the model is based on the fact that an organization has a number of business
functions, each of which requires information from many sources. Each source can manage
one or more information systems that contain data organized and stored in any number of
systems.

The reference model Open Archival Information System (OAIS) serves for data
management. Its main functions are to preserve information and provide access to archived
information in a consistent manner for the needs of users or a particular community.

Service Oriented Architecture (SOA) is an abstract framework for understanding
meaningful entities and relationships between them within a service-oriented environment,
and for developing consistent standards or specifications supporting that environment.

A service-oriented architecture provides four different types of services: functional,
application services; infrastructure, which are instrumental for processes such as security and
authentication.

Each service consists of an interface, a contract, and an implementation. An interface
defines how a service provider will fulfill requests from a service user. The contract defines
how the service provider and user must interact. Deployment is about service management,
which controls the development lifecycle and publishing to a service registry as well. The
registry allows developers to quickly find and reuse them to build new applications or business
processes.

From the above, it is clear that the structure of a reference model contains different
levels of areas, functions related to them, objects to which the model is directed, as well as
many processes and procedures. The OSI model, for example, provides a common basis for
coordinating the development of ISO standards for the purpose of interconnecting systems.

The main goal of the reference model in the design of online services in higher
education institutions is security. In order to achieve it, it is necessary to have a clear structure
and interrelationships between the individual parts of the model. All applications should
synchronously receive and modify data directly at their primary source, which will reduce the
need to maintain complex data synchronization models. Determining the risk to both
information systems and any online service is key due to the rapidly changing nature of cyber
security threats and the need for continuous updating.

Cybersecurity requirements are based on multiple standards and best practices. The
Cybersecurity Design article®® describes the basic requirements: attack surface minimization,
security by default, least privilege, defense in depth, proven design patterns and secure
components, security documentation, privacy.

All the above listed good practices and guidelines should be part of the requirements
of the reference model for designing online services in HE.

The reference model should be based on business requirements rather than existing
system functionality and should cover all possible functions in the functional area being
evaluated. The restrictions on its application are related to compliance with the regulatory
documents in Bulgaria and the EU.

% Ashim Dutta and Prateek Singh, “Cybersecurity Design Principles,” Eaton, 2021,
https://www.eaton.com/us/en-us/company/news-insights/cybersecurity/cybersecurity-design-principles.html.
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Structure of a reference model

Reference models are abstract models for business organization, developed for specific
industries based on real experience from implementations and including practically verified
procedures and management methods. They define typical business processes, horizontal and
vertical connections and business rules acting in different areas or on objects.

The structure of the reference model contains: areas and objects; functions;
organizational structure; processes and procedures.

Similar structures exist in a number of reference models, and their parts differ
depending on the functionality of the given reference model. Fields and objects can be
business objectives; software and hardware components; computer and communication
equipment; information assets and data and others.

Reference models allow organizations to start developing their own models based on
an already ready set of functions and processes, and are designed to provide a standard
description of business process modeling and their analysis.

The wide application of reference models is related to the fact that they provide a
standard language allowing the use of a uniform terminology. Almost all have a standard
roadmap that provides a framework for process improvement, from creating a strategy to
implementing new management practices, as well as a set of best practices that are associated
with each process. Reference models present standard definitions of key performance
indicators, thereby helping to measure the results achieved and improve business processes.

In section 2.4, the main characteristics of a cyber security reference model for HEIs
are identified, as well as the methodology for its development.

The standardization of the processes in the design and management of online services
in higher education institutions in Bulgaria requires allocation of responsibilities, IT
management and risk reporting. Cyber security assessment and management processes
transform security policies into concrete plans aimed at reducing threats and vulnerabilities.

To meet the general security requirements for the reference model described in section
2.3, it must cover functions and controls from the standards discussed in section 2.1 (COBIT
2019, ITIL, ISO/IEC 27001:2022, NIST CSF and CIS CSC), focusing on embedding cyber
security in the design stages of online services in HEIS.

The requirement to minimize the attack surface can be achieved by applying the
Cybersecurity Framework (NIST CSF) and Cybersecurity Critical Controls (CIS CSC).
Defining risk is key to both approaches due to the rapidly changing nature of cybersecurity
threats.

Critical cybersecurity controls will be used because they represent a collection of best
practices for hardware and software asset identification, continuous vulnerability
management, malware protection, data recovery, and more.

The default security requirement can be met, both when designing new services and
when redesigning existing ones, by using COBIT 2019. The approach maintains a high level
of compliance and incorporates parts of other information security standards by clearly
delineating between the levels of strategic management and operational management
(management).

The defense-in-depth requirement can be met by applying the security controls from
Appendix A of the ISO/IEC 27001:2022 standard.
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The requirement to use proven design patterns and secure components can be met by
implementing the IT Infrastructure Library (ITIL).

Least privilege, security documentation, and privacy requirements are covered by the
standards discussed above and will therefore not be discussed in detail.

Structure and Interrelationships in the Proposed Cyber Security Reference
Model

Based on the analysis of foreign experience in section 1.2 and after reviewing the
reference models for cyber security management in section 2.3, it was chosen that the
reference model consists of objects, functions, profiles and processes directly dependent on
access control.

Figure 6 presents the structure and interrelationships in the proposed reference model.

Figure 6. Structure and relationships in the proposed reference model
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The structure of the proposed reference model covers the defined areas described in
section 2.3.

The reference model for cyber security in the design of online services in higher
education consists of objects, functions, procedures and organizational structure. All elements
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are united by the IT management processes and standards used, and frameworks for managing
IT and cybersecurity.

Standards-based IT management policies and strategies is achieved by applying the
areas of "Commit, Plan and Organize", "Build, Acquire and Implement” from COBIT 19.
These two areas follow the common systems development life cycle and will be included in
the reference model. The first covers strategic IT planning, creation of corporate information
architecture and project management, and the second is related to the implementation of new
information systems and services. Definition of processes and relationships should correspond
to internal organization, operating procedures and related roles and responsibilities.

In the study, only the Plan and Organize domain in COBIT 2019 was considered,
because it is related to the design of online services in higher education institutions.

Access control in the reference model is related to the recommended security controls
to various objects and processes. From the analysis of standards section 2.1. and
benchmarking in 2.2 we saw that COBIT incorporates ITIL ISO and is applicable to large
organizations such as universities.

The objects in the proposed reference model are the main information systems and
the online services derived from them. From the analysis of foreign experience in section 1.2,
it was concluded that the main systems in higher education institutions are: administrative,
information security, educational activity and scientific research systems. They need specific
security controls and to them in section 3.2 documents from the used standards should be
referenced.

The functions are directly related to the management of the objects and are selected
depending on the risk profile of the information system or online service. The reference model
uses the Protection feature of the NIST CSF standard, which outlines the appropriate
safeguards to deliver critical infrastructure services and supports the ability to limit the impact
of a potential cybersecurity event.

Procedures are presented as a model according to objectives, actions and standards
documents, because the design of online services or the modification of existing ones requires
the establishment of common processes and procedures. They are related to the design of a
new online service, taken from the ITIL standard, with the reference model showing each
process described by the standard and the related framework element to it.

The organizational structure was added due to the diverse user groups in the
universities and shows a unique alignment of administrative roles with access control.

The RACI matrix, similar to the COBIT 19 reference model, is used to identify roles
and responsibilities directly related to the organizational structure and governance of
cybersecurity. The RACI matrix is discussed in detail in Section 3.3.

Conclusions

In Chapter two, the approaches and standards for managing information technology
and cyber security in HE are analyzed.

The most commonly used reference models for IT service management and
cybersecurity are presented. Their main characteristics and possibilities for their use in the
design of online services are identified.

The requirements and limitations of the reference model are defined.
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Chapter 111. Application of the reference model development methodology

This chapter describes the process of developing the reference model.

In Chapter I11, the following set tasks are completed:

1. To create a reference model for cyber security and standardization of online service
management processes in higher education institutions in Bulgaria.

An analysis of university websites was done to see how different universities have
organized the catalog of online services they offer. On the basis of the research done, and with
the aim of unifying the various online services, the approach has been adopted that they are
grouped in the same categories to which the information systems fall. The risk assessment of
university systems is identified depending on the impact and probability of their security
vulnerabilities.

The security controls are referenced to documents from the studied standards and are
presented in detail in section 3.2,

Section 3.1 covers data collection and analysis. Data from a website scanning platform
was used. The analysis covers the first page of the university site and shows the number of
requests, transfers, domains and subdomains, protocols used, and the various security settings
of the page header.

Many cybersecurity standards emphasize the importance of accurately determining
risk through a systematic risk management process. Identifying, quantifying and mitigating
risk are essential phases of risk management. Mitigating risk through adequate controls is
linked to the implementation of strong cyber security measures.

Based on the research done in Chapter one, section 1.2, the main information systems
in higher education institutions are defined.

Using COBIT 19, a risk assessment of university systems was made, taking into
account their impact and likelihood of vulnerabilities. They are scored on a scale of 1to 5 (1
being low, 5 being very high).

Table 1. Risk assessment of university systems based on COBIT 19

Information systems Impact (1-5) Probability (1-5) | Risk Assessment
Administrative systems 5 3 Very high
Information systems 5 4 Very high
Support and training 4 3 High
Research 2 2 Normal

Source: www.isaca.org/resources/cobit

Table 1 shows that Administrative and Information Systems have a very high risk

assessment. The risk for systems related to "Maintenance and Training" is defined as high,
and for systems related to "Research™ it is normal.
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The Service Catalog is a complete list of services managed by the University. Some
of these services are visible to customers, while others are not. Security controls to information
systems are fixed, while controls to services change depending on whether they are visible or
not (whether they have access to the Internet or not) and according to their current status.

University websites were reviewed to see what categories services were organized
into. Different universities have adopted different ways of organizing the catalog of services
they offer. Many of the categories overlap in content but are named differently.

In Table 2, the university information systems and the categories of services to them
can be seen. Each category includes services with similar technological processes and
cybersecurity requirements in accordance with the information system used.

Table 2. Information systems and categories of services in higher education institutions

Information systems Categories of services

Administrative systems Profiles and Authentication

Archiving and storage

Information security

Communication and collaboration

Information systems Networks and infrastructure

Servers and data

Web development and hosting

Hardware, software and applications

Learning activity Awareness and training

Studies Research

Source: Own research
On some sites, services can be filtered not only by category, but also by type of users
(eg students, teachers, employees and others).

Description of the categories of services in the higher education institution:

Profiles and authentication — services related to authentication, authorization and
account management, access control systems, etc.

Archiving and storage - services related to the storage, sharing and management of
moderate and high risk university data.

Information security - services related to the security of information assets, network
connectivity, disk encryption, etc.

Communication and cooperation - services related to candidate-student and master's
campaigns, organization of events and conferences, etc.

Networks and infrastructure - services related to the management of information
systems, maintenance and construction of data networks, etc.
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Servers and Data - services related to system administration, endpoint configuration
management, data migration, virtual servers, and more.

Web development and hosting - services related to the university's web infrastructure
and resources, web hosting, domains, etc.

Hardware, software and applications - services related to the management of desktop
computers, laptops, mobile phones and peripherals, licensed software, programs and modules,
cloud services, etc.

Support and training - services related to the creation of digital educational resources,
participation in internship programs, training, consulting, etc.

Scientific research — services related to research administrative systems, storage of
scientific data and publications, technical support, etc.

Based on the risk assessment of the university systems, using the COBIT 19 approach,
the resulting services are attributed to them, taking into account their impact and probability
of vulnerabilities. They are scored on a scale of 1 to 5 (1 being low, 5 being very high).

Table 3. Risk assessment of online services, using the COBIT methodology

Information Online Services Impact Probability Risk
Systems (1-5) (1-5) assessment
Profiles and 5 3 Very high
authentication
Backup and 4 2 High
Administrative Storage
systems Information 5 4 Very high
security
Communication 2 2 Normal
and cooperation
Information Networks and 4 4 High
systems Infrastructure
Servers and data 5 4 Very high
Web Development 3 3 Normal
and Hosting
Hardware, software 4 5 Very high
and applications
Support and Awareness and 4 3 Normal
training training
Scientific Scientific Research 2 2 Normal
Research

Source: Own analysis based on research done.

From table Table 3, it can be seen that the services in the category "Profiles and
authentication”, "Archiving and storage" and "Information security” have a high impact.
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"Communication and Collaboration™ services have a normal risk, as they do not have high
security requirements.

Services in the "Networks and Infrastructure”, "Servers and Data" and "Hardware,
Software and Applications™ category are characterized by high impact and a very high
probability of security risk. Web Development and Hosting Services risk rating is Normal.
The risk for the services related to "Support and training” and "Research" is defined as normal.

The grouping of services is an important step related to the creation of a catalog of
services in a higher education institution. Service catalog management includes all processes
from the life cycle of service design, its protection and backup. Service design in ITIL
identifies service requirements and develops new service offerings as well as changes and
enhancements to existing ones.

All services must have cybersecurity requirements to ensure that users and processes
will only access information or resources to which they are entitled. There should also be
requirements regarding the unauthorized creation, modification or deletion of information.
This includes all functions designed to control the flow of information and the use of resources
by users, processes, and objects. Services related to administrative systems must have
requirements to provide specific functions designed to ensure that data will not be modified
in an unauthorized manner.

The service reliability feature ensures that access to resources is possible when needed
and that resources are not unnecessarily requested or held. Data exchange covers all functions
designed to ensure the security of data during transmission over communication channels.
Error detection and recovery features minimize interruptions or loss of service.

In section 3.2, security controls are referenced to model functions.

Access control in relation to functions

Access control encompasses all credentials that are issued, managed, verified,
revoked, and audited for authorized devices, users, and processes. It applies to administrative
and information systems and has the most cybersecurity controls.

Awareness and Training: This area determines whether faculty and staff receive
cybersecurity training and can perform their duties and responsibilities in accordance with
relevant policies, procedures and agreements. It has three subcategories - Security Training,
Privileged Users and Employees, and Third Party Stakeholders.

Data security: Data is managed in accordance with the organization's risk strategy to
protect the confidentiality, integrity and availability of information. This area has five
subcategories: Data Security, Asset Management, Data Protection, Software and Information
Integrity Verification, and Development and Testing Environment.

Information Security: Security policies are maintained and used to protect information
systems and assets. This area has seven subcategories - Basic IT/Systems Configuration.
Systems Management System Development Lifecycle, Configuration Change Control
Processes, Information Backing Up, Physical Work Environment Provisions for
Organizational Assets, Security Processes, and Cybersecurity in HR Practices.

Security technology: Technical security solutions are managed to ensure the security
and resilience of systems and assets, in accordance with relevant policies, procedures and
agreements.

86



The most important features of modern online service security tools include visibility
and protection, coverage of different architectures, integration with DevOps tools, automation
and continuous updates.

Visibility of services in use, traffic flowing to them, and endpoint connectivity are
critical. To protect services based on both on-premise and cloud infrastructure, HEIs must
provide modern solutions and deployment flexibility.

The ability to integrate with load-balancing gateways or the use of software-as-a-
service provides choice and consistency regardless of the type of service being protected. The
dynamic threat landscape makes manually updating, testing and deploying policy sets and
security controls an impossible task. This is precisely why tools and models are needed that
can provide automation and enable orchestration across the entire application infrastructure.
It's important that web application security tools and controls fit their processes and integrate
with the tools that IT teams use. To achieve this, university web applications and online
services must have a wide range of features and capabilities, security by design, embedding
cybersecurity into all processes, and support for new technologies.

Section 3.3 elaborates the procedures in the reference model.

The structure of the reference model described in section 2.4 includes organizational
structure, roles, responsibilities and procedures.

The organizational structure represents departments in which the roles, responsibilities
and their interrelationships are formed according to the selected structuring criteria.
Organizational roles are related to task performers achieving business goals.

Higher education institutions do not have identical organizational structures of IT
directorates and departments. Each university has developed and changed based on many
factors over time, and the organizational structure varies according to size and activity. IT
directorates may be integrated into the institution, reporting through deans or department
heads, but they may also be administrative units reporting directly to chancellors, through
chief information officers, or in rare cases through chief financial or administrative officers.

The 1SO 27001:2022 standard has developed templates for the information security
organizational structure of small, medium and large organizations. In small organizations, it
is characteristic that one person combines several positions, while in large organizations,
experts responsible for a certain field of IT work. Staff in IT departments manage a wide range
of activities, sometimes with dual roles for administrative and academic functions.

Some HEIs may have dedicated board committees focused on information resources,
while others tend to diversify information support into other more central functions such as
enrollment, learning, and student life.

The COBIT 19 standard has a defined organizational structure related to the cascading
of goals and processes within it.

The implementation of the procedures in the reference model is related to the
distribution of IT management roles and responsibilities. To clarify them, an organizational
structure in COBIT 19, as well as the roles and responsibilities related to service design in
ITIL, is considered.

Roles are based on online service design processes as well as common IT practices,
and names and combinations may vary depending on the organizational structure of the HEI.
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It is key for any university to ensure that, based on its structure, services offered and processes,
relevant roles can be easily identified, documented, assigned and reviewed.

The concept of a procedure is a set of sequences of established actions for the
performance of a specific task. Having a process in place when designing online services
ensures that every proposed service and accepted change is evaluated in a consistent and
repeatable manner from a cyber security perspective.

The procedures for working with the reference model describe the steps to be followed
and include all stages related to the creation of a new service from design coordination to the
selection of referenced security controls.

Description of procedures

1. Design coordination - creating a design for designing services, through the
maintenance of policies, standards, necessary resources, etc. This procedure uses the charts
from COBIT 19 to allocate executive management roles related to the design and development
of the new service.

2. Overview of the classification of information systems - determining which type of
information system the future service will work with.

3. Review of the classification of services - determining to which group of services the
new service can be assigned.

4. Review of cybersecurity features — ensuring that all cybersecurity features that are
required for the particular service are included.

5. Selection of system components — determining which system components should
include architectural constraints, critical security points, and protection mechanisms.

6. Baseline Configuration Management — ensuring that every proposed and accepted
change is evaluated in a consistent and repeatable manner from a cyber security and systematic
perspective.

7. Service catalog management — provision of information about the service, its current
status and its interdependencies with other services.

8. Security Controls Management - ensuring that the applied standards and related
security controls from the reference documents meet the intended level of risk for the new
service. For a certain type of service, it may be more appropriate to use the ISO/IEC
27001:2022 standard, while for another type, the use of ITIL is more appropriate.

Organizational policies, procedures and standards are often developed long before
service design is completed. Controls that satisfy these policies, procedures, and standards
may be evaluated prior to service release.

Based on the comparative analysis between COBIT 2019 and ITIL in section 2.2, it
became clear that applying a combination of the two approaches reduces critical cybersecurity
threats. That is why the roles are taken from the COBIT 19 approach, and the processes related
to service design from the ITIL standard.

The COBIT 19 approach defines multiple roles related to the organizational IT
structure. These include the chief director in charge of IT and cyber security; chief risk officer
responsible for all aspects of risk management in the organization; Chief IT Officer
responsible for overall IT management; chief operating officer responsible for business
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strategies, planning and management of IT service delivery and solutions; chief security
officer responsible for all aspects of information security management.

All roles and responsibilities in COBIT 19 are shown in Appendix 17.

The RACI matrix in COBIT 2019 allows to identify the key topic areas requiring clear
decision-making roles and responsibilities. RACI has four types of associations: responsible,
accountable, consulted and informed. The spreadsheet posted on the COBIT page provides
guidelines that show the processes appropriate for each position®’. The matrix breaks down
each process and provides flexible guidelines for which role in the organization is
"Responsible™” or "Reportable” for each process. Once these two key roles are defined, the
roles for 'Consulted’ and 'Informed' can be defined based on the unique requirements of each
HEI. An advantage of collecting all processes in RACI is that it is easy to filter all the
accountability practices of a role and then compare the metrics reporting those practices.

In ITIL, there are certain management positions related to service design, continuity,
security, capacity, availability, compliance, service catalog management, suppliers and others.

All ITIL service design roles require specific skills, qualities and competencies from
the people involved to be able to work effectively and efficiently and are shown in Appendix
18.

Each organization defines appropriate job descriptions that meet their needs, and the
individuals occupying these positions may perform one or more of the required roles.

The structures of the higher education institution include the general assembly,
academic council, rector and rector's management, control board, commission for academic
ethics, faculties, directorates, institutes, centers and others. In government institutions, these
basic organizational units cooperate with external bodies such as government, community and
business organizations. External organizations interact with and shape the policies and
procedures of the university's internal organizational structures on a daily basis.

According to the ISO 27001:2022 standard, the organizational structure of information
security in a university should have a Security Committee, including an information security
manager and a security committee in the various departments.

Conclusions

In Chapter three, the application of the methodology for developing the reference
model is structured. A risk assessment was made according to the impact and probability of
vulnerabilities of university systems and online services derived from them. Referenced
security controls to model functions. The procedures for working with the reference model
have been developed and the roles and responsibilities related to IT management in higher
education institutions have been established.

The proposed reference model describes the main information systems and services in
higher education institutions, as well as the ways in which they connect and interact with each
other. The model brings together several IT governance and cybersecurity standards and sets
standards for both the entities in the model and their relationships to each other.

87 ISACA, “COBIT | Control Objectives for Information Technologies,” ISACA, 2022,
https://www.isaca.org/resources/cobit.
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Using the reference model will help managers in the development of online services
to divide the problem space into smaller parts that can be understood, solved and improved.
This will improve communication between those involved in the various processes and
procedures by creating clear roles and responsibilities.

Reference model operating procedures include clearly defined service design
processes to ensure that each proposed service and accepted change is evaluated in a consistent
and repeatable manner from a cybersecurity perspective.

Chapter 1V. Reference model verification and validation

In Chapter IV, the following set tasks are completed:

1. The model should be verified and validated through document analysis and
interviews with experts. The reference model to be implemented by creating an online
application.

In section 4.1, a platform selection is made for developing a test software application.
The most popular open source content management systems are reviewed - WordPress,
TYPO3, Joomla!, Drupal, Contao, Neos, WooCommerce, OpenCart, AbanteCart, PrestaShop.
A comparison is made of their specific functionalities in the areas of installation and
configuration, user management, service catalog, content creation, data filtering, source code
modification capabilities, and system adaptation to individual design and cyber security
requirements.

In order to find the best software solution, an assignment was made to the platform,
divided into the areas: administration, content management, service catalog, notifications and
comments, tracking and reporting, in accordance with the research analyzes made in Chapter
Two, Section 2.3.

For the purposes of the dissertation, the OpenCart platform was chosen, which allows
creating multiple administrator roles with different access rights, adding an unlimited number
of services, creating links to a selected category or subcategory (e.g. information systems,
cyber security areas, cybersecurity controls), service status (active, inactive, under
development), similar and related services, and adding information pages.

In the admin panel there is an overview of all services, users, recent revisions, data
saving and recovery tools, open source code and rich documentation. Specific functionality is
adding attribute groups and attributes to a group. The attribute groups are used to introduce
the standards used, and the attributes to each group to introduce the cybersecurity controls of
the corresponding standard. The ability to filter and sort services by specific functions (eg
service criticality) has also been created.

Application Description - User Interface

The main menu bar is located horizontally at the top of the site. The buttons are as
follows: Home, Reference Model, Standards, Information Systems, Cyber Security and
Online Services. Figure 7 shows a screenshot of the first page of the site.
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Figure 7. Screenshot of the first page of the platform — www.csservices.online

The Reference Model part includes four submenus: Description, Workflow,
Verification and Validation, Team. On the Model Description page, a video has been made
and uploaded, showing how to work with the main functionalities of the platform.

The Verification and Validation section (https://csservices.online/verification-and-
validation) contains information from the web platform audit performed through the site
www.semrush.com/siteaudit. Made a "Web Platform Testing™ gallery with screenshots from
the audit. The page contains a link to the survey and the case study in Forms for verifying the
reference model.

The Standards section covers the standards used (ISO/IEC 27001, COBIT 2019, ITIL,
NIST CSF, CIS CSC), with a brief description, security controls and useful links to official
sites for each.

The Information Systems section covers the four main types of systems:
administrative, information, learning and science.

The Cybersecurity part covers the five areas: access control, data security, awareness
and training, information protection and protective technologies.

The "Web services" part covers the main types of university services related to the
types of information systems: administrative, information, support and training, scientific
research.

The navigation of the internal pages in the website has consistent naming, styling and
positioning. The site has a responsive design, displaying the content on different screen sizes
(eg mobile devices and tablets).

Application Description - Administrative Interface

The administrative panel is divided into the following parts: overview, journal, catalog,
gallery, design, clients, system, reports, file manager and visual editor.
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Overview is the part that gives information about users and new requested services.
The journal is the part responsible for the design, styles, views of individual page types,
information to be included in the top and bottom of the site, module management, and all
system settings. Catalog is the main part related to category and service management and
includes: product tags, filters, attributes, options, downloads, comments and general
information.

The gallery enables adding albums of screenshots from the different stages of a web
service's development or testing, making reviewing design, functionality and service auditing
very easy. Design is responsible for views, theme editor, banners, SEO URLs. All settings,
users, database, hosting panel, support (archiving, error log) are defined from System. Various
statistics can be viewed in Reports. In File Manager is the organization of all uploaded files
into custom folders.

Advantages are various templates and modules management interfaces, automatic
image resizing, service editing, reports and statistics make it easy to manage the service
catalog.

Entering or editing a service has the following fields:

* General — name of the service and automatic generation of SEO address, description;

* Data - status, alphabetical order or manual numbering

* Links — service provider, link to categories, filters, downloads, related services

* Attributes — security and description controls that are called from a predefined list

* Options

* Period — time during which the service is active and available

« Image — photos from the design and service design processes

The platform has the possibility of adding an unlimited number of attributes (standards
used in the reference model), as well as their order of priority.

Auditing and testing of the software application is done through the website
www.semrush.com. It shows that there are no issues with duplicate content or broken internal
links. A gallery showing all stages of the audit has been made:
https://csservices.online/index.php?route=gallery/album.

The verification of the reference model aims to check whether the specification,
program code and documentation created in the course of development conform to the rules
and standards of IT. By means of formal verification, a review of the correctness of the
software provision was made, and key information systems and a database were selected.

Scenarios for developing online services related to different types of information
systems

Sample services have been uploaded to the web platform, for which it has been
determined which information systems they work with, the types of services they belong to,
as well as the security controls referenced to them. For example: VPN remote access, student
accommodation services, changing a forgotten password in Web Student, registration in Web
Student, online enrollment of newly admitted undergraduates, NID planning and reporting,
provision of web hosting for research purposes. Some of the services are marked as "under
development™ and the reference model may be applied to them. For example: sport selection
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request, annual leave inquiry, information campaign, administration of research systems,
archiving and storage.

Based on the created procedures for working with the reference model in Chapter 3,
section 3.3, a template table is filled with information about the new service. In it, users of the
service are entered, it is determined with which type of information systems the future service
will work, to which group of services it can be assigned. Cybersecurity areas are reviewed and
only those areas are included that are necessary for the particular group of services and
security controls are applied from the reference documents that meet the intended level of risk
for the designed service.

Survey, description and case study for working with the reference model

In order to validate the proposed model and to identify the possibilities for its
improvement, a study was conducted based on the expert opinion of people from the IT sector.
The study is structured in three sections, including a survey with participant information,
information security issues in the design of online services, and a practical case study aimed
at creating an example service and defining cybersecurity controls for it. Solving the case and
expressing an expert opinion on the issues covered in the scientific research carry the most
weight.

The survey and a description of working with the reference model were sent to more
than 50 experts working in higher education, as well as in other fields related to cyber security
and online services. 28 experts responded to the survey and completed the case study.

The positions held by the respondents are in different areas of IT. The survey included
department managers and team leaders related to IT and cybersecurity management, network
engineers responsible for configuring and managing firewalls, software application design and
programming experts, graphic designers, web optimization experts, web testers software,
network and system administrators, as well as professors, associate professors and
postdoctoral researchers from universities working in the field of cyber security.

When asked "Does your organization implement a certified information security
management approach?”, 75% answered "Yes" and 21% answered "No". The answers to the
question “Is there a policy for the use of cryptographic protection of critical information?” are
also close in value. This is because a large number of respondents work in large corporations
and the banking sector, where IT and cybersecurity management is standards-based.

From the survey, it is clear that employees working in large organizations must
undergo cyber security training, which is tied to information security policies. When asked
"Do employees receive cyber security awareness training?", 71% answered "Yes", 4%
"Unable to judge” and 25% "No".

To the questions related to the development of proprietary software, information
systems and services and policies requiring the implementation and evaluation of
cybersecurity controls, the responses were close in value, with 75% answering "Yes", 7%
"Unable to assess" and 18% "No".

Do you think the reference model is suitable for secure service design? 96% answered
"Yes" and only 4% answered "l can't judge”. 64% shared that they believe it covers all areas
of cybersecurity, which is shown in Figure 8.
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Figure 8. Screenshot 2 of the reference model survey

The question "Would you use controls from different standardized approaches when
designing an online service?" is extremely important because it provides information on what
type of services are in the organization and whether there is a working catalog of services. To
this question, 61% answered "Yes" and 36% "I cannot judge".

Analyzing the answers and comments to the survey and the case study, we can
conclude that the proposed reference model examines the problems related to cyber security
in depth and guarantees the security of the classified information related to the activity of the
relevant university. The respondents agreed that the proposed reference model is well
structured, logically connected and offers a flexible approach. Some of them point out that the
reference model enables the choice of security controls between standards and provides a
solution to many challenges and problems facing HE. A small number of respondents
expressed the opinion that the model is too detailed and using different approaches to
cybersecurity would confuse employees.

The case that the respondents had to develop is related to working with the software
application and requires the creation of a new online service by going through all the
procedures of working with the reference model described in section 3.3.

The execution of the case study covers coordination of the design of a service,
selection of information systems to work with, classification of the service, review of cyber
security areas, selection of security standards and controls to be implemented.
Recommendations for improving the reference model after the case study include adding more
buttons and drop-down menus to the user interface of the software application to show the
internal content. Another proposal is related to new functionalities and filters to facilitate
working with the reference model — a filter for service criticality, service status, as well as
adding the roles and responsibilities of people related to the design and management of an
online service.

Conclusions

In Chapter Four, the reference model is verified and validated. The model validation
was done using a software application based on a content management system. The
verification done shows that the technical specification and the program code created in the
course of the development correspond to the good practices in IT.

Validation of the reference model shows that the design of an online service meets its
intended purpose and that the cyber security controls applied do not contradict the
classification of that type of service.
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The proposed model will be useful because HEIs offer many online services, some of
which are related to the main university activities. Designing secure online services is about
implementing secure baseline configurations, strict security controls, and a reliable network
infrastructure.

CONCLUSION

In the course of the scientific research, the relevance and significance of the research
problem related to the need for structured security management in the design of new electronic
procedures and services in higher education was confirmed. The relevance of the researched
problem is determined by the need for digital modernization and management of IT in higher
education.

IT management in higher education institutions covers structures and processes, roles
and responsibilities, IT policies, characteristics and specific features of existing management
models, good IT management practices.

The thesis defended in the dissertation, that at the moment there is no specialized
model for cyber security in HE, and therefore it is necessary to explore the possibilities and
create one, has been confirmed.

The main problem related to the management of online services and cyber security
was identified, as well as the complex structure of universities, the high demands on them and
the rapidly changing IT environment.

The purpose and objectives of the study have been met. As a result of the fulfillment
of the tasks set in the dissertation, the need for the creation of a reference model for cyber
security and standardization of the management processes of online services in higher
education institutions is confirmed.

The proposed reference model for cyber security, aimed at secure design of online
services, is specific to Bulgarian higher education and is based on IT service standards, taking
into account the peculiarities of the organization of higher education institutions in the
Republic of Bulgaria. Its implementation will lead to the improvement and modernization of
processes, increasing the maturity of the organization, achieving the strategic goals and
objectives of the institution, adding value and acquiring strategic advantages, as well as
appropriate managerial practices and effective management of information technologies.

The model has been verified and validated through document analysis, interviews with
experts and implemented through the creation of an online application.

In addition, a number of issues related to the legal aspects and modification of existing
legislation in the current cyber security policy were identified that require further
investigation.

The reference model will help to improve communication and exchange of information
between different structural units, create conditions for the rapid introduction of new
electronic procedures and services, digitalization of scientific research, as well as standardized
criteria for analysis and increase the security of data exchange and information.
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IV.SCIENTIFIC AND SCIENTIFIC-APPLIED CONTRIBUTIONS

Scientific contributions

1. A methodology for designing online services that meets cybersecurity standards and
requirements has been modified. The proposed methods and means of their application offer
increased scalability and traceability during the cybersecurity design of complex, networked
information systems.

Scientific and applied contributions

2. The main information systems used in higher education organizations have been
identified and are structured from the point of view of cyber security of the services offered.
A classification of information systems from the point of view of cyber security risks is
proposed.

3. A reference model has been developed for cyber security in the design of online
services in higher education institutions in the Republic of Bulgaria. The model was developed
based on the use of IT management and cyber security standards.

4. A process for the design of new online services has been developed, which includes
all activities from the design to the selection of cyber security controls and enables the
achievement of higher efficiency and expands the possibilities of control and auditing of
online services.

Applied Contributions

5. The developed reference model has been verified and validated by creating an online
application enabling the creation of a catalog of online services with referenced security
controls for each service, according to internationally recognized standards in the field.
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