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Hayuna cneyuannocm: “llpunosxcenue na uzuuciumenHama mexmuxa
8 uKonomuxama *

OTHOCHO: JUCEepTAalMOHEH TPyA 3a MNpujio0MBaHe Ha o0Opa3oBaTeliHA U
HayYHa CTENEH LJA0KTOP* 10 MpOPECHOHATHO HAMPABICHUE
3.8. HkoHOMMKa, Hay4yHa CHEHUAIHOCT ,JIKOHOMHKAa W
ynpaBienue” (MkoHoMHMKa Ha OTOpaHaTa M CHUTYPHOCTTA) B
YHCC.

OcHoganue 3a MNpeaACTaBAHC Ha PCUCH3UATA. YI4ACTHUC B CbCTABA HAa HAYYHOTO

Kypd TI0 3amuTa Ha JUCEPTAlMOHHUS TPYJX CBIVIACHO  3aroBen
Ne 500/01.03.2023 na 3amectHuk-pekropa mo HUJ] u MC na YHCC.

Asrop Ha aucepranmonnus tpya:  Ejauna I'eopruesa IlaBiosa

Tema Ha qucepTalioHHUS TPYA: ,, Peghepenmen mooen 3a
KubepcuzypHocm npu npoeKmupanemo
Ha OHJIAUH YCIY2U 656 GUCUIU YUeOHU
3aeedenus ¢ bvacapun

1. Undopmanus 3a JOKTOPAHTA

Enuna IlaBnoBa ce e oOydaBaia 1o JOKTOpCKa Mporpama KbM KaTeapa
,HalmoHanmHa u peruoHagHa curypHoct®, ¢akynrer ,koHOMUKa Ha
undpacrpykrypara“ Ha YHCC mno HayyHa crenuaiHocT ,JikoHomMuka u
ynpasienne’ (MkoHoMuka Ha 0TOpaHaTa U CUTYPHOCTTA).

OO0yueHneTo € OChIIECTBEHO B CBOOOHA (hopMma.

Enuna IlaBnoBa pabotu B aupexnus "MHpopManmmoHHN TEXHOJIOTHH"
Ha YHCC ot 2006 no momenTta. [IspBoHavanno B nepuoaa 2006-2017 3aema
JUTHKHOCTTa CTapIlliM €KCIepT - YHUBEPCUTETCKU CaWTOBE, KBbM CEKTOP
"AIMUHUCTpUPAHE U MOHUTOPUHI HA YHHMBEPCUTETCKHS caut', ot 2017 mo



MOMEHTa, 3aeMa JJIBXKHOCTTA MpPEKOBU aAIMUHHUCTPATOP, KbM CEKTOP
"UHTEpHET M1 KOMYHUKAIIMOHHU pecypcu’.

JoxropanTsT Enuna [TaBinoBa ycnenHo € u3mbiHUIa BCUHUKH TOYKH OT
WHIUBUYJTHUS TIJIaH.

2. O0ma xapaKTepucTHKA HA NMpeCTABEeHH S IUCePTALMOHEH TPY/]

HNucepranmonnust Tpya Ha Emwma IlaBnoBa e paspaboreH B o6em OT
137 ctpanuum ocHoBeH TekcT. ChCTOM €€ OT yBOJA, W3JIOKEHHE B YETHUPHU
IJIaBH, 3aKJII0YEHUE, CIUCHK Ha W3MOJI3BaHaTa JuTeparypa, 18 tabmumm, 32
burypu, 18 npunoxenus (70 ctpanuin).

[IpencraBeHuAT JUCEPTAMOHEH TPYyHd pasriexkia akTyajdHd 3a
CbBPEMEHHOTO  MH(POPMALIMOHHO  OOIIECTBO  MpPOOJEeMH,  CBBbP3aHU
kuOepcurypHoctra. Ilo-KOHKpeTHO ce wu3cienBa KHOEPCUTYpHOCTTA TIpH
IPOEKTUPAHETO HA OHJIAWH yCIyrd BbB Bucly yurinina (BY).

OOeKT Ha U3CJIeIBAHETO Ca MPOIECUTE Ha MPOEKTUPAHE U YNpPaBJICHUE
Ha OHJIAWH yCJIYTH BbB BUCIIETO 00pa3oBaHue B briarapusi.

IIpenmer Ha wW3CIEABAHETO Ca BB3MOKHOCTUTE 3a ITOBHILIABAHE HAa
KHUOEpPCUTYPHOCTTA Ype3 CTaHJApTU3UpaHU INpoLEecH 3a pa3padoTBaHe,
IpOMsHA, BHEAPABaHE U HAOJIIO/IEHUE HAa JUTUTAJIEH MOJEI 3a YIPaBJIEHUE Ha
UT BuB BY B bbarapus.

OOeKTHT U IpeIMETHT Ha U3CIEABAHETO ca Je(PUHUPAHU KOPEKTHO.

LlenTa Ha JucepTaLlMOHHUA TPYA € Ja C€ aHAIM3UPAT OCHOBHUTE
XapaKTEPUCTUKU HA Ipouecute Ha aururainHata tpaHchopmanus (AT) u na
ce ch3aaze peepeHTeH Mojien 3a KUOEPCUTYPHOCT U YIIPaBJICHUE HA OHJIAMH
yciyru Ha BY B bearapus.

3a YCIICITHOTO M3IIBJIHCHUEC Ha II0OCTAaBCHATA MOCJI Ca OIPCACIICHU
UCTUpH 3aJa4u, KOUTO ca B CBbOTBCTCTBUC C q)OpMYJII/IpaHaTa
HN3CJICa0BATCIICKa TC3a.

JlokTopaHTKkata € mnpoyuywia u aHanusupana 60 nureparypHu
U3TOYHUIM Ha OBJATapCKU M aHTJIMHCKHM €3MK MO TemaTa Ha JHUCcepTalusTa:
HOPMAaTUBHU JOKYMEHTH, KHUTH, MOHOTrpaQuu, CTaTUd B HAyYHU U
NEPUOJNYHYU U3JaHUs, TOKIAAU U aHAIU3M Ha MEKIyHapOJHU OpraHHU3aluH,
KakTO ¥ €JIIEKTPOHHM HU3TOYHMIIM CbC creuupuyHa HHPOpMALMs.
JluteparypHust o030p mokas3Ba, ue Emmma IlaBmoBa mnpurexaBa mobpa
TEOPETUYHA OCBEIOMEHOCT 3a CBHCTOSHHETO Ha MpobiieMa MO TeMmara Ha
TUCEPTALMOHHHS TPY.



3. OneHka Ha TOJYYeHUTe HAYYHHM W HAYYHO-TPHJIONKHU
pe3yJTaTu

B nmbpBa r1naBa 3anbpia00yYeHO ca HM3CIENBAHM W aHAJIU3UpPAHU
CBHCTOSIHUETO U MPOOJIEMHUTE NP yNPaBICHUETO Ha KubepcurypHocrra Ha BY
B bbarapus u B uyyxkOuna. Pasrnemana e HoOpMaTHBHAaTa pamKa 3a
kubepcurypaoct Ha EC, kakTo M JHelcTBamiaTa ImoHacTosmeM B bbiarapus.
Wzsicnenn ca ocobeHocTWTe Ha AWrutaiHata TpaHcdopmarus BB BY.
AHanu3upaHu ca CHeUU(PUUHHUTE XAPAKTEPUCTUKU M OOIIUTE PHCKOBE 3a
YHUBEPCUTETCKUTE MH(OPMAIIMOHHU CUCTEMH y HAC U B UyKOHUHa.

BbB BTOpa r11aBa ca pasrienaHu yTBbPACHU MEKIyYHApOAHU NOAXOAU U
CTaHJapTH 3a ymIpaBiieHue KuOepcurypHoctTa. M3BbpIIeH € CpaBHUTEJCH
aHAJIN3 HA TSAXHATa NPUI0KUMOCT BbB BY. [IpencraBenu ca xapakTepucTuky,
O0COOEHOCTH M OTpaHUYEHMs] Ha IIMPOKO H3MOJ3BAHUTE B CBETOBEH Mallad
pedepenTtHn monenu 3a ynpasieHue Ha WUT ycinyrm m xkubepcurypHocCT.
Nnentudunmpann ca OCHOBHU XapaKTEpUCTUKH Ha u30paH pedepeHTeH
Moznen 3a kuOepcurypHoct BbB BY. Ilpeanoxena e wmeroguka 3a
pa3zpaboTBaHe Ha mojena. OmnucaHu ca CTPyKTypaTa U B3aMMOBPB3KUTE B
npearaius pepepeHTeH Moen 3a KHOEpCUTYPHOCT Ha OHJIANH YCIYyTH.

B Tpera rnaBa ¢ pa3OupaHe € NpuioKeHa MpeasiokeHara METOANKa 3a
pa3zpaboTBaHe Ha peepeHTEeH MOIEI 3a KHOEPCUTYPHOCT MPHU MPOEKTHUPAHETO
Ha OHJIaH yciIyrd BbB BY. AHanu3zupannm M OLEHEHM ca PUCKOBETE Ha
YHUBEPCUTETCKM CHCTEMH M TOJICHCTEMHM B 3aBHCHUMOCT OT BHUAA H
BEPOSITHOCTTA 332 HETaTHMBHO BB3JICHCTBHETO BBbPXY TEXHM OHJIAWH YCIYIH,
KakKTO M OT CBOTBETHHUTE HHMBAa Ha YSI3BUMOCTH II0 OTHOIIEHHE Ha
kubepcurypHoctra. OnucaHu ca KaTeropuuTe OHIJIAMH yciayrn BbB BY.
Omnpenenenu ca 1eIeBH KOHTPOJIX 3a CUTYPHOCT KbM (DYHKIIUUTE HA MOJENA.
Pazpabotenu ca nporneaypu 3a pabota ¢ peepeHTHUS MOJET U ca TOCOUYCHH
poauTe U OTTOBOPHOCTUTE, CBBbpP3aHu ¢ yrnpasieHueTo Ha T BB BY.

B derBbpra TmmaBa ce mpaBu BepuHUKAMA W BaTuganus Ha
npeaIoxKeHus peepeHTeH MoIeN 32 KHOSPCUTYPHOCT IIPU MIPOESKTUPAHETO Ha
OHJIAH yciyrn BbB BY ¢ wu3Mon3BaHe Ha CHEHUAIHO pa3paboOTEHO
codryepHo npuioxkenue. CopTyepHOTO MpuiIokKeHne € Oa3upaHo Ha n30paHa
CHUCTeMa 3a YINpaBJICHHE Ha CHABPKAHUETO C OTBOPEH KOJA CHC CIEIUATHO
no0aBeHU 1eNeBH (PYHKIHMOHATHOCTH. [lo-KOHKpeTHO, ampoOarnusra Ha
npeyIoKeHUsT pedepeHTeH MOoJen € OChIIeCTBeHa IMOCPEIACTBOM Yyeo
6aszupana miatdpopma ¢ orBopeH kox OpenCart, www.csservices.online.
OYHKIIMOHAIIHUTE BH3MOXKHOCTH Ha MIaTopmaTa ca CBbP3aHU ChC CIETHUTE



o0JlacTH: aJAMUHUCTpUpAHE, YMNpaBICHUE HA ChAbPKAHUETO, KaTajaor Ha
YCIIYTH, U3BECTUSI / KOMEHTapH, MPOCIEAsIBaHEe U OTUYUTAHE.

[lpu pa3paboTBaHe Ha [OUCEPTALMOHHHS TpPyA € U3MOJI3BaHATa
ChBpEMEHHA U LieJecho0pa3Ha U3cie10BaTeIcKa METOI0JIOTUsl.

IToctaBenuTe 4CTUPH 3aJadu Ca MH3IIBJIHCHHU OT JOKTOPAHT EJ'II/IHa
I1aBmoBa I[O6pOC’I)B€CTHO H Ha HpO(l)eCI/IOHaJIHO HHUBO, C KOCTO YCIICIIHO €
IMIOCTUTHATA OCJITa HAa AUCCPTALIMOHHMA TPY .

4. OueHkKa HA HAYYHHUTE U HAYYHO-NPUJIOKHU MPUHOCH

[Ipuemam mnpepnoxkenute ot AokropanT Emuna IlaBnoBa HayuHH,
HAYYHO-TIPUJIOKHU U MPUII0KHU IIPUHOCH B JUCEPTALMOHHUSA TPYI:

e OCHOBHUTE Hay4YHU MPUHOCH Ca:

- Ilpemoxena e moaupuUupaHa METOJOJOrUs 3a IPOEKTUPAHE Ha
OHJIAMH YCJIYTH, KOSATO OTroBapsi Ha YTBBPJACHHUTE MEKIYyHAPOIHU
CTaH/JApPTH U U3UCKBAHUS 32 KHOEPCUTYPHOCT.

- llpennmoxxenn ca MeTOAM U CpPEACTBA 3a IPWIOKCHUE HA
METO/I0JIOTUATa 338 KUOEPCUTYPHOCT, KOWUTO TapaHTUPAT MOBHILECHA
MalabupyeMocT M IMPOCIEAUMOCT IO BpPEME Ha IMPOEKTHUPAHETO Ha
CJIOKHH, CBBP3aHU B MpeXa HHPOPMALIMOHHU CUCTEMHU.

e OCHOBHUTE HaYyYHO-NPHUJIOKHU IIPUHOCH Ca:

- HWnentudunypanu ca  OCHOBHHTEC  HMH(DOPMAIMOHHH  CHUCTEMHU
u3noia3Bann B BY ®W ca CTpPYKTypupaHH B CBOTBETCTBHE C
KHOepCUTypHOCTTa Ha TpeqiaraHuTe yciayru. I[IpemioxkeHa e
KIacuduKanus Ha WHHOPMAITMOHHUTE CUCTEMU OTHOCHO PHCKOBETE 32
KHUOEPCUTYPHOCTTA.

- Pazpaboren e pedepeHren MoAen 3a KUOEPCUTYPHOCT IMpHU
IIPOEKTUPAHETO HAa OHJIAMH yciyrd BbB BY B bwirapus. Moxaenst e
pa3paboTeH Ha 0a3aTa Ha YTBBPJIEHU CTaHAApTH 3a ynpasieHue Ha UT
U Ha KHOCPCUTYPHOCTTA.

- Ilpennoxen e moaxond, oOXBalllail BCUYKKA JIEMHOCTH MO Tpolieca Ha
MIPOCKTUPAHE HA HOBU OHJIAWH yciiyru BbB BY u n3bopa Ha KOHTpOJIH
3a KHOEPCUTYPHOCT.

e (OCHOBHUTE MPUJIOKHU IPUHOCH Ca:

- Pa3paboteHo e oHNaMH NpUJIOKEHHE 3a BepUPUIMpPaAHE U BaIUIUpPAHE
Ha MPeI0KEHNs peepEeHTEH MOJE.



- Pa3pabGoTeHOTO OHNAWH MPHUIIOKEHHE CE M3MOJ3BAa U 3a Ch3JaBaHEe Ha
KaTajor Ha OHJIAH yCIyru ¢ pedepupaHd KOHTPOIH 32 CHUTYPHOCT,
CBIIIACHO MEXIyHApOIHO MPU3HATUTE CTAHIAPTH B 00JIacTTa.

5. OneHka HA NYOJMKAIUUTE MO TUCEPTANUOHHUS TPY/]

Hoktopant Enuna IlaBnoBa € mnpeacraBuia &8 CaMOCTOATEIHU
myOJIMKAIMK TI0 TUCEPTALIMOHHUS TPY/I:

1. Pavlova “Enhancing the Organisational Culture related to Cyber
Security during the University Digital Transformation”, Second International
Scientific Conference "Digital Transformation, Cyber Security and
Resilience” (DIGILIENCE 2020), magazine Information&Security, vol.46,
no.2 (2020): 239-249, https://doi.org/10.11610/isij.5006, ISSN 0861-5160
(print), ISSN 1314-2119 (online).

2. Pavlova “Increasing cybersecurity in the process of digitization in
higher education institutions in Bulgaria”, 10th International Conference on
application of information and communication technology and statistics in
economy and education (ICAICTSEE 2020), november 27-28th, 2020,
UNWE, Sofia, page 474-481, ISSN 2367-7635, ISSN 2367-7643 (online).

3. I[laBmoBa ,VHppacTpykTypa © yhpaBieHHE Ha JOCThIA 1O
uHpopmarmonnu pecypcu B YHCC®, Jlokmagm ot pgecerara roOuieitHa
MEXJyHapoJHA HaydyHa KOH(pEpeHIMs 3a JOKTOPaHTHU U CTYJIEHTH
LAHbpacTpykTypa: 6uzHec u komyHukanuu', ctp. 33-43, 21.04.2021, YHCC.

4. IlaBnoBa ,llpenusBukarencrBa 3a  KUOEpPCUTYpPHOCTTa  IpH
U3I0JI3BaHETO Ha JnyHU ycrpoiictBa B YHCC®, 2021, Hayynu tpyaoBe Ha
YHCC, ISSN 2534-8957 (online).

5. Pavlova “Implementation of Federated Cyber Ranges in Higher
Education in Bulgaria: Challenges, Requirements and Opportunities”, Third
International Scientific Conference "Digital Transformation, Cyber Security
and Resilience™ (DIGILIENCE 2021), Information&Security, vol.50, no.2
(2021): 149-159, https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print),
ISSN 1314-2119 (online)

6. [1aBnoBa ,MlkoHOMHUYECKM acHeKTH Ha KUOEPCUTYPHOCTTa BHB
BUCIINTE yumiuma®“. KoHpepeHuus ,  IKOHOMUYECKH TMpeIUu3BUKATEICTBA:
KpH3a, Bb3CTaHOBsIBaHe, ycronuuBocT, 19.11.2021, YHCC.

7. Pavlova “Reference model for cybersecurity in the design of online
services in higher education institutions in Bulgaria”, 11th International
conference on application of information and communication technology and
statistics in economy and education (ICAICTSEE 2021), November 25-26th,
2021, UNWE, Sofia.



8. IlaBnoBa "OcBegoMeHOCT U OOy4YeHHE MO KHUOEPCUTYpHOCT BBHB
yHuBepcutretute B bbarapus. CvorBerctBue ¢ [SO 27001", xondepenius
,2KoHoMHuuecku npeausBukarencTsa 20224, 17 rouun 2022, YHCC.

OceMTe myOnMKauMMd crioMaraT 3a €IHO J00pO pa3mpocTpaHEHUE Ha
NOJMyYEeHUTE  HAYYHO-TIPWIOKHH  PE3YyATaTH Cpel  3aMHTEPECOBAHUTE
CHEIMAIMCTH TI0 TeMaTa Ha AUCEPTAIlHOHHUS TPY/.

[TyOGnukamuuTe oTpas3siBaT OCHOBHHUTE MPUHOCH B JAUCEPTAIIMOHHMS
TPy U BoJIeIIaTa poss Ha JokTopaHT Enuma IlaBioga.

6. Ouenka Ha aBTopedeparTa

ABTOpe(l)epaT’bT OTTOBapA Ha IMMOCTABCHUTEC M3MCKBAHWA KATO KOPCKTHO
" B ITBJIHOTA OTpPa34Ba CbABPIKAHHUCTO HA JTUCCPTAINOHHUA TPY A, ITIOJIYYCHUTC
PE3YITATH U OCHOBHUTC ITPHUHOCH.

7. Kpurtu4uHu 0ejie:KKH, NPEeNOPbKHA U BHIIPOCH

ITo chIecTBO HAMaM KPUTHYHH OEJICKKH, MPENOPHKH U BBIIPOCH KbM
JTUCEPTALMOHHUS TPY.

8. 3akmrouyeHue

B 3akmtouenHue 3asBsiBaM, Y€ TMPEACTABEHUS AHCEPTALlMOHEH TPY.
yJOBJIETBOPSiIBA M3UCKBAHUSATa HAa 3aKOHA 3a pa3BUTHUE HA aKaJACMHUYHHUS
cbcraB B PemyOsmmka bwearapus (3PACPB), IlpaBuiHuka 3a mpuiiarane Ha
3PACPb u Ha chorBerHus mnpaBuiHuK Ha YHCC 3a npugoOuBane Ha
oOpa3zoBaTenHara U HayyHa crerneH "J{okrop".

JlaBaM nonosxcumenno 3aknioyenue v NpernopbuBaM Ha Y BaXKaeMOTO
XKypHU Ja IriacyBa 3a NMPUCHKAAHETO Ha oOpa3oBaTelHAaTa U HAay4yHa CTENEH
»JokTop” Ha Eauna I'eopruesa IlaBioBa mno npodecroHaIHO HaNIpaBIeHUE
3.8. HkoHOmMHMKa, HaydyHa CHEHUAIHOCT ,JIKOHOMMKAa W ymOpaBieHHE
(Mxonomuka Ha orOpaHaTa u curypuoctra) B YHCC.

31.03. 2023 Perienzent:
Codus /mpod. n-p Jumutsp Benes/



UNIVERSITY OF NATIONAL AND WORLD ECONOMY

REVIEW

From: prof. Dr. Dimiter Georgiev Velev

UNWE, Department of Informatics
Scientific specialty "Application of Computer Science in Economics™

Regarding: dissertation work for the acquisition of the educational and
scientific degree "Doctor" in the Professional field 3.8.
Economics, Scientific specialty "Economics and Management"
(Economics of Defense and Security) at University of National
and World Economy (UNWE).

Reason for submission of the review: participation in the composition of the
scientific jury for the defense of the dissertation according to
order No. 500/01.03.2023 of the Vice-Rector for Research and
International Affairs of UNWE.

Author of the dissertation work: Elitsa Georgieva Pavlova

Topic of the dissertation work: '*Reference model for cyber security in the
design of online services in higher
education institutions in Bulgaria*

1. Information about the PhD student

Elitsa Pavlova was trained in a doctoral program at the Department
“National and Regional Security”, Faculty “Economics of Infrastructure” of
the UNWE, Scientific specialty "Economics and Management” (Economics
of Defense and Security). The training was carried out in “free form”.

Elitsa Pavlova has been working in the "Information Technologies"
Directorate of the UNSS since 2006 until now. Initially, in the period 2006-
2017, he held the position of senior expert - university sites, in the



"Administration and monitoring of the university site" sector, from 2017 to
the present, he held the position of network administrator, in the "Internet and
communication resources" sector.

The PhD student Elitsa Pavlova has successfully completed all tasks of
the individual PhD plan.

2. General characteristics of the presented dissertation work

The dissertation work of Elitsa Pavlova was developed in a volume of
137 pages of the main text. It consists of an introduction, an exposition in four
chapters, a conclusion, a list of references, 18 tables, 32 figures, 18
appendices (70 pages). The presented dissertation work examines issues
related to cybersecurity that are relevant for the modern information society.
More specifically, cybersecurity is investigated in the design of online
services in higher education institutions (HEIS).

The object of the study are the processes of designing and managing
online services in higher education in Bulgaria.

The subject of the research is the possibilities of increasing cyber
security through standardized processes for development, change,
implementation and monitoring of a digital model for managing IT in the
Bulgarian higher education institutions.

The object and subject of the research are correctly defined.

The aim of the dissertation work is to analyze the main characteristics
of the processes of digital transformation (DT) and to create a reference
model for cyber security and management of online services of the Bulgarian
higher education institutions.

For the successful implementation of the set goal, four tasks have been
defined, which are in accordance with the formulated research thesis.

The PhD student has studied and analyzed 60 literary sources in
Bulgarian and English on the topic of the dissertation work: normative
documents, books, monographs, articles in scientific and periodicals, reports
and analyzes of international organizations, as well as electronic sources with
specific information.

The literature review shows that Elitsa Pavlova has a good theoretical
awareness of the state of the problem on the topic of the dissertation work.



3. Evaluation of the obtained scientific and scientific-applied
results

In the first chapter, the state and problems in the management of the
cybersecurity of HEIs in Bulgaria and abroad are thoroughly researched and
analyzed. The regulatory framework for cyber security of the EU, as well as
the one currently in force in Bulgaria, has been considered. The specifics of
the digital transformation in HEIs have been clarified. The specific
characteristics and general risks for university information systems at home
and abroad have been analyzed.

In the second chapter, established international approaches and
standards for managing cyber security are discussed. A comparative analysis
of their applicability in higher education institutions was carried out.
Characteristics, features and limitations of widely used worldwide reference
models for IT service management and cybersecurity are presented. Main
characteristics of a selected reference model for cyber security in HEIs have
been identified. A methodology for developing the model is proposed. The
structure and interrelationships in the proposed reference model for
cybersecurity of online services are described.

In the third chapter, the proposed methodology for developing the
reference model for cybersecurity in the design of online services at HEIs is
comprehensively applied. The risks of university systems and subsystems
have been analyzed and assessed, depending on the type and probability of
negative impact on their online services, as well as on the corresponding
levels of cybersecurity vulnerabilities. The categories of online services at
HEIs are described. Target security controls to model functions are defined.
Procedures for working with the reference model have been developed and
the roles and responsibilities related to the management of IT at HEIs have
been specified.

In the fourth chapter, verification and validation of the proposed
reference model for cybersecurity in the design of online services in higher
education institutions is carried out using the specially developed software
application. This software application is based on a selected open source
content management system with specially added targeted functionalities.
More specifically, the validation of the proposed reference model was carried
out using the OpenCart open source web-based platform,
www.csservices.online. The functionality of the platform is related to the



following areas: administration, content management, service catalog,
notifications / comments, tracking and reporting.

Modern and appropriate research methodology is used in the
development of the dissertation work.

The PhD student Elitsa Pavlova completed the four tasks set
conscientiously and at a professional level, which successfully achieved the
aim of the dissertation work.

4. Evaluation of the scientific and scientific-applied contributions

| accept the scientific, scientific-applied and applied contributions in
the dissertation work proposed by the PhD student Elitsa Pavlova:

e The main scientific contributions are:

- A modified methodology for the design of online services is proposed
that meets established international standards and requirements for
cybersecurity.

- Methods and means of application of the cyber security methodology
are proposed, which ensure increased scalability and traceability during
the design of complex, networked information systems.

e The main scientific-applied contributions are:

- The main information systems used in the HEIs have been identified
and are structured in accordance with the cyber security of the services
offered. A classification of information systems regarding
cybersecurity risks is proposed.

- A reference model for cybersecurity has been developed in the design
of online services in Bulgarian universities. The model is developed on
the basis of established standards for IT management and
cybersecurity.

- An approach is proposed, covering all activities in the process of
designing new online services in the HEIs, as well as the selection of
cybersecurity controls.

e The main applied contributions are:

- An online application for verification and validation of the proposed
reference model has been developed.
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- The developed online application is also used to create a catalog of
online services with referenced security controls, according to
internationally recognized standards in the field.

5. Evaluation of the publications on the dissertation work

The PhD student Elitsa Pavlova has presented 8 publications on the
dissertation work:

1. Pavlova “Enhancing the Organisational Culture related to Cyber
Security during the University Digital Transformation”, Second International
Scientific Conference "Digital Transformation, Cyber Security and
Resilience” (DIGILIENCE 2020), magazine Information&Security, vol.46,
no.2 (2020): 239-249, https://doi.org/10.11610/isij.5006, ISSN 0861-5160
(print), ISSN 1314-2119 (online).

2. Pavlova “Increasing cybersecurity in the process of digitization in
higher education institutions in Bulgaria”, 10th International Conference on
application of information and communication technology and statistics in
economy and education (ICAICTSEE 2020), november 27-28th, 2020,
UNWE, Sofia, page 474-481, ISSN 2367-7635, ISSN 2367-7643 (online).

3. Pavlova "Infrastructure and management of access to information

resources at UNWE", Reports from the tenth anniversary international
scientific conference for doctoral students and students "Infrastructure:
business and communications", pp. 33-43, 21.04.2021, UNWE.

4. Pavlova "Challenges for cyber security in the use of personal devices
in the UNSS", 2021, The Scientific Papers of the UNWE, ISSN 2534-8957
(online).

5. Pavlova “Implementation of Federated Cyber Ranges in Higher
Education in Bulgaria: Challenges, Requirements and Opportunities”, Third
International Scientific Conference "Digital Transformation, Cyber Security
and Resilience™ (DIGILIENCE 2021), Information&Security, vol.50, no.2
(2021): 149-159, https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print),
ISSN 1314-2119 (online).

6. Pavlova "Economic aspects of cyber security in higher education
institutions”.  Conference  "Economic challenges: crisis, recovery,
sustainability", 19.11.2021, UNWE.

7. Pavlova “Reference model for cybersecurity in the design of online
services in higher education institutions in Bulgaria”, 11th International
conference on application of information and communication technology and
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statistics in economy and education (ICAICTSEE 2021), November 25-26th,
2021, UNWE, Sofia.

8. Pavlova "Awareness and training on cyber security in universities in
Bulgaria. Compliance with ISO 27001", conference "Economic Challenges
2022", June 17, 2022, UNWE.

The eight publications contribute to a good dissemination of the
obtained scientific and applied results among the interested specialists on the
topic of the dissertation work.

The publications reflect the main contributions in the dissertation work
and the leading role of the PhD student Elitsa Pavlova.

6. Evaluation of the abstract of the dissertation work

The abstract meets the set requirements as it correctly and fully reflects
the content of the dissertation work, the obtained results and the main
contributions.

7. Critical notes, recommendations and questions

| have no critical notes, recommendations and questions to the
dissertation work.

8. Conclusion

In conclusion, | declare that the presented dissertation work satisfies the
requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria (ZRASRB), the Regulations for the Implementation of
ZRASRB and the relevant regulations of the UNWE for the acquisition of the
educational and scientific degree "Doctor".

| give a positive conclusion and recommend to the Honorable Jury to
vote for the acquisition of the educational and scientific degree "Doctor" of
Elitsa Georgieva Pavlova in the Professional field 3.8. Economics, Scientific
specialty "Economics and Management" (Economics of Defense and
Security) at University of National and World Economy.

31.03. 2023 Reviewer:
Sofia /Prof. Dr. Dimiter Velev/
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