YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

PEHEH3UI

ot aou. A-p Beausap lHlanamanos
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bovarapckara akageMus Ha HAYKUTE
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OTHOCHO:  JIUCEpPTALlMOHEH TPYA 3a MPUCHXKJIAHE HAa 0Opa3oBaTelIHAa M HaydyHa CTENEH
»A0KkTOp“ B HAVYHO HAIIPABJIEHUE 3.8. HMkxoHoMuka, HayyHa
cnenuanHoct ,,JlkoHoMHKa W yIpaBieHHe (MKOHOMHKAa Ha oTOpaHata u
CUTYpHOCTTa)”

Ocnosanue 3a TIpEeJICTaBsiHE Ha pPELIEH3UATA: yyacTHE B ChCTaBa HAa HAYYHOTO JKypH IO
zanoBenq No 500/01.03.2023 r. nHa 3amectHuk-pektopa Ha YHCC mno HaydHO-
U3CJIeI0BaTEeNICKA JEHHOCT U MEXTYHAPOJHO ChbTPYAHUYECTBO.

ABTOp Ha nucepraunoHHus TpyA: HHK. Ennna I'eopruesa Ilasiosa

Tema Ha nucepranMoHHUS Tpyld: .PedepeHTeH Momen 3a KHOEPCUTYPHOCT THpH
NPOCKTHPAHETO HAa OHJANH YCJIYrM BbB BHCIIM Y4YeOHH 3aBedeHusa B PemyOiauka
Bbarapus“



1. HNudopmanus 3a 1ucepTaHTa

JucepTanTsbT ce € oOydaBall Mo AOKTOpcka nporpama kbM Karenpa ,,Hanumonanna u
peruonanna curypaoct/ dakynrer ,Jikonomuka Ha uH(pacTpykrypata“ mHa YHCC mo
HayyHa cneyuaaHocm cbriaacHo 3amoBen Ha 3am.-pektopa no HUJ[ na VYHCC
Ne1550/10.07.2022 r. OOy4eHHETO € OCBINECTBEHO B c80000Ha (GopMma Mpe3 Mepuoaa
10.07.2022 — 23.01.2023 r.

e Kparka OuorpaduuHa cripaBka

Wmx. Enuma I'eopruesa [laBnoBa 3aBbpliBa ClEIAUIUIOMHA KBaTH(PHUKALUS KbM
karenpa "Hammonanna u pernonanua curypaoct” B YHCC u npunoOuBa kBamuduKaius -
MarucTbp no ukoHomuka. Ot 2006 r. 10 MomeHTta pabotu B nupekuus "MHpopmannoHHN
texHonorun" Ha YHCC.

e 3aeMaHU JIBXHOCTH 10 MOMEHTA

B nepuoma 2006-2017 1. 3aema IIBXKHOCTTA Cmapuiu eKcnepm YHUBepCUumemcKu
caiimoge, KbM CEKTOp "AJIMUHUCTPUpAaHE W MOHHUTOPUHI HA YHMBEPCUTETCKUS CaWT".
OcHOBHHTE JIEHHOCTH U OTTOBOPHOCTH Ca CBBP3aHU C JAU3AMH, U3TPAXKIaHE U MOAIPHKKA Ha
YHUBEPCUTETCKUTE CAUTOBE M CUCTEMUTE 32 YIIPABJICHUE Ha ChIbPKAHUETO.

Ot 2017 1. 10 MOMEHTA, 3aeMa JUIBbXHOCTTA MPENCO8U AOMUHUCTPAMOP, KbBM CEKTOP
"HTepHeT M KOMYHHMKalUMOHHU pecypcu". OCHOBHUTE AEHHOCTM W OTTOBOPHOCTU ca
CBBP3aHHU C MOAAPHKKA U U3TPAKIAHE HA MpekKaTa Ha YHUBEPCUTETA.

L4 KpaTKa I/IH(l)OpMaI_II/IH 3a UBIIBJIHCHUCTO HA UHAUBUAYAJITHUA TIJIaH

ITpe3 oTueTHUS MEpUON NOKTOPAHTHT U3IIBIHABAIIE CHbBECTHO CBOUTE 3aJbIDKEHUS U
MIOCTaBEHUTE My 3ajaud. JIOKTOpaHTHT ydacTBa B OCEM HAay4YHHM KOH(EpPEHIMU Ha
yBa)kaBaHW HayYHH OpPTaHU3allM{ U MyOJUKYyBa ChOTBETHO OCEM IyOJIMKAIH, TPU OT
KOUTO Ha aHTJIMIICKHU €3UK B cliucaHue pedeprpaHo BbB BTOPUYHU Oa3u JaHHU.

[Tpu paGoTara o AMCEPTALMOHHUAT TPYJl Ca CHA3€HU BCUUYKU CPOKOBE, MPEIBUJICHU
B MHJMBUYyaJIHUS TUIAH.

e [lyGiuKyBaHM HayYyHH JOKJIQAU U CTaTUH

- Pavlova “Enhancing the Organisational Culture related to Cyber Security during the
University Digital Transformation”, Second International Scientific Conference
"Digital Transformation, Cyber Security and Resilience” (DIGILIENCE 2020),
magazine Information&Security, vol.46, no.2 (2020): 239-249,
https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print), ISSN 1314-2119 (online).

- Pavlova “Increasing cybersecurity in the process of digitization in higher education
institutions in Bulgaria”, 10th International Conference on application of information
and communication technology and statistics in economy and education (ICAICTSEE



2020), november 27-28th, 2020, UNWE, Sofia, page 474-481, ISSN 2367-7635
(print), ISSN 2367-7643 (online).

- IlaBnoBa ,,Mugppacmpyxmypa u ynpasirenue Hna oocmvna 00 UHDOPMAYUOHHU
pecypcu ¢ YVHCC®, Jloxnanu OT necetaTa rOOWJIEHHA MEXIyHAapOJHAa HayyHa
KOH(EepeHIMsT 3a JOKTOpaHTH U crydeHTH ,VHppacTpykTypa: OusHec u
KoMyHHUKauu*, ctp. 33-43, 21 anpun 2021, YHCC.

- TlaBnoBa ,,/Ipeduzsuxamencmea 3a KubepcueypHocmma npu u3noi36aHemo Ha JUYHU
yempoticmsa ¢ YHCC, 2021, Hayunu tpynose Ha YHCC, ISSN 2534-8957 (online).

- Pavlova “Implementation of Federated Cyber Ranges in Higher Education in
Bulgaria: Challenges, Requirements and Opportunities”, Third International
Scientific Conference "Digital Transformation, Cyber Security and Resilience"
(DIGILIENCE 2021), magazine Information&Security, vol.50, no.2 (2021): 149-159,
https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print), ISSN 1314-2119 (online)

- IlaBnoBa ,,/dkoHoMmuuecku acnekmu Ha KubepcucypHocmma 6v6 sucuiume yuyeOHU
3aeedenus‘. Yuactue B KOH(pepeHIus ,,JIkoHOMUYEeCKH Tpeau3BUKATEIICTBA: KPHU3a,
BB3CTaHOBsIBaHE, ycTonunBoct®, 19 HoemBpu 2021, YHCC.

- Pavlova “Reference model for cybersecurity in the design of online services in higher
education institutions in Bulgaria”, 11th International Conference on application of
information and communication technology and statistics in economy and education
(ICAICTSEE 2021), november 25-26th, 2021, UNWE, Sofia.

- TlaBnoBa "Ocgedomenocm u obyuenue no KubepcuecypHocm 6v8 yHugepcumemume 8
bvneapus. Cwvomseemcmeue ¢ ISO 27001", xondepenuus ,JxoHOMUYECKH
npenusBukarencta 2022, 17 vonu 2022, YHCC.

2. Ooma XAPaAKTCPUCTUKA HA NMPEACTABCHUA TUCCPTALMOHECH TPYA
Karo unen na HAYYHOTO XYPU CBM HOJTYIUIL:

1. Jlucepranus 3a NpUChXkIaHe Ha oOpazoBaTeHaTa U Hay4yHa CTENeH “IOKTop”;
ABTOpedepar Ha IucepTaLHITa;
Konus Ha cratunTe, BKIIOYEHU B AUCEPTALIMOHHUS TPY;

ABtobuorpadus Ha uH:k. Entmna I'eopruesa IlasiioBa;

o W

CropaBka 3a U3IBJIHEHME HAa MUHMMAJIHMTE W3UCKBAaHUS 3a MpPUIOOMBAaHE Ha
oOpa3oBaTenHaTa M Hay4yHa CTENEeH “‘IOKTOp”, KaKTO W JAPYTd CHI'BTCTBALIA
mpoueaypara JOKyMEHTH.

[Tpu ouenkara Ha aUCEPTALlMOHHUSA TPYX ompenessmu ca unckBanug Ha 3PACH u
[IpaBunauka 3a HeroBoto mnpunarane (III13). Cmopen un. 6 (3) or 3PACH
,»,JIACEPTAIIMOHHUAT TPYH MO aj. 2 TpsAOBa Ja ChABPKA HAyYHU WIM HAYYHO-TIPUIOKHU
pe3yaTaTtd, KOUTO ca OpUrMHajeH npuHoc B Haykarta“. Cnoopen un. 27 (2)
,»JlUCEPTALIMOHHUAT TPy TpsiOBa na ObJe MpeAcTaBeH BbB BUJA U 00€M, ChbOTBETCTBAIIM Ha



crnenu(pUUYHUTE U3UCKBAHUS Ha IBPBUYHOTO 3BEHO. JlucepTaunoHHUAT Tpya TpsOBa na
ChIIbpiKa: 3arjlaBHAa CTPAHHULA; ChIbP)KaHUE, YBOJ; M3JI0KEHUE; 3aKIIIOUEHUE - pPe3loMe Ha
MOJIYUEHUTE PE3YNITaTH C JAeKJIapalus 3a OPUTHHAIHOCT; Oubnuorpadus.

Tpynst € B 06em ot 137 cTpanui ocHOBEH TeKCT. ChCTOU €€ OT YBOJ, U3JI0KEHHE B
YEeTUPHU TJIaBH, 3aKJIIOYCHHE, CIUCHK HA M3IIOJI3BaHaTa JuTeparypa, 18 tabmuuu, 32 durypu,
18 mpunoxenus (70 crpaHuim).

W3cnenBanusT IpoOIeMbT € YIPABICHUETO HA OHJIAMH yCIyTd U KHOSPCUTYPHOCTTA,
KaKTO M CJIO)KHATa CTPYKTypa Ha YHUBEPCUTETHTE, BUCOKHTE M3UCKBAHHUS KbM YCIYTHTE B
0bp30 npomensmiata ce UT cpena.

Henra Ha wu3caeqBaHeTO € ClEJ aHAJIW3 HAa OCHOBHHUTE XapaKTEPUCTHKU Ha
nponecure Ha [T na 6bae cbp3paneH pedepeHTeH Moien 3a KHOEPCUTYPHOCT U YIpaBJIeHUE
Ha oHJIaiiH yciyru Ha BY3 B Peny6ninka benrapus.

OCHOBHHUTE 3a/la4u Ca YCTHUPHU II0 I''IaBH C I10 4 moa3agaydm Cca KakTo CJICABa:

1. Anamu3 Ha neiiHoctTa M npouecute Ha BY3 B obOnacrra Ha UT TexHonoruute u
OHJIAallH yCIIyTUTE 3a U3BEKJaHE Ha OCHOBHUTE XapaKTEPUCTHUKU CBBP3aHU C
YIPaBIEHUETO HA KHOEPCUTYPHOCTTA.

2. llpermen ma nureparypaTa, MOCBETEHA Ha YIPABICHHETO HAa KUOEPCHUTYpHOCTTA 3a
UACHTU(UIMPAHE HA YCICUIHUTE PEIICHUS W JOOpH MPAKTHKH 33 MPOCKTHpaHE Ha
CUTYPHH OHJIAMH YCITyTH.

3. Chn3maBane Ha pedepeHTEH MOJeN 3a KHOSPCHTYpHOCT WM CTaHJApTHU3WpaHE Ha
IIPOLIECUTE HA YNPABJIEHUE Ha OHJIAH ycinyrure BbB BY3 B bbarapus.

4. Bepudunupane 1 BaMIUpaHe Ha MOJIENA Ype3 aHAIN3 HA JOKYMEHTH M UHTEPBIOTA C
excrepTH. PedepeHTHHAT Mozen na ObJe BHEIPEH upe3 Ch3JaBaHE Ha OHJIANMH
IIPUIIOKEHHUE.

HaMI/IpaM, 4yC mocCTtaB€HATa LCI M TakKa Q)opMmepaHHTe 3aa4uu Ca aKTyaJlHH, a
ChbABPKAHUECTO NOKA3BA 3HAYMMOCTTA Ha MMPECACTABCHUA JUCCPTAITUOHHUSA TPY.

PabGorata e ronsma mo obem, oOxBaila TEOPETUUHO HM3CIEABAaHE Ha MpodiieMa 3a
KHOEpPCUTYpHOCT Ha €-YCIYI'MTe€ BbB BHUCUIMTE YUYMJIUIIA U AepuHHpa pedepeHTeH Momed,
KOHNTO € Bepu(HIIMpaH U BaMANPaH, BKJI. Ype3 TECTBAHE HA OHJIAWH MPUJIOKEHUE.

N3non3Banara nurepaTypa chabpska 60 3ariaBusi Ha OBJITAPCKU M aHTJIMICKA €3UK B
T.4. HOPMATUBHU JOKYMEHTH W OQUIMAIHA W3TOYHUIIM, KHUTH, MOHOTpaduu, CTaTHUHU B
Hay4YHM M TEPUOJUYHHU M3JIaHUA, JOKIAAM M aHAIM3M Ha MEXIYHApOIHU OpraHU3allNH,
KaKTO M ENEKTPOHHU M3TOYHHIM ChC crenupudyHa uHpopmanusa. bu Oumo meHHo ga ce
W3MOI3BaT U PE3YNITaTH OT CBBP3aHU C Ta3W TeMma JUCEepPTAIUH, AOPH AUILUIOMHH PaboTH C
1en cb3gaBane Ha kopnyc oT 3HaHus B YHCC u cBbp3aHu Hay4yHHU 3BEHA.



3. OuneHka HA MOJTyYeHUTe HAYYHU U HAYYHO-TIPUJIOKHU Pe3yJITaTu
ABTopedepaTbT 100pe MpeacTaBs pe3yaTaTUTe M0 TJIaBU U pa3JIeiH.

B ITbpBa riiaBa npaBwiIHO ca JeUHUPAHH OCHOBHHTE IOHSITHS M E€TAIIUTE B MOJIENA
Ha nugpoBa TpaHcPOpMAaIlKs, KOUTO Ca OCHOBA 33 W3CIICABAHETO, a aHAJIHM3a HA CBETOBHHUS
OITUT OCHOBATEITHO OIPEAEIsi HEOOXOIMMOCTTA OT ISUIOCTEH MOJIeN 32 KHOSPCUTYPHOCT Ha e-
yCIIyTHTE.

Bropa rnaBa e o0cTOlHa M 1aBa 3aIbJIOOYECH aHATIHM3 HA MOJEIUTE 32 yIpaBleHHE HA
UT u kubepcurypHocTTa BBHB BHUCIIWTE YYHIMIIA KAaTo OCHOBa 3a pa3paboTBaHE Ha
pedepenten mozaen. JlepuHupaHu ca U3UCKBAHUATA U OTPAHUYCHUATA KbM pedepeHTHHS
Mozen, pazpaboten B Tpera riaBa mo npeaiokeHa oT JOKTopaHTa MeTonuka. [Ipenioxenu
ca MpoIIecH 3a MPOEKTUPAHE Ha e-yCIYTH C e rapaHTUpaHe Ha KUOEPCUTypHOCTTA.

YerBbpTa TNIaBa MMa MPAKTHUYECKH XapakTep MO Baduaanmus M Bepudukamus Ha
pedepeHTHHST MOJIEN ChC CHENHUATHO CO(PTYEPHO MPHUIIOKEHUE U Ca HAIIPaBEHU MPAKTUIECKU
IIPENOPBKU 10 U3MOJI3BaHE HA MOJIENA.

W3noxeHnte B IucepTanmara pe3yiTaTH ca IUIOJ Ha CHUCTEMHO M 3aabJI00YeHO
W3cle/IBaHEe Ha JIMTEepaTypa U MPAKTUYECKU MpoOJIeMU Ha pa3padoTka M HW3MOJ3BaHE Ha
OHJIaliH YCIIyTU BB BUCIIUTE YUYHIIUIIA, TBOPYECKO MPHIIaraHe Ha Ch3/aJieHaTa METOINKA U
neUHUPAHUTE MMOHATHS, U3UCKBAHUS U OTPaHUUYCHUS 32 pa3padoTKa Ha peepeHTeH MOJEd,
HEeropara BaluIanus U Bepuuxams.

4. Ouenka Ha HAYYHUTE U HAYYHO-TIPUJI0KHH IIPHHOCH
Jedbunupanu ca 5 npuHOCa:
Hay4ynu npuHocu

1. Moaudumnupana € METOI0IOTHSA 32 MPOSKTUPAHE HA OHJIANH YCIYTH, KOSITO OTTOBaps
Ha CTaHAapTUTE M U3UCKBAHUATA 32 KuOepcurypHocT. [IpennoxeHnTe MeToau 1 CpeacTBa 3a
TAXHOTO MPHUIIOKEHHUE TMpeijiaraTr MoBUIIeHa MallladupyeMOCT U MPOCIEAUMOCT MO BpeMe Ha
MPOEKTUPAHETO 3a KUOEPCUTYPHOCT Ha CJIOXHHU, CBBP3aHM B Mpexka HH(DOpPMAMOHHH
CUCTEMU.

Hay4Ho-npuJ/I05KHY IPUHOCH

2. Wnentudunupann ca OCHOBHHTEC HH(DOPMAIIMOHHU CHUCTEMH W3IOJ3BAaHH B
OpraHu3aliy OT BHCIIETO O0Opa3oBaHWE W ca CTPYKTypUpaHU OT TIJIeHA TOYKa Ha
KHOEpCUTYpHOCTTAa Ha TpemyiaraHute ycayru. lIlpemnoxena e kimacupukamus Ha
MH(OPMAIIMOHHHUTE CUCTEMH OT IJIe/IHAa TOYKa Ha PUCKOBETE 3a KHOEPCUTYPHOCTTA.

3. Pa3paboteH e pedepeHTeH MoJIel 32 KHOEPCUTYPHOCT MPH MPOEKTUPAHETO Ha OHJIAIH
yCIyrH BbB BHCUIM YueOHM 3aBeneHus B PemyOnuka bwiarapus. Moaenst € pazpaboreH Ha
0a3ara Ha W3MOJI3BAHETO Ha CTaHAAPTH 3a ynpaieHue Ha UT u Ha kubepcurypHocrra.



4. Pa3zpaboteH e mpolec 3a MPOCKTHUPAHE HA HOBH OHJIAMH YCIYTH, KOWTO BKJIIOYBA
BCUYKU JEHHOCTU OT MPOEKTHUPAHETO [0 H300pa Ha KOHTPOJIU 3a KHOEPCUTYpHOCT H
MO3BOJISIBA TOCTUTAHETO Ha IMO-BUCOKA €(PEKTUBHOCT W pAa3IIHUpsiBa BB3MOKHOCTUTE 3a
KOHTPOJI M OAUT HA OHJIANH yCIIYyTUTE.

IIpunosxxuu npuHOCH

5. Pazpabotenust pedepeHTeH MOoIeN € Bepu(UIIMPaH U BATUANPAH, Upe3 Ch3aBaHE HA
OHJIAMH MPHUJIOKEHHE, AaBalI0 BH3MOXKHOCT 33 Ch3[]aBaHE HA KaTaJIOT HA OHJIAMH YCIYTH C
pedepupaHud KOHTPOJIU 3a CHTYPHOCT KbM BCSKa YCIyra, ChIVIACHO MEXIyHAapOIHO
MPHU3HATUTE CTAHIIAPTH B 00JIACTTA.

[Tpuemam Te3u 5 nmprHOCAa OCHOBHO KaKTO Ca OIpeJesieH! KaTto HaydeH (1), Hay4Ho-
npuaoxHH (3) ¥ IPUIOKEH ChOTBETHO (1).

S. Ounenka Ha NyOJMKALMHUTE 10 M CEPTANUATA

[TpHUnOXKEeHUAT CIUCHK C IMyOIMKAIMK ChIbpxka 8 3arnaBus. Benuku myOnukanum ca
camocrosTenHu. ToBa noka3Ba yMeHUE HA JOKTOPAHTA J1a IIPOBEX A CAMOCTOSATEIHY HAYYHU
uscnensanus. He ca mocodenu HesaBucuMu uutupanusa. CeiaeMm oT myOnMKanuMuTe ca
JIOKJIa/Ii OT KOH(EPEeHLIMH U ¢ TOBa ce J0Ka3Ba HeoOXoauMaTa yOIMYHOCT Ha HOCTUTHATUTE
pe3yaTaT.

He e mocoyeHo yuyactue Ha JOKTOpaHTa B MPOEKTH C MyOJIMKYBaHU OTUETH, KOETO
3aTpyJHsBa OIIEHKA Ha MPAaKTHYECKUTE MPUHOCHU, BBIPEKH Y€ B TEKCTa Ha aBTopedepaTa U
JUCEPTALUATA SICHO € IPEJCTaBEH ITPAKTUYECKHS XapaKTep HA U3CIIEBAHETO.

Hy6J'II/IKaHI/II/ITe ca IO OCHOBHHUTC HWACU B AUCCPTAllUATA U CBBP3aHU C IPUHOCHUTE,
KOWTO JOKTOPAHTA 3alluTaBa.

6. Ounenka Ha aBTOpedepara

ABTopedepaTsT € 100pe CTPYKTypUpaH, OTpa3siBa ChIbPKaHUETO HA AUCEPTAIHATA U
MpeACTaBsi OCHOBHUTE UAEHU U MPUHOCH Ha JIOKTOpaHTAa.

7. Kputnynu 0e/ie:kKH, NpenopbKU U BHIIPOCH

PasrpannuaBaneTo Ha NPUHOCUTE HAa HAyYHU, HAYYHO-TIPUJIOKHU U TNPUIOKHU €
HeoOXoIuMO 3a pa3OupaHe Ha pe3yNTaTUTE B KOHTEKCTAa Ha Pa3BUTHETO Ha HAYYHOTO
HaIlpaBJICHUE.

KoHconuaupaneto Ha TPUHOCUTE B TPYNU CJeA NpeaBapuTenHaTa 3alluTa JaBa
n00pa B3MOKHOCT 3a 3all[UTa KaTo pe3yiTaT Ha CHCTEMHO HAyYyHO YCHIIUE W Tpejjaram Ja
ce 3aapJI00un B OBjemaTta u3cieoBaTelicka padoTa yCHIHeTo 1o nmpuHoc 1 u 4, KaTo ce



Haarpagd oT oOjacTTa Ha KHOCPCUTYpHOCTTAa KBM 0Omus mpobieM Ha mudpoBa
TpaHchopmarus.

AKTyaJIHOCTTa Ha Hp06HeMa MO3BOJIIBa Aa CC ThbPCHU MPAKTHYCCKO IMPUIIOKCHUC HaA
MMOCTUTHATUTC PCIYJITATH B IIPOCKTHU, KOCTO HC € JOCTATHYHO NPCACTABCHO B JUCCPpTALIUATA.

OTCTpaHeHI/I Ca KOHCTAaTUPaHUTEC PCAAKTOPCKHU KOPEKIKUH 3a HETOUYHOCTH U IICHATHU
rpe€uiky CJiea MpEaBapUTCIHATa 3aluTa, TCKCTHT € IIOHATCH M KaTo 0beM OTroBapsga Ha
HU3HUCKBAHUATA 3a JOKTOPCKA AUCCpTAlUA.

Jlo6pe 61 6MII0 B CHBMECTHH ITYOJUKAIIMH C KOJIETH U YpE3 y4acTHe B MPOEKTH Ja ce
MOKa)kKe YMEHHETO 3a padoTa B €KHIT U CbBMECTHO TIOCTHTaHE Ha PE3yJTaTH.

[IpenoppuBaM pe3yaTaTUTE OT TO3M TPYyHA Ja ObAAT 00O0OIIEHHM B IMO-HATATBHITHU
U3CeBaHUs Ha JOKTOpaHTa 3a pPa3BUTHE Ha poOJsATa Ha pedepeHTHHTE MOJeIu 3a
u3cieBaHe, OIICHKA U IJIJAHWPaHe Ha MoJ00psBaHe HAa MHPOPMALIMOHHU CUCTEMH / YCIYTH B
mpoueca Ha nudpoBa TpaHcopmaius B oOml miaH (He camMo ¢ (QOKyc BBPXy Kubep
CUTYPHOCTTA), KaTo ce pasumupu pedepeHTHHs MOJAeN KbM MBIHHUS 00XBaT Ha 1udpoBara
TpaHcopmalsi ¢ oOXBallaHe B paMKaTa Ha IMPOLIECH, OpraHu3alus, TEXHOJIIOTUU U
nepcoHan. B To3u KOHTEKCT MpemnopbuBaM MPHIOKEHHE Ha pe3ylNTaTHTe OT padoTara Mo
3amaga 1.1.1. ma HHII ,,CurypHocT 1 otOpana“ mpu cbBMecTHa pabdora mexay YHCC u
NUKT-BAH.

8. 3ak/uyeHmne

IIpuemam, 4e ca M3MBIHEHU M3MCKBAaHUA HAa 3aKOHA 33 PA3BUTHUETO HA aKaJEMUYHHUS
cberaB B PenyOnuka bwarapus, [IpaBuinuka 3a HeroBoTo nmpuiarase. Cies| 3aro3HaBaHe Ha
JUCEPTALlMOHHUS TPyJd M MyOJIMKalMUTE KbM HEro, aHalu3 Ha TIXHATa 3HAYMMOCT U
ChIBPIKALIN C€ B TAX MPUHOCH, 1aBaM CBOSITA MOJIOKMTEJHA OLEHKA U IpenopbyBam O0bJe
IpHUChJeHa Ha oOpa3oBaTellHaTa M Hay4yHa CTeNneH “AoKTop” Ha MHxkK. Eauna I'eopruesa
MaBnioBa B HAYUYHO HAIIPABJIEHUE 3.8. HkoHOMHKa, Hay4YHa CIHEIHAATHOCT
,/IKOHOMMKa M ympaBieHue (MKOHOMHKa Ha oOTOpaHaTa M CHTypHOCTTa) C TeMa Ha
JUCEepTAalMOHHUS TPYI: ,,PedepeHTeH Moes1 3a KHOEPCUTYPHOCT NP MPOEKTHPAHETO HA
OHJIANH YCJIYT'M BbB BUCIIM y4eOHM 3aBeqeHns B Peny0inka bbarapus‘

23.03.2023 r. /mou1. n-p Benmzap [llanamanos/

rpan Codust
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specialty according to the Order of the Deputy Rector for Research and Development of the
UNWE No. 1550/10.07.2022. The training was carried out in “free form” during the period
10.07.2022 - 23.01.2023

* Brief biographical reference

Eng. Elitsa Georgieva Pavlova completed her post-graduate qualification at the National and
Regional Security Department at UNWE and obtained a qualification - Master in Economics.
From 2006 to the present, he has been working in the "Information Technologies"
Directorate of the UNWE.

* Positions held to date

In the period 2006-2017, she held the position of senior expert on university web sites, in the
"Administration and monitoring of the university web site" sector. The main activities and
responsibilities are related to the design, development and maintenance of the university web
sites and content management systems.

From 2017 to the present, she holds the position of network administrator in the "Internet and
Communication Resources" sector. The main activities and responsibilities are related to the
maintenance and development of the university network.

* Brief information on the implementation of the individual plan

During the reporting period, the doctoral (PhD) student conscientiously performed her duties
and assigned tasks. The PhD student participated in eight scientific conferences of respected
scientific organizations and published eight publications, three of which in English in a

journal referenced in secondary databases.



During the work on the dissertation work, all deadlines provided for in the individual plan

were met.

* Published scientific reports and articles

Pavlova "Enhancing the Organizational Culture related to Cyber Security during the
University Digital Transformation”, Second International Scientific Conference
"Digital Transformation, Cyber Security and Resilience” (DIGILIENCE 2020),
magazine Information & Security, vol.46, no.2 (2020): 239-249,
https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print), ISSN 1314-2119 (online).

Pavlova "Increasing cybersecurity in the process of digitization in higher education
institutions in Bulgaria™, 10th International Conference on application of information
and communication technology and statistics in economy and education (ICAICTSEE
2020), November 27-28th, 2020, UNWE, Sofia, pages 474-481, ISSN 2367-7635
(print), ISSN 2367-7643 (online).

Pavlova "Infrastructure and management of access to information resources at
UNWE", Reports from the tenth anniversary international scientific conference for
doctoral students and students "Infrastructure: business and communications”, pp. 33-
43, April 21, 2021, UNWE.

Pavlova "Challenges for cyber security in the use of personal devices in the
UNWE", 2021, Scientific works of the UNWE, ISSN 2534-8957 (online).

Pavlova "Implementation of Federated Cyber Ranges in Higher Education in
Bulgaria: Challenges, Requirements and Opportunities”, Third International Scientific
Conference "Digital Transformation, Cyber Security and Resilience” (DIGILIENCE
2021), magazine Information & Security, vol.50, no.2 ( 2021): 149-159,

https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print), ISSN 1314-2119 (online)
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- Pavlova "Economic aspects of cyber security in higher education institutions™.
Participation in the conference "Economic challenges: crisis, recovery,
sustainability”, November 19, 2021, UNWE.

- Pavlova "Reference model for cybersecurity in the design of online services in
higher education institutions in Bulgaria™, 11th International Conference on
application of information and communication technology and statistics in economy
and education (ICAICTSEE 2021), November 25-26th, 2021, UNWE , Sofia.

- Pavlova "Awareness and training on cyber security in universities in Bulgaria.
Compliance with 1SO 27001", conference "Economic Challenges 2022", June 17,

2022, UNWE.

2. General characteristics of the presented dissertation work

As a member of the scientific jury | have received:

1. Dissertation for awarding the educational and scientific degree "doctor";

2. Abstract of the dissertation;

3. Copies of the articles included in the dissertation work;

4. Autobiography of Eng. Elitsa Georgieva Pavlova;

5. Certificate of fulfillment of the minimum requirements for obtaining the educational and

scientific degree "doctor", as well as other documents accompanying the procedure.

In the evaluation of the dissertation work, the requirements of Law on the Development of
the Academic Staff in the Republic of Bulgaria (ZRASB) and the Regulations for its
implementation (PPZ) are decisive. According to Art. 6 (3) of ZRASB "The dissertation

under para. 2 must contain scientific or scientific-applied results that are an original
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contribution to science™. According to Art. 27 (2) "The dissertation must be presented in a
form and volume corresponding to the specific requirements of the primary unit. The
dissertation must contain: title page; content, introduction; exposition; conclusion - a
summary of the obtained results with a declaration of originality; bibliography.'

The work consists of 137 pages of main text. It consists of an introduction, an exposition in
four chapters, a conclusion, a list of references, 18 tables, 32 figures, 18 appendices (70
pages).

The researched problem is the management of online services and cyber security, as well as
the complexity of structure of universities, the high demands on security services in the
rapidly changing IT environment.

The purpose of the study is to develop a reference model for cyber security and management
of online services of higher education institutions in the Republic of Bulgaria after analyzing
the main characteristics of the changing IT processes and environment.

The main tasks are four in each chapter with 4 subtasks as follows:

1. Analysis of the activity and processes of higher education institutions in the field of IT
technologies and online services to identify the main characteristics related to cyber security
management.

2. A literature review on cybersecurity management to identify successful solutions and good
practices for designing secure online services.

3. Development of a reference model for cyber security and standardization of online service
management processes in higher education institutions in Bulgaria.

4. Verification and validation of the model through document analysis and interviews with

experts. The reference model to be implemented by creating an online application.
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| find that the set goal and such a wat formulated tasks are relevant, and the content proves
the importance of the presented dissertation work.

The work is large in volume, covers a theoretical study of the cyber security problem of e-
services in higher education schools and defines a reference model that has been verified and
validated, incl. by testing an online application.

The literature used contains 60 titles in Bulgarian and English, including normative
documents and official sources, books, monographs, articles in scientific journals and
periodicals, reports and analyzes of international organizations, as well as electronic sources
with specific information. It would be valuable to use the results of dissertations related to
this topic, even diploma theses, in order to create a corpus of knowledge at UNWE and
related scientific units.

3. Evaluation of the obtained scientific and scientific-applied results

The abstract presents the results by chapters and sections.

In the First Chapter, the main concepts and stages in the digital transformation model, which
are the basis for the study, are correctly defined, and the analysis of world experience
reasonably determines the need for a comprehensive model for cyber security of e-services.
The second chapter is comprehensive and provides an in-depth analysis of IT and cyber
security management models in higher education as a basis for developing a reference model.
The requirements and limitations to the reference model developed in Chapter Three
according to the methodology proposed by the doctoral student are defined. Processes for
designing e-services to ensure cybersecurity are proposed.

The fourth chapter has a practical nature of validation and verification of the reference model
with a special software application and practical recommendations for using the model are

made.
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The results presented in the dissertation are the based of a systematic and in-depth study of
literature and practical problems of development and use of online services in higher schools,
original application of the developed methodology and the defined concepts, requirements

and limitations for the development of a reference model, its validation and verification.

4. Evaluation of scientific and scientific-applied contributions

In the dissertation 5 contributions are defined as follows:

Scientific contributions

1. A methodology for designing online services that meets cybersecurity standards and
requirements has been modified. The proposed methods and means of their application offer
increased scalability and traceability during the cybersecurity design of complex, networked
information systems.

Scientific and applied contributions

2. The main information systems used in higher education organizations have been identified
and are structured from the point of view of cyber security of the services offered. A
classification of information systems from the point of view of cyber security risks is
proposed.

3. A reference model has been developed for cyber security in the design of online services
in higher education institutions in the Republic of Bulgaria. The model was developed based
on the use of IT management and cyber security standards.

4. A process for the design of new online services has been developed, which includes all
activities from the design to the selection of cyber security controls and enables the
achievement of higher efficiency and expands the possibilities of control and auditing of
online services.

Applied Contributions

5. The developed reference model has been verified and validated by creating an online
application enabling the creation of a catalogue of online services with referenced security
controls for each service, according to internationally recognized standards in the field.

| accept these 5 contributions as defined for scientific (1), scientific-applied (3) and applied

(1) respectively.
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5. Evaluation of dissertation publications

The attached publication list contains 8 titles. All of them are with the PhD student as the
only author. This demonstrates the doctoral student's ability to conduct independent research.
No independent citations are given. Seven of the publications are conference reports and this
proves the necessary publicity of the achieved results.

The participation of the doctoral student in projects with published reports is not indicated,
which makes it difficult to assess the practical contributions, although the text of the abstract
and the dissertation clearly presents the practical nature of the research.

The publications are about the main ideas in the dissertation and related to the contributions

that the doctoral student defends.

6. Evaluation of the abstract of the dissertation
The abstract is well structured, reflects the content of the dissertation and presents the main

ideas and contributions of the doctoral student.

7. Critical notes, recommendations and questions

Distinguishing the contributions of scientific, scientific-applied and applied is necessary to
understand the results in the context of the development of the scientific domain.
Consolidating the contributions into groups after the preliminary defense gives a good
opportunity to defend as a result of a systematic scientific effort, and | propose that future
research work will deepen the effort of contributions 1 and 4, building from the field of

cybersecurity to the general problem of digital transformation.
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The topicality of the problem allows to look for a practical application of the achieved results
in projects, which is not sufficiently presented in the dissertation.

The found editorial corrections for inaccuracies and typographical errors after the
preliminary defense have been removed, the text is understandable and in terms of volume
meets the requirements for a doctoral dissertation.

It would be good in joint publications with colleagues and through participation in projects to
show the ability to work in a team and achieve results together.

| recommend that the results of this work be summarized in further research of the PhD
student to develop the role of reference models for research, evaluation and planning of
improvement of information systems / services in the process of digital transformation in
general (not only with a focus on cyber security), extending the reference model to the full
scope of digital transformation, encompassing processes, organization, technology and
personnel within the framework. In this context, | recommend application of the results of the
work on Task 1.1.1. of the "Security and Defense" National Research Program in joint work

between UNWE and IICT-BAS.

8. Conclusion

| accept that the requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria, the Rules for its Implementation have been met. After familiarizing
myself with the dissertation work and the publications related to it, analyzing their
significance and the contributions contained in them, | give my positive assessment and
recommend that the educational and scientific degree "Doctor" be awarded to Eng. Elitsa
Georgieva Pavlova in SCIENTIFIC FIELD 3.8. Economics, scientific specialty "Economics

and Management (Economics of Defense and Security) with thesis topic: "Reference model
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for cyber security in the design of online services in higher education institutions in the

Republic of Bulgaria"

23.03. 2023 / Assoc. Dr. Velizar Shalamanov/

Sofia
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