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1. NUndopmanus 3a 1ucepTanTa

JlokTopaHTKaTa ce € oO0y4aBajia o JOKTOPCKa Mporpama KbM Kareapa
,2HalmoHanHa M peruoHajsHa CUTypHOCT®, Qakynrer ,JIkoHOMHKa Ha
uHppactpykrypata® Ha YHCC no nHayyHa cnenumanHocT ,JIkoHOMHKa U
ynpasieHre (otOpana u curypHocT). OOy4eHHETO € OCBHIIECTBEHO B
camocrosiTeiHa (opmMa Ha OOydeHHE Cpelly WHIUBUAYATHO 3alulallaHe.
[ToznaBam  goKTOpaHTKara OT  HeWHata paboTta B JUPEKIUS
S2Aubopmammonan  TexHonorun“ Ha YHCC w wmam MHOro no0pu
BIICUATIICHUS 3a U3CJeI0BaTeNICKaTa U MpakTHUeckarTa i padora.

2. O0ma XxapakTepUCTHKA Ha TMpeICTABEHUs] MCEPTALNOHEH
TpyA
[IpenacTaBeHUSAT 3a CTAHOBUIIE IHUCEPTAIMOHEH TPYI € OPOpMEH B
obem ot 221 cTpaHuUlld, KaTO € CTPYKTypHpaH B YBOJ, YETHPU TIJIaBH,
3aKJII0YEHUE, HAYYHU W HayYHO-TIPUJIOKHU MPUHOCH, CITUCHK C U3IOJI3BaHU



TEPMHHH, CTIUCHK C TAOJIHUIH, CIIUCHK C GUTYPU, IPUIOKESHUS U U3I0JI3BaHA
nutepatypa. 3non3Banu ca 61 nutepaTypHy U3TOYHHUKA, KAaTO MOBEYETO Ca
Ha 4yXJ e3uk. B auceprammonHus Tpyn ca BkiIodeHH 32 gurypu u 18
TaOJIMILIH.

B yBoma ce mocTaBs akIEHT BBPXY aKTyaJIHOCTTa Ha TeMaTHKaTa,
CBBp3aHa C KHUOEpCUTYpHOCTTa. Ts ce MpeBphIla B €JHO OT OCHOBHHUTE
NpeIU3BUKATENICTBA Mpe On3Heca U MyOJUYHUTE OpraHu3anud. B yBona ce
npaBu JePUHUIMS HA U3ClieoBaTeICKUs podiem. Onpeaenar ce o0ekra u
npeaMeTa Ha W3CJICIBaHETO, KaKTO WM IelTa Ha IUCEPTAIIMOHHUS TPYI.
Hamupam 3a mpaBHIIHO ONIpEICTICHN W YETUPUTE 3a/1a4l Ha W3Clie[BaHeTo. B
I'bpBATa IJIaBa CE€ OMHCBAT CHCTOSIHUETO M MPOOJIEMUTE MPHU YNPABICHUETO
Ha KUOEpCUTYpPHOCTTa BBHB BHUCIIMTE yuwiumia B bearapus. Hampasen e
OOCTOCH CpaBHHUTENEH aHalu3, KaTO Ca M3SCHEHW W OCHOBHHUTE IMOHITHS
W3MOJI3BAaHU B H3CIIeBaHETO. ToBa € OT OocoOeHa BaXXHOCT, ThHl Karo
mpeaMeTHaTa 001acT € MHOTO IIMPOKa ¢ MPHJIAraHeToO Ha PeIulia CTaHAapTH
¥ HOpMAaTHBHH W3HCKBaHUS. BTopaTa riaBa € MOCBETEHa Ha MOAXOAUTE H
CTaHIApPTUTE 3a yIOpaBleHWE Ha HWHOOPMAIMOHHU TEXHOJOTHH W
KUOEpCUTYPHOCT BBB BUCIIETO oOpa3oBaHHe. T € oT ocoOeHa BaXHOCT 3a
[OCTUTaHE IEeNUTe Ha u3cielBaHEeTo. B Hed ce ompenens pamka 3a
ynpaieHue Ha UT u kubepcurypHocT, KakTo U € U3BBPILIBA CPABHUTEIICH
aHaJIU3 Ha MOJAXOJUTE U cTaHaapture 3a ynpasieHue Ha UWUT u
KkubepcurypHocT. MHOro BajkHa TOUKa B Ta3W IJlaBa € Ta3W 3a OIpeleisHe
Ha pedepeHTHUTEe MOJAENW 3a YIpaBlieHHWE Ha KUOEPCUTYpPHOCTTA U
OCHOBHUTE U3HCKBaHMs. B TpeTaTa riaBa ce pasriiexaar Bb3MOKHOCTUTE 3a
MPWIOKEHWE Ha METOJAMKaTa 3a pa3paboTBaHe HAa pPePEPEeHTHUS MOJIEII.
JleTaliiHO ca MpeACTaBeHU ChbOTBETHUTE MPOLEIYpHU B peepEeHTHHS MOJIEI.
Pasrienanu ca u HAKOW OCHOBHU TIOJIOKEHHSI, OTHOCHO CEpTU(MHUIIUPAHETO
Ha opraHuzanuuTe. YeTBpprara TIiIaBa pa3riexna BepuHKanuATa U
BanuaalnusaTa Ha pedepeHTeH Mozen. ToBa e oT ocobOeHa BaKHOCT 3a
MOCTUTAaHETO HAa YCTOMYMBOCT Ha IMOJIyYEHUTE PE3YyATATU OT MPEIXOTHUTE
rnaBu. Besika oT ueTupuTe Ii1aBM 3aBbpIIBa ¢ U3BOAU. B 3akiroueHueTo e
HaIpaBeHO 0000IIeHEe HAa TOCTUTHATUTE PE3YJITATH.

3. OueHka Ha T1OJy4YeHMTe HAYYHH W HAYYHO-TIPHJIOKHU
pe3yJiTaTu

Pa3paboTBaHeTo Ha HACTOSIIMSA AMCEPTALIMOHEH TPYJ € OT TOJISIMO
3HAa4YeHHWEe, KaKTO 3a HaArpakJaHe Ha Teopusra B o0JiacTra Ha
KHOEPCUTYPHOCTTA, Taka M OT MpaKTUYeCcKa rienHa Todka. [Ipumaranero Ha
aJICKBaTHU MOJIETM 3a YMpaBJCHHE Ha KHOEPCHUTYpHOCTTa BHB BHCIIUTE
yuydiuiia 1ie ce MpeBbpHe B ObjAelle B KIOYOB (akTop 3a ycmex.
PasButHero Ha pgururamHaTa WHQPACTPYKTypa W HOBUTE COPTYEpHH
NPUIOKEHUsI HajaraT W HM3UCKBAT aJeKBaTHU MOJENU 3a yNpaBJIeHUE Ha
curypHoctTa. llpuioxkeHMeTo Ha Te3W MOAXOAU H3HCKBAa YOENEHOCT H



PELIMTETHOCT Ha HAaW-BUCOKO YIPAaBJIECHCKO HMBO. VMIMEHHO mopaay BCHYKO
TOBA PE3YJNTATUTE OT JIUCEPTALMOHHMS TPYyJ HMMAaT BUCOKA HaydyHa U
IIPaKTHYECKa CTOMHOCT. CUMTaM, 4e€ OCHOBHHTE 3aJa4d HA M3CIECJBAHETO Ca
peanusupany, a LielTa € IOCTUTHATa.

4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJI0KHHU IPUHOCH
[IpuemaM cnegHUTe HAYYHH W HAYYHO-TIPUIOKHU TPUHOCH Ha
JTUCEPTALIMOHHUS TPY/I, & UMEHHO:

e HampaBeH € CpaBHUTEIEH aHAIW3 Ha CHCTOSHHETO Ha
KHOEpCUTYpHOCTTa BBB BHCIIMTE Yy4ywiMvina Ha PenyOnuka
bearapus, kaTto OocHOBa 3a  KJIacU(pUUUPAHETO  Ha
MH()OPMAIMOHHUTE CUCTEMU W H3SICHABAHE HA MOHATUHHUSA
amapar Ha U3CJIEJIBAHETO;

e AnanTupaHa U NPUJIOKEHA € METOJO0JIOTHUS 3a IPOECKTUPAHE Ha
OHJIAMH YCIIyTH, KaTO aKUEHT € IMOCTaBEH BbPXY M3UCKBAHMSITA
3a KHOEPCUTYpPHOCT;

e [lpemnoxen e pedepeHTEH MOAEN 3a KHUOEPCUTYPHOCT MpH
MPOCKTUPAHE HA OHJIAMH YCIyrd BBB BUCHIMTE Y4YWUIIULIA,
pa3paboTeH Ha 0Oa3ara Ha H3IOJI3BAHETO HA CTaHJApPTU 3a
ynpasienre Ha T u kubepcurypHocTTa.

e [lpemnoxeH e mporec M MOAXOA 3a NPOEKTHPAHE HAa HOBU
OHJIaH YCIYTH, KOWTO BKJIIOYBAa pa3HOOOpa3eH Ha0oOp OT
JNEHHOCTH U pa3IIMpsBa Bb3MOKHOCTUTE 3a KOHTPOJI U OJUT Ha
OHJIAMH YCIIyTUTE.

e [IpemnoxeHusT pedepeHTeH MOJEN € MPUIOKEH, KaTO OCHOBA
3a HEroBOTO BepUHUIMpaHE U BaJlUAMpaHe. 3a Ienra e
pa3paboTeHo ye0 NpPWIOKEHHE, JaBallo0 BB3MOXKHOCT 3a
Ch3JJaBaHE Ha KATaJOI Ha OHJIAMH YCIyTH C KOHTPOJHU 3a
CUTYPHOCT.

5. Ouenka Ha MyOJUKANMHUTE M0 JUCEPTALUATA

OT gokyMmeHTamusTa 1O Tpoleaypara € BHAHO, 4Ye 1O
JTUCEPTAIIMOHHUS TPYJ ca MOCco4YeHu 00mo 8 myOnukanuu. EnHa oT Tax e
CTaTUsl B HAYYHO CIHCAHHE, a CEAEM OT TAX ca JOKJIAJAW Ha MEXTYHAPOIHU
HaydHH KoH(epeHmuu. Bcuwyku nyOnukamum ca 1O Temara Ha
JTUCEPTAIMOHHUS TPYJ U ca CBBbP3aHU C MPOOJIEeMUTE HA KUOEPCUTYPHOCTTA.
OcHOBHUTE pPE3yJITaTH, KOUTO Ca TOJYYCHH B JWCEPTAIlMOHHUS TPy ca
OTpa3CHM B MPEICTABCHUTE ITyOJIMKAITUH.

6. Ouenka Ha aBropedepara
Cuuram, ye mpeacTaBeHus aBTopedepaTr oTpa3siBa KOPEKTHO U TOYHO
CTPYKTypaTa U ChIbPKAaHUETO Ha AWCEPTAIIMOHHUS TpyI. B Hero mpaBuiHO



Ca MOCOYCHU INOCTUTHATUTC HAYYHO-IIPUIIOKHH PC3YITATH W HU3IIBJIHCHUTC
noeiu.

7. KpurnuHu 0ejie’KKu, NPenopPpbKU U BHIPOCH

HsmaM xpuThuHu O€NEKKH KBM JIOKTOpAHTKaTa M pa3paOOTEHUST
nucepranoneH Tpyad. Ilo3possiBaM cu 1a mpernopbyaM B Objemiara padora
na ObJIe 3aCUJICHO YYaCTHETO B IPOCKTH B 001aCTTa Ha KUOEPCUTYPHOCTTA.

8. 3akiouenne

B 3akmioueHue HamupaMm, 4Ye MPEIOCTaBEHUS MM 32 CTAaHOBHIIE
nucepranuonern Tpya Ha Enuna ['eopruesa IlaBnoBa Ha tema ,,Pedepenten
MOZENI 332 KUOEPCUTYpHOCT MpHU MPOEKTUPAHETO HAa OHJIAWH YCIYTd BbBB
BHCILIM y4yeOHU 3aBesieHUs B bbiarapus 3a npugoOuBaHe Ha 0Opa3oBaTesIHA
M Hay4yHa CTemneH ,JOKTOp” OTroBapsi Ha HOpMaTWBHATa ypenbda u
M3UCKBaHUSTA 3a MOAOOCH BHUJ HaydyHH pa3paboTku. B Hero ca mosydeHu
OMMCAHUTE TO-TOPE HAyYHU U HAYUYHO-TIPUJIOKHHU pe3yaTaTu. Bcuuko ToBa
MU JlaBa OCHOBaHME Ja U3pa3si CBOETO OOMIO IMOJIOXKUTEIHO MHEHHE.
[IpenopbuBaM  Ha  YTBBPJIEHOTO  HAay4yHO JKypu Ja  [JacyBa
MHOJOXUTEJIHO 3a npuchxkiane Ha oOpa3oBaTeliHa U HaydyHa CTEIEH
,JokTop” Ha FEmmnna I'eoprueBa I[laBnoBa mnmo HayyHa CHEUHUATHOCT
,,J/IKOHOMUKA U yrpaBiieHne (0TOpaHa U CUTYPHOCT)*.

31.03.2023 r.
rp. Codus IMogmuc: .....c.ooovvvveiiiiinn....
nou. n-p Pocen Kupuiios
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"Application of Computing in Economy"

About: dissertation work for awarding the educational and scientific
degree ""doctor' in "Economics and management (defense and
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Author of the dissertation work: Elitsa Georgieva Pavlova

Topic of the dissertation work: ,,Reference model for cyber security
in the design of online services in
higher education institutions in
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Grounds for presenting the opinion: participation in the composition of the
scientific jury for the defense of the dissertation according to Order No. 500 /
01.03.2023 of the Vice-Rector for Science at UNWE.

9. Information about the doctoral student

The doctoral student was trained in a doctoral program at the
Department of "National and Regional Security", Faculty of "Infrastructure
Economics™ at UNWE, scientific specialty in "Economics and Management
(Defense and Security)". The training was carried out in an independent
form of training against individual payment. I know the doctoral student
from her work in the Information Technologies Directorate at UNWE and |
have very good impressions of her research and practical work.

10.General characteristics of the presented dissertation work

The dissertation submitted for opinion is formed in a volume of 221
pages, being structured in an introduction, four chapters, a conclusion,
scientific and scientific-applied contributions, a list of terms used, a list of
tables, a list of figures, appendices and literature used. 61 literary sources
were used, most of them in a foreign language. The dissertation includes 32
figures and 18 tables.



The introduction emphasizes the topicality of the work related to
cyber security. It is becoming one of the main challenges facing businesses
and public organizations. The introduction defines the research problem. The
object and subject of the research, as well as the purpose of the dissertation,
are defined. I find all four tasks of the research correctly defined. The first
chapter describes the state and problems in the management of cyber
security in higher education institutions in Bulgaria. A comprehensive
comparative analysis was made, and the main concepts used in the research
were clarified. This is of particular importance, as the subject area is very
broad with the application of several standards and regulatory requirements.
The second chapter is devoted to the approaches and standards for
management of information technology and cyber security in higher
education. It is of particular importance to achieve the objectives of the
study. It defines an IT and cybersecurity governance framework and
benchmarks IT and cybersecurity governance approaches and standards. A
very important point in this chapter is that of defining the reference models
for cyber security management and the basic requirements. The third chapter
examines the possibilities of applying the methodology for developing the
reference model. The relevant procedures are detailed in the reference
model. Some basic points regarding the certification of the organizations
were also considered. The fourth chapter deals with the verification and
validation of a reference model. This is of particular importance for the
achievement of sustainability of the obtained results from the previous
chapters. Each of the four chapters ends with conclusions. In conclusion, a
summary of the achieved results is made.

11.Evaluation of the obtained scientific and scientific-applied
results

The development of this dissertation is of great importance, both for
the advancement of theory in the field of cyber security and from a practical
point of view. Applying adequate cybersecurity management models in
higher education institutions will become a key success factor in the future.
The development of digital infrastructure and new software applications
impose and require adequate security management models. The application
of these approaches requires conviction and determination at the highest
management level. It is because of all this that the results of the dissertation
work have a high scientific and practical value. | believe that the main tasks
of the research have been realized, and the goal has been achieved.

12.Evaluation of scientific and scientific-applied contributions
| accept the following scientific and scientific-applied contributions to
the dissertation work, namely:
e A comparative analysis of the state of cyber security in the



higher schools of the Republic of Bulgaria was made, as a basis
for the classification of information systems and clarification of
the conceptual apparatus of the study.

e A methodology for the design of online services has been
adapted and applied, with an emphasis on cyber security
requirements.

e A reference model for cybersecurity in the design of online
services in higher education is proposed, developed based on
the use of IT and cybersecurity management standards.

e A process and approach for designing new online services is
proposed, which includes a diverse set of activities and expands
the possibilities of control and auditing of online services.

e The proposed reference model is applied as a basis for its
verification and validation. For this purpose, a web application
has been developed, enabling the creation of a catalog of online
services with security controls.

13.Evaluation of dissertation publications

It is clear from the procedure documentation that a total of 8
publications are indicated for the dissertation work. One of them is an article
in a scientific journal, and seven of them are papers at international scientific
conferences. All publications are on the topic of the dissertation and are
related to cyber security issues. The main results obtained in the dissertation
work are reflected in the presented publications.

14.Evaluation of the abstract

| believe that the presented abstract correctly and accurately reflects
the structure and content of the dissertation work. It correctly states the
achieved scientific and applied results and the fulfilled goals.

15.Critical Notes, Recommendations and Questions

| have no critical remarks about the doctoral student and the developed
dissertation work. | take the liberty of recommending that in future work,
participation in cyber security projects should be strengthened.

16.Conclusion

In conclusion, | find that the dissertation of Elitsa Georgieva Pavlova
submitted to me for an opinion on the topic "Reference model for cyber
security in the design of online services in higher education institutions in
Bulgaria" for the acquisition of the educational and scientific degree "doctor"
meets the regulations and requirements for such kind of scientific
developments. The scientific and scientific-applied results described above
were obtained in it. All this gives me reason to express my generally positive



opinion. | recommend to the established scientific jury to vote
POSITIVELY for awarding the educational and scientific degree "doctor"
to Elitsa Georgieva Pavlova in the scientific specialty "Economics and
management (defense and security)".

31.03.2023
Sofia Signature: ...l
Assoc. Prof. Dr. Rosen Kirilov



