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1. TeMa m aKTyaJHOCT Ha IMCePTALMOHHUS TPYI

JlucepTaliMOHHUAT TPY/I HA TeMa ,,PedepeHTeH Mo ien 3a KHOSPCUTYPHOCT P TPOSKTUPAHETO
Ha OHJIalH yCITyTH BHB BHUCIIN y4eOHU 3aBeqieHUsS B bbarapus® e pa3paboTeH B ChOTBETCTBUE
C HAY4YHO-U3CJIE10BAaTEIICKUTE U3UCKBAHUS, KaTO 3a LIEJITA B OT/AEIHUTE IJIaBU ca IPEJICTaBEHU
u3cle/iBaHE Ha CBHCTOSHUETO U MPOOJeMU TpPU YIPABICHUETO Ha KHUOEPCUTYPHOCTTa Ha
BuciuTe yurnuiia B bearapus (I'nasa 1), u3ciieiBane Ha OIXO/IU U CTAHIAPTH 3 yIIPABJICHUEC
Ha MH()OPMALMOHHHM TEXHOJOTMH U KHOEPCUTYPHOCT BbB BHUCIHIETO oOpasoBanue (I'nmaBa 2),
MeTonuKka 3a paspadorBane (I'maBa 3) m Bepudummpane u Bamuaupane (['maBa 4) Ha
pedepenTeH Mojien 3a KuObep CUTYpHOCT Ha BUCHIUTE YUHUIIUIIIA.

JucepTalilmOHHUAT TPY/l € MOCBETEH HA MPAKTUYECKU U (PYyHIAMEHTAIHU BBIIPOCH 3a
o100psiBaHe HA CUTYPHOCTTA B OHJIAWH YCIyTuTe, peajgarany BbB Bucmmte Yunnuia (BY)
B boarapus. [locraBeHara u3cienoBaTesicka 1eJl Ha TPyJa € Ch3AABAaHETO HA YHHUBEPCAJIECH
MOJIe]1 Ha KHOEpCUTYPHOCT BB BUCIIUTE Y4eOHU 3aBeJeHHS, KOWTO Jja 00XBalla eTanuTe Ha
IIPOEKTUPAHE Ha OHJIANH YCIIyT'H, KOETO IloMara Jia Ce ONPEIENAT OCHOBHUTE HACOKU 3a
nmonoOpsiBaHe Ha KadyecTBOTO Ha OOpa3oOBaHMETO M TOBHILIABaHE Ha HWH(OpMalMOHHATa
KHOEPCUTYPHOCT KaTo B CHIIIOTO BPEME CE€ CIa3BaT BCHUKU W3MCKBAHUSITA HA HOPMAaTUBHUTE U
3aKOHOBU pa3nopeaodu, 3a 1a ce OCUTYPST CTaHIApTU3UPAHU PUIIOKEHUS HA IPUHIIUIIUTE Ha
KHOEPCUTYPHOCT BHB BCUUKH €TAIH U MPOIIECH.

2. Meroauka Ha U3CJIeABaHE

JluteparypHusatr o030p obOxBama 61 HM3TOYHMIM, KHWTW, HAYYHU MyOJMKAIMU, UHTEPHET
caiitoBe. JlOKTOpaHTBT € HampaBWi €IHO CEPUO3HO MpPOydYBaHE MO BBIpPOCAa Ha
nucepranuoHHara Tema. [IpaBu BnewarieHue npoeCHOHATHOTO YMEHHE Ha aBTopa Ja
aHalM3HWpa MpoydyeHaTa JUTeparypa U Ja OTKposiBa MpobiemMaThkaTa, KOATO CTOM Karo
HEW3CJIeIBAaH BBIIPOC. JIMIICAaTa Ha CHEIUAaJIU3upaH Mojen 3a KuOepcurypHoct BB BY.
JIOKTOpaHTHT U3CTE/IBa PA3IMYHN YHUBEPCUTETH B UyKOMHA M bharapus kaTo Bb3 OCHOBA Ha
HaIlpaBEHUTE U3CIIEABAHUS OTKPOSBA OCHOBHU XapaKTEPUCTUKHU HA MOJIeNa, KOWTO TpsiOBa Ja
BKJIIOUBA TOJI0OpsiBaHE Ha KOMYHHKAIUsATa U oOMeHa Ha WHGOpMAIUsS MEXIY Pa3IHuHUTE
CTPYKTYPHU 3BE€HA, Ch3/JaBaHE Ha YCIOBUA 3a OBP30 BBHBEKIAHE HAa HOBU EJICKTPOHHU
MPOLIEAYPH U YCIYTH, KaKTO WM CTAaHIAPTU3UPAHU KPUTEPUM 3a AHAJIM3 U TOBUILIABAHE Ha
kubepcurypHoctra. BHenpsBaHeTo Ha TakbB MOJEN Tpejrnojiara IOBHINIABaHE Ha
nH(OpMaIMOHHATA CUTYPHOCT BB BCUUKH €Talll Ha yIpaBleHNe Ha OHJIAWH yCIyrH BsB BY.
TouyHoTO M KOpeKTHO (hopMynMpaHe Ha LeNTa M 3aJauuTe B JMcepTallMOHHaTa padora ca
HaIlpaBEeHH OIlE B Kpas Ha YBOJa, KaTo B Kpas Ha BCSKa OT CIAEABALIUTE IJIaBU, JOKTOPAHTHT
MPEACTaBsl CHHTE3MPAHO M3BOJM OT HAMpPAaBEHUTE MPOyduBaHMs. ToOBa MOTBBPKIaBa BHUCOKA
CTETEeH Ha TI03HaBaHe Ha ChCTOSHUETO Ha TIOCTABEHHUS B JUCEPTAIUATA MTPOOIEM.

[TonGopbT Ha wu3CIENOBATEIICKM METOAM € B CBHOTBETCTBUE CBhC crenudukara Ha
pasrienanus npobnem. Uetupute riaBu Ha JUCEPTAIIMOHHUS TPYA ca pa3pabOTEeH! B IHIHOTA



U 3a7bJI00YEHO pas3riekaT OCHOBHHUTE BBIPOCH, IOCTaBeHHM B TAX. [locTuraaro e MHOro
JI00pO CTPYKTypHO CBOTHOLIEHHME M JIOIMYECKa BpPb3Ka B LAJOCTHOTO H3JI0keHHE. ToBa
Cbh3/1aBa OTJIMYHO BIIEYATICHHE 3a IbJIOOYMHA U 3aBBPIIEHOCT Ha AUCEPTALIMOHHUS TPY [, KOETO
€ IIPEICTaBEHO B 3aKJIIOYUTEIHATA YaCT OT JUCEPTALlUOHHUSA TPY L.

B rmaBa 1 ce aHanu3upa TEKyIIOTO CHCTOSIHME U NPOOJIEMUTE Ha YIPaBICHUETO Ha
KuOepcurypHoctra BbB Obirapckure BY. M3scHeHn ca HEOOXOquMMHTE 3a HM3CIICABAHETO
IIOHSATHSI; ONPEICIIEHN Ca OCHOBHUTE €TAallM Ha JUCEPTALMOHHHUA TPYJ U € HallpaBeH IIperie]
Ha HOpMatuBHara ypenba Ha EC m bearapus. Ananusupad € M 4y>KAECTPaHHUST ONUT B
obnactra Ha kubepcurypHoctTa BbB BY. B kpas Ha o630pHara rinaBa 1 Bb3 OCHOBa Ha
HaIllpaBEHUTE U3BOJH, aBTOPHT CH IIOCTABS HAKOJIKO LIEJIN U 337a4M 33 U3I'BJIIHCHHUE, HA KOUTO
ce JlaBa OTTOBOP B CIIEJBAIINTE IJIABH.

B rnaBa 2 ce aHanmm3upar MoAXoIUTe U CTAHJAPTHUTE 32 yIpaBICHUE HA UHOOPMAITHOHHHUTE
TEXHOJIOTUM U KuOepcurypHocTra BbB BY; mpeacraBeHu ca Hal-uecTo H3IMOJI3BAaHUTE
pedepentan mozenu 3a ynpasienue Ha UT ycayrure n xubepcuryprocrra. OnpeneneHu ca
TEXHUTE OCHOBHHU XapaKTEPUCTHKU U BB3MOXKHOCTH 3a W3IIOJI3BAHE IIPU IIPOEKTUPAHETO HA
oHJiaiiH yciayru. [locoueHu ca n3ucKBaHUATA U OTPAaHUYEHUATA KbM pePEepEeHTHUS MOJEIL.

I'naBa 3 BKJIIOYBA IPUJIAraHETO HAa METOJIOJIOTHS 3a pa3paboTBaHe Ha peepeHTHUS MOJIEN.
M3BppmBa ce OLIEHKAa Ha PUCKA B 3aBUCUMOCT OT BB3JCHCTBUETO U BEPOSITHOCTTA OT
YS3BUMOCTH B YHUBEPCUTETCKAaTa CHCTEMa W IPOM3THYALIUTE OT HEA OHJIAWH YCIIyIH.
KonTposnuTe 3a cUrypHOCT ca CbhlOcTaBeHH ¢ (pyHKnuuTe Ha Mojena. Paspaborenu ca
IOpoLeypyd 3a U3IMO0JI3BaHE Ha pedepeHTHUs MoJel U ca OIpelesieHM pOoJuTe MU
OTTOBOPHOCTHUTE, CBBP3aHHU ¢ ynpasieHuero Ha T BeB BY.

B rnaBa 4 ca npencraBeHu BaJUAMPAHETO M YTBBP)KJABaHETO Ha pe(epeHTHUs MOoAed.
MopzensT € BauAMpaH ¢ IOMOIITAa Ha COPTYCpHO NPHIIOKEHHE, 0a3MpaHO Ha cuUcTeMa 3a
YIPaBICHUE Ha ChIABPIKAHUETO. 3a Ja C€ BaJUANpa NPEIOKEHUAT MOJEN U Ja CE ONPEACIIAT
BB3MOKHOCTUTE 33 HErOBOTO YCBBBPLICHCTBAHE € IIPOBEJACHO IPOYYBAHE, OCHOBAHO Ha
MHeHHeTO Ha excrieptu B T cexropa.

3. IlpuHocH Ha AMCePTALMOHHUS TPY]

Jucepranusata uMa MpaKTUKO-TIPUIIOKEHH XapaKTep U KaTETOPUYHO 10Ka3aH IPUHOC B TIOCOKA
MpaKTU4YeCKH M (YyHJIaMEHTAJHW BBIPOCH 3a MOJOOpsiBAaHE Ha CHUTYpPHOCTTa B OHJIANH
yciyrute, npeayiaraiv 6B BY B bearapus. [IpeioxeHusT B 1ucepTalluoOHHNS TP MOJIEN €
BepUGUIUPAH M BaJUAMPAH Ype3 aHAIW3 Ha JIOKYMEHTH M MHTEPBIOTa C €KCIEpPTH, KaTo
pedepeHTHUAT MOJIEIT € BHEAPEH Upe3 Ch3/1aBaHe Ha OHJIaitH npuioxeHue. [IpaBu BneyaTiieHue
HaIlpaBEHMST IIPETIIEe]] Ha caToBeTe Ha BojemuTe BY B bearapus u cBeTa 3a yCTaHOBSIBaHE Ha
CbCTOSIHUETO Ha YyINpaBlieHHe Ha KHOepCUTIYypHOCTTa, KaTo ca MW3MOJI3BaHM JAaHHU U
U3CcIeBaHMs CBbP3aHU ¢ KHOEpCUTYpHOCTTa BbB BHUCHIETO 0Opa3oBaHME BBbB EBpomneiickus
Crio3 (EC) m e pasrienaHa oOCTOMHO ChOTBETHaTa JIMTEpaTypa, CBbp3aHa ¢ oOuara
KHOEpCUTypHOCT, Hail-100pUTE MPAKTUKU U PAMKH 32 KHOEPCUTYPHOCT.
4. Tly0aukauMy ¥ HUTHPAHUA HA NYOJUKALMH M0 AMCePTAMOHHUS TPYI

Ilo TemaTukara Ha AucepTraguiaTa uMa 8 Hay4YHH Hy6nm<au1/m, YECTUPU OT TAX Ha AHTJIMACKU
C3UK, BCHYKH Ca MNPCACTAaBCHHU Ha KOH(bCpeHI_II/II/I B CTpaHara. Bcuuknu Hy6J’II/IKaI_[I/II/I ca
CaMOCTOATCIIHHU, KOCTO ITOKAa3Ba YMCHUATA U KOMIICTCHTHOCTTA Ha AOKTOPAHTa Oa p3.60TI/I
WHIUBUyaTHO. KbM HSIKOM OT Hy6JII/IKaHI/H/ITe:

e “Pavlova “Enhancing the Organisational Culture related to Cyber Security during the
University Digital Transformation”, Second International Scientific Conference
"Digital Transformation, Cyber Security and Resilience” (DIGILIENCE 2020),
magazine Information&Security, vol.46, no.2 (2020): 239-249,
https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print), ISSN 1314-2119 (online)”
ca KOHCTaTUpaHH 4 [UTUPAHUS OT MEXyHApOIHU aBTOPH;



e Pavlova “Implementation of Federated Cyber Ranges in Higher Education in
Bulgaria: Challenges, Requirements and Opportunities”, Third International
Scientific Conference "Digital Transformation, Cyber Security and Resilience™
(DIGILIENCE 2021), magazine Information&Security, vol.50, no.2 (2021): 149-159,
https://doi.org/10.11610/isij.5006, ISSN 0861-5160 (print), ISSN 1314-2119 (online)
— 1 nuTUpaHe OT MEeXAYHAPOAHU aBTOPH;

KOETO II0Ka3Ba aKTyaJHOCTTa Ha IPEACTABEHHTE B AUCEPTALUATA IPOOIEMH M PEIICHMS.
IpenopbKaTa KbM JOKTOPAHTA € MOCJEABAIIMTE MMyOIMKAIMK J1a Ce MocTapac Ja BIsA3aT B
uHaekcupanute Oasu ganHm Scopus/Web of Science, kakto u 1a MOMHCIH 3a TakHBa B
MESKIyHAPOIHU CIIMCAHUS, KOETO IIIe 3aTBbPIU HEHHAaTa BUCOKH KOMIICTEHIIMH B 00/1aCTTa.

5. ABTOPCTBO HA MOJIyYeHHTE Pe3yJTATH

He ca mm wu3BecTHH (baKTOpI/I, KOHUTO Hda IIOCTaBAT CBMHCHHEC AaBTCHTHYHOCTTA Ha
nyOnuKanuuTe, a ¥ TMPHIOKEHaTa JeTaillIHa ClpaBKa 3a MyOJMKAMUTE W IUTUPAHUATA,
IIOKa3Ba aBTCHTUYHOCTTA U I10J13aTa OT HY6JII/IKaIlI/II/ITe Ha KaHaugarta.

6. MHeHusl, NPeNOPbKH U OeIeKKHU

Z[I/IcepTaI_[I/IOHHI/I}IT Tpya € IUIOA Ha CEpHO3HA U HNPOABIIKHTCIHA TCOPCTUYHA U ITPUIIOXKHA
[IOArOTOBKA Ha JOKTOpaHTa. HsMaM cepuo3HM KpUTUYHM OeleXku 1o padorata My.
EI[I/IHCTBeHaTa IIpCIIOPBKa € TOH Ja IIpOoaABIIKA pa60TaTa CHU B Ta3dW HCIIPCKbCHATO pa3BHUBaIlla
CC M aKTyaJlHa Hay4dHa O6HaCT, KaTo mojiara yCwjvs 3a Pa3BUTHCTO W PASIMIMPCHUCTO Ha
HAayYHHUTC CHU IPUHOCH, KAaTO Hy6J’II/IKyBa B pe(bepnpaHI/I n3gaHusa U I10-CIICHHUAJIHO CIIMCAaHMA,
uHIekcupanu B Scopus/Web of Science.

7. 3ak/ioueHue

HuceprauusTta Ha Mar. uHX. Enuna ['eopruesa I1aBnoBa ce oTiinyaBa ¢ peauiia 10CTOMHCTBA
B IPaKTUKO-TIpWIOXKHATa IaH. Karo 1siao aucepTalvOHHUAT TPy H3JaBa MOJYEpTaHO
aBTOPCKO OTHOILIEHUE, BUCOKA KOMIIETEHTHOCT II0 IOCTaBE€HaTa TEMaTHKa M OTroBapsl Ha
m3uckBanusta Ha 3PACPB u na [Ipasunauka Ha YHCC 3a npunaraneto my. Bb3 ocHoBa Ha
TrOpPENOCOYEHUTE JOCTOMHCTBA M NPUHOCH HA JUCEPTAlMOHHHUSA TPYH, H3pa3siBaM CBOETO
noJioxkuteano cranopume Ha EJIMIJA TEOPTUMEBA ITABJIOBA na 6bne mpuchiaeHa
oOpa3oBaTeHaTa M Hay4dHa CTeNeH ,,JJOKTOp™ MO Mpo¢deCHOHAIHO HampasieHue 3.8.
HkoHoMmuKa, Hay4YHa CIIEUAIHOCT ,,JIkoHOMuKa U yrpasienue* (MIkoHoMuka Ha oTOpaHara u
CUTYPHOCTTA).

03.04.2023
I'p. Codus /nou. n-p Arata Manonosa/
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1. Topic and topicality of the dissertation

The dissertation work on the topic "Reference model for cyber security in the design of online
services in higher education institutions in Bulgaria” was developed in accordance with the
scientific and research requirements, and for this purpose, the individual chapters present a
study of the state and problems in the management of cyber security of higher education
institutions. schools in Bulgaria (Chapter 1), study of approaches and standards for management
of information technology and cyber security in higher education (Chapter 2), methodology for
development (Chapter 3) and verification and validation (Chapter 4) of a reference model for
cyber security of the higher institutions.

The dissertation work is devoted to practical and fundamental issues for improving
security in online services offered in Higher Education Institutions (HEIs) in Bulgaria. The
stated research goal of the paper is the creation of a universal model of cyber security in higher
education institutions, which covers the design stages of online services, which helps to
determine the main guidelines for improving the quality of education and increasing
information cyber security, while at the same time comply with all regulatory and legal
requirements to ensure standardized applications of cybersecurity principles in all stages and
processes.

2. Research methodology

The literature review covers 61 sources, books, scientific publications, internet sites etc. The
doctoral student has done a serious study on the issue of the dissertation topic. The author's
professional ability to analyze the studied literature and highlight the problem that stands as an
unexplored question is impressive: the lack of a specialized model for cyber security in HE.
The doctoral student researches various universities abroad and in Bulgaria and, based on the
research done, highlights the main features of the model, which should include improving
communication and information exchange between the various structural units, creating
conditions for the rapid introduction of new electronic procedures and services, as well as and
standardized criteria for analyzing and enhancing cybersecurity. The implementation of such a
model implies an increase in information security in all stages of management of online services
in VU. The exact and correct formulation of the goal and tasks in the dissertation work are
already done at the end of the Introduction, and at the end of each of the following chapters, the
doctoral student presents synthesized conclusions from the studies made. This confirms a high
degree of knowledge of the state of the problem posed in the dissertation.

The selection of research methods is in accordance with the specifics of the problem under
consideration. The four chapters of the dissertation are developed in full and thoroughly
examine the main questions posed in them. A very good structural relationship and logical
connection has been achieved in the overall presentation. This creates an excellent impression



of depth and completion of the dissertation, which is presented in the concluding part of the
dissertation.

Chapter 1 analyzes the current state and problems of cyber security management in
Bulgarian universities. Concepts necessary for the study are clarified; the main stages of the
dissertation work are determined, and the regulatory framework of the EU and Bulgaria is
reviewed. The foreign experience in the field of cyber security in VU was also analyzed. At the
end of the overview chapter 1, based on the conclusions drawn, the author sets several goals
and tasks for implementation, which are answered in the following chapters.

Chapter 2 analyzes the approaches and standards for managing information technology and
cyber security in HE; the most commonly used reference models for IT service management
and cybersecurity are presented. Their main characteristics and possibilities for use in the design
of online services are defined. The requirements and limitations of the reference model are
indicated.

Chapter 3 includes the implementation of the reference model development methodology.
A risk assessment is performed depending on the impact and likelihood of vulnerabilities in the
university system and the resulting online services. Security controls are mapped to model
functions. Procedures for using the reference model have been developed and the roles and
responsibilities related to the management of IT in HE have been defined.

Chapter 4 presents the validation and validation of the reference model. The model is
validated using a software application based on a content management system. In order to
validate the proposed model and determine the possibilities for its improvement, a study was
conducted based on the opinion of experts in the IT sector.

3. Dissertation Contributions

The dissertation has a practical-applied nature and a categorically proven contribution in the
direction of practical and fundamental issues for improving security in the online services
offered in Bulgarian universities. The model proposed in the dissertation was verified and
validated through document analysis and interviews with experts, and the reference model was
implemented by creating an online application. The review of the sites of the leading
universities in Bulgaria and the world to establish the state of cyber security management is
impressive, using data and research related to cyber security in higher education in the European
Union (EU) and thoroughly examining the relevant literature related to the general
cybersecurity, cybersecurity best practices and frameworks.
4. Publications and citations of publications on the dissertation work

There are 8 scientific publications on the subject of the dissertation, four of them in English, all
presented at conferences in the country. All publications are independent, demonstrating the
skills and competence of the PhD student to work individually. To some of the posts:

e " Pavlova " Enhancing the Organizational Culture related that Cyber Security during
the University Digital Transformation ”, Second International Scientific Conference "
Digital Transformation , Cyber Security and Resilience " (DIGILIENCE 2020),
magazine Information&Security ,  vol.46, no.2 (2020): 239-249,
https://doi.org/10.11610/isij.5006, ISSN 0861-5160 ( print ), ISSN 1314-2119 (online
)" were found 4 citations from international authors;

e Pavlova “ Implementation of Federated Cyber Ranges in Higher Education in
Bulgaria : Challenges , Requirements and Opportunities ”, Third International
Scientific Conference " Digital Transformation , Cyber Security and Resilience "
(DIGILIENCE 2021), magazine Information&Security , vol.50, no.2 (2021): 149-
159, https://doi.org/10.11610/isij.5006, ISSN 0861-5160 ( print ), ISSN 1314-2119
(online ) — 1 citation from international authors;



which shows the relevance of the problems and solutions presented in the dissertation. The
recommendation to the PhD student is to try to get subsequent publications into the indexed
Scopus / Web databases of Science, as well as to think about such in international journals,
which will strengthen her high competences in the field.

5. Authorship of the presented results

| am not aware of any factors that cast doubt on the authenticity of the publications, and the
attached detailed reference to publications and citations shows the authenticity and usefulness
of the candidate's publications.

6. Opinions, recommendations and notes

The dissertation is the result of serious and long-term theoretical and applied training of the
doctoral student. | have no serious critical notes on his work. The only recommendation is that
he continue his work in this ever-evolving and up-to-date scientific field, making efforts to
develop and expand his scientific contributions by publishing in refereed journals and especially
journals indexed in Scopus / Web of Science.
7. Conclusion

The dissertation of mag. Eng. Elitsa Georgieva Pavlova is distinguished by a number of merits
in the practical-applied plan. In general, the dissertation shows a marked author's attitude, high
competence on the set topic and meets the requirements of the RASRB and the Rules of the
UNSS for its implementation. Based on the aforementioned merits and contributions of the
dissertation work, | express my positive opinion that ELITSA GEORGIEVA PAVLOVA be
awarded the educational and scientific degree "doctor” in professional field 3.8. Economics,
scientific specialty "Economics and Management™ (Economics of Defense and Security).

04/03/2023
Sofia /Assoc. Dr. Agata Manolova/



