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O0ma XxapakTepucTHKA HA AMCEPTAIMOHHUSA TPYA

1.

AKTyaHOCT Ha npooyiema

HapactBamaTta aurdranu3anusi Ha NpolecuTe, OOCKTUTE U JCHHOCTUTE B HAIIETO
€KEHEBUE, € CHbBPEMEHHA TEHJAEHLUSA, MOPOJEHA OT TEXHOJOIMYHHUS HAaIpeabK Ipe3
MOCJICAHUTE HSKOJIKO JeceTwieTus. EnuH oT pesyaTaTure Ha Ta3u JUTUTAIU3alus €
3HAYUTEIHOTO YBEJIMYaBaHe Ha 00eMa Ha JaHHUTE, TEHEPUPAHU OT Pa3InYHU U3TOUHHIH [1].
C HaBnIM3aHETO HA JAWTHTANHATa TpaHchopMalus B MOYTH BCsKa OOJACT HAa YOBEIIKATa
JNEMHOCT, JAaHHUTE C€ IpeBbpHAXa B €IWH OT OCHOBHUTE AaKTHBM 3a II0JIy4aBaHE Ha
KOHKYpPEHTHO TPEIMMCTBO 3a BCEKM Ou3Hec. ToBa € MOBCEMeCTeH MpoLec W 3acsira Ha
MPaKTUKa BCUYKU 0OJIACTH Ha YOBEIIKA JCHHOCT - OT 3/ipaBeorna3BaHe, GUHAHCH, TOTUCTHKA,
TPAHCHIOPT A0 €KOJOorus M crnopT. OT BCHYKHU Te3U JNEHHOCTH HEMPEKBhCHATO C€ ChOUpaT
OTPOMHHM KOJIMYECTBA JaHHU U nHpopManud. JJaHanTe MoraT 1a Ob1aT OT PA3IMIHO ECTECTBO
- 3a Mas3apy, KJIMEHTH, KOHKYPEHTHU, pa3jINdHU MPOLIECH, KOJIMYECTBA CTOKU, ChCTOSHUE HA
cpenata, BUCOHAOIOICHHUS, TaHHU OT COI[MAJIHU MEJIMU U T.H. brarogapenue Ha Te3u JaHHH,
Xopara IoJiyyaBaT WH(poOpManus, KOATO MOKe Jla Ob/ie aHalIM3MpaHa U Jla HOCH ToJj3a Ha
6usHeca. [IpouiechT Ha N3BIMYAHETO HA 3HAHUA OT CHbOMPAHETO HA JaHHU U TEXHUS aHAIN3 €
B ChCTOSIHME J]a ONITUMU3UpPA U HOCH MO-TOJIsIMa €(PEKTUBHOCT Ha BCEKU OM3HEC WIIM YacTH OT
Hero. C nmosyyeHuTe 3HaHHsI, KOMITAHUUTE MOTaT Jja WASHTU(UIPAT KaKBO € Ba)KHO 32 TAX U
KaKBH JOI'BJIHUTEIHU WU QITEPHATUBHU JEWCTBUS MOTaT WM TpsAOBa Ja MpeArpremMar, 3a 1a

aKTyaJTU3upaT WIM ONTUMHU3UPAT ISJUTE CH 3a KpacH ycnex [2].

Cnopen Statista, 00I10TO KOJMUYECTBO T€HEPUPAHN U KOHCYMUPAHHU JaHHU B CBETOBEH
Mamab e mocturHano 97 3erabaiita (ZB) mpe3 2022 r., KOETO € 3HAYUTEIHO yBEIHMYCHUE
crpsimo nipeaxoaHu roaunu [1]. 3a cpaBaenue, npe3 2020 r. OposAT Ha TeHEPUPAHUTE TaHHHU €
64 ZB [1]. C napacTBaHeTO Ha oOeMa Ha IeHEpPUPAaHUTE JAaHHH, HAPACTBAT M PHCKOBETE,
CBBbp3aHU C TAXHATA 3alIUTa - KOJKOTO Ca IMO-TOJEMU JAaHHHUTE, TOJKOBAa IO-CIIOKHHU ca

MEXaHU3MHUTE U TOJXOIUTE, C IIOMOIITA Ha KOUTO T€3H JaHHH Ce ChOMpar u aHanusupart [3].

WudpopmanmoHHaTa CUTYpPHOCT € OT CBHIIECTBEHO 3HAYEHHME 3a 3alluTara Ha

nH(popmManuaTa B JajieHa opraHusanus. ToBa ce OTHAcs 3a JIaHHU 3a KJIWEHTH, (UHAHCOBU



3anucy, HHTEJIEKTyallHa COOCTBEHOCT U JIp., KOUTO MOTaT Jia ca MOJIJI0KEHU Ha KuOep3aruiaxu
Karo 3y0BpeneH codTyep, (GUIIMHT, aTaku Ype3 COLUUATHO MHXKEHepCTBO U JIp.
WNudopmanroHHaTa CUTYPHOCT MPEACTaBIsABa MPOIEC, KOWTO MMa 3a Led Ja NpeAoTBpaTH
HEOTOPU3UPAH JOCTBHII, J1a IPOTUBOACHUCTBA HA PA3JIMUHUTE BUAOBE 3alllaXH, JJa OCUTYPHU
MOBEPUTETHOCT U J]a HAMaJIM PUCKa OT YHUIIIOKAaBaHE WU MOAU(UIIMPaHE Ha ChbXpaHsIBaHATa

undopmanus [4].

3a na Moxe na Obae epeKTUBHO yIpaBisiBaHa, MHPOpPMAIMOHHATA CUTYPHOCT €
HE00X0AMMO J1a HIeHTH(UIMpPa, OLEHSBA M YIpaBisBa PUCKOBETE Ha MH()OPMAIIMOHHHUTE
aKTUBM Ha opraHuzanusTa. ToBa H3MCKBa 3a1bJI004Y€H M UHTErPUPAH MOJIXOJ KbM
CUTYPHOCTTA, KOWTO BKJIIOUBA MPWJIAraHETO Ha IMOJUTUKH, CTaHAAPTHU, HPOLEAYypU H
TEXHUYECKH KOHTPOJ 3a 3alluTa Cpelly NoTeHuuanHu 3amaxu. [lopaam uzbpoenHute
NPUYMHM, HAJIMYAETO HA OINEPaTUBEH IIEHTBhD 3a YNpaBleHHE Ha HWH(GOpMAIMOHHATA
CUTYPHOCT, KOMTO MOke Ja HaOiroJaBa M Ja pearupa Ha 3allaXxy 3a CUTYpHOCTTa, € OT
pelIaBaio 3HaueHue 3a Mpeana3BaHeTo Ha JUTUTaIHAaTa HHGOpPMaIlUs U OCUTYPSIBAaHETO Ha

MOJIXO/ISIII0 HUBO HA CUTYPHOCT 3a Ou3Heca [5].

3amyrara Ha JaHHUTE U MH(OpMaIUATa IpU ChbXpaHEeHHeTo, 0OpaboTKaTa U aHAJIN3a
Ha TOJIEMU JIJaHHM B peluIia Cllydyau C€ OCBIIECTBABAa OT 00JayHH U CO(PTyepHHU pELICHMS,
KOUTO C€ XapaKTepu3HpaT C BHUCOKO HHMBO Ha CHUTypHOCT. Bce mo-yecto Te3u cucreMu
BKitouBat M3kyctBen unrenekt (M), xoifto noBumasa epekTuBHOCTTA HA 00paboTKaTa Ha
roJIeMU KOJIMYECTBA JAHHU, BKIIOUMUTEIHO M HAa HECTPYKTYpUpPAaHU JaHHU NoJ ¢opmara Ha

TEKCT, BHJICO, ayIH0 U yeb chabpxanue [6].

B nHacrosmmusa Tpyn ce mpeiara ImoaxoJ, C KOHTO €€ OCHIypsiBa CUTYpHOCT Ha
pa3IMYHUTE HHMBA HAa JAHHWTE, HA MPOIECUTE M HA KOMYHHKAIMUTE B CHUCTEMH 3a IOJIEMHU
naHHY. /[TaHHUTE ca W3BJIEYEHH OT XeTePOTeHHH U3TOUYHUIU, YaCT OT KOUTO ca BUAEO MOTOIU
OT KaMepH, JJaHHU OT yeb caliToBe, COLMaIHU Meinu U Ap.. [locneanuTe ce M3noa3BaT akTHBHO
oT Ou3Heca, ThH KaTo mpeasaraT HaOOp OT BB3MOXKHOCTH - OT I[IOBHMIIABaHE Ha
OCBEJIOMEHOCTTA 3a JaZieHa ThProBcKa Mapka, MOJAEN WM yciyra, A0 MH(OpPMHUpaHE Ha
MOTEHIIMAIHY KIIMEHTH U CTUMYJIMpaHe Ha npoaaxoute. KaTo Takusa, Te ca €JUH OT BaXKHUTE
CBbBPEMEHHU JIUTUTAIHU MHCTPYMEHT 3a OIlle MO-TOJIsIM ycriex Ha 6u3Heca. Criopen ToKIaj Ha

Datareporta kbM tomu 2022 1., 59% ot xopata, KouTo u3noia3BaT VHTepHeT B CBETOBEH Marad
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u3noi3Bar mwiargopmu 3a counandu meauu [7]. ToBa moka3Ba orpoMHaTa BaKHOCT Ha TE3U

MEJIHH, KaTO U3TOYHHUK HA JaHHH 3a OusHeca.

KbM MOMeHTa He € M3BECTHO Jla € IpeJlaraH MeToJl, KOHTO o0eluHsBa pa3iIuyHU
co(TyepHH pelIeHus 3a CHCTEMH 3a TOJIEMU JJaHHU, KOUTO J1a U3BIMYAT U 00paboTBaT JaHHU
¢ U1 ot paznuyHM HU3TOYHMUIM, KbM KOMUTO Ja ca NPUIOKEHU KOTHUTHBHA U aJalTHBHA
CUTYpPHOCT, U KOUTO B CBIIOTO BpEMeE Jla ca YTBbPACHHU, IPEACTaBEHH U 000COOEHU B €IMHEH
OllepaTUBEH LEHTHbpP. Bceska cucrema 3a rojemMu JaHHM HMMa TEXHUUYECKH ClEeUU(UKH,
3aBHUCEIIN OT 0COOCHOCTUTE HAa HEHHOTO MPUJIOKEHUE, U OpOsl Ha aKTMBHUTE MOTPEOUTEINH,
MSICTOTO Ha JE€HHOCT U TEXHOJOTMUTE Ha U3IbjiHEeHUE. [IpeacTaBeHOTO U3ciae1BaHe MOXKeE /1a
IIOMOTHE Ha CIIeHUaIMCTH, padoTely B chepara Ha TOJIEMUTE JaHHU Ja MIOBUIIAT HUBOTO HA
CUTYPHOCT 4Up€3 PUJIAraHETO Ha MPEAIOKEHUTE IPUHLUIIN U METOIH, KaTO U3IPaasT EAUHEH
LEHTHP 3a yNpaBICHUE, KOMTO J1a OCUTypsiBa Pa3IMuHU HUBA Ha cUTypHOCT. lIpencraBeHoro
pemieHre Moke Ja ObJe MOMBIHHUTEIHO pa3padOoTeHO W PA3MIHUPEHO C JAOIMBIHUTEIHH
(GYHKIMOHATHOCTH, Taka 4ye Ja OTroBaps Ha HYKIWTE Ha pa3IMiYHU BHUJOBE Ou3HEC U

MOTpeOUTENH.

2. OOEKT U IpeAMET Ha U3CIICIBAHETO

OO0exkT Ha M3ciIeABaHETO Ca NMPUHIMIM M METOIM 32 IIPOCKTHUPAHETO HA ONEPaTUBEH

LIEHTHP 32 YNPaBJICHUE Ha CUTYPHOCTTA B CUCTEMU 3a TOJIEMU JIAHHHU.

IIpeamer Ha u3cjeABaHETO € W3BEXKIAaHE Ha METOJ 3a H3TpakJaHe Ha HOB THUI
OTIEpaTUBEH IIEHTHD 3a YMpaBJIICHHWE Ha CUTYPHOCTTa, OasupaH Ha oOpabotka ¢ NU Ha
HECTPYKTYpUpaHU [aHHM, CUCTEMH C TOJEeMU JaHHM M YIpaBieHHEe Ha HHOpManusaTa 3a
CUrypHOCTTa U crbuTusTa (Security information and event management - SIEM), uarerpupanu B

00111a apXUTEeKTypa.

I/I3CJICIIOBaTeJ1CKHSIT HpOﬁ.]]eM Ha JUCCPTAIMOHHUA TpPyA, € CBBMECTABAHCTO Ha
TEXHOJIOTUU U NPEAOCTABAHEC pa3JIMYHNU HHBAa HAa CUTYPHOCT IPHU HU3TPAXKIAHETO HA OIICPATHBCH

HCHTHP B CUCTCMHU 34 T'OJICMU JaHHU.



3. Len u 3agaun HA JUCEPTALIMOHHUS TPY/L

[enta Ha quCepTalMOHHUS TPY € J1a Ce MPEeIokKAT MPUHIIUIIKA U METO/IU 32 MIPOCKTHPaHe
U U3rpaKJaHe Ha ONEPaTHBEH LIEHTHP, KOWTO Ja ynpasisiBa MHGOPMAIMOHHATA CUTYPHOCT, 3a

CUCTEMHU, OTIEpUpPAIIH C TOJIEMH JIAHHU.

3a;[aq1/1Te, KOUTO CC€ HU3IBJIHABAT B IPOLHCCA Ha pCaiM3allusd Ha IMOCTaBCHATa LCJI Ha

JUCEPTAalMOHHUS TPYJ ca:

° Jla ce mpoyd4ar BUAOBETE NAaHHHU M MPEIUMCTBATA, U HEAOCTATHIMTE Ha CHIIECTBYBAIIH
CpelICTBa 3a ChXpaHEeHHEe U 00paboTKa Ha TOJIEMU JTaHHHU;

° Cren ananu3 Ha CHIIECTBYBAIIM PEIICHUS U TOOPH MPAKTUKU B CBETOBEH MaIad B Ta3H
obmacT, Aa ce pasrienaT NMPUHOMIN W METOJIW 3a yNpaBJICHHE Pa3IMYHUTE HUBA Ha
nH(POPMAIIMOHHA CUTYPHOCT;

. Jla ce HampaBu TIperjieal Ha MOJCIUTE M TOJIXOAUTE MPH W3IMOJI3BAHETO HAa HM3KYCTBEH
MHTEJIEKT 32 OCUTYPSIBaHE MT0-BUCOKO HUBO HA CUTYPHOCT;

. Jla ce HampaBu mperiief Ha omnepatuBHHUTE mHeHTpoBe 3a curypHocT (OLIUC) karo ce
pasrienat paziauuHuTe nokonenus Ha OLMC;

° Ha 6a3a HanpaBeHus aHanu3 j1a ce 06oco0u noaxoy 3a npoekrupane Ha OLIMC B cucremu
3a TOJIEMH JIaHHU 3a yMpaBJIeHHUE HA CUTYPHOCTTA;

° Jla ce nmpoekTHpa (HyHKIIMOHATHA ApXUTEKTypa C pa3InYHU HUBA HAa CUTYPHOCT, KOSITO Ja
NPE/UIOKU pellieHre Ha JeUHHUpaHMUS M3CIe0BaTEICKH NpoOjeM B AUCEPTAL[MOHHUS
TPYA ¥ IpeAJIo’KeHaTa apXUTEKTypa J1a € B ChCTOSTHUE J1a U3I10JI3Ba 3JI0)KEHUTE PUHIIUITN
W METOIM 32 MPOCKTHpaHE W HM3TPaKIaHE Ha ONEpPAaTHBEH LEHTHP 3a yNpaBlICHUE Ha
CUTYpHOCTTA,

. Jla ce u3BJEKAT JaHHU OT XETEPOreHHH U3TOYHMIIM U JIa C€ ChbXPAHAT B €IUHHA CUCTEMa
3a TOJEMH JIaHHW W J1a C€ yYCTAaHOBH HHWBO HAa CHTYPHOCT TPH TAXHOTO W3BIMYAHE U
mocneaBaiio oopadoTBaHe;

. Jla ce aHanmu3uMpa HUBOTO Ha CUTYPHOCT B CHCTEMara 3a ChbXpaHEeHHE U 00paboTKa Ha
rojeMl JaHHU W Ja ce JOedUHUpa HUBO HAa aJalTHBHA CUTYPHOCT; Jla C€ pasriena
BBTPEIIHO-OpTaHU3UpaHaTa CUTYPHOCT Ha CHCTEMaTa 3a TOJIEMH JIaHHH; J1a ce 000co0u

codTyepHa OM3HEC CUTYPHOCT;



. Jla ce mpeaioxkat MoAXO0IM 3a U3rpa)K/aHe Ha OnepaTUBEH LEHTHP, KOMTO I11e yIpaBisiBa
CUTYPHOCTTA IPH Pa3IUYHUTE IPOLECH B CUCTEMU C TOJIEMU JIaHHU;

. 3a mocTuraHe Ha MOCTaBEHATa L W 33/a4dl € U3MOJ3BaH MOJX0Aa Ha MPOEKTHpaHEe U
peanmzanus Ha coTyepHU CUCTEMH ,,0TAody-Harope“. IIpum TO3M MOAXOJ HPOLECHT
3armoyBa C MPOEKTHpaHe Ha OCHOBHUTE KOMIIOHEHTHM Ha CHCTeMaTa, KOUTO CJe]l TOBa
cienBa a OpaaT o0eAMHEHH, 3a J1a Ce Ch3Ja/JaT KOMILICKCHH MOJYJIM Ha ONEepaTHBHHS

LEHTBD.

4. PabOTHM XUMIOTE3U HA AUCEPTALMOHHUS TPY ]

OcHoBHHTE PaOOTHH XUIIOTE3U 32 HACTOSIIIUSA AUCEPTALIIOHEH TPY/ ca:
Xumnoresa I:

BB3MOXHO € Ja ce ch3gane MOACHI, KOMTO da OIIMILE IIPOCKTUPAHCTO Ha OIICPATHUBCH
LHCHTHDP 3a YIIPABJIICHUC HA I/IH(i)OpMaI_II/IOHHaTa CUT'YPHOCT Ha pa3JIM4HAU HUBA 34 CUCTEMHU C I'OJICMHU

JaHHU U U3BJIMYAHCTO HA JaHHU OT XeTepOFeHHI/I U3TOYHUIIN.
Xunoresa II:

BB3M0XKHO € Ja ce IIOCTUrHE CCI)GKTI/IBHa HUHTCrpanus Ha pa3JIM9YHU TEXHOJIOTUHU U CUCTEMU

3a paboTa ¢ rojieMu JaHHHU.
Xumnoresa III:

Bb3MokHO € 1Ja ce ch3gaae MHOrOCIOHHa APXUTCKTypa C pa3JindYHu MNONOAXOAU 3a

MPEeAO0CTaBsIHE HA CUTYPHOCT.

5. HayyHu 1 Hay4YHO-TIPUIIOKHU IPUHOCH

1. Wscnensana e CBIIHOCTTa M KOMIIOHEHTHaTa CTPYKTypa Ha ,,0lE€paTUBEH LEHTHP 3a
CUTYpHOCT® U € JIepUHHPAHO aKTyaJlHO OIpeesieHHe M HEOOXOIUMH eJIEeMEHTH, CIPSIMO

CBEBPEMCHHUTE YCJIOBUA 3a (bYHKIII/IOHI/IpaHC Ha TaKbB LHCHTHP B CpE€aa Ha T'OJIEMH JaHHU.



[TpemoxeHn ca KPUTEPUH 3a CPABHCHHE HA TEXHOJIOTHH 32 00pabOTKa Ha TOJIEMH JaHHH,
BBB Bph3Ka C ICJIUTE Ha pa3paboTKaTa MO OTHOIICHHE Ha ChOMPAHETO, OPraHU3alusiTa U
ChXPaHCHHUETO Ha HECTPYKTYPHUPAHU JaHHH, C Bb3MOXKHOCTH 3a IIPHUJIaraHe Ha CPeACTBa 3a
W3KYCTBEH UHTEIICKT.

M3BeneHn ca OCHOBHM IMPHUHIIUIIM M METOIM 3a yIpPaBJICHUE Ha ONEpPaTHBCH IICHTHP 3a
nH(OPMAIMOHHA CHTYPHOCT, OOXBAIIally Ipolieca, (PYHKIMOHATHOCTUTE M HHUBAaTa Ha
CUTYPHOCT.

3a npoexktupaHeTro U usrpaxgaHero Ha OLMC ca npennokeHu akTyalHU HPUHLIMIIN,
HE0OX0IMMU 3a 0OXBaIllaHe Ha crielupUKaTa Ha YIPABJICHUE HA CUTYPHOCTTa Ha CUCTEMHUTE,
paboTelny B cpejia Ha roJIeMH JIaHHU.

Jlepunupan e MeToa 3a MPOSKTUpPaHEe M Ch3/aBaHEe HA (PYHKIMOHAIHA apXHUTEKTypa Ha
OLUC. IlpennokeHaTa apXUTEKTypa € C TpU HHBA Ha YIpaBJI€HHWE Ha CUTYPHOCT,
oOXBalany MpPe:KOBO HUBO Ha CUTYPHOCT, IPOILIEC M0 U3BIHUYaHEe U 00paboTKa Ha JaHHH,
yIOCTOBEPsIBaHE HAa BHTPEIIHO-0a3upaHa CUTYPHOCT B CpeJia 3a TOJIEMH JIaHHU M aHAJIU3 Ha
MOJTy9CHUTE PE3YIITATH.

Peanusupan e mpoToTHII, U3rPaJeH ¢ TEXHOJOTUUTE Ha MPEII0KEHATA apXUTEKTYpa C e
oOxBallaHe Ha BCHYKM HEOOXOIMMHU (PYHKIHOHATHOCTH. [IpoTOTMIBT CBBp3Ba
texnonorunte NiFi, Micro Focus IDOL u Apache Hadoop u e TecTBaH ¢ 1aHHU OT COLIMATHU

MEJIUH, BUJIEO MOTOK, JaHHU OT yebcailToBe U Jior (hailyioBe.

6. O0eM u CTpyKTypa Ha TUCEPTALIMOHHUS TPY ]I

JlvcepTalmoHHUAT Tpy A € B 06eM oT 170 cTpanuiy, ot KouTto 153 chabpkaT ChIIMHCKOTO

MU3CJIICABAHC, 0e3 MMPUIIOKCHUATA. CprKTypaTa Ha JUCEPTAllMOHHUSA TPYJ CE CbCTOU OT.

BrBenenne;

Tpu T71aBH, B KOUTO CE pealu3upa aHalu3 Ha IpeaMeTHaTa 001acT, U3BEXKAaT C€ OCHOBHU
neUHUIINHN, CBbP3aHU C U3CIIEIOBATEIICKHS MPOOIEM, MPEACTABIT ce MPEANOCTaBKUTE 32
peanu3upaHe Ha TpyJia v ce AeQuHIpa METO/, C KOMTO /1a ce MOCTUTHE ToBa. [IpeioxkeHust
METOJ1 € Bepu(HuIIMpan ¢ U3MOJI3BaHEe HA PA3TMIHHA TEXHOJIOTHH;

3akJIfoYeHre, KOETO BKIIKOYBA CIHUCHK HAa HAYYHUTE M HAYYHO-TIPUIIOKHUTE TPUHOCH,

CnuchKk Ha HampaBeHHWTE MyOJUKAIMK TIO0 TemaTa Ha JUCEPTAllMOHHMS TPy, bbaemia



pabota, Jlutepatypa, Cnucbuu Ha ¢urypure u Ha Tabnunure 1 CnuchbKk HA TEPMUHUTE U

CBKpallCHUATA.

IIbpBa riaBa (BbBeneHHETO) ce (POKycHpa BbPXY aKTyaJHOCTTa Ha Pas3riIeyKIaHHs
mpoOyieM, KaTo pasriiexaa o0eKTa, MpeaMeTa, W3CIeAOBATeICKUS MpoOIeM M IEeNuTe Ha

JTUCEepTAMOHHUS TPYA. JleuHUpaHu ca TpU XUIIOTE3H, KOUTO CIieABa 1a ObJAT JIOKa3aHH.

Bropa riaBa npezacrasisiBa Ipoy4yBaTelHaTa 4acT HA HAyYHOTO HM3cieaBaHe. B Hes ce
IIOCTaBAT TEOPETUYHUTE OCHOBH HA 3HAUEHUETO U BUJOBETE JAHHU, PA3TIICKIAT CE CpeicTBaTa
U MOAXO0AUTE 32 00pabOTKa Ha TOJEMH JaHHU U CE€ MPaBU CPaBHEHUE MO U30paHU KPUTEPHUH,
KOUTO J1a TOMOTHAT 32 U30MPAHETO Ha MOIXOIAIIMTE HHCTPYMEHTH 3a JUCEPTALUOHHUS TPY/IL.
BBB BTOpa ri1aBa ce pasriexkaaT NPUIOKECHUITa Ha n3KycTBenus natenekr (M) B cdepara
Ha CUTYPHOCTTA, U3BE/ICHU Ca IPHUHIIUIIN U METO/IH, KOUTO CE U3M0JI3BAT 32 OCUTYpsBAHE I10-
BUCOKO HHBO Ha CHUTYpHOCT B OpraHM3allUUTe W € IMpeacTaBeHa JAePUHHUIMATA HU

KOMITOHEHTHATa CTPYKTypa Ha ONepaTuBeH HeHTHp 3a nHbopMarmonna curypaoct (OLIUC).

Tpera ruaBa ce chepenoToyaBa Bepxy npoektupanero Ha OLIMIC. B Hes ce u3Bexaar
NPUHIUIA ¥ METOAHM, KOWTO C€ Mpuiarar 3a MPOEKTUpaHe Ha LEHThP OT TaKbB BUJ,
pasriienanu ca cbliectByBamuTe nokoseHuss OLUUC u ce u3BeneHn npeau3BUKaTENICTBATa,
npeq TaX. B crneacTtBue Ha Te3u Hemla ce mpejylaraT akTyaJHU NMPUHLUIMN U C€ U3IMO0J3BaT
KOHTpOJIM Ha MexayHaponHus ctanaapt [SO 27001 3a mpoekTupaHe Ha HOBO IOKOJIEHHE
OLUC. B Ta3m r1maBa ce mpemiara metol, kouWto omucBa HOBuUA Tun OLMC BBB
(GyHKIMOHATHA apXWUTEKTypa Ha TPU HHUBA 3a yNpaBlIeHWE HAa CUTYpHOCTTA. [IbpBO HHMBO
oOxBalla afanTUBHA CUTYPHOCT M WHTEIUTeHTHa OoOpabOTKa Ha JaHHM OT XEeTEepPOre€HHU
M3TOYHUIIM, BTOPO HHUBO C€ CBhCPEAOTOYABA BBPXY BBTPEUIHO-O0a3MpaHaTa CUTYPHOCT Ha
Hadoop cuctemara 3a rojremu naHHU M codTyepHaTa OM3HEC CUTYPHOCT Ha MIPOLECH B
OpraHm3anusTa, JOKaTo TPEeTO HHUBO C€ ChCPEJOTOYaBa BBPXY BH3yaldu3alus Ha
aHaJIM3upaHaTa MHPOpPMALUSA OT MPEIXOAHUTE JIBE HHMBA M NPU HAJMYME HA MOTEHLMAIIHA
YSI3BUMOCT 33 CUTYPHOCTTa - uM3BecTsiBaHe Ha ekuna Ha OLIMC 3a B3umaHe Ha KOHKpPETHHU

JIEUCTBUS.

YerBbpTa r71aBa ce GOKycupa BbpXy J0Ka3BaHe (PyHKIIMOHAIHOCTTA Ha MpeIoKeHaTa

APXUTCKTYypa KaTO HM3IO0JI3Ba Pa3jIMYHU TCXHOJOIMHW HA BCAKO OT MPCAJIOXKCHUTEC TPU HHUBA.



[IpencraBen e paboTell NPOTOTHUI C €KCIEPUMEHTAIHA 1Ie7 3a Bepuuuupane Ha padboTeln

npouec, nu3non3paiiku npemyioxenus OLMC.

B mera runaBa (3akioueHue) ce 0000maBa paboTara MO IUCEPTALMOHHHS TPYI,
M3BEXJAT Ce HAYUYHUTE U HAYYHO-TPUIIOKHUTE IPUHOCH, KAaKTO U C€ JJaBa Hacoka 3a Objeria

paboTta Ha Hay4YHUS TPY.
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KpaTko usjioxkeHue Ha JUCEPTALMOHHUS TPY/

1. BeBenenue

BwBenenneTo mpaBu 0030p Ha aKTyaJqHOCTTa Ha m30OpaHaTa Tema, oOeKTa, MpeaMeTa,
nepuHUpa 3aJa4uTe, KOUTO cie/Ba Ja ObAaT M3I'BJIHEHU, KaKTO U GopMysupa TPU XUIOTE3H.
[enTa Ha AUCEpPTALIMOHHUS TPYJ € Ja C€ NPEMI0KAT NPUHIUIN MU METOAM 3a MPOCKTUPAHE U
W3rpaXJaHe Ha OINEPATHBECH IICHTHP, KOWTO Ja yIpaBisiBa MHGOPMAIMOHHATA CHUTYPHOCT, 32

CUCTEMHU, OTIEpUPAIIH C TOJIEMH JTAHHU.

2. CI/IprHOCT B Cp€da Ha rojJicMnu AaHHU U OIICPATHBCH LCHTHP 3a

CUT'YPHOCT

JlaHHMTE ce M3IOJI3BAaT OT BEKOBE, HO B JIHEIIHO BPEME IUTUTAIHUTE TEXHOJOTHHU ca
MOBCEMECTHH C HaJ 5 MUIIMapa norpeduresnu B cBbp3ana MurepHer cpena [8]. Besko undposo
JeiicTBHE reHepupa JaHHH, KOUTO OM3HECHT MOJKE /1a U3II0JI3BA, 3a J1a MoA00pH e(heKTUBHOCTTA U
Ja OTKpUE HOBHM BB3MOXKHOCTU. JlaHHWTE ce KkinacupuuupaT B CTPYKTypUpaHH, MOJY-
CTPYKTYPUpPaHU M HECTPYKTYpUPAHU THUIIOBE M MOraT Ja MPeAOoCTaBAT IIeHHa MH(OpMaIus 3a

B3€MaHC Ha CTPATCITHYICCKU PCIICHUA U KOHKYPCHTHO IPECANMCTBO Ha I1a3apa.

e CTpyKTypHpaHHWTe JAaHHHM Ca OPTraHU3UPAHH KOJIUYECTBEHO M3MEPUMH JAaHHU, YECTO B
tabnuyHa popma karo SQL Ga3u mannu. KonoHuTe MMaT TUIOBE JaHHU - TEKCTOBU WIIH
YHCIIOBH, a peaoBeTe uMar crneuuuuHu croiHocTd. Te3u MJaHHU ca CHUTYPHHU
OylaroapeHre Ha KOHTPOJIMPAHUs IOCTHII U yCTaHOBEHATa TexHojorus. Te ce n3noi3sar B

YyBCTBUTEITHH MPUIIOKEHHS, KaTo (GPUHAHCH WK 3/1paBeomnasBane [9].

e [loay-cTpyKTypHpaHUTe AaHHH HAMAT (UKCHpaHA CXeMa M MO3BOJISBAT MPOMEHH, O3
Ja ce HapylaBa CTpykTypara uMm. Te ca noOpu 3a TuHaMHYHM HAOOpU OT JaHHH U
M3II0JI3BAT METa/laHHH KaToO TaroBe WM arpulyTH, 3a Jla onuuiar opmara, CTpyKTypaTa

u 3HaYeHueto uM. OoukHoBeHo ce u3Biauyar B XML, HTML u JSON nokymenTu [10].
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e HecTrpykrypupaHuTe JaHHHM BKIIOYBAT JaHHHW, T€HEPUPAHU OT XOpa M MAIIMHH, KAaTO
yOJIMKAIIMK B COIIMATHU MEIHH, U300paKeHUs U JanHu oT cenzopu [11]. Toii cheraBisBa
80% oT riobamHUTe NaHHH, TTOCTABSIMKHI IPEIU3BUKATEIICTBA IPE] OPraHu3aUUTE, KOUTO

Cce ONUTBAT Jia u3BJIeKaT cToitHoCT [12] (Durypa 1).

JAaHHu

= CTpyKTYpMpanu
u [ony-CTPYKTypHpaHu

® HecTpyKTypHpanm

Quzypa 1. Obobwenu 0an106e Ha 2eHepupanu Munoee OAHHU 8 C8eMoBeH Mawao.

3a pa3nMkKa OT CTPYKTYpUpPaHUTE W TOJY-CTPYKTypUpPaHHUTE HaHHHU, KBAETO HMa
KOHKPETHH METOJM 3a 00paboTKa, MPH HECTPYKTypUPAHWUTE [aHHU HW3BIUYAHETO Ha
3HaHUE U W3BBPIIBAHETO HA aHAIN3 NIPEJICTaBIIsIBa TPOOIIEM, ThiA KaTo pa3HOOOpa3neTo Ha
dbopmaTy M3KMCKBA CIEIMATM3UPAH HHCTPYMEHTH 3a TsAxHarta obOpabotka [13]. Yact ot

Te3u uHetpyMeHTu ca Apache Hadoop, Micro Focus IDOL, IBM Watson, AWS u np..

AHanu3bpT Ha UH(pOpMaIKS, U3BJIEYEHA OT HECTPYKTYPUPAHU JAaHHHU € BaXKEH, 3aIIOTO C
no00eH MOAXO0Jl OpraHU3allMUTEe MOraT Jia MOoJydaT IpeACcTaBa 3a IOBEIECHUETO Ha
KJIIMCHTHUTE, TTa3apHUTE TCHJICHIIMHM W JIpyra BakHa 3a Ou3Heca wmHOpMAIHs, KOSITO Ou

OWJIO TPYJTHO WJIM HEBB3MOJKHO JIa C€ MOIYYH 10 IPYT HAYWH.
T'o1eMu nanHn

l'onemute nanHu ca roisiMa, cioKHa U ObpP30 HapacTBalla KOJEKIUs OT CTPYKTYpUPAHH,

MOJIyCTPYKTYPUPAHU M HECTPYKTYPUPAHU JTaHHU, TE€HEPUPAHU OT Pa3IMUYHU W3TOYHHUIIM KaTO
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conyayiH Meauu, yed Thpcauku u HMHO ycrpoiictBa. CratucThyecku AaHHM Statista 3a
COIIMAIHUTE MEIUU IOKa3Bar, ue mnpe3 2022 r. OposAT Ha moTpedbutenure € 4,26 Muauapaa 1o
LEeNUsl CBAT — OpoiKaTta € MpOrHO3MpaHa, ye € C HapacTBalll TeMI Mpe3 CIEABALIUTE HIKOJIKO
roaunu [14]. Camo 3a neproaa okrompu 2022 r. 1o suyapu 2023 r. uma yBenu4eHue Ha Oposi Ha
aKTHUBHM IOoTpeOuTen Ha mardopmara Facebook 1o meswust csr ¢ 5 mununona [15]. ITo-romsmara
4acT OT IIOOAHUS PACcTeX HA COLMATHUTE MEJIUU Ce IBbJDKU Ha HApacTBAIIOTO M3I0JI3BaHE Ha
MOOWITHU YCTPOMCTBA, C KOUTO MOTPEOUTENNTE MUIIAT MyOIUKALMY, U3pa3siBAT MHEHUS, KauBaT
CHUMKHM WIIM pearupaT Ha NyOnMKanuu Ha JIpyru norpedutenu. OCBEH COLMATHHUTE MEIUH,
MacoBO C€ M3I0JI3BAT U yeO-ThpCauKUTE 3a pa3NuyHu 3anuTBaHus. [IpoyuBane mokas3sa, 4ye KbM
kpas Ha 2022 r. Google nonyuasa 8,5 Munuap/a 3asBKH THEBHO, KOETO ce paBHsiBa Ha moutu 100
XWJISIIA 3asBKU 3a cekyHna [16]. Te3u ganHu couat, ye reHepupaHaTa HHGOpPMALUs MOCTOSHHO

HapacTBa.

lonemure manHu morar na ObAaT Hail-moOpe ompeaeseHu ¢ mecTTe V’s: 00eM, CKOpOCT,
pa3zHooOpasue, JOCTOBEPHOCT, CTOMHOCT U MpoMeHIuBOCT (volume, velocity, variety, veracity,
value, and variability). ITbpBOHaYaIHO TOJIEMHUTE JAHHU YE€CTO Ca MPEACTaBAHH Karto 3-te V —

00eM, CKOpOCT U pa3HooOpasue, HO B JIUTEpaTypaTa MOXKe Jia ce cpenHar u a0 42 V [17].

Obembm ce oTHaCA A0 OTPOMHOTO KOJUYCCTBO JAHHU, TCHEPUPAHO U C’b6paH0 OT JIi1a,

opraHu3anv U MalllMHU.

L4 Ckopocmma CC OTHACA OO CKOpPOCTTAa, C KOATO HAHHUTE CC I'CHEpHpAT, 06pa6OTBaT u

AHAJIU3UPAT B p€aJIHO BPEMC.

e Pa3znoobpazuemo ce OTHAcs 10 Pa3HOOOpPA3UETO OT TUIIOBE JAHHHW, H3TOYHHIU U
(dopMaTu, BKIIOYUTEIHO CTPYKTYpUPaHM, IOJIY-CTPYKTYPUPAHU U HECTPYKTYpHUpPaHU

JaHHU.

L4 ﬂocmoeepuocm C€ OTHaACga OO0 HaAACKAHOCTTA, TOYHOCTTAa M IIOCJIICAOBATCIIHOCTTA Ha

JTaHHUTE.

e Cmouinocmma ce oTHacs J0 HU3BJIMYaHC Ha 3HAHWUA W IIOJI3HM, KOUMTO MOraTr Ja 6T)JlaT

IMMOJIYUCHHU OT aHAJIU3UPAHCTO U U3IIOJI3BAHCTO Ha I'OJICMHU JTaHHU.
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L4 Hpomemmeocmma CC OTHACAd 10 HCEIPCACKA3yEeMOCTTa Ha AAaHHUTC, I'CHCpHUPAHHU U
C’B6paHI/I OT pa3JIn4YHU U3TOYHHIH, BKIIFOYHUTCIIHO COLMAIHU MCIUU, NuO YCTpOﬁCTBa u

CCH30pH.

Ob6emute naHHM, CHOMpPaHU OT OM3HECA, HApPAaCTBAT EKCIIOHEHIIMAIHO U C Pa3BUBAHETO Ha
TEXHOJIOTUUTE CE Pa3MpOCTPAHIBAT B JOKAIHH, 00gauyHu W xuOpuanu cuctemu [18]. Tosa
yBeIM4aBa KAaKTO CIIOKHOCTTA Ha YIPABICHHETO M JOCThIA, Taka U oOpaboTKara Ha JaHHUTE.
ITopanu ToBa ce pa3BUBAT M HAAIPaXkAaT CUCTEMHU 3a FOJIEMHU JaHHU KaToO TO3M IIPOIIEC CE€ OUaKBa

J1a IPOIbJKaBa U B OBbJEIIE.
Cucrtemu 3a rojieMu JaHHM U TSIXHATa 00padoTKa

3a cpxpaHsBaHe M 00Opa0OTKAa HAa TOJIEMH JaHHU ca pa3pabOTEHH CIEHUATH3HPAHH
cucremMu. Te3n cpeau M3MOJI3BAT paslpeesiecHd (ailjloBH CUCTEMHU W TEXHUKH 3a TapayieiHa
00paboTKa 3a ChXpaHsBaHEe U 00paboTKa Ha TojemMu obemu oT AaHHH. [IpuMepu 3a cucremu 3a
ronemu nanHau ca Apache Hadoop, Amazon Redshift, Snowflake m NoSQL 6a3u manHu cpen

kouto ca MongoDB u Apache Cassandra [19], [20].

B tpyna ca pasrnenanu Apache Hadoop, Apache Spark, Apache Hive, Micro Focus IDOL
u Apache NiFi.

e Apache Hadoop

Hadoop e cuctema ¢ 0TBOpEH KOJI 3a ChbXpaHeHUe 1 00pabOTKa Ha pa3InuHU TUIIOBE TaHHH
B pasnpeneneHa cpeaa. Cocroum ce or HDFS 3a cwhxpansBane Ha naHHM u MapReduce 3a
napasenaHa 00paboTka Mex 1y Bs3H [21]. 3a 1a Moske 1a 06padotu nanuute, Hadoop cucremara

II'BPBO TPsIOBa J]a TM CbXPAHU B JUPEKTOPUUTE CH, 3a KoeTo oTroBapst HDFS (durypa 2).

Hadoop MapReduce
| MupeoHayanHa o6pabomeua | - | [Mocnedsauwja obpabomua |
- -
~ Yemese na daruu Sanasaane Ha daHHy U Yemerie Ha danHu 3anaseare Ha damkHu R U
‘ MapReduce T U MapReduce U
HDFS _» OB6pabomia na darnume HDFS Ofpatiomka Ha daHHume HDFS

Queypa 2. Ilpoyec na o6pabomra ¢ Hadoop.
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Hadoop xiscTepure Morar ga ce mamabupar XOpU3OHTAIHO, 3a Ja o0padoTBar rojieMu
KoinuecTBa JaHHU. MapReduce pa3nens naHHUTE Ha TO-MaJIKU YaCTH U ' 00paboTBa mapaienHo,
kato uyere oT HDFS 3a Bcsika cTtbnka. Pesynrarute ce chxpansBat B HDFS unu ce usnpamar 3a
nombIHATENeH aHam3. Hadoop Moxke fa ce mHTerpupa ¢ Ipyrd HHCTPYMEHTH 3a TOJIEMH JaHHU

karo Spark 3a pasmmpen ananus [22].
e Apache Spark

Spark e codpryepHo perieHne 3a 00pabOTKa Ha TOJEMHU JTAaHHH C OTBOPCH KOJI, KOETO MMa
BUCOKA MPOU3BOJUTEIHOCT, 'bBKABOCT U Bb3MOXKHOCT 3a u3noysBane Ha MU. Toi npenocrass
API 3a nmomynsipHu e3unu 3a mporpamupane u ce cberonm ot Spark Core, Spark SQL, Spark
Streaming u MLIib [23]. Spark Core npemoctaBst pyHKIIHMOHATHOCT 3a pasnpe/eicHa 00padoTka

u usnomssa Resilient Distributed Datasets (RDD) karo ocHOBHa cTpykTypa Ha gaHHuTe (Durypa
3).

Spark
Mepsorayaniia cbpabomka | Mocnedeawja obpabomua
3 o
Uemere Ha doHHU . Yemene Ha dannu .
3anaseane Ha daHHU 3anazeare wa daniy
RDD RAM RAM

Queypa 3. Obpabomka na oannume cwve Spark.

RDD ocurypsiBat yCTOHYHMBOCT Ha I'pEIIKH U Mapajen3bM U Morar Ja ObaatT ch3aaleHH
OT pa3nu4HM W3TOYHUIM Ha maHHu. Spark SQL mosBomsiBa SQL Oasupanu 3asBku, Spark
Streaming mno3BoisisiBa oOpaboTka B peasHo Bpeme, a MLIib mpenocraBs BB3MOXKHOCTH 3a
MamuHHO oOyueHnue. Spark yere nannu ot RDD u ru cbxpanssa B RAM 3a no-06bsp3a 06paboTka

" nmapaJjiejim3npa npoueca B MHOXKXECTBO BB3JIU B KIIBCTCP.
e Apache Hive

Hive e uHCTpyMeHT 3a ChbXpaHEHHe Ha JaHHU 3a 00paboTKa M 3asBKH 3a rojeMu HabopH
oT naHHHM, cbxpaHsBanu B HDFS na Hadoop unu apyru ceBmectumu ¢aitioBu cucremu. Toit
MOAIBbPIKa pa3IuyHU GopMaTH Ha TaHHU U M3IOJI3Ba €3UK 3a 3asBKH, HapeueH HiveQL, 6a3upan
Ha SQL. Hive ce cbcTOM OT KOMIOHEHTH KaTo mporiecop 3a 3asBku (DPurypa 4), Metastore, CbpBBp

Y M3IBJIHUTEIICH MOJIYJI, KOUTO paOOTSAT 3aeHO 3a 00paboTKa Ha ToJIeMu JaHHu [24].
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Hive

.
]
Metastore
\ ! 4
_— XX -
XX - -
= ’ .
-
UsTOUHMK Hive cbpebp
Ha AaHHKU UsnbaHuTeneH
moayn

T ®

HiveQL

Queypa 4. Obpabomka na oannume c Hive.

Hive He e moxxosi 3a 00paboTKa Ha HECTPYKTYpPHPAHU TaHHU KaTO TEKCT, H300pasKeHHUs
WM BUJEO U € ONTUMU3UPAH 3a IpynoBa o0padoTka. Moxe 1a ce U3Moia3Ba ¢ Apyru UHCTPYMEHTH

3a pa3lIMpEH aHaJu3.

e Micro Focus IDOL

IDOL (Intelligent Data Operating Layer) usnon3Ba TeXHUKH KaTo 00paboTKa Ha eCTeCTBEH
e3uk, I u cemaHTHuYeH aHAIM3, 32 J1a U3BJIeYE 3HAHUS OT Pa3IMYHU TUNOBe JAaHHU. CHcTeMara
MMa HIKOJIKO KOMITOHEHTa KaTO KOHEKTOPH, HHJEKCATOP, MAHUITYJIATOP Ha pas3mpeesieH HHICKC,

aHAJIM3aTOpP Ha ChABPKAHUE U CHPBBD 3a 3asBku (Purypa 5) [25].

Micro Focus IDOL

e =

N3TOUHMK KoHeKTopK CbpBbp
Ha AaHHU 3a UsB/iMYaHe Ha AaHHU 3a 06paboTKa Ha gaHHU

IDOL

Queypa 5. O6pabomka na oannu ¢ IDOL.
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IDOL wu3non3Ba MammHHO 00y4YeHHE U CEMaHTHUYEH aHajlu3, 3a Ja MpaBU MPOTHO3H, Ja
kiacubuuupa JaHHU U Ja WACHTU(PHUIMpA BPB3KUTE MEXAY pa3iudyHu JaHHU. OO6paboreHute

JTAaHHU U Pe3yJITaTu ce ChbXpaHsaBaT B Xxpanuiuiieto Ha [IDOL 3a ronemu qaHHu.

CpaBHeHHe HA cpeauTe 32 roJIEMH JIAHHU 110 U30PAHU KPUTEPUHU

Ha ©0a3a mpencraBeHHWTe TEXHOJOTWYHM pPEIICHHs, CileaBa O0O0OIIEeHHEe Ha TEXHUTE
BB3MOXHOCTH 10 U30panu kpurepnu B Tabnuma 1. Te3u kputepuu ca BaXkKHH, 3aII0TO FapaHTUPAT,
4ye JaHHUTE MOraT Jia ce YIpaBisiBaT €()eKTHBHO M C€ M3MOJ3BaT 3a CTUMYJIMpaHe Ha Ou3Hec

ycnexa [26], [27].

[TpencraBenute kputepun B Tabnuna 1 ca mogOpaHu B 3aBUCUMOCT OT KOHKPETHUTE LIEITH
" 3aJa4d B TCKYIUA AUCCPTALIUMOHCH TPYI. CpIloCcTaBeHU ca MNpeACTABCHUTC TCXHOJIOTHYHU
MPOAYKTH CHPSMO MSCTOTO 33 ChbXpaHEHHE U 00paboTKa Ha TOJIEMH JaHHH, KAaKTO M € HACOUEHO
BHUMaHHMETO KbM BB3MOKHOCTTA 32 00pabOTKa Ha HECTPYKTYPHPAHH JaHHU, ThI KaTO T€ UTPAsT
KJII0YOBA POJIsi 3a ycriexa Ha Ou3Heca. 3a Ja MOXKe Jla ce B3eMe pelIeHUue KOU HHCTPYMEHTH Jia ce
U3I0JI3BaT, € NMPEJCTaBeHO CPaBHEHME Ha THIA 00padoTKa Ha AaHHHUTE. ToBa € BaKHO YCIIOBHE,
THU KaTO HAKOU OT MPOIYKTUTE HE MOAIbpXKAT 00paboTKa B peasHO BpeMme, KOoeTo Ou Ouio ot
Ba)XHO 3HAUYEHHE B KPUTHYHU MOMEHTH 3a opraHmsamusaTa. Ha cimenBamo mscto € oObpHATO
BHUMaHME Ha MSCTOTO 32 CbXpaHEHHE Ha JJaHHUTE [0 BpeMe Ha 00paboTKa, Thii KaTo TOBA MOXeE
Jla TOBNIUSiE Ha €PEeKTHUBHOCTTa M CKOPOCTTa Ha oOpaOoTkaTa Ha JaHHU, KAKTO M Ha OOIIUTE
pa3xo/u 3a ChXpaHEHHE Ha IaHHU. 3a /1a Ce TapaHTHUPa CUTYPHOCTTA Ha IAHHUTE MTPH IMTOTSHIIHATHA
YA3BUMOCT WJIM KPUIITUPAHEC HAa JAHHUTC Ha HSIKOW OT CbpPBBPHUTE, € BAXXHO Ja CC NPCACTaBU
KpPUTEpHs 32 yCTOMYMBOCT Ha IPELIKH. 32 aHAIN3a Ha IaHHUTE OT Pa3INYHUTE TUIIOBE C IPABUIIHO
pa3bupaHe Ha CMUCBJIA Ha JAaHHUTE, € MoAXoAs110 u3nona3aHeTo Ha M. Toit Ou nonpuHecsn 3a

H0)106peHa CKOpPOCT IIpH aHaJIn3a HAa JJAHHW 1 U3BJIMYAaHC HA 3aBUCUMOCTU, TCHACHIIUN 1 MOJCIN.
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Tabnuya 1. Cpagnenue medxcoy mexnonocuunume cpeou 3a 201emMu OaHHU.

Kpurepuii

Hadoop

Spark

Hive

IDOL

Covxpanenue u

®daitnoBa cucremMa

daitnoBa cucrtemMa

daitnoBa cucrtemMa

Konekropu 3a

obpabomka na HDFEFS 3a HDEFS 3a HDFS 3a W3BJIMYAHE Ha
2071emu OaHHU ChbXpaHEHHue 1 ChbXpaHEHHUe U CbXpaHEeHHue U nmanay u IDOL
MapReduce 3a YCTOWYHB M3T0JI3BaHE HA CBPBBD 3a
rpymnoBa pasnpexenen Habop | HiveQL 3a 3asBKku 00paboTka u
o0paboTka Ha ot ganau RDD 3a B Hadoop aHam3
JTAaHHH 00paboTKa Ha JaHHH
Oépabomka na Ja Ja He Ja
HecmpyKkmypu-
panu 0annu
Tun ObeMHa nakeTHa O6paboTka B [MakeTna O6paboTka B
oopabomka 0o0paboTka Ha pealiHO BpeMe U 00paboTka Ha peayHO BpeMe U
HUCTOPUYECKH nakeTHa oopaboTka CTPYKTYpUPaHU MaKeTHa
IaHHA Ha JaHHUA IaHHA 00paboTka Ha
HUCTOPHUYECCKU JaHHU
JaHHU
Covxpanenue Ha nucka Ha B RAM namerra Ha ngucka Ha CobxpansiBa B
Ha OanHume kiscTep B HDFS kinbscrepa B HDFS RAM namerra
no épeme Ha cucremara cucremara WM Ha JICKa Ha
oopabomka KII'BCTEP
Yemonuueocm Ha, upe3 Ha, upes Ha, upes Ha, upes

KbM ZpeuiKu

pEITMKUpaHe Ha
nmauaute ¢ HDFS
BBPXY BB3IUTE OT

KII'bCTCPpa

abcrpaxius Ha RDD
C peIUIMKUpaHe
BBPXY BB3IUTE OT

KIIbCTCpa

peITHKHpaHe Ha
nmanaute ¢ HDFS
BBPXY BB3IUTE OT

KIIbCTCpa

KOH(UTYpHUpaHE C
W3JIMIIHM BB3JIU 32
HAJINYHOCT U
aBTOMAaTUYHO
NpeXBBPIISTHE Ha

BB3€I
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H3nonzeane He Ha He a

na U

Tabmuna 1 cpaBHsIBa CHJIHHUTE M CIIAOWUTE CTPaHU HA YETUPH MHCTPYMEHTa 32 00paboTKa
Ha ronemu ganHu: Hadoop, Spark, Hive u IDOL. Hadoop e moaxomsi 3a rpynoBa o0paboTka, HO
MoOe J1a Obj1e 0aBeH 3a 00paboTka B peanmHo Bpeme. Spark € mo-0bp3, HO MMO-CII0KEH U U3UCKBA
noBeue mamer oT Hadoop. Hive uma necen 3a m3nonsane mHTEpQEC, HO HE € MOAXOJAM 32
00paboTKa B pealHO BpeMe Win HecTpykTypupanu nanHu. IDOL o0paboTBa HECTPYKTypHpaHH
naHHU ¢ Al ¥ Ma TOJIEPaHTHOCT KbM TPEIIku. M 4eTupuTe HHCTPYMEHTA PEIUTUKUPAT JaHHU 32

OBp30 BH3CTAHOBSBAHE B CITy4ail Ha MPOOHMBH B CHCTEMATA.

Ha 6a3a monyuyenute n3BeIeHUTE XapaKTEPUCTUKH, CE B3UMa PEIICHHE KON TEXHOJIOTUYHU
pelIeHus me ObIaT U3M0JI3BAaHU U KOU OT TAX OMXa MOTJIH Ja ObJaT KOMOMHUPAHH 32 PeaTu3upaHe

Ha KpalHHUs pe3y]TaT Ha TEKYIIHs TPYA.

3a HHTCrpangd Ha HHCTPYMCHTUTC 34 06pa60TI<a 1 aHaJIn3 Ha JAHHHUTC, CC HU3I10JI3Ba

cucremara NiFi.

e Apache NiFi

NiFi e miargopma ¢ OTBOpEeH KOJA 3a aBTOMATU3WpaHE HAa TMOTOKA OT JAaHHU MEXIY
pa3IUYHA CUCTEMH. TOW MMa pa3jMYHHd KOMIIOHEHTH KaTo IMpOoIecop, KOHTPOJIep Ha IOTOKa,
(haitiloBO XpaHHUIUIIE U BPH3KA, KOUTO PAOOTIT 3aeqHO, 3a Ja MPEAOCTaBAT BH3MOKHOCTH 3a

uHTerpupane Ha nannu (durypa 6) [28].

NiFi
INANEN
03
L — O —
TTTTTT OO
Mpouecop KoHTponep Ha noToka XpaHunuwe

@ueypa 6. [Ipoyec na paboma na NiFi.
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NiFi moxe 1a HacouYBa ¥ pa3npoCTpaHsIBa JaHHU Bh3 OCHOBA Ha Pa3jIMYHU KPUTEPHH, JIa
TpaHcOpMHUpa TaHHHU 110 Pa3IMYHU HAYMHH U J1a BaJIMIKpa Ka4eCTBOTO Ha JaHHUTE. BaxkHo e na
Ce MHTEIPUPAT PA3JIMIHUTE CUCTEMH 32 MaKCUMaJTHA 110J13a. TpUTe OCHOBHU MO/IeIa Ha H3KYCTBCH
MHTENEKT (00paboTKa Ha €CTECTBEH €3MK, MAIIMHHO O0ydYeHHE U JABIOOKO 00ydeHHe) ChIIO0 ce

H3CJICABAT 3a OTKPHUBAHC HA YA3BUMOCTH U HpO6I/IBI/I B cucremara.

Benuky n30poeHu 10 TyK CUCTEMH MMaT Pa3iIMuHU NPUWIOKEHUs. 3a MaKCHMallHa 1032
OT TAX € MOAXOJAIIO0 MHTEIPUPAHETO UM B €AMHHA CHCTEMa, KOATO Jia yIOBJIETBOpsiBA OU3HEC
HY’KAMTE. 3a 1a ce B3eMe pelIeHUe KO OT Beue pasIIeJaHUTe CUCTEMH J1a ObJaT U3IOJI3BAHHU 32
IIOCTUTaHE Ha Pe3yJITaTHOCT, CE€ pa3riiexkaaT TPUTE OCHOBHU MO/IeIa HA U3KYCTBEHUS! MHTEIEKT —
00paboTKa Ha €CTECTBEH €3WK, MAIIMHHO U IBJIOOKO OOy4YeHHE U TSIXHOTO MPHIOKCHHE B
00J1acTTa Ha CUTYPHOCTTA, 32 J1a ce MpH100ue MpecTaBa OTHOCHO MTPEI0CTaBEHUTE Bb3MOXKHOCTH

34 OTKpHUBAHC HA YA3BUMOCTU U HpO6I/IBI/I B CuCTeéMara.
Hpuﬂomeﬂue Ha U3KYCTBCH MHTECJICKT 3a CUTYPHOCT IIPHA I'OJIEMH JaHHU

Pa3BuTneTo Ha W3KYCTBEHUS HMHTEJICKT € €JHO OT Hal-3HAYMMHUTE TEXHOJOTHYHU
MOCTH)KEHUS B TIocineHo BpeMe. MU 3amouBa 1a ce mpuiiara Ha MHOTO MECTa M ynoTpebara My B
pa3nuyHu 00JacTH Ha MPHIIOKEHHE HapacHa 0ce3aeMo Ipe3 MOocieqHuTe ToauHu. [Ipumepn 3a
U3I0JI3BAHETO MY B €XKEJIHEBHETO HU ca CMApTPOHUTE, KBJETO Ype3 pa3No3HaBaHEe Ha JIMLA WIH
IPBCTOBHU OTNEYATHIM CE OTKJIIOUBAT. J[pyr npumMep e OTKpUBAHETO Ha H3MaMU C KPeTUTHH KapTH,
npu KOouTo anroputMmute Ha MW aHanmm3umpar MoJeny W aHOMaJIWH B TPAH3AaKIIMOHHHUTE JTAaHHU.
ToBa o3HauaBa, ye aKo JajieHa TPAH3aKIUS € 3HAUYUTEIHO IMO-TOJIsiMa OT OOMKHOBEHO HIITM aKo
KJIMEHTHT 3all0YHE Jla MPaBU MOKYIKHU, KOUTO HE Ca XapaKTEepHM 3a HEroBoTo noseneHue, MU
MOK€ Jia 1 MapKHpa 3a MO-HAaTaThIIHO pa3riiexk/J1aHe KaTo U3BECTH aIMUHUCTPAaTOpa Ha CUCTeMaTa

3a MOTeHIMaTHa 3aruiaxa [29].

WU ce 6a3upa Ha uaesTa 3a CUMyJallys HAa YOBEIIKUS MHTEJIEKT U MPUJIATraHETO MY B
JTUTUTATHA yYCTPOMCTBA, KOWTO Ca TMPOrpaMUpaHU @ W3IBJIHABAT 3a/a4d, OOMKHOBEHO
M3WCKBAIIM YOBEIIKM HWHTENIEKT, KOWTO OT CBOS CTpaHa Cc€ acoIMHpa C MPOIECH KaTo ydYeHe,
pemiaBaHe Ha npoOjeMM, B3eMaHE Ha pPELIeHHs M BU3YaJlHO BB3IpUEMaHE Ha TeHepupaHaTa
undopmarnus [30]. HemocraTbk npu usnomssanero Ha MU e ako Oblie 00y4YeH OT JaHHH, KOUTO

ChbAbpKAT MPUCTPACTHUA, MOXKE Aa CC TOBEAC J0 HETOUHHU PEC3YJTATH, KOECTO OT CBOA CTpaHa aa

20



ObJ/ie CeprUO3HO MPEAM3BUKATEIICTBO Ja ce uaeHTuuuupar u kopurupar rpemku [31]. 3a ma ce
Mpeojiojiee TO3U HEAOCTaTbK € HEeOOXOAMMO MpUIaraHeTO Ha TEXHUKU 3a IpelBapUTesIHa
0o0paboTKa KaTo IMOYKMCTBAHE HA JaHHM M HOPMAM3WpaHE Ha JAHHUTE 3a HaMasBaHE Ha

OTKJIOHCHHUECTO B JaHHUTCE.

WU ce u3non3Ba B CUTYpHOCTTA Ha TOJIEMH JTAHHM 3a 3allUTa Cpelly KubepaTaku upes
aHAJIM3HUpaHe Ha MOJICJIM Ha TOBEJCHUE Ha OTPeOUTENnTEe, OTKPUBAHE HA AHOMAJIMU B IAHHUTE U
pa3zpaboTBaHe Ha MPOTHO3HHM Mojenu Ha 3amiaxu. Tesu MU npusoxxeHuss Morat Ja MapKupar
MOTEHIIMAIHY 3allJlaXy U Jla IOMOTHAT 3a MpeAoTBparaBane Ha Obaemu ataku. MMM monenure ce
M3IOI3BaT U B MHPOPMAIIMOHHATA CUTYPHOCT 3a MOJ00psIBAaHE HA TOYHOCTTA U €)EKTUBHOCTTA HA

CUCTEMMUTE 33 CUTYPHOCT.

PaSFJ'IeI[aHI/I ca TpHu MOJI€JIa Ha U3I10JI3BAHC Ha 404 8:! CUT'YPHOCTTA: 06pa60TKa Ha €CTECTBCH
e3uk (natural language processing), mammanao o0yuenue (machine learning) u abp160k0 00yUeHHE

(deep learning), KOUTO IPETIOCTABST Pa3IMYHNA METOJIHU 3 YIPABICHUE HA CUTYPHOCTTA.
IpuHIMIH U OAX0/IH 32 yNpaBjieHNe HAa HH(POPMAIMOHHATA CUTYPHOCT

HNudopmanmoHHaTa CUTYPHOCT € IIpo0JIeM ¢ BaXXKHO 3Ha4YeHHe 3a OM3Heca, Thi KaTo BCe
MOBEYE JJAHHU C€ ChXpaHsIBaT U 00pabOTBAT OHJIANH MM B CUCTEMHU, KOUTO Ca CBbP3aHH OHJIAMH.
Brrpekn ToBa, CUTypHOCTTa c€ OTHAacsi HE caMO N0 3alluTaTa Ha JAHHUTE U IPOLECUTE IO

00paboTKa U aHaJIN3, B OHJIalH, HO U BB (pU3HUECKa Cpefa.

Cnopen HampaBeHO MPOYYBaHE M JaHHU Ha Astra, BCEKH J€H ce peanu3upar okoio 2200
XaKEePCKH aTakH, KOETO MPaBH IO €Ha XaKepCKa araka B OHJIAMH MPOCTPAHCTBOTO Ha BCEKU 39
cekynau [32]. XakepckaTa araka € OIMUT HA HEYIIBIHOMOIICHO JIMIIE JIa TIOJIYyYd JOCTHII WIH Ja
MOBpEAN KOMMIOThPHA CUCTEMA, MpeKa WIM JaHHU. 3auuraTa Cpelly Te3W aTaku € upes
MpujiaraHe Ha CWJIHM MEpPKH 3a CUTYPHOCT KaTO 3allUTHU CTEHH, CUCTEMHU 3a OTKPUBAHE U
MpeIOTBpaTsABaHEe HAa MPOHUKBAHE, KOHTPOJ HAa JOCThIIA M OOyuYeHHE Ha CIYKUTEIUTE, 3a Ja

pa3mo3HaBat v U30sIrBaT aTaku KaTo COIMAIHO HHXKEHEpCTBO [32].

Cnopen mpoyuBaHe Ha Statista or kpas Ha 2022 r., meTrTe Hal-KPUTUYHM OOJIACTHU B
kubepcurypHoctra 3a 2023 ca curypHocTTa Ha JJaHHUTE, IOCJEIBaHA OT MOBEPUTETHOCT Ha
JWYHHUTE J[aHHW, KUOEPCUTYpHOCT, aHaiu3 Ha pucka u cborBerctBue [33]. ITlocimemHoTo

rapaHtvupa, 4€ MCPKHUTC 3a CHUT'YPHOCT Ha OpraHu3anusaTa Ca AOCTAaTbYHH 3a 3alldTa Ha
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YyBCTBUTENIHA MH(GOpMalLKs U NPEJOTBpaTsABaHE HAa HEOTOpU3HpaH HocThl. CUrypHOCTTa Ha
JAHHHTE € Hall-BUCOKO OLICHEHATa 30Ha KaTO KPUTHUYHA B KHOEpIIpocTpaHcTBOTO - Purypa 7. Toszu
BUJI CHUTYpHOCT TpsOBa Jia Ce pasriiexk]a Karo HEeMpeKbCHAT IMPOIEC, YacT OT KyJaTypaTa Ha

opranusanusi, a HC KaTo CIHOKPATHO cnoutne.

KpnTnyHM 30HM Ha KnbepcurypHocT 3a 2023 1.
80
60
40

. -
0
B CUrypHoCT Ha AaHHMTe M MoBepuTenHoct M KubepcurypHocT M AHanvs Ha pucka M CboTBeTCTBME

Quzypa 1. 30Hu Ha KubepcucsypHocm.

3HaYeHHUETO Ha YIPABICHUETO HAa CUTYPHOCTTA Ha JaHHUTE HE MOJKe J1a ObJie Ha/ILIEHEHO,
ThIl KaTo NpU HapylIeHHE, MPU M3MOI3BAHETO MM, MOXE J1a MMa TEXKH IOCIEAULM 3a BCUUKU
3acerHaTtH Jauia. M3tnuanero Ha OM3HEC TaHHM € €UH OT BKHHUTE U PA3IPOCTPAHEHH MTPOOIEMH
Ha CUTYPHOCTTa Ha JJaHHUTE, Thi KaTO Hapel ¢ KOPIOpPaTUBHUTE JaHHHU, KOMIIAHUUTE Ma3sT U

YYBCTBUTCIIHU JaHHU 34 CBOUTC KIIMCHTH.

3a 1a MOKe CUTYPHOCTTA J1a Ce yIpaBiisiBa, TPsAOBa 1a ObJAT ClIa3eHH HAKOJIKO MPUHIIMIIA,
KOUTO TIOMaraT Ha OpTraHU3aIlMUTE Ja MPOCKTUpAT M Mpuiarat e(PeKTHUBHH MEpKH, 3a Ja

rapaHTUpPAT HOBEPUTEIHOCTTA, 1IEIOCTTA U HAJTMIHOCTTA Ha TsxHaTa nHdopmarus [34]:

- TIogepumennocm: To3u NPUHIUN TapaHTHPA, Y€ YyBCTBUTEIIHATa MH(POPMAIIHS CE TIa3H B
TallHa U € JOCThIIHA CaMO 3a YIbJIHOMOILIEHHU Jinla. ToBa MOXKE /1a C€ MOCTUTHE 4pe3
METOAM KaTO KPUNTHpPAaHE Ha JAaHHHW, KOHTPOJI Ha JOCThIIAa M PEJOBHU MHPOBEPKH HA

CUTYPHOCTTA.

- U}ZJZOCWZHOCmI To3n MMPpUHLHUIT TapaHTHpPA, Y€ JAHHUTC OCTABAT TOYHHU U HCIIPOMCHCHH,
KaKTO I10 BPpEMC Ha IMPCHOC, TaKa U B mokoii. ToBa MOXe J1a ce IIOCTUTHE qpe3 METOAU KAaTO
ApXUBUPAHC Ha MJAaHHU, XCHIUPAHC, KOHTPOJI Ha BCPCHUTC W CUTYPHH IIPAKTHUKU 34

KOJIUpaHe.
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Hanuunocm: Tosu IIPUHIMUITI TapaHTUpa, 4€ JAHHUTC M PECYPCHUTEC Ca MOOCTBIIHHM 3a
YII'BJIHOMOIIICHU JIMIIA, KOraTO MMAT HYKJa OT TiAX. ToBa moxke Ja C€ IMOCTUTHE 4YpE3
MCTOANU KaTO PE3CPBHU CUCTCMH, IUJIAHUPAHC HA BB3CTAHOBABAHC CJICH 6GI[CTBI/IG u

CIopa3yMeHHsI 32 HUBO Ha 00CITy>KBaHe.

Yoocmosepseane: To3n NpUHIMI TapaHTHpa, Y€ MOTPEOUTENINTE ca TE3HU, 3a KOUTO Ce
MPEACTABSAT, NPEIU Ja UM MPEOCTaBH JAOCTHI 10 pecypcu. ToBa ce mocTura upe3 MeToau
Karo MHOro()akTOpHO WM MHOTOCTENEHHO YJOCTOBEpsSIBaHE KAaTo H3MpallaHe Ha
ChOOIIIEHUE 110 eJIeKTPOHHATA MOIA UK 110 MOOUITHOTO YCTPOMCTBO, BbBEXKIaHE Ha KO

OT KapTUHKA, BbBC)KJAHC HA BTOpaA ImapoJjia 1 T.H..

Ynvanomowasane: IlpuHIMIBT HA YITBITHOMOIIIABAHE TAPAHTUPA, Y€ MTOTPEOUTENNUTE UMAT
MOAXOIAUIOTO HUBO Ha JOCTBII 10 PECYPCHU Bb3 OCHOBA Ha TAXHATAa POJISL MJIM HUBO Ha
npaBomotnus. Upe3 ocurypsiBaHe Ha OTOpH3allds OpPraHU3AIMUTE MOTaT Ja OrpaHuvaT
MOTCHIIMATHUTE METH, KOUTO MOTaT Ja OBbJaT MPUYUHEHU OT MPOOUB B CUTYPHOCTTA HITU

aTaka.

Heompuuane: To3u TNpUHIMI TapaHTUpa, Y€ AaBTCHTHYHOCTTA HAa JaHHUTE WJIHU
TpaH3aKLIHUUTE HE MOKe J1a ObJie OTpEeUYeHa OT yyacTBAIIUTE CTpaHU. ToBa ce MOCTUTa upe3

METOJH KaTo LII/I(I)pOBI/I MOAINKUCHU U MPOTOKOJIN 34 3alIUTCHA KOMYHUKAIINA.

JlokaTto MpUHIMIIUTE HAa CUTYPHOCTTA OCUTYpsBAT paMKa 3a e(eKTHBHAa UH(OPMAIIMOHHA

CUTYPHOCT, IPEIOTBPATABAHETO, OTKPUBAHETO U PEArMpPaHETO ca CrenuPUIHM ACHCTBUSA, KOUTO

opraHu3atvuTe NOpcAINpueMar, 3a Jda HNPUJIOKAT TE3U IMPUHOUIKM U Ja 3allUTAT CBOATa

qyBCTBUTEIHA HH(POpMAIIHSL.

Cren n3Bex/1aHeTo Ha IPUHIMIHN 3a e(peKTUBHA ITporpaMa 3a MH(pOpMaIMoHHa CUTYPHOCT,

cjacaBa OIIMCAaHMEC Ha BaXHU MCTOAH, KOHWTO CC H3IOJ3BAT 3a IIOCTUIaHC Ha NOCJIUTC Ha

HH(bOpMaHI/IOHHaTa CUT'YPHOCT. HMMma mHOrO pa3iindH METOAU 3a CUTYPHOCT, HM3MOJI3BAHU 3a

3allliTa Ha CHUCTEMH, JAHHH U MPEXKH OT HEOTOPU3UpPaH AOCTHII, KpakOa wiau moBpeaa [3].

N30panu ca KOHKpPETHU METOAM, KOUTO Cca IIMPOKO MPU3HATU U MPUETH KaTo €PEeKTUBHU HAUWHU

3a CIIpaBAHEC CbC CHCI_[I/I(I)I/I‘-IHI/I PUCKOBEC U YA3BUMOCTHU 34 CUTYPHOCTTA.

e CurypHoct Ha npoueca: BHenpsiBaHe Ha KOHTPOJIU U IPOLEAYPH, 32 /1a C€ TapaHTHpa,

ye OW3HEC MpOLIeCUTE ca 3alllUTeHd M HE ca YSI3BUMU Ha aTakud WM HpOoOHBH,
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BKJIIOUMTEJIHO TOJIMTUKUA 3a MOBEpUTENHA HHPopMalus, olOydeHue 3a Haii-1odpu

IMMPAKTHUKH 3a CUT'YPHOCT H OAUTHU HAa CUTYPHOCTTA.

e HyneBo noBepue: Pa3mmpsiBane Ha MEPKUTE 32 CUTYPHOCT KbM BCHUYKH YCTPOWCTBA,
MPWIOKEHUS. U MOTPEOUTENU B €Ha OpraHu3alus, U3UCKBAaHE HA YJIOCTOBEpsIBAaHE U
oTopH3aIys, npeau Aa 0ble IpeaocTaBeH AOCTbhI, U GOoKycHpaHe BbpPXY 3alluTara Ha
OTJICTHH YCTPONCTBA U AKTHBH C JAHHH Ype3 MHOTO(DAKTOPHO YIOCTOBEPSIBAHE, KOHTPOI

Ha JOCThIIAa U HCIPCKBCHAT MOHUTOPHHT .

e MHorodakropHo ynocroBepsiBaHe: V3uckBaHe OT MOTpeOUTENUTE Aa MPEAOCTaBAT
JIBE UK MoBede (OpMU Ha yIOCTOBEPSIBAHE, 33 Ja MOTBBPAST CBOSITA CaMOJUYHOCT,
npenu Aa ObAe MPeaoCTaBeH JOCTHI 10 CUCTEMU WJIM JIaHHU, HaMaJIiBaKU pUCKa OT

HCOTOPU3HPAH JOCTBII U aTaAKU 3a PA3KPHUBAHC HaA IapoJia.

e CurypHoct Ha codryepa: V3non3BaHe Ha CBbpP3aHU CbC CUTYPHOCTTa IPOrpaMHU
OPaKTUKU 3a M3TpaKAaHe, TECTBAaHE M KOPEKIUM Ha CUCTeMaTa, BKJIIOUUTEIIHO
NPOCKTHpaHe M KOJAWpaHE Ha coTyep 3a TNpEeAOTBpaTsIBAaHE HAa YECTO CPEIIaHH
ySI3BUMOCTH KaTo IpenbjiBaHe Ha Oydep M aTaku 4pe3 MHKEKTHpaHEe, TECTBaHE 3a

YA3BUMOCTHU U IIPUJIAraHC HA AKTyaJIM3allluu U KOPCKIUHU 3a aIpECUPAHC Ha YA3BUMOCTHU.

e MmuorocreneHHa curypHoct: IlpuiaraHeto Ha MHOTOCTENCHHATA CHUTYPHOCT
(Multilevel security - MLS) ¢ HaunH 3amuTa Ha MHOOPMALUATA B KOMIIOTHPHH
CHCTEMH, KOSTO ChABP)KA MaHHH C pa3sIMYHA HHBA HA YyBCTBHTEIHOCT WA
kiacudukanuu. MHOrocTeleHHaTa CUIYPHOCT Mpeiara o-BUCOKO HUBO Ha 3alliTa,
OTKOJIKOTO M3IOJI3BAHETO Ha €JHO HUBO HA CHT'YPHOCT 3a IisuiaTa nH(opMarus, Thil
KaTO MO3BOJISIBA HA OPTAHU3AIMKTE J1a TPUCTIOCOOSIT CBOUTE MEPKH 33 CUTYPHOCT KbM

cneumbanaTa YYBCTBUTCIIHOCT Ha 3alllTaBaHaTa I/IH(i)OpMaHI/ISI.

Ha crmexgBamo msicTto ca pasrienaHd CUCTEMHUTE 3a CUTYPHOCT B Cpela 3a rOJIEMH
JTAaHHU, ThH KaTO TOBAa MMa OTHOIIICHUE KbM pa3riielaHus MPOoOJIeM B TEKYIITUS TPY/I, B KOUTO

ce chueTaBaT CUTYPHOCT M Cpe/H 3a paboTa ¢ TOJIEMH JaHHH.
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Cucremu 3a CUTYPHOCT B cpe/ia 32 roJieMH JaHHH

3HAUEHUETO HA JIaHHUTE 3a II0JIy4aBaHE HA KOHKYPEHTHO IPEAMMCTBO € ILIUPOKO
IIPU3HATO, KOETO IpPaBU KPUTHUYHO BAKHO Jla CE OCUIYPH CbXpaHEHMETO U oOpalboTkara Ha
YyBCTBUTEJIHH JIaHHU. 3a J1a IOCTUTHAT [T0-BUCOKO HUBO HA CUTYPHOCT, OpraHU3alMuTe MOrar aa
BHEAPAT MEXaHU3MHU 3a yJj0cToBepsiBaHe 1 oropusanus kato LDAP, Active Directory u Kerberos.
Texnonoruu 3a xpunrtupane karo SSL/TLS mpoTokonu, KpunTHpaHe Ha JaHHU B TOKOH U
yIpaBJIeHUE HA KIOYOBE MOrar Aa ObJaT M3MOJI3BAHM 3a 3alllUTa Ha YyBCTBUTEIHH JaHHU. OT
rojisiMa 3Ha4€HUE € NOJABP/KAHETO Ha PErMCTPALIMOHHU (ailyioBe 32 OJUT U OCUTYPSBAHETO Ha
CbOTBETCTBUE C PETYJIATOPHU U3UCKBAHUSA. MEpKUTE 32 MpEKOBa CUTYPHOCT, KaTO KOH(PUTypaLus
Ha 3alllMTHA CTeHA, MPEKOBO cermeHTupane 1 VPN, moraT ga momMorsar 3a npeoTBpaTsiBaHe Ha
HeoTopu3upan nocTbil 10 Hadoop BB3/M U 3aluTeHa KOMyHHUKALUs MEXy Bb3/IU. B cioxHara
Cpeza 3a CUTYPHOCT Ha CUCTEMMTE 3a FOJIEMU JaHHU € HEOOXOUM LIEHTPAIN3UPaH MEXaHU3bM 32
yJIOCTOBEPsIBaHE, 3a Jla CE rapaHTUpa, Ye caMO OTOPU3UPAHU OTPEOUTENN U YCIyTH UMAT JOCTBII
no nannute. Pasrnenanu ca Kerberos, Apache Knox u Apache Ranger xaTo pemienusi, KOuTo
OCUTYpSIBAT HUBO HAa CUTYPHOCT MpPHU ABTCHTUKUPAHETO W OTOPU3UPAHETO HA MOTPEOUTENHUTE.
Apache Knox cmyxu kato curypHa Bxoana Touka 3a REST u HTTP B3aumopeiictBus c
exocuctemara Hadoop [35], mokato Apache Ranger npenocrass riardopma 3a ynpaBlieHHe Ha
KOHTPOJI Ha JIOCTBIIA M TIOJIMTHKH 32 oAuT B ekocuctemara Hadoop [36]. Kerberos ce usnosssa 3a
3aluTa Ha Mpolleca Ha yIO0CTOBEPSIBaHE U KPUITHPAHE HA JIaHHU, OOMEHSIHU MEX]y KIMEHTH U

cepBBpH [37].

CJ'IG]I PAa3riIcKaAaHeTO Ha OCHOBHHUTEC KOMIIOHCHTH U METOAU, CIICABA 06GI[I/IHCHI/I€ B CAUHHO
peuieHue, KOeTo Aa 00XBaHEe BCHUYKH aCICKTH Ha CUTYPHOCT U Ja TrapaHTHpa 3aliuTaTa Ha
CUCTCMATA Ha Pa3JIMYHU HHBA. Enno HO)IO6HO PCHICHUC MOXKE 1a 6’[:,[[6 OIICPaTUBCH LICHTHP 3a

MH(OpPMAaIMOHHA CUTYPHOCT.
OnepaTuBHU LEHTPOBe 32 HHPOPMALMOHHA CUTYPHOCT

OnepaTtuBHUTE LEHTPOBE 3a WH(GOPMALMOHHA CHUTYPHOCT MIrpasT KJIIOYOBa poJisi B
3aIUTaTa Ha TE3W CPEIM M TapaHTHPAHETO HA MOBEPHUTEIHOCTTA, LENOCTTa U HAJIMYHOCTTA Ha
YyBCTBUTEIHU AaHHU. [IpyunHaTa B U3MI0JI3BAHETO U NOMYJIIPU3UPAHETO HA TAKMUBA LICHTPOBE CE
IBJDKA TJIaBHO Ha HEOOXOJUMOCTTa OT IpPeNoTBpaTsBaHE Ha TrojieMH KuOep WHIMICHTH U

MPOU3TUYAIIOTO OT TOBA MPUCMAHE HA ICHTPAJIU3UPAHU )Iel\/’ICTBI/Iﬂ 34 CUTYPHOCT B OpraHH3alu.
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ITo cosita ceuHocT OneparuBHuAT LlenTsp 3a MHpopMmanmonna Curyproct (OLIUC,
Information Security Operation Center - OIIMC) mo:xe 1a 6b/1e onpeeacH KaTo [HEHTPATH3UPaHO
ChOPBKEHHUE, KOETO OTTrOBaps 3a HAOJIOJAECHUETO M YIPABICHHETO HAa CUTYPHOCTTA Ha JaJIeHa
opranuzamys. B OLIIC 0OMKHOBEHO MMa €KHIT OT aHATM3ATOPU U CIICIUATUCTH IO CUTYPHOCTTA,
KOUTO MMAT 3a 3a/laya Jla OTKpHUBAT, aHAIM3UPAT U pearupar Ha MHIUACHTU [0 CUTYPHOCTTA B
peanno Bpeme [38]. OLIMC mpeaocTaBs MexaHU3MH 3a ChOUpPaHe, ChbXpaHsIBaHEe M HOPMATU3UPaHe
Ha BCAKAKbB BUJI IaHHU, KAKTO ¥ TApaHTHPa MO-BUCOKO HUBO HAa CUTYpHOCT. OCHOBHATA (DyHKIIHS
Ha OLJUC e na ocurypu cuTyalimoHHa OCBEIOMEHOCT M (DYHKITMH 32 pearnpaHe Ha WHIMICHTH Ha
opranuzanusTa. ToBa BKIIOYBa HAOOIEHUE HAa MPEXOBHS TpadUK, OTKpUBaHE HA UHIUACHTU U
pascie/iBaHe Ha HACTBHIIWIM CbOUTHS, CBBP3aHH ChbC CUTYPHOCTTA, U KOOPJWHUPAHE Ha EKUIla 3a

peakuus npu uHOUAeHTH [39].

Henra na OLIUC e ocurypsiBaneTo Ha maatgopma 3a CbTpyIHUYECTBO 3a pa3paboTBaHe Ha
ManiadupyeM HHCTPYMEHT 3a aHAJIM3 Ha CUTYPHOCTTA, KaTo B CHILIOTO BpeMe IIEHTHPBT HOIbpKA

JOMBJIHUTETHE QYHKIMH 33 WACHTH(PHUIIMPAaHEe Ha TpobiemMu B curyproctra [38].

OLIMC ce xapakrepusupa ¢ U3MOJI3BaHE HA aBTOMAaTHU3allMs U aHAJIM3U 332 OTKPUBAHE U
pearupaHe Ha 3aIljIaxu 3a curypHocrra. Hakou or aBTomaTu3npaHuTe My IPOLIECH ca CbOUpaHE U
aHaJIM3 Ha PETrUCTPALlMOHHU (haiijioBe, COPTUpPAHE U pearvpaHe Ha MHUUACHTU M ChOMpaHE Ha

uHpopmanus 3a 3amaxu (durypa 8).
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Cr6upaHe Ha nor
daiinose

XpaHunuue ¢
uHpopmalma
Cpely MHUMAEHTU

ArperaymoHHa
Kopenauusa

WntenurenTtHo Ynpaenexne Ha
npoy4saHe Ha 6unetn sa
3annaxu WHUMAEHTH

HayuHouscnepo- UsrotesHe Ha
BaTeNcka feAHoCT oT4eT

Queypa 8. Ipoyecu na OLIUC.

To3m Tin LOCHTPOBC UHTCTPHUPAT MHOKECTBO TCXHOJIOI'MH 3a CUT'YPHOCT U U3TOUHHIM HA
AaHHH, 3a a OCUTYPAT LAJIOCTCH HOTJIC BbPXY CbCTOAHUCTO HA CUTYPHOCTTA HA OpraHu3anuAiaTa,
BKJIFOYMTEIHO HMHTETPUpPaHEe Ha CHCTEMM 3a MH(pOpMalMs 3a CUTYPHOCTTAa U YIpPaBJIEHHE Ha
ceoutus (SIEM), noaxoau 3a pasy3HaBaHe Ha 3aIlljlaxd M JPYTd MHCTPYMEHTH 33 CUTYPHOCT B
enHa miardopma. KimrouoBa xapaxtepuctuka Ha OLIMC e HempexkbcHAaTOTO MOAOOpEHHE Ha
[EHThpa 4Ype3 PENOBHH OIEHKH M TpErjelud Ha IMPOIECHTEe W MIPOIEIypUTE 3a CHUTYPHOCT,
U3IMON3BAMKK TIOKa3aTeld M aHajiM3M 3a M3MepBaHe Ha €(EeKTHBHOCTTAa Ha ONepaluuTe 3a
CUTYpHOCT, UIeHTH(ULIMpaHe Ha 00JIaCTH 3a NOJOOpEHNE U ChOTBETHO KOPUTUPaHe Ha MPOLEecH
u nporieaypu. OLIUC naGnronaBa cra3BaHeTo Ha MOJUTUKUTE U PA3MOPEIOUTE 3a CUTYPHOCT, KaTO

HIPAA, GDPR u np. [38].

OLIMC 3a cucTemMu ¢ TOJICMH IaHHU Ca U3MIPABSHU MPEJl HOBU MPEIN3BUKATEIICTBA TOPAIH
royieMuss 00eM U CJIOKHOCTTa Ha TO3M BUJ JaHHH. VIMa penuiia ChIIECTBYBAIM pEIICHHS 3a
yrpaBiicHHE Ha MH()OPMAIMOHHATA CUTYPHOCT B CUCTEMH C TOJIeMH JaHHH. Te BKIIOUBAT aHAIU3
Ha TIOBeJICHHEeTOo Ha norpebutenute u cyoekrute (User and Entity Behavior Analytics - UEBA),
npenoTBparsBaHe Ha 3aryba Ha ganHu (Data Loss Prevention - DLP), ympaBnenue Ha
camonmuHocTTa 1 Aocthia (ldentity and Access Management - IAM), pa3y3HaBaHe Ha 3arjiaxu 1

MamMHHO oOyuenue. UEBA otkpuBa aHoManuu B TOBEACHHETO Ha MOTPEOUTENTUTE U
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uAeHTH(UIMPa NOTCHIMAHH 3aIUIaXy 3a CUTYpHOCTTA, okaTto DLP npenoTBpaTsiBa u3tnyaneTo
Ha gaHHH, a [AM ympaBisiBa MOTpeOUTEICKHS TOCTHII 10 JaHHU M cucTeMu. Pazy3HaBaHeTo Ha
3arutaxu (Threat Intelligence) npenocrasst nHGOpMAaLKS B peaTHO BpeMe 3a MOTSHIUAIHH 3aIUIaxXH
32 CHUTYPHOCTTA M YS3BUMOCTH, & MAIIMHHO OOy4YeHUE HUICHTU(UIMPA MOJEIU M aHOMAIIUU B

TroJIEMu Ha60pI/I OT JaHHH, 3a Ja OTKPpHUBA HHIUJACHTHU CbC CUT'YPHOCTTA HO-6’bp30 U TOYHO.

Korato ce mpoektupa OLIMC 3a cuctemu c TojieMd JaHHU € J00pe Ja H3IMOJI3Ba
KOMOHMHAIMs OT TOPECIIOMEHATUTE PELICHUs, 3a J1a OCUTYPHU ISUIOCTEH MOHUTOPUHT U aHAJIN3 Ha
curypHoctra B peanHo Bpeme. Kakro m exumbr Ha OLIMC TpsiGBa ma € B CBhCTOSHHE Ia

WHTEPIPETHPA JaHHUTE U Ja pearupa 0bp30 Ha UHIIMACHTH, CBbP3aHH ChC CUTYPHOCTTA.
HN3Boan

HapacrBamata gururanusanuss Ha pa3jiMYHU IIPOLIECH JIOBEAE 1O T'€HEPUPAHETO Ha
OTPOMHHM KOJMYECTBA JaHHW OHJIAWH, BKJIIOYUTEIIHO HECTPYKTYpUpaHU AaHHU OT COLUAIHU
MeINH U IpyrH maaTdopmu. 3a cbOUpaHeTo U 00pabdoTkaTa Ha Te3U JaHHU C€ U3I0JI3BAT roJIeMU
nanau 1 MW anropuT™u, KOUTO CHIIO MOTAT Ja OTKPHUBAT M3MaMU U Ja Moao0psBaT Ou3Hec
omepanuuTe. 3arma3BaHeTO HAa TE3U JAaHHU W TapaHTUPAHETO Ha TAXHATA CUTYPHOCT olade e
MPEAN3BUKATEIICTBO U PA3IMYHA MEPKH KaTO KPUTITUPAHE HA JAaHHU M MHOTOIJIACTOBA CUTYPHOCT

Tp5I6Ba Ja € npujiarar u Ha6JHO,Z[aBaT IIOCTOSAHHO.

Crnen peanu3upaHoTo 0000IIEHHE Ha BH3MOXKHOCTHTE HA CPEANTE 3a TOJIEMH JaHHU 10 W30paHu
KpUTEpUH, ChOOPa3eHU C HYXJIUTE Ha TUCEPTALMOHHUS TPy, U30paxMe MpOAYKTH, KOUTO IIE
M3MOI3BaMe MpU MPOEKTUPAHETO Ha ONIEpaTUBEH IIEHTHP 32 HHPOpMAIIMOHHA CUTYPHOCT. TakuBa
npoayktu ca Apache Hadoop u cuctemara IDOL, KOUTO MOTAT J1a ce M3MOJI3BAT 3a ChXpaHsIBaHE
" aHAJIM3UpPAHE Ha roOJICMU KOJIUYCCTBA JAHHHW W 3a M3BJIMYAHC HA JaHHU OT COLMAJIHU MCIHU.
Tesn IMPOAYKTHU MOraT Ja 6T)I[aT HUHTCTpHUpPAHU, 3a J1a OCUT'YPAT JOIIBJIHUTCIIHA (1)YHKIH/IOHaJ'IHOCT,

uznon3paiiku Apache NiFi.
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3. IIpoexkTrpaHe Ha apXUTEKTypa Ha OINEPATUBEH IIEHTHP 3a

uH(pOpMaIMOHHA CUTYPHOCT

Jlururanuzanusata TpaHcQoOpMHUpa  PEBOJIOLMUMOHM3UpPA OH3HEC HM3UCKBAHUATA U
M3I0JI3BaHETO Ha TOJIEMU JaHHU CE€ NIPEBBbPHA B KJIFOUOB €JIEMEHT 3@ IOCTUIaHE Ha KOHKYPEHTHO
NpeIUMCTBO. B TOBa OTHOILIEHHWE ONEpPaTHMBHUTE IEHTPOBE MO HH(POPMALMOHHA CUTYPHOCT
(OLIMC) craBar He3aMeHMMH 3a OM3HECA, ThH KAaTO TapaHTHpAT CUTypHOCTTa Ha AaHHuTe. llo-
KOHKpPETHO, CHCTEMHUTE 3a TOJeMH JaHHM UIpasT OCHOBHAa poJii B KUOEPCUTYpPHOCTTa U
nH(popMallMOHHATa CUTYpHOCT. TSAXHATa poiisi ce u3passBa B CHbOMPAHETO U aHAIU3HPAHETO Ha
00EMHHM JaHHU 32 OTKPHBaHE HA MOTEHIMATHU KuOep3amiaxu. Bernpeku ToBa, 3a epeKTHBHOTO
BHenpsiBane Ha OLIVC, npaBIHUAT nu3aiiH € HAJOKUTENIEH U TOW TpsaOBa Ja ce U3IIBJIHIBA OT

HpO(beCI/IOHaHI/ICTI/I C I'OJSIM OIIWT C SICHH IIJIAaHOBC 3a pCaKIUsA IMIPpH HHOUACHTH.

3a npoektupane Ha OIIMC TpsiOBa nma ce ciieqBaT yCTAHOBEHW MPUHIMITA W METOJH.
[IpuHuMnUTe MpPeaOCTaBIT HACOKHM 3a B3€MaHE Ha pEIICHUs, JOKATO METOJUTE C€ OTHACAT J0
crenu(pUIHA TEXHUKH U TPOIECH, HACOUEHU KbM MOCTUraHe Ha nenute. OT periaBaio 3HaueHue
€ Ja ce oTOeNexu, 4e 3a ch3aBaHeTo Ha padoren mpoekT 3a OL[VC u3ucksa s510CTHO pa3oupane
Ha W3MCKBaHMATA, PUCKOBETE M LIEIUTE Ha opraHu3auusaTa. ClenoBaTeNHO ca MNPEICTABEHU
NPUHIMIKA U MeToau 3a mpoektupane Ha OLUC, xouTo m3rpakmatr pamka 3a pazOupaHe Ha

HU3UCKBAHUATA, pUCKOBCTEC U LHCIIUTC HA OpraHu3aluiaTa.
HpI/IHHI/IHH 3a NIPOCKTUPAHE HA ONIEPATUHBECH HECHTHP 3a HH(l)OpMaIIHOHHa CUTYPHOCT

ITpu npoextupanero Ha OLIUC 3a cuctemu ¢ rosieMu JaHHU TpsiOBa Jla ce B3eMaT MpeIBU

uskosko npunnuna [40], [41].

[IbpBO, MOHMTOPUHI'BT € OT pelmaBaiio 3HaueHue 3a ¢yHkuumonupany OLMC. To3m
MPUHIUI BKJIFOYBA OTKPHUBAHE Ha 3JJOHAMEPEHM aTaKH U HaOJII0/IeHHE Ha 3I0HAMEPEHU JIeHHOCTH
OT CIIY>KUTEJIH, TOAU3IBIHUTENHN, TOCTU U BHHIIHM JHIa. EQekTuBHOTO HaOII01eHUE 1103BOJISIBA
O0bp30 uAEHTU(ULMpaHE Ha 3aljlaxd M YJECHABA €(PEKTUBHOTO CHTPYIHUYECTBO MEXKIY

nepcoHaa o curypHocrra [41].
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BTOpO, AHAJIM3bT Ha C"b6paHI/ITe JaHHHU € OT peuiaBallio 3HAYCHUC 3a I/II[eHTI/I(bI/II_[I/IpaHCTO
Ha 3aIllJIaXuTE, KOraro C¢€ IIOABAT. AHanu3bpT B p€allHO BpeME € OT pfllaBallo 3HAYCHHUEC 3a

pearupane Ha 3aruiaxu 3a curypaocrra [40].

TpeTo, p€aknusaTa IIpu HMHOUACHTH € JXKU3HCHOBa)KHa 3a CIIpaBiIHC C HHIHUIACHTH CBHC
CUT'YPHOCTTA, HC3aBUCHUMO JaJIM Ca BBTPCIIHWU WJIM BBHHIIHH. B’prGH_IHI/I HHIUACHTHU MOrarT Ja
BB3HUKHAT OT CJHIYXKUTCIHW, HUINBIHUTCIA WIK IMAapTHBOPU C JOCTHII OO0 CHUCTCMUTC Ha
opranu3anusaTa, MOOKATO BBHINHUTEC MWHIMWACHTH CC€ HWHHIOUUpAT OT HalagaTCJIn H3BBH

opranusanusra [41].

YeTBbpTO, OTKPUBAHETO HA IPOOMBH U PEAKIIMATA U3UCKBAT LISUIOCTEH IUIAH 32 pearupaHe
IIPU MHLUACHT, KOMTO ouepTaBa CTBIIKUTE, KOUTO TpsiOBa 1a ObJAT HMpeanpueTH B ciaydaid Ha
UHIUJEHT CbC curypHoctra. I[lmanbsT TpaOBa Ja BKIIOYBA NPOLEIYpH 3a OrpaHUuYaBaHe,

pascienBaHe U Bb3cTaHOBsIBaHe [41].

[leTo, oquTHT Ha perucTpauoHHM (haiiyioBe BKIIOYBA aHATM3UPAHE HA PETUCTPALIMOHHU
(aiiioBe Ha BCHMYKHM YCTPOWCTBA M KOpEJIHpaHEe Ha CHOUTHS B PA3IUYHU PErHCTPAIlIOHHU
¢aiinose. OLIMC urpae BaxxHa pojsi B PETUCTPUPAHETO U OJIUTA, KATO MPOBEPSBA CHOTBETCTBUETO

U IOKYMEHTHpa OTTOBOpa Ha MHIMJICHTH ChC CUTYpHOCTTA [41].

I_HCCTO, PECAOBHOTO TECTBAHE U OLICHKA Ca KPUTUYHHU 34 I/I)ICHTI/I(I)I/ILII/IpaHe Ha IMOTCHIMAaJIHU
YA3BUMOCTH M rapaHTUpaHC, Y€ CHIICCTBYBAIIMTE MCPKH 3a CUT'YPHOCT e(i)CKTI/IBHO HaMasiBaT

puckoBere [41].

Ha cenmo mscto, mamabupyemMoctTa € BakHa, Thi KaTo roJIEeMUTE JaHHU MoraT Obp30 J1a
HapacHat 1o pasmep u ckopoct. OLIMC tpsi6Ba na ObJe MPOEKTHpaH Taka, 4e Ja ce mMalladupa
XOPU30HTATHO 4pe3 Jo0aBsiHE Ha IOBEYE CHPBBbPU MM BEPTUKATHO 4Ype3 yBeJIMuYaBaHe Ha

MpOIIECOpPHATA MOIIIHOCT Ha ChIlleCTByBanuTe ChpBbpu [40].

OCMO, IMMOBEPUTECIHOCTTA HA JaHHUTEC € OT CHIICCTBCHO 3HAYCHUC, 3a Aa C€ rapaHTupa, 4c
JAAHHHUTC HC Ca KOMIIPOMETHPAHU OT BbTPCIIHU UJIKM BHbHIIIHU HAlTaAaTCIIN. Tp}I6Ba Ja cc Impujarat

MCTOIH 3a KPUIITUPAHC U KOHTPOJ Ha NOCTHhIIA, 3a [1d CC 3AIIUTAT JAHHUTC IIPU ITPEHOC U B IMOKOM

[40].
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n HakKpas, aBToMaTu3alusaTa € OT pCuiaBallo 3HAYCHUEC 3a 6’bp3OTO I/I,Z[eHTI/I(i)I/ILII/IpaHe Ha
C’L6I/ITI/I${, CBbp3aH CbC CHUI'YpHOCTTAa, WM HaBpE€MCHHATa pCaKlusd Ha TaKuBa CHOUTHA.
ABTOMaTI/I?;aI_II/ISITa HaMaJIsiBa pyUCKa OT PbYHU I'PCIIKH U n0ﬂ06p5113a HHCTPYMCHTHUTC U IIPOLCCUTEC

3a HaOJoieHue Ha curypHoctta [40].

Te3u mpuHLMIU citykaT KaTo pamka 3a npoekrupane Ha OLIMC 3a cucrema 3a roaemu
JIAHHU, KOSITO OCUTYpsIBA ISUIOCTHA 3auTa. Berpeku ToBa, 3a 1a ce pa3depaT HaI'bJIHO CTHIIKUTE

Ha nipoektupane Ha OLIUC, TpsOBa ga ce pasrieaar pa3IuyHd METOJIH.
MeToau 3a MpoeKTHPAHE HA ONePATHBEH HEHTHP 32 HH(POPMALMOHHA CUTYPHOCT

[IpoekTupaHeTo Ha ONEpaTHBEH LIEHTHP 3a MH(POPMALMOHHA CUTYPHOCT 32 CHCTEMHU C
roJIEMH JJaHHU U3MCKBA BHUMATEIHO [UIAHUPAHE U U3IIbJIHEHUE. ETO HAKOM METOIU, KOUTO BAXKHU
Y MOJIE3HU TIPpH TIpoekTupaneto u Bueapsianero Ha OLIMC 3a cucremu 3a ronemu nannu. Tsxnara
nojpenda € Bb3 OCHOBA HA 3HAYCHUETO UM 33 rapaHTHpPAHE Ha CUTYPHOCTTA U MOBEPUTEIHOCTTA

Ha CHCTEMHMTE 3a rojieMu gaHuu [42].

e OmneHka HAa PUCKA - U3BbPLIBAHETO HA LSAJOCTHA OLIEHKA HA PUCKA € €Ha OT I'bPBUTE
cTbIkH npu npoektupanero Ha OLIMC 3a cucremu 3a ronemu nanHu. ToBa momara jia ce
I/I)IGHTI/I(bI/IIII/IpaT MNOTCHIHUAJIHUTE YA3BUMOCTU HW PHUCKOBE, CBBpP3aHU C JAHHUTC,

UH(paCTpyKTypaTa 1 NPHIOKEHHATA, KOUTO 1ie Obaat HabaroaaBanu ot OLIUC [42].

e MHHcTpyMeHTH 32 ynpaBjeHue Ha MH(popmanus 3a curypHocrta u cbouTus (SIEM):
BHeJpsiBaHETO Ha MHCTpyMeHTH 3a SIEM e oT chliecTBeHO 3HaueHue 3a ChOMpaHe,
o0o011aBaHe U aHaJIU3MpPaHe Ha JAHHU 33 CbOUTHS 32 CUTYPHOCT OT Pa3IMuHU U3TOYHUIIH

B PEAITHO BpEME.

L4 KOHTpOJ’I Ha JOCThIIA - [Tpujiara €€ CTpor KOHTPOJI Ha JOCTHIIA, 3a J1a CC€ OrpaHU4n 6p0${

Ha XOpaTa, KOUTO UMAT JIOCTHII IO YyBCTBUTEIIHA HHPOPMAIIHS, TAaHHU U cucTeMu [42].

L4 KpnnTnpaHe - IpujiaraT €€ MCXaHU3MHU 3a KPUIITUPAHC Ha IAHHHU B MOKOM 1 IIpu NpCHOC,

KOCTO ImoMara Ha 3aluTaTa Ha YyBCTBUTCIIHU JaHHU OT HCOTOPU3UPAH NOCTHIT [43]
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CerMeHTnpaHe Ha MpexkaTa - Mpexara C€ CErMCHTHPaA, 3a Aa C€ Ch3AaaaT OTACIIHU 30HU
3a pas3siiniHyd BUAOBC JaHHU U HOTpC6I/ITeHI/I. ToBa 1€ IMMOMOI'HE 3a NpCAO0TBpaTIBaHC Ha
HCOTOPU3HPAH AOCTHII U 1€ OrpaHUYU IMOTCHIUATIHUTC ICTHU, IPUYUHCHU OT HpO6I/IB B

curypHocrta [42].

CroorBercrBHe - OLIC TpsiOBa 1a cma3Ba BCHYKHA ChOTBETHU Pa3ope 0N M CTaHAAPTH
OTHOCHO YyBCTBUTEJIHU WJIM JIMYHU JAHHU, KaTo Hanpumep OO1us periaMeHT 3a 3aluTa
Ha nanaute (GDPR) m Cranpmapra 3a CUTYpHOCT Ha JaHHUTE Ha HMHIYCTpHATa Ha

iatexxaure kaptu (Payment Card Industry Data Security Standard - PCI DSS) [81].

OO0yueHMe ¥ IOBUIIABAHE HA 0CBEJOMEHOCTTA - U3I0JI3BaHE HA IPOrpaMu 3a 00ydeHue
Y MOBUIIIABaHE HA OCBEIOMEHOCTTA, 32 MHPOPMUpPAHE Ha CIIY>KUTEIIUTE U MOTPEOUTENNTE
3a 3HaYEHMETO Ha MH(OpMAIMOHHATA CUTYPHOCT U 3a TOBAa KakK Ja WAEHTU(UIMpAT U
JOKJIa/IBaT 3a MOTEHUUAIIHU 3aIUIaxy 3a CUrypHocTTa. OCUrypsiBaHEeTO Ha OOydeHHE U
MH(QOPMHUPAHOCT 3a CHTYPHOCTTa Ha LENHsA IEPCOHAN, y4dacTBall B OIEpalUUTe Ha
CHCTEMHUTE 3a IOJIEeMHM JAaHHHU, [IOMara 3a HaMajlsgBaHE HAa PUCKAa OT HMHIUJIEHTH CbhC

CHT'YPHOCTTA, IPUYUHEHH OT YOBelIKa rpeika [81].

HenpexnbcHato mopoOpenme - T@pwiaraHe Ha Iporpama 3a HENPEKbCHATO
YCBBBPIICHCTBAHE 3a PeI0BEH nperiuen u akryanusupane Ha OIIMC, 3a na ce rapanTupa,

Ye TOW OcTaBa e()eKTUBCH U aKTyaseH [42].

3a ;ma ce HaATpaXKaaT TE3W MPUHIMIKA U METOIU 4upe3 J00aBsSHE HA HOBH TEXHOJIOTHH,

MHCTPYMEHTH U Ipoliec 3a nojoopsBane Ha paborara Ha OLIMC, e HeoOxoauMo N1a pasriename

ChIICCTBYBAIIUTC MMOKOJICHUA apXUTCKTYPHU HA TO3U THUIT HECHTPOBC.

IToxoJieHus1 apXUTEKTYPH HA ONEPAaTHBEH LEHTHP 32 CHTYPHOCT

[Tokonenusita Ha OLIMC ce oTHacs 1O €BONIONMATA W CH3PSABAHETO HA TE3H

LIEHTPOBE C TeueHue Ha BpeMeTo. ChllecTByBalIUTe MOKOJIEHUS ce Kiacuduuupar Ha YeTHpPU

c€Talia, BCCKHU C pas3JIndHa CTCIICH Ha Bb3MOKHOCTHU, ITPOLECU U TCXHOJIOTUN [43] HpCI[CTaBCHI/I ca

Ha @urypa 9.
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Bropo nokoneHne

* MOHUWTOPWHT Ha * Bkniousa e Moupso
ycTporcTBaTa nokoneHue

* CbxpaHfABaHe Ha Jlorose

* He nokpuBaHe Ha * Kopenauus Ha
BCUYKM YCTPOMCTBA U cvbuTuaATa
npouecu * CvbupaHe Ha

* BagHa peakuuA npu perucTpaLMoHHn
YA3BUMOCT darnose 3a mpema n
CUCTEMEH KypHan

* YnpasneHue Ha
pas/MYHUTeE caydaun

* Braousa Mepeo
noKoneHune

* Bknrousa Bropo
NnoKoneHue

* YnpasneHue Ha
YA3BUMOCTTa

* PeakuuA Npym MHUMAEHT

* Bb3MOMKHOCTHM 33
asTomatusayma n
opKecTpaLua

. TpeTo nokoneHue - YeTBbPTO NOKONEHWE

* Bkntousa MNvpso
NOKoNeHue

* Bkntousa Bropo
noKoneHue

* Bkniousa TpeTto
noKoneHue

* Kopenauus Ha aaHHUTe

* AHA/N13 Ha CUIYPHOCTTa
Ha ronemu faHHu

* Cnykbu 3a

pasy3HaBaHe Ha
3annaxv

* [NoTpebneHue Ha
obnauHu yenyru 3a
CUrypHocT

¢ AHaNN3 Ha MPEXOBUA
noToK

e lurutanHo npoy4saHe

Queypa 9. Ioxonenus OLIUC.

[IppBOTO MOKOJIEHUE CE XapaKTEpU3UPa € JIUIICA HA UHTETPALUs U aBTOMaTHU3aLHs
MEXJ1y MHCTPYMEHTHUTE 3a CUTYPHOCT, JOKATO BTOPOTO MOKOJIEHUE Pa3LIUpsIBa Bb3MOKHOCTUTE
OTBBJI MOHUTOPHUHIA HA NPEAYIPEXKICHUATA 32 CUTYPHOCT, 3a Ja BKJIIOYBA IPOAKTUBHU ONepalvu
3a CUTYpHOCT. TpeToTo MoKoJieH!Ee BKIIYBA YChbBbPIIEHCTBAHN Bb3MOXKHOCTH 32 aBTOMATH3ALIHs
U OpKECTpalus, a YeTBBPTOTO MOKOJEHHE BKIIOYBA WHTEIPUPAHETO HA YCHBBPIIECHCTBAHU

BB3MOXHOCTH 3a aHAJIM3 1 MAallIMHHO 06y‘-ICHI/I€.

Toit kaTo Besiko mokosienne Ha OLIMC naarpaxaa npeauniHoTo, padoTara Ha eKHra 1o
CUTYPHOCTTA C€ U3MECTBA OT ChOMpaHe HA PETUCTPAIIMOHHH (DailioBe (JIOTOBE) M peaKIlus CJe]
HHIUACHT KbM pa3paboTBaHE Ha HOBU BH3MOXKHOCTH, TIPOIIECH U TEXHOJIOTHUH, KOUTO MOI00psBaT
CIOCOOHOCTTa 3a OTKpUBaHE, MPEAOTBpaTsSBaHE W pearrupaHe Ha 3aljlaXd 3a CHUTYPHOCTTA.
PazButuero na OLIHIC e HenpekbCcHAT MPOIIeC, Thil KATO CUTYPHOCTTA MPOIbIIKaBa Jla Ce pa3BUBa,
KaTo ¢ TCYHCHHUEC Ha BPEMCTO CC MOSABABAT HOBH 3allJIaXH. Pa3pa60TBaHeTo U UHTCTPUPAHETO HA
HOBU TEXHOJIOTUH, UHCTPYMEHTH U TPOIECH 1€ MPOIBIKU 2 ObJie BAXKHO 3a MOJ00psiBaHE Ha
paborata Ha OIIMC. Twii KaTo TE3U EHTPOBE Ca U3MPABEHU MPE]l HAKOIKO MPEAN3BUKATEIICTBA,
KOUTO TpsiOBa Jja ObJIaT aipECUPAHU 32 YCIEIIHOTO MPOEKTUPaHE M U3rPaXJAaHe Ha CIEABAIIOTO

ITOKOJICHHUE OT TE3U LCHTPOBE.

E}IHO OT OCHOBHHUTC IMPEAN3BUKATCIICTBA € HapacTBallaTa CJIO)KHOCT Ha CUCTEMHUTEC, KOUTO

Tp516Ba Ja CC YyIIpaBJIIBAT HCHTPAJIHO U aBTOMATUYHO, KOCTO BOAU OO0 MMO-TOJIAM 6pOI7I CJIy4dBalu
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ce ChOWTHS M yBelIMYaBaHEe Ha PUCKOBETE, CBHP3aHU ChC CHTYPHOCTTA Ha cucremute [44].
Bbnpeku ToBa, urcara Ha KOHTEKCT B JAaHHUTE, TEHEPUPAHU OT CUCTEMUTE 33 CUTYPHOCT, MOXKE
7la 3aTPyIHU pa3rpaHMYaBaHETO MEXKIY HCTUHCKH 3aIIaxy U (DaJIIuBU MMOJIOKUTEITHH PE3YIITATH.
OcBeH TOBa CBHILECTBYBALIUTE WH(POPMALMOHHU IIEHTPOBE 3a CHTYpHOCT MOTrar jaa Obaar
MPETOBapeHH OT TojieMuss o0eM J[aHHU, KOETO BOAM JO TIEHEepUpaHE Ha MHOXECTBO

peAynpeKACHUS U HaMalleHa CIIOCOOHOCT 3a uaeHTH(HUIMPaHe Ha pealiHu 3aruiaxu [44].

Jlpyro mnpeau3BHKATENICTBO € OrpaHHMYeHaTa BUIAUMOCT B IsjaTa OpraHU3alus.
CrpiecTByBammre WHPOPMALMOHHM CHUCTEMH 32 CHTYPHOCT 4YeCTO ce€ (OKYCHUpaT BBPXY
crerupUIHA 00JIACTH WM (PYHKITMHM Ha OPTaHMU3AIMSI, KOSTO MOXKE JIa JOBEIe 0 ,,CJICHU 30HH,
KOUTO 3aTPyJHSIBAT OTKPUBAHETO U pearnpaHeTo Ha 3aIljlaXu 3a CUTYPHOCTTA, KOUTO Bb3HUKBAT
U3BBH oOcera Ha 1eHThpa [44]. PacTexbT Ha MUTpaIUATa KbM O0JaYHH YCIYTH U CHCTEMH ChII0
Hanara HoBU u3nckBanus kbM OLIMC u ckopocTTa, ¢ KOSTO MOTraT /1a c€ pa3BUBaT CbBPEMEHHUTE

3aIuiaxu, MPaBU HACTOSIIUTE MOKOJICHHS YSI3BUMHU KbM HOBHM TEXHHKH 3a ataka [44].

3a 1a ce NpeoAoear Te3H MPeIU3BUKATENICTBA, € 3all0YHAT IPOLEC N0 NIPOEKTUPAHE Ha
HOoBO nieTo nokosienue OLIMC. ToBa nokosneHne U3Mo0a3Ba TEXHOJIOTUN KAaTO U3KYCTBEH UHTENIEKT,
MaIlMHHO 00y4eHUe M aBTOMAaTU3alus, 3a /1a T03BOJIM OTKPUBAHE Ha 3aIljlaxd B PEATHO BpeMe U
peakius B msutata opranmsanus [45]. Enxo ot ocHoBHuTe mpeaumctBa Ha OLIMC oT merto
MIOKOJIEHHE € CIIOCOOHOCTTa My Ja aHalIu3Mpa TOJEMH KOJIMYECTBA JaHHH OT MHOXKECTBO
HU3TOYHUIIM B pPCAIHO BPEMC H BB3NPHEMA IMO-IIPOAKTHUBCH W CTPATCIHYCCKU IMOAXOA KbM
CUTYpHOCTTa, KaTo ce (OKycHpa BbPXY JIOB Ha 3allJlaXd U MPEBEHLHA, a HE CaMO PEaKlMs Ha
uHnuaeHT [45]. OyakBa ce meToTo MOKOJICHHE J1a Ce ChCPEIOTOYN BbPXY CHI'YPHOCTTA B 00JaKa,
CHpaBﬂﬁKH CC C YHHUKAIHUTC TMPECAU3SBUKATCIICTBA MpPE€a CUTYPHOCTTA, MNPEACTAaBCHU OT
MIPEMHHABAHETO KbM Oa3supaHu Ha OOJaK apXUTEKTYpd M HApacTBALIOTO H3MOJI3BaHE Ha

KOHTeﬁHepH U MHUKPOYCIIYTH.

Hsixon nocTaBumMiy mpeanarat yChbBbPIICHCTBAaHH PEIICHHS 32 ONEPaTUBHU IICHTPOBE 32
CHTYPHOCT, KOUTO BKitouBaT MU 3a aHanu3m M mo-aBTOMAaTU3UpPaHH NPOLECH, HAPUYAWKU TH
,1eto nokosenue” TakuBa komnanuu ca IBM, Atos, ProCyb u np. [46], [47], [48]. TTonacTostem
obave HsMa OOIIONPHETO OINpeleieHre 3a ToBa KakBo TouHO mpexncrasisiBa OLIMIC ot mero

ITIOKOJICHHUC.
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TBi KaTo 3a1IaXyUTe U TEXHOJOTMUTE HEMTPEKbCHATO CE€ Pa3BUBAT, OT pelllaBalllo 3HAYCHUE
€ HEMPEeKbCHATO JIa CE€ OLECHSABAT M aKTyaJIU3UpaT MPUHIIMIIUTE HA MPOCKTUPAHE HA IIEHThpa 3a
orepaluu no curypHoctra. [IocTositHHO ce OTKpUBAT HOBH 3aIlJIaXy U ySI3BUMOCTH U Hala1aTesnTe
BUHArd HamMupaT HOBM HAYMHU J1a TU M3MO0I3BaT. B chIIOTO Bpeme ce pa3paboTBaT HOBU
TEXHOJIOTHH, KOUTO MOTAaT Jla TOMOTHAT Ha OpTraHU3aIMKUTE J1a OTKPUBAT I0-100pe U J1a pearupar
HAaBPEMEHHO Ha MHIMJECHTH ChC CUT'YpHOCTTAa. Bb3 OCHOBa Ha aHaigM3a Ha ChIIECTBYBAIIUTE
NPUHIMIIA ¥ METOIM M TpeAcTaBeHara HWHQPOpMAIUs 3a TMOKOJICHUSITAa W Pa3IUIHHUTE
MPEAN3BUKATEIICTBA, IIPE]l KOUTO Ca U3MPABEHH, HIKOJIKO aKTyaJIHU MPUHIIMIIA MOTaT J1a yJIECHST
npoektupaneTo Ha OLIMC u nma moBenmaT 10 Ch3IaBaHETO Ha METOM, KOWTO OGOpPMS CTBIIKHTE

Mpey Ch3JaBaHe Ha HOB TUII OTIEPATUBEH IIEHTHP 3a UHPOPMAIIMOHHA CUTYPHOCT.
AKTYyaJIHU NPUHIUIIN 32 TPOEKTHPAHE HA ONlePATHBEH LEHTHP 32 CUTYPHOCT

Hopam/l HCIIPCKBCHATO PAa3BUBAIIUTC CC 3aIlJIaXHW U TCXHOJIOTUH, IIPOMCHAIIUTE CC ousHec
HU3UCKBAHUs, YBCIIMYAaBalllg CC aHAJIN3 HAa JaHHU U IIOITYJIAPHOCTTA Ha obnayHuTE HU34YUCJICHUA, €

HEOOXOIMMO J1a ce aKTyalIn3upaT NpUHIHUNUTE 3a npoextupane Ha OLMC.

[Topanu ToBa ce npeasarat U akTyajlHu NpuHIUIH 3a npoektupane Ha OLIUC, ¢ koeTo ce
OTrOBOPS HA HY>KJIUTE 32 CUTYPHOCT U C€ U3BBPILBA aJalTallks KbM IPOMEHSIIUTE CE TEXHOJIOTUN

u OuzHec. Te3n NpUHIMIN ca:

1. MakcuMa/JHO aBTOMATH3HPAHATA PeaKUUsl U AHAJIU3 HA CHOMTHS, BKIIOYUTEIHO
usnoJsBanero Ha UM — oTHacs ce 10 aBTOMaTU3UPAHETO HA MPOLECUTE 3a pearupaHe
IIpY MHOUACHTH C IIOMOINTAa HA TEXHOJOTMU 3a W3KYCTBEH MHTEJIEKT M MAIIUHHO
oOyueHue. ToBa BKJIIOUBAa aBTOMaTHYEH aHAJIN3 Ha CbOUTHUS U pErHCTPaIMOHHU (paiioBe,
TCHEPUPAHU OT PA3IMYHU CUCTEMHU M YCTPOMCTBA, KOETO MOXE Ja IIOMOTHE 3a

I/I,Z[GHTI/I(I)I/II_II/IpaHe Ha NOTCHOHUAJIHU MHIIUJACHTHU U AHOMAJIMU B CUTYPHOCTTA;

2. Hurerpauus — OLIVIC tps6Ba na Ob/ie HHTETPUPAH C IPYTH CUCTEMH 32 CHTYPHOCT, KaTO
HalpuMep 3alIUTHU CTEHHU, CUCTEMHU 3a OTKPMBAHE HA IMPOHUKBAHE U AHTUBUPYCEH
coryep, 3a Aa ce OCUTYpH LAJIOCTHA TMO3UIUS 32 CHUTypHOCT. Toil TpsiOBa na Obae
IIPOEKTUPAH TAKa, Y€ Ja rapaHTUPA, Y€ TaHHUTE CE CIOJAEIAT MEXAY CUCTEMHUTE, 32 Ja CE

HO)IO6p$IT BB3MOXKXHOCTHUTEC 3a OTKPHUBAHC HaA 3allJlaXy U pCarupaHe;
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3. HM3mnoua3Banero Ha MU 3a aHAM3 HA CTPYKTYPUPAHU M HECTPYKTYPUPAHU JaHHH OT
cHLOUTHSA - BKJIIOUBA U3MOJI3BaHE HA aJITOPUTMHU 32 MAIIMHHO OOyUYEHHUE 3a aHaJIU3UpaHe
KaKTO Ha CTPYKTYPHpaHH, TaKa M HAa HECTPYKTYpUPAaHU JaHHU OT chOuTHs. ToBa Moxe na
IIOMOTHE 3a I/IIIGHTI/I(i)I/ILII/IpaHe Ha MOJACIM H TCHACHIIMH, KOHTO MOratr Ja 6'bI[aT
MPOIYCHATH OT TPATUIMOHHUTE METOIU U MOXKE Jla OCUTYpHU IO-TOYHA M HaBpEeMEHHa

npeacraBa 3a IOTCHIHWAIHHA 3aIlJIaxXy 3a CUTYPHOCTTA,

4. AHATU3BT HA CHAbPKAHHETO HA HECTPYKTYPUPAHM JAaHHU - 0o0pabOTKa B MOYTH
peaiHO BpeMe, KaKTO M Ha UCTOPUYECKU JaHHU OT HECTPYKTYPUPAHU U3TOUHMIIM KATO
MMEWIM, COIMATIHU MEIUU U JOKYMEHTH, 3a T€HEpHpaHE Ha 3HAHMS 3a aHAU3 U 3a

YBCAOMSABAHC U Ch3JaBaHC HA OTYCTHU,

5. IlpuopuTH3MpaHe Ha NpeAyPEKICHUATA 32 CUTYPHOCT Bb3 OCHOBA Ha TAXHATA TEXKECT
u Bb3jaelcTBUe. ToBa rapaHTHpa, 4€ KPUTHUUHUTE CUTHAJIM IOJyyaBaT He3a0aBHO

BHUMAHHEC U Y€ PCCYPCUTEC CC PA3MIPEACIIAT 110 CbOTBCTHUA HAYNH,

6. ChbTpyaAHH4YEeCTBO M CHOJejsiHe Ha HH(OPMAUUs BKIIOYBA BB3MOXKHOCTH 32
komyHukaius mexay OLIMC u npyru 3aunTepecoBanu crpanu, kato UT exunu, 6usHec

3BCHA U BbHIIHU MTaPpTHBOPHU.

[Ipunaranero Ha Te3u nmpuHUMNHU 3a npoektupaHe Ha OLIMC 6u nompuHecno 3a ToBa
OpraHu3alMHUTe J1a OCTAaHAT KOHKYPEHTOCIIOCOOHM upe3 MOoA00psBaHE Ha CHOCOOHOCTTa UM Ja

OTKpHUBAT U pcarupar 6’Bp30 )51 e(l)eKTI/IBHO Ha UHIIUACHTU CbC CUTYPHOCTTA.

[Ipoexktupanero Ha OLIUC 3a cuctemu c romeMu JaHHU MOXeE Ja ObJAE CIOXKEH U
IIPEeU3BUKATENIEH MPOIIEC, HO € OT ChIIECTBEHO 3HAYCHME Jla C€ rapaHTHpa, Y€ YyBCTBUTEIIHUTE
JIAaHHU ca 3alllUTeHN U MHIUACHTUTE ChC CUTYPHOCTTA C€ OTKPUBAT U ce pearupa HaBpeme. [Topaau
Ta3W MPUYMHA € BaXKHO Jla Ce pasrjenaT Pa3IMYHUTE KOHTPOJHH Ha ctangapta ISO 27001 [49],
KOUTO MMAaT OTHOIIEHHE KBbM CBH3/IaBaHETO Ha METOJ, C KOWTO Ja ce NePUHHUPAT Pa3InYHUTE

(YHKIIMOHATHY HUBA Ha HOBOTO Nokosenue Ha OLMC.
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N3noa3BaHe HA KOHTPOJIU 32 CHTYPHOCT MPH MPOEKTHPAHETO HA ONEPATHBEH HEHTHP

32 HH(POPMAIIMOHHA CUTYPHOCT

ISO 27001 moxe ma ce u3Mmos3Ba KaTo peepeHTHA paMKa 3a U3rpaKIaHe U YIPaBICHUE
Ha OLIMC, Tbii KaTo IpenocTaBs nu3ueparTenieH Habop OT KOHTPOJIU, KOUTO OPraHU3aLUNUTE MOTaT
Jia IpuJjIarar, 3a Jia 3aluTIT cBouTe nHpopmaronau aktisu [50]. To3u crangapT BKIIFOYBA 0010
114 xoHTposia 3a cUTypHOCT B 14 00JacTH BKJIIOYHMTEIHO MOJUTUKU 33 HH(POpPMAIMOHHA
CUTYPHOCT, OpraHu3alus Ha HHOpPMaIlMOHHATA CUTYPHOCT, YIIPaBJIEHUE Ha aKTUBHU, KOHTPOJI Ha
J0CThIIa, Kpunrorpadus, pusnyecka CUTYpHOCT M CUTYPHOCT Ha OKOJIHATa Cpeda M YIpaBICHHUE
Ha MHUUACHTH, KOUTO ca MpeAHAa3HAuY€HU Ja IOMOTHAT Ha OpraHU3alMUTe Jla yIpaBisBaT U
CMEKYaT PUCKOBETE 3a TAXHATa MHPOpPMAIIMOHHA CUTypHOCT. CTaHIapTHT € I'bBKAB U MOXKE J1a ce
aJlanTupa, KOeTO O3HAauaBa, Y€ HEe BCUYKU KOHTPOJIM MOrar Ja ObJaT MpujlaraHu, a camo Te3H,

KOHMTO OTrOBapsT Ha IEJIUTE U oreHeHuTe puckose [49], [50].

CnenBat Hskou oT koHTpohute Ha ISO 27001, kouTo ca moaxoAslIy, COOpea Hac, 3a

BHenpsiBane B OLIUC:

o TlosmTuku 3a uHpopManmumoHHa curypHoct (A.5) - u3UCKBa OpraHu3alUHUTe A
YCTAQHOBAT W MOAXBPXKAT MOJUTUKU 32 YIpaBlieHHEe Ha MH(OpMAIIMOHHATA CUTYPHOCT.
Exunure Ha OLIMC Tpsi6Ba ga ce pbKOBOJAT OT MOJIMTUKU, KOUTO OYepTaBaT TEXHUTE

OTTOBOPHOCTH M TIPOLIEYPH 3a CIIPaBsIHE C MHIUACHTH, CBbP3aHU ChC CUTypHOCTTA [49];

o ®usnuecka curypHoct (A.7) - U3MCKBa OT OpraHM3allMUTE Jla MpHJIaraT MEpPKU 3a
(u3nyecKka CUTypHOCT, 3a J1a 3alllUTAT CBOUTE MH()OPMALIMOHHU aKTUBH, CbOPBKEHUS 3a
o0OpaboTka Ha MH(pOpMaLMs U APYTH KPUTHUHU pecypcu OT (PU3MUECKU 3arjiaxyu Karo

Kpax0a, moBpeaa Wik HeoTopusupan aoctsi [50];

e Kunacupukanus na wunpopmanusita (A.8) - wu3MCKBA OT OpraHu3alMUTEe Ja
kinacubuuupar HMHPOPMAIIMOHHUTE aKTHMBHM Bb3 OCHOBA Ha TIXHOTO HHUBO Ha
YyBCTBUTEIHOCT U CHOTBETHO Ja MpuiaraT NoaxoAsamu kKoHTpoau. Exunure Ha OLIMC
MorarT Jia U3MoJ3BaT Kiacu(puKausaTa Ha MHGOpMaIusiTa, 3a 1a ChCpeaoTodaT yCHIusaTa
CH BBPXY HAW-KPUTHYHHUTE AKTHBU M Ja TFapaHTUPAT, Y€ KOHTPOJIBT 3a CUTYPHOCT €

ChU3MEPHUM C HUBOTO Ha puck [50];
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e Kontpon nHa moctbma (A.9) - u3MCKBAa OpraHM3alMUTE Ja OTPaHMYAT IOCThIIA JI0
nHpopManuiaTa W CHOPBHXKEHHATA 3a 00paboTka Ha HHPOPMAIMS 0 OTOPHU3UPAHH
notpeburenu. Exunure na OLIMIC TpsOBa na mMaT JOCTHI O YYBCTBUTEIHHM JAaHHU U
CUCTeMH, HO TO3U JOCTBII TpsiOBa Ja ObJe BHUMATEIHO KOHTPOJHUpPAH, 3a Ja Ce

Ipe0TBPaTH HEOTOPU3UPAH JOCTHI MM IPOOUBH Ha JaHHU [51];

e VnpaBienne Ha uHmuaeHTH (A.16) - U3MCKBa OpraHM3alUHUTE Ja YCTAHOBIT H
MOAIBPIKAT MPOLIEC 32 OTKPUBAHE, JOKJIAJBAHE U pearpaHe Ha MHIUIEHTH, CBbP3aHU ChC
CUTypHOCTTa Ha nH(popManuaTa. EKUIUTE Ha LIEHTPOBETE 32 CUTYPHOCT Ca OTTOBOPHU 32
HaOII0/IEHNETO Ha CHOUTHSTA IO CUTYPHOCTTA U pEarnpaHeTo Ha MHIUACHTHU, TaKa Y€ TO3U

KOHTPOJI € 0c00eHO BakeH 3a onepanuute Ha OLIUC [52].

Bb3 ocHOBa Ha CbBpEMEHHMS XapaKTep Ha IPEICTaBEeHUTE KOHTPOIM OT cTtaHaapra [SO
27001 ot 2022 r. m TAXHaTa 3HAYUMOCT U YMECTHOCT 3a 0OjacTra Ha WH(OpPMalMOHHATA
CUTYPHOCT, T€ e ObIaT mpuwiokuMu KbM npoektupaneto Ha OLIMC. B To3u koHTEKCT HuUE
npejjiaraMe UHTETPUPAHETO UM B METOJIOJIOTHYHA paMKa 3a mpoektupane Ha HOB Tun OLMC.
ToBa Ou ompuHeco 3a TapaHTHpPaHe Ha MOBEPUTEITHOCTTA, [IEIOCTTa M HATMYHOCTTA HA TAHHUTE,
00paboTBaHM U CHXPAaHSIBAHMU B IIEHTHPA MO CUTYPHOCT, KAKTO M 3a 3al[UTaTa Ha LAJIOCTHATA

uHppactpykrypa Ha OLIUC cpemty noTeHImanHy 3amjaaxy 3a CUTYpHOCTTA.

Cp3naBaHe Ha MeTOJ 32 NPOCKTHPaHe HA (PYHKIHOHAJTHA APXMTEKTYpPa HA ONepaTHBEH

LEeHTHP 32 CHTYPHOCT

Cnen HanpaseH npersen U aHanu3 Ha nokonenusta OLUUC, npenusBukaTencTBata npej
TAX ¥ TEKYIIOTO pa3BuTHE Ha cieasamoro nokonenue OLIUC, cuutame, ye KbM MOMEHTA JIUTICBA
MHTETPUPAH TOJXOJ, CIOMAarail Ha BCHYKM KOMIIOHEHTHM Ha CHCTEMara 3a CUTYPHOCT 3a
B3alMOCBBp3aHa paboTa, 32 OCUTypsIBaHe Ha ISJIOCTHO PEUIEHHE 32 CUTYPHOCT B PEATHO BpEME,
M3TOJI3BAaKH TAaHHHM OT X€TEPOTeHHM M3TOYHHIM. J[pyra mpuunHa € Ou3Hec He0oOXOAMMOCTTA OT
MoI00peHN MEpPKH 3a CUTYPHOCT B JUIIETO HAa HapacTBAIUTE 3alljiaxu 3a KuOepcurypHoctra. B
CIeICTBME HA TOBa B TEKyllaTa JUCEpTalUsl IMpeyiaraMe MeTOJ, KOWTO BKJIKOYBa
TOPECIIOMEHATUTE KOHTPOJM W W3JIOKCHUTE TPUHIMIHN 3a Cbh3JaBaHe Ha (PYHKIMOHAITHA

aApPXUTEKTYpa, KOSATO 1€ MTO3BOJIM U3rpakaaneTo Ha aktyanHo nokonenue OLINC (durypa 10).
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Ha * HabniogeHune

* AHa U3 U BUSyau3aLUuA
* UgeHTUdULMpaHe Ha cbbUTHS
* Hotudpukauma Ha cbbutua

Tp

*AAaNTUBHA CUTYPHOCT

«[aHHuM oT yebcalitoBe
*[laHHM OT coLManHKN Megun
*Bugeo notoum

Queypa 10. @ynxyuonanrna apxumexmypa Ha ONepPAMUEeHr YeHMvp 3a CUSYPHOCI.

OcnoBHara 1en1 Ha npesoxenoto pemierue 3a OL{IUC e na otroBopu Ha pa3BUBAILIUTE CE
HY)XIHM Ha Ou3Heca, M3MPaBeH MpeJl MOBUIICHN HUBA Ha KUOep 3aIlIaxyl OT Pa3InYHHU KaTeTOPHH
HegoOpoxkenatenu. To3u UEHTHP 3a CUTYPHOCT BKJIIOYBA aJalTHBHA CUTYPHOCT M Ipenasara
JUHAMHYHO KOPUTHUPAHE Ha MEPKH 32 ySI3BUMOCT, u3nomn3Baiiku U npu 06paboTka Ha HACTHIIIN
ChOUTHS, 3acsAralldi HUBOTO HA CHUTYPHOCT BH3 OCHOBA Ha CHINECTBYBAIIM 3aIlJIaXH.
[IpemtoskeHUAT METOI MMa 3a 1IeJ J1a OCUTYPH 3alluTa Cpelry KuOepaTaky, KaTo Mpesiara ole
MO-BHCOKO HMBO Ha aBTOMaTH3aius, usnomnssaiiku MU 3a crOupaHe Ha pa3nuyHU BUJOBE JaHHU

OT pa3JIMYHU U3TOYHHUILIU.

[IpennoxxeHaTa pyHKIMOHAIHA apXUTEKTypa C€ ChCTOU OT TPHU HUBA, KATO MBPBOTO HUBO
€ UHTEJIMTEHTHO yIpaBJeHHe Ha CUTypHoOCTTa. l{enTa Ha ToBa HUBO € /1a OTKpPUBA M pearupa Ha
WHIIMJIGHTA ChC CUTYPHOCTTAa B peajHo Bpeme, kato m3nomsBa MU u amantuBHa CHUTYpHOCT.
Cucremara crOMpa JaHHU OT PA3IMYHU PA3HOPOIHH W3TOYHHIIN, BKIIOYUTEIHO BHJICO MOTOIH,
JAaHHH OT COLIMATTHU MEIUU U APYyry u3rounuy. MU, mamuuuu 1 16100KKM MeTOIU 32 00ydeHue
Ce€ M3I0JI3BAT 3a KOTHUTUBHO THPCEHE, OTKPUMBAHE HA MOJENIM W 3HAHWS M aHAJIW3 HA JAHHU.
Jlanaurte, cpOpaHW OT coLMATHU MeAUM U YyeOcaliToBe, Morar Ja ce U3MoI3BaT 3a
UIACHTHQUIMpPaHE Ha JIMLA WK TPYNH, KOUTO MOraT Jia MpeICTaBisBaT 3amiaxa 3a CUTYpHOCTTa,
KaKTO ¥ 3a UACHTU(UIIpaHEe HA OTKPaJHATH MPEBO3HU cpeacTBa. OCBEH TOBA TEXHOJOTHITA 32
JIMIIEBO pa3MO3HABaHE MOXKE Jla TOMOTHE 3a MICHTU(UIUpaHETO Ha JIMIa, KOMUTO MoOraT Ja
Mpe/ICTaBiIsABaT 3aIulaxa 3a CUTYPHOCTTA.
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Broporo HuBO ¢ 0Oasupana Ha Hadoop BBTpemHa curypHOCT M coTyepHa OHW3HEC
CUTYpPHOCT, TMpEIHA3HAYCHHU Jia 3alllMTaBaT MMOBEPUTEIIHOCTTA, LEJIOCTTa W JOCTHIIHOCTTA Ha
nanHuTe. ToBa HMBO BKJIIOYBA IMOJXO/M, MU3IMOJ3BAIIU LEHTPAIM3MPAHO YIOCTOBEPSBAaHE Ha
MOTPEOUTENUTE, Ch3/1aBaHe HA MOTPEOUTEIICKH MPaBa 3a A0CTHII 0 KIIBCTEPH Ha TOJIEMH CUCTEMHU

34 JaHHU U CCTMCHTUPAHC HA JaHHU.

Haii-Brcokoro TPETO HUBO € aHAJIM3 W BU3yaIMW3alldA Ha IIOJIYUYCHUTE PE3YyJITaTH, KOCTO
HMa 3a ICJI J1a HaIllpaBU IMOAXOAA1Ia BU3yajlnu3alrd Ha c1;6paH1/1Te JaHHHW OT NpCAXOAHUTC HUBA U
Aa OTKPHUEC MOTCHUWAJIHHA 3aIljlaxy B p€aJIHO BPEMC. Cucremara ({104 C"I)6I/ITI/IH, CJIydBaliy CC B
LOCHTBpPA, KaTO HAIIPUMCEDP Cb31dBaHC 1 aHAJIN3 Ha PECruCTpalluOHHA (baﬁHOBe, 3a IIPCAO0TBpATABAHC

M OTKPHUBAHC HA IIOTCHIUAIHUA 3allJIaXH B pCaJIHO BpEMC.

[Ipennoxxenata ¢GyHKIUMOHAHA apXUTEKTypa MPEAoCTaBs H34epnaTelieH Halop OT
KOHTPOJIM, KOUTO OpPraHU3allMUTe MOraT Jia Mpuiiarar, 3a Jia 3allUuTIT CBOUTE MH(POPMAIIMOHHU
aKTUBH. APXUTEKTypaTa € T'bBKaBa M MOXE JIa C€ aJIalTUpa, 3a Ja OTTOBOPU HA CHCIU(PUIHHUTE

HYXIHW Ha BCJAKa OpraHusanusa, HE3aBUCUMO OT HEeWHUSA pasMEp Wik UHAYCTPUs.

Ha d)Hrypa 11ca npeaACTaBCHU O606H_ICHO BB3MOXHOCTHUTC 34 U3IIOJI3BAHH TCXHOJIOTHMHU HA

BCAKO OT HUBATAa, KOUTO pC€aIM3upaT MMOCTABCHUTE LCJIN IIPU BCAKO OT TAX.

NMbPBO HUBO BTOPO HUBO TPETO HMBO
[ MicroFocus Sentinel ] [ Apache Hadoop ] [ IBM QRadar ]
[ macmon Network Access Control ] [ OpenLDAP ] AHanus ¥ BUsyanusauma
MicroFocus IDOL
MicroFocus IDOL => IBM Business Automation
Media Server, IDOL Content, IDOL Workflow

Find

Apache NiFi
Apache Hadoop

Apache Spark / MicroFocus IDOL
Apache NiFi P park /

Power BI

Queypa 11. Hsnonssanu mexunonoeuu npu pasnuunume nusa na OL[UC.
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Cnez[Ba l'IOI[p06HO MNpEaACTaBsIHC Ha HHBaTa B IIPCAJIOXKCHATa apXUTEKTypa MW Ha
TEXHOJIOTUYHU PCUHICHUA, O6XBaH_[aHII/I (bYHKHI/IOHaJ'IHOCTI/I, npeajaramuy II0-BUCOKO HHMBO Ha

3aluTa 3a BCAKO €JHO OT TiAX.

IIbpBO HMBO HA omepaTHBEH HEHTHP 32 HHGOPMANMOHHA CUTYPHOCT — AJanTHBHA

CUT'YPHOCT

OCHOBHO MNpEeAU3BUKATEICTBO IPE] CUTYPHOCTTA € IMOCTOSIHHATa 3alulaxa OT aTaka.
AnantuBHara curypHoct (AC) e moaxon 3a KUOEpCUTYPHOCT, KOWTO IMOCTOSIHHO aHalu3upa
MOBE/ICHUETO U CHOUTHATA B MpekaTa M MMa FOTOBHOCT Jla Ce€ aJanTHpa KbM 3aljlaXyd KaTto Td
IIpOyyYBa U aHaJM3MUpa Ipeau Ja ce ciydar. EqHa opranusanus Moke HEIIPEKbCHATO Jia OLIEHsBa
pHUCKa U J1a OCUTYPsBa MOAXO/SIIO IPUIaraHe Ha 3alliTHA MEXaHU3MH U MOAXOH, U3I0JI3BANKHI

amantuBHa curypHoct [53].

[Ipemyiarame KOMIIOHEHTHA APXUTEKTypaTa 3a aIallTUBHA CUTYPHOCT 33 CUCTEMA C TOJIEMU
JAaHHU, KOSATO TPsiOBa ja ObJe MPOSKTHpaHa TaKa, 4ye Jia 3alliTaBa MOBEPUTEITHOCTTA, LIEJIOCTTA U
HaMMYHOCTTa Ha naHHuTe. Ha ®urypa 12 e npemnoxena apxutektypa 3a AC, kodaro na 0bue

IIPHUJIOKECHA 3a CUCTEMA C I'OJICMHU JaHHHU.

FW/IPS#1| - | FW/IPS-#p|
lLOGs)

Server-#1 | | Server-#m

Apps Apps

[LoGs] [LoGs) + 0OS-log
* Appl-Log

Server-#1 Server-#q Server-#1 Server-#p Server
Hadoop/DataNode Hadoop/DataNode Hadoop/NameNode|™ [Hadoop/NameNode Hadoop/MgmtNode

SNMPAS
\

SSH

YANC

YnpasneHue 1
Pe-
KoHburypupaHe

HabnwogeHue
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Queypa 12. Komnonenmu Ha adanmuena cuzypHOCm 3a CUCIEMU € 20JieMU OaHHU.
[IpemiokenaTa apXUTEKTypa BKIIOYBA MHOXXECTBO KOMITOHEHTH KaTO 3allUTHU CTEHH,
NPEBKIIIOYBATENN, CBPBBPH 32 NPWIOKEHUS, CBPBBbPH, ChIbPXKAIIM KOMIIOHEHTH Ha
apxurektypaTta Ha Hadoop Distributed File System (HDFS), u Bps3ku Ha ycrpoiictBa. Cpenara
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Hadoop uma tpu ocHOBHM kKomroHeHTa, a uMeHHO nameNode, dataNode n managementNode,
KOUTO Ca OTTOBOPHH CHOTBETHO 32 YIIPABJICHHUETO Ha MPOCTPAHCTBOTO OT MMEHA Ha (haiiyoBara
CUCTEMA, CBXPaHSBAHETO U YIIPABICHHUETO Ha OJIOKOBE OT JaHHU M XOCTHHI YCIYI'MTE 3a
ynpasieHue. BCUUKM KOMIIOHEHTH B CUCTEMAaTa MMaT aKTMBUpaHA OIIMS 3a Ch3JaBaHE Ha JIOT
¢aiin, KouTo ce HaOMI0AaBaT OT aJaNTHUBHU CUCTEMH 33 CUTYPHOCT, 32 J]a OCUTYPST MPEXKOBO
CbCTOSSHUE B pEAJIHO BpeMe M Ja HaMalsAT MOTEHIUAIHUTE PHUCKOBE 3a CHIYPHOCTTA.
Pennukanusara Ha JaHHM c€ M3I0J3Ba 3a OCUTYpsSBAHE HAa HAJMYHOCT HAa JAHHU B Cly4aid Ha
KOMITpOMETUpPaHe Ha Bb3ell. CucTeMara ChII0 TaKa BKJIIOUBA CUCTEMA 32 YIIPaBJICHUE U aHAJIU3 Ha
peructpanronuu daiinose u croutus (Y AJIC) u cucrema 3a ynpapieHUE Ha JOCTHIIA IO MpexKaTa
(MY [I) 3a ympaBiieHre U aHATM3UPAHE HA PETUCTPALIMOHHU (DaiijioBe M CHOUTHSA U OCUTYpsIBaHE
Ha JIOCTBIIa O Mpekara ChOTBETHO. Karo 1510 Ta3um apXUTEKTypa OCUTYpsiBa LSUIOCTEH U
eeKTUBEH HA4YMH 3a 3alllMTa Ha CUCTEMH 3a rojemu JIaHHU [54]. 3HayeHUETO Ha 3aIIUTCHUS
JOCTBHII U TIOBEPUTEIHOCTTa HA JAHHUTE B CUCTEMHTE 3a TOJIEMU JAaHHU € OT M'bPBOCTEHEHHO
3HaUYEHUE U MOXKE J]a C€ IMOCTUTHE Ype3 METOAM KaTOo MHOTOo(aKTOPHO YAOCTOBEpsBaHE U
KpUNTHPaHe Ha JaHHU ¢ nmoMoinra Ha TexHuku kato AES u 3DES. PenoBHoto HabmoneHue u
OJIUT Ha CUCTEMaTa IoMara 3a OTKpHUBAaHE Ha Hepa3pellleHa JeMHOCT U rapaHTHpa ClIa3BaHETO Ha
pasnopenoure. M3mon3BaHeTo Ha apXUTEKTypa Ha MHUKPOYCIYT'M M BHEIPSIBAHETO Ha HOBH
(GYHKIMH 32 CUTYPHOCT 32 KOHTEHHEpPH3MpaHH MPUIOKEHHS ChUI0 MOXeE JAa MoJo0pu
CUT'YpHOCTTa. MepKHUTE 32 MpEXOBa CUTYPHOCT KaTO 3allIUTHU CTEHU U CETMEHTHpPAHE Ha MperkaTa
Moratr Ja IMoMorHatr 3a mnpegorBparsBaHe Ha artaku. YAJIC m MVYJ] ca KOMIIOHEHTH Ha
aJlanTHBHATA CUTYPHOCT ChC CNEUU(UYHY 3a/1a41 32 U3ITBIHEHUE U TEXHOJOTUYHU pEIleHUs 3a

MOCTHTaHe Ha IeJuTe 3a curypHoct [55], [56].

[IpennoxxeHOTO ananTUBHO pelieHne 3a curypHocT 3a cuctematra OI[MC BxmrouBa
usnon3BaneTo Ha cucremure Micro Focus Sentinel 3a YAJIC u 3a MY ]I - macmon Network
Access Control. Sentinel cr6upa n aHanu3Mpa CBHP3aHU ChC CUTYPHOCTTA JIaHHU OT Pa3jIUdHU
W3TOYHHIIA, JOKATO Macmon OCHTypsBa JIOCTBII JO Mpekara W KOHTPOJIHMpA YCTPOWCTBA WU
notpedurenu. MIHTerpupaHeTo Ha Te€3H JIBe CUCTEMH MO3BOJISBA MO-TOIsIMa BUAUMOCT B MpexaTa
1 Obp3a peakuusi IPH UHIUICHTH ChC curypHocTTa. CriosiensiHeTo Ha qanHu upe3 API mo3BosnsiBa
KOpeJalus Ha ChOUTHS U MPEAYNPEIKIACHHUS 32 CUTYPHOCT, YIICCHSIBAWKH UACHTH(DHUIIMPAHETO HA

MOTEHIMAIHY 3aIUIaXy 1 He3a0aBHM NEMCTBUS 3a CMEKYABAHETO MM. 1031 IIOAXO0 [TO3BOJISIBA HA
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exuna Ha OLINC na 6pae unpopmMupaH 3a TEKYIIOTO ChCTOSIHIE HAa CUCTEMATa U Jia peArnprueMe

HaBPEMEHHHM MEPKH 3a rapaHTHpaHe Ha curypHocrra [57], [58].

IIbpBo HHMBO Ha omepaTuBeH WeHTHP 3a HWHGOPMALMOHHA CHTYPHOCT —

HNuTennrenTtHa o6padoTka HA JaHHU

WuTenurenTHara oOpabOTKa Ha JAaHHU CE€ OTHACS JI0 CHUCTEMa WM MOJXO0/ 32 yIpaBlieHUE
Ha CUTYPHOCTTA, KOMTO M3M0JI3Ba MHTEJIMT€HTHU WM aBTOMAaTU3UPaHU TeXHOJIoTuH, B kouto NN
€ ¢ ocHOBHa pojs. ToBa HMBO Ha CUTYPHOCT € CHJIHO (POKYCHPaHO BBPXY CHOHUpaAHETO U

aHAJIM3UPAHETO HA TAaHHU OT Pa3JInYHU U3TOYHHMITH 110 CHUTypeH HauuH [59].

ABTOMATH3UPAHETO HA aHAJIM3A HA IaHHU Ype3 AITOPUTMH 32 MATUHHO O0YYEeHHE U IPYTU
NN TexHUKH ylieCHABA OTKPUBAHETO M pPEAarMpaHeTo Ha MOTEHIMAJIHM 3aIulaxyd 4pe3
uACHTUUIIMPAHEe HA MOJIENH B rojieMu Habopu ot manHu. U ce m3nons3Ba 3a HaOmOACHNE HA
COLIMAJTHU MEJUH | JAPYyTU yeOcalToBe 3a MOMO3pHUTENHA IEHHOCT U OTKPHUBAHE Ha HEOOMYAHO
MOBEJICHUE OT KAMEPH, Pa3IOJI0KEHHU BbTPE WU U3BBH ChOPBAKEHUE. Ta3u TEXHOIOIUS MOXKE 1a
UICHTH(QUIMPA MOTEHIMAIHN 3aIllaxy KaTo paslpoCTpaHEHHE Ha HEBApHA HHQpOpMAIUS WIN
IJIJAHUPAHE HA IPECTBIIHA JEHHOCTH, HEOTOPU3HUPAH JOCTHI WIN MOJ03pUTEIHA JEHHOCT OKOJIO

30HHM ¢ orpanuueH A0cThi (durypa 13).

JNnueso
pa3nosHaBaHe |
:

L,ocobenn” nuuya

Bpoii xopa
Ha Bxoa Ha ObekT B date/time

PaznozsHaTth ,,ocobenn” amua

Queypa 13. HnmenueeHmHO NbPEUYHO HUBO HA CUSYPHOCTH C KAMEDU.
@urypa 14 wrocTprpa U3MOI3BAHETO HA BHJICO MOTOLM 32 OTKpUBAaHE Ha HEOOMYaNHO
IIOBE/ICHNE, KaTO HEOTOPU3HUPAH JOCTHII WM MOJO3PUTENHA JEHHOCT OKOJIO 30HH C OIpaHHUYEH

noctbi. Upes usnons3BaHe Ha ycbBbpiIeHCTBaHU M TexHMKH, aaropuTMuTe moratr jga Obaatr
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oOydeHu Ja OposT xopaTa, BIM3AIU U HAIyCKAallly JaJleHO MECTOMOJIOKEHUE B PEaTHO BpeMe,
MIPEIOCTABSIIKN Ha €KUITUTE [0 CUTYPHOCTTA LIeHHA WH(OpMalKs 3a YOBEIIKHUS MOTOK U HHUBATa
Ha 3aeToCcT. TEeXHUKUTE 3a OTKPUBAHE W MPOCIEAsSBaHE HA OOCKTHU, BKIFOYUTEIHO IBJIOOKU
HEBPOHHH MPEXH, MOTAaT J]a Ce M3IOJI3BAT, 3a J1a ce U30erHe IBOMHOTO OpoeHe U M3KYCTBEHOTO
yBenuuaBaHe Ha Opost Ha oOekTuTe B pamkara. I mMoxe cbiio ga 6b1e o0yyeH 1a pa3no3HaBa
KOHKpPETHHM JIMlla Bb3 OCHOBAa Ha CHUMKH Ha ,,[IOCOYCHH JIMIA, KOETO IO3BOJIABA OBP30
UICHTH(UIMPAHE U peaKlus Ha MOTCHIIMATHHY 3a1u1axy. Ta3u TeXHOJIOTHS MOXe 1a ObJie 0COOEHO

IMOJIC3HA B CPCAU C BUCOKA CTCIICH HAa CUT'YPHOCT KaToO JICTUIIA, )KCJIC3O0IIbTHU I'apu U CTAAUOHHU.

Pasno3naBaneTo Ha perucTpallMOHHU HOMEPA Ha aBTOMOOMIIN OT H300pa)XSHNUs UITH BUIEO
MOTOIM BKJIFOUBA W3MOJ3BAHETO HA ajJrOPUTMHU, KOUTO M3MOI3BAT ONTHYHO pa3llO3HABAHE Ha
cumBonu (OCR) 3a uaentuduuupane u 4ereHe Ha HOMepaTa Ha PETUCTPALMOHHUTE HOMEpa —

Qurypa 14.

o Kamepa \

=3
oser {ER

Wu
PasnosHasane

Ha PBFMCTPBLI'HOHHH
Homepa S

PeructpaumoHHu HoMepa
Ha BNe3Nu/M3Neznn Kom
B date/time

Queypa 14. Pecucmpupane na agmomoOuiIHy Homepa Ha 6X00 Ha 00eKm.

OCR TtexHoOMOTHATa IMa PA3IMYHH MIPHIIOKEHHS KaTO KOHTPOJ Ha Tpaduka, yrpaBieHHe

Ha MapKUpaHE U IIpaBonpuiaralHe.

Ot npyra cTpaHa, KOTHUTHBHMST aHalIM3 MOXE Jla C€ W3MOJ3Ba 3a aHAIM3UpaHE Ha
HECTPYKTYPUPAHU JIaHHHU KaTO TEKCT, M300pa)XeHUsI U BUACOKIMUIIOBE OT yeOcaiiToBe U OJI0roBe
[25]. ToBa nmo3BossiBa Ha cucTeMaTa Aa pazdepe KOHTEKCTa Ha ChABPKAHUETO Ha yeOcaiiTa, aa
OTKpHU€ HETaTHUBHM HACTPOEHMsI WJIM TOH U Ja UACHTU(HUIMpPA BU3YaJHH EJIEMEHTH, KOHTO

JOTIPUHACST 3a IOTPEOUTEIICKOTO U3KKUBsIBaHE. IHCTpyMeHTH 3a yeO ckaHupaHe Wid 00X0KIaHe
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kato BeautifulSoup, Scrapy u Selenium morar ja ce U3I0/I3BaT 3a U3BJIMYaHE Ha ChIIbP)KaHUE HA
yebcaliT, KOeTOo clie/l TOBa ce MHACKCUPA B CUCTEMa 3a ToJIeMH JaHHU. [[pyr moaxos 3a u3TeriasHe
Ha ye0 ChIbp)KaHUE € upe3 U3I0JI3BaHe Ha CUCTEMa 3a yIpaBieHHe Ha chabpxkanuero (Content
Management System - CMS), koATo OTIens Ch3JaBaHETO U YIPABICHUETO HA yeO ChIbpKaHUE
ot npe3entanuonaus cioit [106]. CMS moke ma mpemoctaBu API 3a Hadoop 3a gocTem 10
ChABpXKaHue, cbxpaneHo B CMS, win nanauTe Morat na 6b1at npexsbpiiear oT CMS ksM HDFS
C TMOMOIIITa Ha epcoHanu3upan ckpunt win NiFi. Ananu3upanero Ha JaHHH 32 yeOcaiitoBe ¢ Al
MO3BOJIsIBA Ha OM3HEca Ja MOJy4Yd LEeHHa MHQOpMAaIUs 3a MOBEACHUETO HA MOTPEOUTENHUTE,
MazapHUTe TEHJCHIIMU U JPYTH KIOYOBU OW3HEC MOKa3aTenu. 3aaBuxkBaHUTEe oT Al Thpcauku
MOraT J1a pa3lo3HaBaT U aHAJIM3HPAT TOJIIMO pa3HOOOpa3ue OT THUIIOBE JaHHU, BKIIOYHTEITHO
CTPYKTYpUPaHHU, HECTPYKTYPUPAHU U MOTY-CTPYKTYPUPAHU JaHHU, OCUTYPSBAUKHU MO-LISUIOCTHO

pa3bupane Ha nannute [60].

BTOpO HHUBO Ha OIICPATUBCH LHECHTHP 3a ]/IH(])OpMaIII/IOHHa CUT'YPHOCT - B'preIIIHO-

6a3npaﬂa CHTYPHOCT 3a CUCTEMH 3a roJieMH TaHHU

Borpemno 6azupaHara CUTypHOCT 3a CUCTEMHM 3a FOJIEMU JIAHHU € MOAXO0J 33 CUTYPHOCT
Ha JlaHHUTe, KOWTO HaOJsAra Ha BKJIIOYBAHETO Ha MEPKH 3a CUTYPHOCT JHUPEKTHO B
uHpPaCTpyKTypara 3a TojieMd JaHHU. To3M MOAXOJ MMa 3a IIeN Jia 3aTPyJHU 3JI0HaMEpEeHUTe
YYaCTHUIM J1a TOTy4YaT HEOTOPU3UPAH JIOCThII MM J1a KOMIIPOMETHUpAT cuctemara. TpaauiiiOHHO
CUTYPHOCTTa Ha JaHHUTE CE€ OCHOBAaBAa HAa MEPKH 3a CUTYPHOCT, 0a3upaHH Ha NEPUMETHpa, KaTo
3alIUTHU CTEHH U CUCTEMU 32 OTKpUBAHE Ha MPOHMKBaHe. BbIipeku ToBa, BbTPELIHATA CUTYPHOCT
ce (hoKycupa BbpXy UHTEPUPAHETO Ha (PYHKIMM 32 CUTYPHOCT B PAMKHMTE Ha HHPPACTPYKTypaTa

3a I'OJICMH JaHHMU.

HpeI[J'IO)KGHI/IﬂT MCTOJ 3a BBTpPCIIHA 6a31/1paHa CUTYPHOCT 3a CUCTEMH C I'OJICMU JaHHU
U3I0I3Ba cucTemara 3a rojemMu JaHHu Hadoop, KosiTo BKIIIOYBA HSAKOJIKO BrpaZeHHu (YHKIMH 32
curypHocT. Te3u QpyHKIMM ca mpegHa3sHAuYeHH Ja aipecupar KIr4oBH 00JacT Ha IPOOJIEMH ChC

CUT'YPHOCTTA, KaTO YAOCTOBCPABAHC U OTOPU3ALHA, KPUIITHUPAHC U OOUT.

LleHTpann3upaHoTo yAOCTOBEpsIBaHE Ha MOTPEOUTENS € OCHOBEH MOJIXO0/ 32 CUTYpPHOCT 3a
Hadoop xinbctepu. ToBa moxe na 6b11e nocturuato upes mexannsmu LDAP w/unu Kerberos, 3a

Ja €€ OCUrypyd IPaBHUIHO YAOCTOBCPABAHC MW KOHTPOJI Ha paspCliCHUA 3a MHOXCCTBO
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NOTPEeOUTENIH, KOUTO MMAT IOCTBII A0 KibcTepa [61]. EmHokpaTtHHTE mapoiu MpeaocTaBsT
JOITBIHUTEIIEH CJION Ha CUTYPHOCT, KaTO U3UCKBAT YHUKAIHA MapoJia, KOATO MOKeE J1a ce U3I0JI3Ba
caMoO BEJHBK U € BAJIMJHA 3a OrpaHuyeH nepuos ot Bpeme. MFA Moxe na ce npuinoxu ¢ LDAP,
3a J1a U3MCKBA JIBa WJIU MOBeue (hakTopa 3a yJOCTOBEPSBAHE 3a MMPOBEPKa HA CAMOJIMYHOCTTA Ha
notpeburens. 3a KOHTPOJ BBPXY JOCThla 10 chpBbpuTe Ha DataNode BB3 ocHOBa Ha
MOTPEeOUTENICKH aKayHTH M TPYITH, MOXe J1a ce BHenpu System Security Services Daemon — SSSD.
[TocnenHOTO € JOCTaBUMK HA HISHTHUYHOCT U yIOCTOBEPSBAHE, KOUTO MO3BOJISIBA HHTETPUPAHETO
Ha Pa3IMYHA MEXaHU3MH 32 YIAOCTOBEPSIBAHE M MOJAbPKAa CETMEHTUPAHE HA JTAHHH 33 KOHTPOJI
Ha jgoctbia q0 DataNode copbpu [62], [63]. KontponsT Ha moctbna g0 HDFS mupextopun u
(aiinoBe MOXKe /1a ce yIpaBiisiBa Ype3 MPUCBOSIBaHE HA pa3pellieHus Ha MOTPEOUTENN U TPYIIH Upe3

MoJiena Ha paspernenus B ctuil Unix u komanzara "setfacl" ot Hadoop CLI [64], [21].

JIpyT moaxo[1 32 OCUTypsiBaHE HA CUTYPHOCT € Upe3 Ch3JaBaHe Ha LEHTPAIU3HPaH JIHCT 32
koHTpos Ha goctbra Ha Hadoop — Access Control List (ACL), koiito ce ympaBisiBa OT
unrepdeiica Ha komanauus pex Ha HDFS (Command-Line Interface - CLI) uin uacTpyMeHTa 32
rpaduuen norpedurencku uaTtepdeiic (Graphic User Interface - GUI) [65]. To3u mexaHu3bM
MO3BOJISIBA HA aIMHUHHCTpATOpa J1a A00aBs Wiu npemMaxsa norpedurenu wiu rpynu or ACL u na
MIPOMEHs TIpaBWJIaTa 3a JOCTHII 3a KOHKPETHH (QailyioBe WM AUPEKTOpHH. B nombiHeHwe,
Ch3/1aBaHETO Ha ISIOCTEH MEXaHU3bM 3a OJUT € OT PellaBalll0 3HAUYE€HUE 3a OCUTYpsSBaHE Ha
IPOCIEANMOCT Ha JOCThIIa A0 JAHHM W aKTMBHOCTTa HAa MOTpEeOUTENIUTE, KOETO IMoMara 3a
npefoTBpaTsBaHe Ha 3ary0a Ha JaHHU M TOJIbp)KaHE HAa HOPMATUBHO ChOTBETCTBHE [66].
[IpocnensiBaHeTO Ha MPOM3XOJAa HA JAHHUTE BKIIOYBA 3allMC HAa METAJIaHHHU 3a IMPOU3XOa,
UCTOpUATA U TpaHchOpMallMATa HAa JAaHHU B MH(PACTPyKTypara, AOKATO MPOCIEIIBAHETO Ha
noTpeOuTeNCcKaTa aKTUBHOCT BKJIIOYBA 3alMC Ha METaJaHHU 3a ACUCTBUATA, NMPEANpPHUETH OT
MOTpeOUTENUTE B paMKUTe Ha MHPpacTpykTypara. U Hakpas, 3aiuTara 1 KpUIITHPAHETO HA JaHHU
B TOKOW M B JIBU)KCHHE Ca KPUTHYHH KOMITOHEHTH Ha 3alluTeH W no0pe ynpasisBan Hadoop
KI'bCTEpP, KOETO MOXe Ja ObJe MOCTHTHATO 4pe3 pa3jMdyHu MEeToau 3a kpunrtupane u TLS
npotokoia [67]. Te3u moaxomu momarar aa ce MOAIbpKa CUTYpHOCTTa Ha Kirbcrepa Hadoop u

3allMTaBaT [IEHHUTE TAaHHU, HAa KOUTO pa3uuTatr gpupmure [68].
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BTopo HMBO Ha onmepaTuBeH HEHTHP 3a HHGopmMaunonHa curypHoct — Codryepna

OM3HeC CUTYPHOCT

Curypraoctra Ha O6m3Hec codryepa (CBC) e OT chIeCTBEHO 3HAYCHHME 3a 3alluTa Ha
YyBCTBUTEIHUTE JaHHU, ChOpaHU OT OM3Heca, OT KuOep3aruiaxu Karo 3J0HaMepeH codryep,
xakepcTBo U ¢ummHr. ChC BKJIOYBa KOHTPOJ HA JOCTHIIA, KPUIITUPAHE HA JIAHHU, CUTYPHU
MPOrpaMHU TPAKTUKH, OLIEHKHM Ha YS3BUMOCTHUTE, TECTOBE 3a IMPOHHKBAHE B CHUCTEMaTa,
MOHHUTOPHHT Ha CUTYPHOCTTA U peaklus Mpu UHIHUIEHTH. CTaTUCTUYECKUTE METOIM MOTAT Ja ce
KOMOHMHHPAT C IPYTH MEPKH 32 CUTYPHOCT 33 aHAIIM3UPAHE Ha JIAHHU U OTKPUBAaHE HA AaHOMAJIHH,
TEHJCHIIMM W MOJICIH, KOUTO MOTAaT Ja IMOKa3BaT 3alllaXd 3a CUTypHOCTTa. KopemanmnoHHUST
aHaJlM3 ce U3MON3Ba 3a WACHTU(UIMpaHE HA TOTCHLMAIHHM 3allllaxd 3a CUTYPHOCTTa U
npeArnpreMane Ha MOIXOMIAIIN MEPKH 3a cMekuaBaHeTo uM [69]. OcBeH ToBa ympaBieHUETO HA
ousHec nporecu (Business Process Management - BPM) ce u3mon3Ba 3a uaeHTUGUITUPAHE HA
MMOTCHIIMATHN PUCKOBE 32 CHTYPHOCTTA M YSI3BUMOCTH B OM3HEC MPOIECUTE U 32 MPOCKTHPAHE U
npuIaraHe Ha MEPKH 3a CHTYPHOCT 3a CMeK4aBaHe Ha Te3u prckoBe [70]. M3nomn3Baiiku Te3n
METO]I1, OPTaHU3AIMUTE MOTaT J1a Pa3paloTsIT ISLIOCTHA CTPATETHUS 32 CUTYPHOCT, KOATO aJipecupa

IOHUPOK CIICKTHP OT MOTCHUHAIHHU 3aIllVIaXW U YA3BUMOCTH.

Nuterpupanero vHa CbC ¢ Jlambna apxuTekTypaTa TapaHTHpa, Y€ JAaHHHUTE, KOUTO Ce
oOpaboTtBar, ca 3ammTeHu. JlamOma apxuTekTypaTa € NOoaxoJa 3a o0paboTka Ha JaHHH,
MpeHa3HaueH 3a 00paboTKa Ha OTPOMHHU KOJIMYECTBA JTAHHU 4Ype3 KOMOWHHpaHE Ha TPYyIoBa
o0paboTka 1 MeToau 3a 00paboTKa Ha JaHHU B pealHO Bpeme. BhIpeku ToBa, U3IM0I3BAHETO HA
JlamOna apxuTeKkTypaTa MOXe Ja JOBEIE 10 HECHhOTBETCTBHUS B pE3yATaTUTE, T€HEPUPAHU OT
MaKEeTHUS CJION U cJ0s1 32 00paboTKa B peasiHO BpeMe. 3a J1a ce MPEoI0JIesAT T€3H OTpaHUUYEHUs, Ce
M3II0JI3Ba pasmupena Jlam01a apXuTeKTypa, KOSITO BbBEXK/Ia TOIBIHUTEITHH CIIOeBE KaTo CIIOH 3a
chOMpaHe Ha JaHHH, CJIOH 3a ChbXpaHEHHE Ha JIAaHHU U CIIOH 3a 00paboTka Ha mannu [71], [72] -
(®urypa 15). Te3u ciioeBe moMarar 3a yBelIM4aBaHe Ha MPOU3BOIUTEIIHOCTTA, CKATUPYEMOCTTA U

IOCICI0OBATCIIHOCTTA HA CHCTEMATA.
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0O6paboTKa Ha noToLu
B peanHo Bpeme
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Queypa 15. Pazwupena Jlamboa apxumexmypa.

Pasmmpenara JlamOna apxutekTypa MHTETpHpa CHUTypHOCTTa Ha coTyepHHs] OM3HEC B
CBOs pabOTEH IpoIeC, KOSTO BKIIOYBA AepUHUpaHE HAa M3TOYHHWIM HA JaHHU M M3BIMYAHE Ha
JAHHU OT TSAX C IMOMOIITA Ha cjoi 3a cbOupaHe Ha JaHHU. Cieq ToBa JaHHUTE Ce ChbXpaHsBaT
JMPEKTHO B paslipelielieHa CUCTEMA 3a ChbXPaHEHHE WM ce pa3npocTpaHsBar 3a oopadbotka. Cien
MOJITOTOBKAaTa Ha JTAHHUTE C€ M3BBHPIIBA MAKeTHA, MOTOYHA WM oOpabdorka ¢ MU anroputrsm,
mocjeBaHa OT aHAJIM3 Ha JIaHHUTE C TTOMOIITAa Ha MHCTPYMEHTH 3a aHaJIN3 Ha TOJIEMH JTaHHH, 32
Jla ce MpeAocTaBiIT MH(GOpMUpPAaHU 3HAHUSA Ha Ou3Heca. Busyanuszaumsara Ha pe3yiTaTuTe ce
U3BBPIIBA C MOMOIITA Ha MiIaTGopMu 3a BU3yadu3alMs Ha TOJIEMH IaHHU WM codTyep 3a
CHCTEMH 32 IUTaHMpaHe Ha pecypcute Ha npennpustueto (Enterprise Resource Planning - ERP).
WuctpymenTuTe 3a ynpasieHue Ha OuszHec mpouecu (BPM), kato IBM Business Automation
Workflow (BAW), ce u3non3par 3a ymnpaBjieHHE U ONTUMHU3UpaHEe HAa paOOTHUTE MPOIECH 3a
o0OpaboTka Ha naHHM. Pazmuunu npuioxkenus karo NiFi, IDOL u Spark ce m3monspar 3a
MOAPHKKAa Ha 00pabOTKa Ha JaHHW, aHAIW3 W BU3yalnu3amnus Ha pa3nuunu etanu. NiFi ce
M3T0JI3BA 32 MOTIIBIIAHE HA JaHHU OT Pa3JIMuyHU M3TOYHUIM, Spark ce n3mosnsBa 3a 00paboTka Ha
MOTOIIM OT JaHHU B MOYTH peaiHo Bpeme, a MLIib ce u3nomnssa 3a oOyueHre Ha MOJAENIH 32
MAaIlMHHO 00y4eHHe M M3BBPIIBAHE Ha MPOTHO3U U Kiacudukauus B peanHo Bpeme. IDOL ce

M3M0JI3Ba 32 pa3MIUPeHH (PYHKIMU 3a U3BIMYaHE HA HH(OPMALIKS OT HECTPYKTYpUPAHH TaHHU.
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Busyanusupanero Ha JaHHU € Ba)KEH acleKT OT aHajiu3a Ha JaHHH, MO3BOJISBAaIl Ha
B3EMalllUTe PEHICHUs Ja UJISHTUPUIUPAT TEHICHIMU, MOACIN M aHOMAJMU M J1a IpeacKaxaT
opaem tenaeHuu. Mucrpymentu xato PowerBI, Tableau u Plotly npennarar agantuBHu u
MHTEPAKTUBHH BU3YyaIH3alll1, KOUTO MOTAT Aa Ob/IaT alaniTHPAaHH KbM KOHKPETHU OM3HEC HYKIIH.
Ocsen ToBa IDOL uma Brpagenu ¢yHKuuu 3a 00pabOTKa Ha JaHHU M W3BJIMYAHE HA 3HAHMS,
BKJIIOUMTEIHO BB3MOKHOCT 32 Ch3/aBaHe Ha rpaduku u auarpamu. M3nonssaiiku pasmupenara
JlamOna apXuTekTypa, KOMIAHMMTE MOraT Ja C€ BB3IOJ3BAaT OT LSJIOCTEH IOAXOA KbM
o0paboTkaTa Ha JaHHU M CUTYPHOCTTA, KOWTO TO3BOJISIBA HAONIOJACHHWE B PEAIIHO BpeEMe,
OTKpUBaHE U OTIOBOp Ha 3aIUlaxd 3a CUTYPHOCTTA, KaTO ChHIIEBPEMEHHO TrapaHTHpa
MOCNIEZIOBATETHOCT M TOYHOCT Ha JaHHHUTE. APXUTEKTypaTa MOXKE CBIIO Jla HHTErpupa
CTaTUCTUYECKU METOAM U U3KYCTBEH MHTENEKT 3a MOJ00psIBaHE Ha Bb3MOKHOCTUTE 3a aHAJIU3 Ha

AaHHW U IOAAbpPKaHC HA CUTYPHOCTTA HA JaHHUTE.
TpeTo HHUBO HaA OII€PAaTUBEH HEHTHP 3a an[)opMalmonua CUTYPHOCT

Tperoto HuBo Ha OLIMC BKIItOUBa ynIpaBlieHUE HAa CUTYPHOCTTA U BU3yaju3allus Ha JaHHU
OT PA3JIMYHU U3TOYHMIIM KAaTO PETUCTPALMOHHM (haiijioBe, BUAECO MOTOLM U COLUAIHU MEIUU.
EdexTuBHUAT aHaIM3 U BU3yaldu3alls Ha TE3W JAHHM MOKE Ja MMOMOTHE 3a MpHJIaraHeTo Ha
LSJIOCTHU MEPKH 332 CUTYPHOCT M CTPAaTETuH 3a NIPeI0TBpaTsABaHe Ha ysa3Bumoctu. SIEM cucremn
karo QRadar u MicroFocus IDOL morat na Obaatr unrerpupanu B OLIUC, 3a na ocurypsr
MOHHUTOPHUHI B pPEaIHO BpEME, aHAJIM3U U BB3MOXHOCTHU 3a peakuus npu uHuumaeHtu. QRadar
U3IMO0JI3Ba KOPEJNAMOHEH MEXaHW3bM 3a OTKpPHBAaHE HAa MOJEIM W AaHOMAJIUU B JaHHWUTE 3a
curypHoct, nokato IDOL ce u3non3sa 3a aHaNM3UpaHe M BU3yalU3UpaHe HA HECTPYKTYPUPAHU
JaHHU OT pa3nuyHu U3ToyHMIM. Upe3 komOuHupane Ha QRadar ¢ IDOL, ¢upmurte morar na
MOJIy4aT Mpe/cTaBa 3a ChCTOSHUETO Ha CUTYPHOCTTA CH U Ja MJIEHTU(GHUIUPAT MOTEHLHUATHU
3aI1axv, KOUTO ca OWJIM MPOIMyCHATU OT APYTHM MHCTPYMEHTH 3a CUTYPHOCT. Ta3u MHTerpaunus
MIPEOCTaBs pa3lIMpPEeHH Bb3MOXKHOCTH 32 BU3yallM3allisl M MO3BOJIsIBA Ha OM3HEca Jla U3CIe/IBa

JIAHHUTE 3a CUTYPHOCTTA 110 HOBH Ha4uMHU [73].
H3Boau

B Ta3u rnaBa ce noa4ucpTa 3HAYCHUCTO HA U3IIOJI3BAHCTO Ha LICHTPOBE 3a Ou3HeC CUT'YPHOCT, KaTo

ce npeacraBuxa yetnpute nokonenus OLIC u npeausBukarencTBara, mpes KOUTO ca U3MPaBeHU
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IIpeJH M0sIBaTa Ha CJe/(BaIlloTO NOKosIeHue. M3Be1oXmMe akTyalH! NPUHLIMIY 32 IPOEKTUPAaHE Ha
OLIMC u ce pokycupaxme BbpXy KOHTPOJIMUTE 3a YIIPABIECHHE HA CUTYPHOCTTA, IPEAOCTABEHU OT
MexayHapoanus ctanaapt ISO 27001, kouTto ca moaAXoAs1y 3a TO3H THUII LIEHTPOBE 32 CUTYPHOCT.
B®3 ocHOBa Ha peanu3upaHus aHATU3 MPEATIOKUXME METOJ 32 MPOCKTHpaHe Ha (YHKIIMOHATIHA
apXUTEKTypa 3a HOB THUIl ONEPATUBEH LIEHTBP 3a CUI'YPHOCT Ha CHUCTEMaTa 3a IOJIEMHU JaHHH.
IIpemioskeHaTa apXuTeKTypa BKJIIOUBA TPU HUBA Ha YIIPABJICHHE HA CUTYPHOCTTA, BKIFOUUTEIHO
aJlanTHBHA CHUTYPHOCT, m3nois3Bama MW, wHTenurentHa oOpaboOTKa Ha JaHHU, BBTPEIIHA
CUTYPHOCT U LSJIOCTEH CUCTEMEH aHanu3. Ha Bcsko HUBO ce npesiaraT TEXHOJOTHYHU PEIICHNUS,
KOUTO Ja ObAaT BHeApeHH B paboremy mojen Ha mnpemioxkeHata OLMC. dynkiuonanHata
apXMTEeKTypa Mpe/Jlara MHOIOIUIACTOB IOJAXOA KbM YIPaBICHHETO Ha CHUTYpHOCTTa,
OCI/IprHBaI\/JIKI/I [AJIOCTHA 3aliuTa 3a CUCTEMU C I'OJICMU JaHHHW YPE3 UHTCTPHUPAHC HA TCXHOJIOTUH

3a IIOCTUT'aHC HAa MTOCTAaBCHUTC L CJIN.

4, Ilpunarane Ha METOJa 3a OMNEPATUBEH IIEHTHP 3a CUTYPHOCT C

APXUTCKTYPHH PCHICHUSA

[Ipennoxxenata (yHKIMOHAHA apXUTEKTypa Mpejara MHOTOIUIACTOB MOAXOA KbM
YIIPaBJICHUETO HA CUTYPHOCTTA, OCUTYPSABANKH ISJIOCTHA 3al[UTa 3a CUCTEMH C TOJIEMH JaHHHU,
WHTETPUPANKN TEXHOJIOTHUH 3a MIOCTUTaHE MOCTaBIHE Ha Lenu. Upe3 npuarane Ha NpeayioKEHUS
Meton 3a npoektupane OLIC c npeacraBeHuTe pelieHus, OpraHu3aluuTe MOoraT Ja MmoaoopsT
CBOsITa UH(POPMAIIMOHHA CUTYPHOCT. HAKOM OT TEXHONOTUYHUTE PEIIeHUs, IPECTABEeHH B IaBa
TpeTa, Beue ca BHEJIPEHU OT Pa3IMYHU KOMITAHUM U TOPAJM TOBA HE C€ OOCHKIIAT B Ta3M IJIaBa.
Ha yacr ot Tsx 11e ce 00bpHE MO-TOIIMO BHUMaHHUE TTOPaJIv CTIeM(UKH B MPUTATAHETO UM, KOETO
JEMOHCTpUpA, Y€ CBIIATE Ca peaIM3yeMH 3a TMPEIJIOKEHUs ONEpaTUBEH LIEHTBD 3a

HH(bOpMaL[HOHHa CUT'YPHOCT.

IIpunarane Ha aJanTHBHA CUTYPHOCT

AJTanTUBHUAT TOJXOJ 3a CUTYPHOCT € OT CBHIECTBEHO 3HAYCHHE MPU YIPABICHUETO HA
Hali-HUCKOTO HUBO Ha MPEUIOKEHUS LEHTHP 3a ONepaldy MO0 CUTYPHOCTTA, KOETO € HUBOTO HA
Mpexara. /[Be nonbiIHUTeTHE (DYHKIIMU 32 CUTYPHOCT, BKIIFOUEHH B MPEAJIOKEHATA apXUTEKTYpa,

ca yrpaBiieHHe U aHaimu3 Ha Jorose U cbouTus (YAJIC) u ynpaBieHne Ha TOCTHIIA JI0 MpexaTa
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(MY ), xouTo ocurypsiBaT JeTaillIeH KOHTPOJI BBPXY AOCTbIA 1O MpexaTa U MOCTOSIHHO
HaO0JII0JICHUE Ha JIOTOBE OT CBBbp3aHuTe ycrpoiictBa. Y AJIC paboTu KaTto chO0Mpa perucTparioOHHHA
(aiinoBe OT BCHUKM KOMIIOHEHTH Ha HUCKO HUBO, a MY /] yripaBinsiBa focTbiia Ao Tsx. Micro Focus
Sentinel m macmon Network Access Control ca 1Be pemieHusi, KOUTO MOTraT Ja C€ U3MO3BaT 3a
HaONllo/IeHne Ha MpPEeXOoBUA TpadUK U MPEeNOCTaBiAT Ha aIMUHHCTPATOPUTE HaBPEMEHHa
nH(pOpMaIKs 3a CbCTOSHUETO HAa cucTeMaTa. AKTUBUPAHETO Ha TE€3U PELICHUS 32 CUTYPHOCT MOXKE
Ja moJ00pU CUTYPHOCTTa Ha OpraHU3alMsATa upe3 M3rpaxJaHe Ha LSJIOCTEH M MHOTOIUIACTOB

moaAxoJQ KbM CUT'YPHOCTTA.

Ha ®wurypa 16 e nmpeacraBeno TabaoTo 3a MOCTOSSHEH MOHUTOPHHT OT Sentinel, B KOWTO ce

BIDKIAT MpEKOBaTa HATOBAPEHOCT Ha Ha0II01aBaHUTE yCcTpoiicTBa B nipeanoxenus OLIC.

-, 5 Tis
A NetiQ.Sentinel” (8] e
Users
— # worn®
Real-time Views 75 K8
'Y : 2000 { 1 2000 {
S0KE [ | - o
» Alert Views (5) *| & ™
- 1000 0
» Event Views (4) x| 5
K
¥ NetFlow Views (1) *|o e
10.0.0.10- Last 6 hours o¥n o 0 o PP ———
0KE Y
25K8B 1000 1000
8.00 00 09.00 1200 09:00 1200
|
I Bytes In: 1722.45 KB I Packets In: 53976 B Flows In: 53830 |
I Bytes Out: 50.54 KB I Packets Out: 2293 I Flows Out: 1144 |
Traffic flowing in to 10.0.010
9 Tratfic flowing out from 10.0.0.10 ‘
Entire Network - Last 1 hour
Tenant: defaut Top hosts receiving from 10.0.0.10
Owner: Andy | andy(108) =
10.0.0.75 7.1MKB 39.52%
@R Reports and Searches janoss 2308 ZR00%
10.0.0.30 20.41KB 2174%
10.0.056 293K8 3.12%
100077 246K8B 262%
10004 246KB 262%
100011 215KB 229%
100017 108 0.01%

Queypa 16. Tabno 3a nocmosnen monumopune na mpexncosusi mpagux ¢ OL[UC.

W3nom3Baiiku aBete cuctemu, ammuuHuctpatoputre Ha OILUMC wmoratr na B3umar

HaBPEMEHHU MEPKU U J1a ObJaT HTHPOPMHUPAHU 32 TEKYIIOTO ChCTOSHUE Ha CUCTEMaTa.
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IIpuiaarane Ha pemieHus 32 HHTEJIUTeHTHA 00padoTKAa HA JAHHU

Cren xarto pasriegaxme MpeiokeHre 3a 3alllUTa Ha MpeXKaTa U KOMIIOHEHTHUTE B cpefaTa
3a TOJIEMH JaHHH, CJIe[[Ba HAUMHA Ha 3allUTa NpU M3BIMYaHETO M oOpaboTkara WM. 3a ga ce
peanm3upa Tazu QYHKIHOHATHOCT, ce m3moi3Ba cucreMara Ha Micro Focus — IDOL (omucana

noapoOHO BB BTopa riapa).

[Topanun HEOOXOAMMOCTTa OT HW3BJIMYAHE HA JAHHU OT XETEPOTCHHH HW3TOYHUIIM, Ca
pasriefaHd METOJAW Ha M3BJIMYaHE, ChXpaHEHHWE M o0paboTka HAa JaHHHU OT BHUCO IOTOIIH,
BKJIFOYBAIIM JICHCTBHS KaTo MpeOposiBaHe Ha Xopa, pa3No3HaBaHE Ha JIMIA U PErHCTPAIlMOHHU

HOMCpa Ha aBTOMO6I/IJ'II/I, KaKTO W U3BJIMYAHC Ha JaHHHU OT ye6-c1>m>p>KaHHe " conuaJiHi MCIIHH.

[IpemioskeHata apXuTeKTypa 3a U3BIMYAHE HA JaHHU OT BUEO MMOTOK BKJIFOYBA 3aITUC UITH
3aCHEMaHe Ha BHJICOTO, MTOCIEBAHO OT 00paboTKa Ha JaHHU ¢ noMomra Ha MU anroputmu Ha
IDOL Media Server. [TocienHOTO aHANIH3UPA BUICO [TOTOKA, 32 1a OTKPHBA JIUIA K 00CKTH, U UMa
BB3MOKHOCTH 3a IpeoOpasyBaHe Ha ped B TEKCT 3a MpOCIe/lsBaHE Ha ayAuO EMHUCHH.
Anroputmute Ha I B Media Server MoraT cbhIo aa OposiT XOpa OT BHJICO MOTOK, TIOCTHTANKH
e/lHa OT IIeJINTE Ha MpeJyIoKeHaTa apXUTeKTypa. M3XoapT 3a 6pos Ha XopaTa ChIbprka JAHHH KaTo
Opoii Xopa Ha KaIbp M KyMyJaTHBEeH Opoif, a CBIIO Taka OmpeAens HpPOABIKUTETHOCTTA,
HayvaJIHUA yac ¥ KpalHuUs yac Ha BuaeonoToka. durypa 17 noka3pa BU3yain3alus B peajiHo Bpeme

Ha BUEO MOTOKA U M3X0/a, reHepupan oT Media Server.

3mads

OOkuMUYLIWMISINZASMT QWMDAGUFIPQOVTUZOXNjcA... B

n & 1DOL Admin

Queypa 17. Ilpebpossarne Ha xopa 8 KAObP oM U0 NOMOK.
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Media Server paznens BUIEOKaabpa Ha pazlu4yHU 00JacTH, MO-JOOPO OTKPUBAHE Ha
00eKkTH M epEeKTHBHOCT Ha MpocieasBane. M3mon3Banero Ha 00JacTH B Kaabp JONPHUHACS 32
ChCpPEA0TOUYABAHE BBPXY OTICIIHU ;4aCTH OT KaJIbpa, KbJIETO UMa BEPOSTHOCT JIa CE MOSBAT BAXKHU
CHOUTHS WM IEHHOCTH, U J]a UTHOPHPA APYTH OOJIACTH, KBJETO CE OYaKBa MAJKO MM HUKAKBa
aKTUBHOCT. B ciyuyas na @urypa 17, uma aBe o0iacTH Ha paszfelieHue — TaM, KBbIETO HMMa

CTpYIIBAHE Ha XOpa U TaM, KbACTO HAMA.

IDOL Media Server e TeXHOJIOTHS, KOATO MOKE 1a aHATM3KUPa BUJICO MTOTOIH 32 OTKPHUBAHE
Ha Juna u ooextu ¢ momoiura Ha MU anroputmu. Eqna ot nienure Ha npeioskeHaTa apXuTeKkTypa
¢ Ja mpeOpou xopara KakTo BbTPE, Taka M U3BbH ChopbikeHueTo. Media Server e o0yuen 1a 6pou
Xopa OT BUAEO NMOTOK ¢ momomra Ha UM anropurmu. OyHKOMATA 32 JUUEBO PA3MO3HABAHE
BKJIFOYBA Ch3JaBaHE HA MATEMATUYECKO MPEJCTaBIHE HA JIMIIETO HA YOBEK, KOETO YJIaBs KJIIFOUOBU
yeptu Ha juneTo. Media Server cpaBHsIBa H3BJICUEHUTE XapaKTEPUCTUKU OT BHICOMOTOKA ¢ Oa3a
JAHHU C XapaKTEPUCTUKU HA W3BECTHU WJIM TMOCOYEHU JIUIA, KAaTO HM3IMOJ3BAa aJTOPUTHM 3a

CBIIOCTABSIHE, 32 J1a IPUCBOM OIIEHKA 3a cxoacTBO — Purypa 18.

IDOL Media Server » Monitor

554 ~ Engne » Track DataWithSource

ognitionResul tindImoge”: (

Queypa 18. Pasnosnasane na muya om Media Server.

PesynraThT, TreHepupaH OT codTyepa, MNpeAocTaBs IleHHAa HH(poOpMalUi KaTo
MECTOIIOJIOKEHUETO HAa OTKPUTHUTE JIMLA BB BUICOKAIPUTE, UMETO Ha pa3lO3HATHS WHIUBUJ,

0aszaTa, OT KOSITO JIMIIETO € OTKPUTO, U MPOLIEHT Ha YBEPEHOCT, Y€ OTKPUTOTO JIUIE € TOBa, Ha
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KOETO ChOTBETCTBA . Ta3u mHpOpMaIus ce M3IMOJ3Ba, 3a JIa Ce ONPEACIIH Jadl Pe3yJTaTUTe OT
OTKPUBAHETO Ca JOCTaThYHO HAJACK/IHHU, 32 J1a CE€ MPEAIpUeMaT Mo-HATaThIIIHA ICHCTBUS WU Ja

ce MPeLyNpeIsaT CIYKUTEIUTE 110 CUTYPHOCTTA.

IDOL Media Server ananu3upa BHJICONOTOK, 3a Ja OTKpPUE U JIOKAJIHU3Hpa
perucTpallMOHHUTE HOMepa U ciel ToBa u3noiaszsa OCR anropurmy, 3a Ja pa3no3Hae 3HALUTE —

@urypa 19.

Queypa 19. Pasnosnasare na asmomodunnu Homepa ¢ Media Server.

CodTyepbT cpaBHSIBa PETUCTPALIMOHHHS HOMED ¢ 0a3a NaHHU C U3BECTHH HOMEpA, KaTo
W3MOJI3Ba aJITOPUTHM 33 CHBIAJEHUE. | GHEepHpaHUAT WU3XO0J BKIOYBA HHpOpMaIms 3a
pa3HO3HaTI/I$I peFI/ICTpaIII/IOHeH HOMep, HCTOBUTC anI/I6YTI/I U HHUBATaAa Ha )IOCTOBepHOCT Ha
pe3ynTaTuTe OT pa3no3HaBaHETO. 103U M3XOJ BKIIOYBA CHINO MOMBIHUTENHA MHDOpMaIMs 3a
pasmo3HaTaTa perucTpaliioHHa Tabena, KaTo JbpKaBa WIH Ibp)KaBa Ha PErHUCTpaIusi, MapKa U
MOJIeJT Ha MMPEBO3HOTO CPEJACTBO U JlaTa u yac Ha pasmo3HaBane. Cien karo IDOL Media Server
pasIo3Hae JIMIe WIA HOMEP Ha PETHCTPAIIMOHHUS HOMEp, TOM MOXe Jla aHAJIM3Hpa METaJaHHUTE,

CBBpP3aHU C TO3U O6CKT, KaTO HallpuMEp BPEMCTO U MCCTOIIOJIOKCHUECTO, KOIraTo € ounn OTKpPHUT.
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Ta3u nndopmanus Moxe Aa ce U3IM0JI3Ba 32 CUTYPHOCT, HaOJII0/IeHHe, KOHTPOJI Ha Tpaduka win

dHaJIM3 Ha KJIIMCHTA.

B nocnennuTe roquHu 1aHHUTE, TEHEPUPAHU B COLUAIIHUTE MEHH, CE IPEBPBHIIAT B LIEHEH
pecypc 3a buzHeca. B Tax ce uneHTHGUIMPA KIMEHTCKO MOBEJCHUE U C€ U3BBPIIBA aHATN3, KOUTO

Ja mo100pH KayecTBOTO Ha OM3Heca.

Ha toBa HuBO m3nomBame npoayktute Micro Focus IDOL, Apache Hadoop u Apache

NiFi, a uzbpanure conmanau meauu ca dericoyk (Facebook) u Tyutsp (Twitter).
I[TporiechT Ha U3BJIMYAHE, CbXpaHEHHE U 00pabOTKa Ha TaHHHU ¢ moka3aH Ha durypa 20.

@B -8 -0-K

. MNpeobpasysare Ha
BAanun Konextop NiFi u3BneveHNTe gaHHK oot ““ Pesyaram

Queypa 20. [lpoyec Ha 0bpabomka Ha HeCMPYKMYPUPAHU OAHHU OM COYUATHU MEOUU.

[TportechT Ha 00pabOTKAa HA HECTPYKTYpUPAHH IAaHHH OT COIMAJIHU JIaHHU BKITFOYBA
uHcTanupaHe u KoHpurypupane Ha IDOL cvpBbpa 1 HeroBUTE KOMIIOHEHTH, Ch3/laBaHe Ha Oa3a
JaHHM 3a ChXpaHsIBaHE HA U3BJICUCHUTE JaHHU, Ae(UHUpAHE HA POJIH 3a JOCTHI U U3IMOI3BAHE HA
Brpagean MU dynkumnonannoctu. Crnen toBa Apache NiFi ce mHcTanupa u kondurypupa 3a
W3BJIMYAHE W CbhXpaHsBaHe Ha pgaHHW. CrenBamara wuHctamanus ¢ Hadoop, koiito e
KOH(UTYpUpaHe 3a chXpaHeHHe Ha JaHHU. KoHeKkTopuTe ca MHCTaTUpaHd U KOHPUTYpPHUpPAHH 3a
W3BJIMYaHE Ha JaHHU OT COIMAIHU MeauitHu TaTtdopmu kato Twitter u Facebook upes cb3naBane
Ha MPWIOKEHHUS B cpelarta 3a pa3paboTuvild Ha TPHIOKECHUS W HM3IOJ3BaHE Ha KIMEHTCKU
KJIFOYOBE M TOKEHU 3a cBbp3BaHe ¢ API. Cnenx ToBa cucremara NiFi ce uznons3Ba 3a nedunupane
Ha KOHEKTOPHM 3a COIMAIHM MEIUU 3a W3BIMYaHE Ha J>KelNaHo chabpkanue. Purypa 21

JEMOHCTPHpA TO3H MPOIIEC.
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MICRO
FOCUs

GUIDEDSETUP | OAUTH SETUP

SCHEDULING | LOGMESSAGES |  STATISTICS

OAuth Configuration
Please ensure there is an allowed redirect URL for your app, set to: | http://localhost:8090/idol-nifi-connector-facebook-ui-12.10.2/configure/cauthRedirect
AppKey
AppKey
AppSecret
AppSecret

ADVANCED OPTIONS

If you require a proxy, please use the following section to configure it before continuing.

PURGE DATASTORE | PROPERTY DETALS vewusace [N

Proxy i Smiu‘ No Proxy ion Service: v‘

[o1

Queypa 21. Kongpueypayusi Ha KOHeKmop ¢ npedoCmageH Kio4o6e 8 Cb30a0eHO NPUNLONCEHUE HA COYUATHA MeOUsl.

Konexropure npearar Bb3MOKHOCT 3a (PMITpHpaHE HA JAHHUTE MO KIFOUYOBH JYMH HITH

(bpas3u, KOUTO ce ChABPHKAT B COLIMATTHUTE MEJIUHU, KaKTO € Moka3aHo Ha durypa 22.

Configure Processor

Value

Search
Search from date

No value set
No value set
Search max results 1000
Search result type No value set
Search results per page No value set
Search to date No value set

Stream type statuses/filter

Timeline screen name
Track

Tweet fields

URL expansion

User fields

£ Aovancep

L]
o
L]
L]
L]
L
L]
7]
L]
o
L]
L

No value set

premium food, bio food, heaithy food
“author_id"'created_at" ‘text’'id" 'attachments” ‘convers.
No value set

“id"’name", username”

Queypa 22. Kongueypuparne Ha norema 3a u3giuuane Ha OAHHU OM COYUATHU MeOUU.

[Tpu m3rpakaaneTo Ha mporeca 3a 00padoTKa Ha HECTPYKTYpUPAHH JTAaHHU OT COLMAITHH

meanu B cpena NiFi (Ourypa 23), € HeoOX0IUMO Ch3/1aBaHETO Ha MPOIECOPH.
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n @ 19 o b 8 5 T > % =

0 0/ 0 bytes 0 0 0 W6 0 0 0 0 0 0 0 £ 09:35:16 PST Q E

<&

Read/Write 0bytes/2.64 MB
out 269 (2.64 MB)
Tasks/Time 524 /00:00:00.487

~
Name success
Queued 0 (0 bytes’

Name response

Queved 0 (0 bytes

A0S g Putfile
0

n
~| m \WriteDocument [ L readiWiite 264MB/0byies
I~ 2120 S e out 0(0bytes)
e — = === Tasks/Time 269 /00:00:00.363
e \ i
Queusd 0 (0byes
Name faiure 69 (
Queued 0 (0 bytes) Read/Write 2.64 MB/ 0 bytes

out 0(0 bytes)

Name failure, unknown, unmatc_. Tasks/Time 269 /00:00:00.363

Queued 0 (2 bytes

i amencrk

In 269 (2.64 MB)
Read/Write 2.64 MB/ 0 bytes

out 0 (0 bytes)

Name POF_Fies
Tasks/Time 269 /00:00:00.363

Queued 0 (0 byses;

In 269 (2.64 MB)
Read/Write 2.64 MB/ 0 bytes
out 269 (2.64 MB)
Tasks/Time 269 /00:00:00.363

Queypa 23. Ilpoyec no uzeauuarne u cvxpauenue Ha oawnu om Tyumup.

ToBa craBa cieq karto n3depem omnuusaTa 3a n300p Ha TUI KoMIOHEeHT Ha IDOL, kbM KOHTO
me Obae npuuncied. Cinen ToBa KOHGUTrypupaMe KOHEKTOpa M MOTBBp)KIaBaMe, 4e Bpb3Kara

MEXy KOMIIOHEHTHTE (YHKIIMOHUPA U TaHHUTE MOTaT JAa ObJaT N3TErJICHH.

Crnen xaTo mpoIechT € 3aBbpIleH U JaHHuTe ce Hamupat B IDOL, cnensat o6paboTku 1
aHaJlM3 Ha JaHHWUTE IO JOMBIHUTEIHHU 3asIBKHU 3a ThpceHe, punrpupane win coptupade ot IDOL

Find, koiito nznon3sa U npu Ta3u obpadotka (durypa 24).

+  QNewSearch Q Musk

swersswrsvor | cousnee | - ]

CONCEPTS

[Fooa % | oo X |

FILTERS A... (0)

FILTERS
IR key is to do

GEOGRAPHY < both
DOCUMENT

SELECTION <

Queypa 24. 3apesicoane na oannu 6 IDOL Find.
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IDOL Find wm3mon3Ba TeXHWKH 3a IpeaBapuTesiHa o0pabOTKa, Karo TOKECHHU3AIMS |
HOpMaJIM3UpaHe 3a TpaHchOopMHUpaHe Ha HEoOpaOOTEHUTE JaHHU BBB (hopMmar, KOHTO MOXKE Jia
Obe aHamm3upaH. ToBa BKIFOYBA ITPOIIECH T10 Pa3eiisHE HA JaHHUTE HA TI0-MAJIKU SMHHIIH, KaTO

IyMU Wi (ppasu, U IpeMaxBaHe Ha IIyM U HEYMECTHa HH(pOpMaIIUsL.

JlaHHUTE, KOUTO MMAT BH3YaJIHO ChIbpXKaHUE, MOXKEM Ja Busyanusupame (Purypa 25)
npenu na 6baaT oOpaboTeHU WM ChXpaHeHU B xpaHuiuiero Ha Hadoop, oTkbaeTo moraT mo

BCAKO BpEME J1a 6’B,I[aT H3BJICUCHHU U U3IIOJI3BAHU 3a ITOCJICABAIII aHAJIN3H.

https://twitter.com/73627197/status/1639998757063335

Title https://twitter

Queypa 25. Buzyanusayus na oannu 6 IDOL Find.

MHoro ¢pupmu pa3uuTaT Ha 1aHHHU, 3a Ja B3eMaT UH(popMupanu pemenus. M3cinenoarenu
B pa3iauuHu oOjacTu chOMpaT AaHHM OT yeOcaliToBe, 3a Ja MPOBEXIAT NPOYUYBAHUS, Ja

AHAJIM3UPAT TCHACHIIMK U [a MoJIydaT NpeaACcTaBa 3a KOHKPETHHU TCMHU.

MznomsBame cupbpa IDOL u mmardopmara IDOL Content, 3a ma uHAEKCHpame
KOHKpEeTHO ye0 chbabpskaHue. [IponechT BKIIOYBA M3BIMYAHE Ha ChABPKAHUETO C MTOMOLITA Ha
Scrapy u renepupane Ha XML daiin, koiiTo ce mpoBepsiBa 3a csBMecTuMocT ¢ IDOL. ®aitnbt
ceabpxka mnosiera kato DRREFERENCE, DRETITLE, DRECONTENT, DREDBNAME,
DREINDEX, DREFILENAME u DREFIELD. Cnex unHmekcupane TaHHUTE ca TOTOBU 3a
oOpaboTtka u ananu3 B IDOL Find, kpaeTo morat aa ce TbpcaT. Upe3 aHanu3upaHe Ha JaHHU 3a
yebOcaiitoBe ¢ Al, ¢upmute MoraT aa momydar LeHHa WHGOpMalMs 3a TOBEIECHUETO Ha

HOTpC6I/ITCJ'II/ITC U Ma3apHUTC TCHACHLUHU, KOWUTO MOrar naa I/IH(I)OpMI/IpaT IIpru B3CMAHCTO Ha
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pemenus. Pazmupenara Jlam6aa apxutekrypa, usnonspama NiFi u Spark, npennara curyproct

OT BTOPO HHUBO B JOMBIHEHHE KbM BhTpeIIHATa curypHoct Ha Hadoop.
IIpusnarane Ha CUTypPHOCT Ha BTOPO HMBO OT (DYHKLIMOHAJHATA apXUTEKTypa

3a 5a ce rapaHTHpa CHUTYpPHOCTTa Ha CHUCTeMa C IOJIEMH JaHHHU, € HEOOXOIHUMO Ja ce
ocurypu (hyHKIIMOHAITHOCT 32 CHTYPHOCT OT CaMOTO Hadajao — BXOABT Ha cucremara. LDAP u
Kerberos ca aBe pemieHus, KOUTO MOrar Ja mocTurHat Toa. B To3u konteket LDAP ce pasriexaa
karo crenupuyHo npusnoxenue 3a Hadoop. [IspBaTa cThika € HHCTamupane U KOH(GUTYpUpaHe
Ha OpenLDAP LDAP copebpa. ToBa BkitouBa ch3fgaBaHe Ha LDAP nupexropus, nedpunupane
Ha TIOTPEOHTENN W TPYNMH W KOH(HUTYypUpaHE Ha MpaBWIa 3a YIAOCTOBEPSBAHE M OTOPHU3AIIUSL.
Cucremata OpenLDAP usznomnssa LDAP daiin 3a oomen Ha nannu (LDIF), koiito ce cb3naBa ¢
TeKkcToB pefakTop. [loTpebutenu u rpynu Morar z1ia ce 100aBsT kbM 6a3ata nanHu Ha OpenLDAP

¢ momolIra Ha komanjata ldapadd.

Dn: cn=ivelkova,ou=users,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: ivelkova

sn: Velkova

givenName: Ivona Velkova

userPassword: {SHA}nU4fzW93lj8q313TQDwBSjJREO

mail: ivelkova @example.com

IlonutukuTte 3a YAOCTOBECPABAHEC W OTOpU3alMd MOTIraT na 6T>I[3.T KOH(I)I/Il“ypI/IpaHI/I C

nomorra Ha OpenLDAP Access Control Language (ACL).

access to * by dn="cn=admin,dc=example,dc=com* write by * read
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LDAP ynoctoBepsiBaneTo 3a Hadoop Moxe nga Obie aKkTUBHpPAHO 4pe3 PEIaKTHpaHE Ha

cucTeMHus core-site.xml koHpurypanuonen ¢aiin Ha Hadoop.

Crnen mojacurypsiBaHE Ha BXOJa B CHCTEMara, cielBa Ja ce OObpHE BHUMAaHHE Ha
coryeprara OuzHec cUTYpHOCT Ha ToBa HUBO. CodTyepHara OM3HEC CUTYPHOCT C€ OTHACS 3a
3amMTata Ha OHW3HEC AaKTUBHOCTUTE, HH(ppacTpyKTypara W gaHHuTe. VHCTpyMeHTHTE 32
codryepHara OM3HEC CHTYPHOCT ca MOJIXO/SAIIH 32 ISUIOCTHA 00paboTKa HA JJAHHU OT Pa3lInYHU
M3TOYHUIM. TOBa € BaXKHO, Thil KATO TAKbB CE CMJATA 3a IMO-BHCOKA HHPOPMHUPAHOCT Ha Ou3Heca
OTHOCHO TMOTEHIIMAIHYU 3aIUlaXyd B OHJIAWH MPOCTPAHCTBOTO Karo oOpaboTKara MM BBB BpEME
OnMM30 0 peasHoTO, OM TMOMOTHAJIO 3a ChBpPEMEHHa peakmus cpenry TaX. Tyk u3moi3Bame
uncrpymentute NiFi u IDOL, kaTo mocieqHusaT ce U3Mo3Ba U 3a BU3yaliu3alys Ha pe3yJirara.
[Iporecure, KOUTO ca CBbp3aHH ¢ OOpabOTKAaTa HA JAaHHU 3a W3BJIMYaHE OT M3TOYHUIIH,
CbXpaHEHHE B XpaHWiHIlEe, 00paboTKa 3a W3BIMYaHE HA HWHPOPMALUS W aHAIN3 Ha
uH(pOpMaIMATa, KOUTO JIa TIOMOTHAT 32 B3eMaHe Ha YIPaBJIsIBaHO pelieHue. M3mon3Baiku Te3n
WHCTPYMEHTH B pasmupeHa JlamO/1a apXUTEeKTypa U CUTYPEH BXOJ] B CUCTEMaTa, OpraHU3aluuTe
MOTaT Jia U3rpajsaT CTa0WIHN M MamaOupyeMu KaHalii 3a 00paboTKa Ha TaHHH, KOUTO MOTaT Jia
00paboTBaT rojeMu O0EMH JNaHHHM U Ja NOJAbpKaT o0pabOTKa M aHaTU3 HA JaHHH B PEATHO

BpEME.

anaB.ﬂeHne Ha CUTYPHOCTTA HA TPETO HUBO OT APXMTEKTYpaTra Ha ONEPATHBCH

HEHTDHP 3a l/lH(l)OpMaIII/IOHHa CUTYPHOCT

3a ynpaBjeHUE Ha CUTYPHOCTTA OT TPETO HUBO C€ U3I0JI3BAT CUCTEMU 32 yNpaBJICHUE HA
uHpopmanus 3a curypHoctTa u cboutus (SIEM) 3a arperupane u KOHCOIMJIMpPaHEe HA JaHHU OT
MHOKECTBO U3TOYHHIIM, BKIIFOUMTEIHO MPEXH, CUTYPHOCT, ChpBBpH U 0azu nanHu. IBM Qradar
€ €1lHa TaKaBa CHCTEMa, KOSTO M3II0JI3BA YChbBBPIICHCTBAHU AITOPUTMH 33 aHAJIU3 U MAIIMHHO
o0yuyeHHe 3a OTKPUBAHE U IIPUOPUTH3UPAHE HA 3aIIaXU 32 CUTYPHOCTTA B peajiHO BpeMme. Micro
Focus Sentinel cx0upa 1aHHM OT pa3nuyHU U3TOYHULIM U TH HOpMAJIM3Kpa 10 0011 (hopMmaTt, KOETO
NIpaBU aHAJIM3a U KopenanusaTa no-necHu. Korato Qradar naentudunupa noTeHIMa Ha 3ansaxa,
TOW TeHepupa MNpenynpexIeHHe, KOeTO MoKe Ja ObAe NEepCOHAIU3UPAaHO Bb3 OCHOBA Ha
CEpUO3HOCTTA U TUIIA. 3a aHAIN3HPAHE U BU3yaJIU3HpaHe Ha JaHHH, CbOpaHu OT JIoT (ailiioBe, ce
uznon3sa Micro Focus IDOL. IDOL u3nos3Ba TeKCTOBU aHAJIM3U M TEXHHUKH 3a 00paboTKa Ha

CCTCCTBCH C€3UK, 3a Ja H3BJICUC IOAXOIsAIIa I/IH(I)OpMaI_II/IH OT PCruCTpaluOHHU ¢)a171n0Be, a
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HEroBUAT HaOOp OT MHCTPYMEHTH BKJIIOYBa Tabjia 3a ympaBieHHe, AUarpaMud U rpaduku 3a
u3cleiBaHe M aHAJIM3MpaHEe Ha PerucTpauroHHH AaHHU. Korato ObAaT OTKPUTH MOTEHIMAIHU
npobnemu nim anoMmanuu, Qradar U3BeKa U3BECTHE 32 MOTCHIMANIHATA 3ariaxa. 3aeano Qradar
u IDOL no3BosnsiBat Ha OM3HECA Ja aHATM3UPA U BU3YAIH3HMPa JAHHUTE 332 CHTYPHOCTTA B PEaTHO

BpEMCE, 3a a I/I,I[CHTI/I(I)I/IHI/Ipa IMOTCHIHAJIHU 3allJlaXW 3a CUT'YPHOCTTA.

Bepuduuupane Ha nepuHUpPaHUsS METOJ € M3MO0J3BAHE HA APXUTEKTYPHU pelieHus

3a U3BECTABAHE HA ITOTCHIMAJIHA 3alljJ1axa

[IpennoxxeHUsAT onepaTuBeH LEHTHP 32 HHPOPMAIIMOHHA CUTYPHOCT M3MOJI3Ba PA3IUYHU
copTyepHH HHCTPYMEHTH 32 HAOJIIOJCHIEC U 3aIllUTa Ha MPEXU U JaHHU. [IpeacTaBeH e mpuMepeH
CIly4aid, KOWTO JEeMOHCTpHpa e(EeKTHBHOCTTa Ha cucTemara. [IBpBHAT TpoIec BKIIOYBA
W3BJIMYaHEe Ha MyOiuKanus OT Iuiardopma 3a COLMATHU MEAWH, aHAIM3UpaHE Ha JaHHWUTE U

ChXpaHsBaHe Ha pe3yJTaTuTe B xpanunuiero Ha Hadoop — @urypa 26.

A well-known hacker lvan Tsvetkov behind the recent
attacks against the popular e-commerce brands

(e} u o A &
z Tweetyour reply

More Replies

Queypa 26. [lyboauxayus 6 coyuanna meoust OMHOCHO U3BECMEH XaKep.

BTOpI/I}IT IMponecC BKIKOYBA U3BJIMYAHC HA JAHHU OT BUACO IMOTOK OT KaMEpa, U3BBPIIBAHC

Ha aHanu3 oT Media Server u pasno3HaBane Ha nauna — @urypa 27, @urypa 28.
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A well-known hacker Ivan Tsvetkov behind the recent
attacks against the popular e-commerce brands

Metadata Similar documents Similar dates

Title A well-known hacker Ivan Tsvetkov behind the recent attacks against the popular e-commerce brands

Queypa 27. Busyanusupane Ha usgieueHama nyonukayus om coyuatna meous.

Queypa 28. Uzxooen ko0 om Media Server ¢ dannu Ha cbomeemHomo pasno3Hamo auye.
CJ'ICI[ TOBa MyJ'ITPIMCI[PIﬁHPISIT CbPBBP CHIIOCTABA HﬂCHTH(pHHHpaHOTO JMne ¢ JaHHHUTC,
cexpanenu B Hadoop, u ako uma ceBnaaenue, QRadar renepupa SMS amapma kbM ekumna Ha
OLMUC. Paboteiiku 3aenHO, T€3U COPTYEPHH WHCTPYMEHTH MPEAOCTABIT HA OPTaHU3AIUUATE TI0-

eukaceH u epeKTHBEH HAUMH 3a HAOIOJCHUE U 3alllUTa HAa TEXHUTE MPEXKHU U JaHHU — Ourypa

29.

62



17:55 il LTE

+359 88 9899002

Threat found: Detected dangerous
person in proximity to the object

+r OO0 = EC

Queypa 29. SMS anapma 3a nomenyuanHa onacHocm 3a 6aU30Cm Ha 0OeKm.

CpBMmecTHaTa paboTa Ha Te€3W COPTYEPHH MHCTPYMEHTH MOXE J1a JIOBEJIE 0 MO-TOJSIM
00XBaT U ePEeKTUBHO pelIeHne Ha podieMHu, cBbp3anu ¢ T n kubepcurypHocTTa, KOETO OT CBOS
CTpaHa IIe MO3BOJIM Ha OpraHU3alMUTe Ja HAOI0AaBaT, aHAJIM3UpPAT M 3alluTaBar Mo-100pe

CBOUTE MPEXKH U JaHHH.
HN3Boam

W3BbpuieHa € npoBepka Ha npeiokeHara apxurekrypa 3a OLIMC B cucrema 3a ronemu
JAaHHU, IEMOHCTPHpAIlla MPETUMCTBAaTa OT ChBMECTHATa paboTa Ha copTyepHHU pemieHus. Micro
Focus Sentinel 1 macmon Network Access Control ce nznonssar 3a ynpasjieHHe Ha IbPBO HUBO,
cbOMpaHe Ha 3alIUTEHU JaHHU OT YCTPOHCTBA M CHCTEMH W HAOIIOJCHME 3a 3aIulaxu 3a
curypHoctTa. Micro Focus IDOL u NiFi ce u3non3sar 3a cUurypHoO U3BJIMYaHE U ChXpaHsIBaHE HA
JAaHHH B cpejia ¢ rojgemMu qaHHu, nokato LDAP u mHorodaxTopHo yaoctoBepsiBane ¢ OpenLDAP
3aluTeH JocThl 10 cuctemara. BPM u pasmumpenara Lambda apxurekTypa ce M3M0I3BaT KaTo
equa miporiec ¢ NiFi, IDOL u PowerBI 3a renepupane Ha rpaduku ¥ auarpamu 3a OW3HEC
3akmoyeHus. IDOL ce u3non3pa 3a BU3yanu3alus Ha aHaJIu3 Ha JIor ¢aitn, a QRadar ce nznonssa

3a U3BCCTUS B pCaJIHO BPEMC 1 aHAJIU3 Ha JIOT (baﬁn.
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5. 3akiaroueHue

OcurypsiBaHeTo Ha HH()OPMAI[MOHHA CUTYPHOCT B CUCTEMHUTE 33 TOJIEMU JJaHHH € CII0XKHA
3aJaua, U3MCKBAIla e)eKTUBHH ONIEpATHBHU LIEHTPOBE 32 yIpaBJIeHUE Ha WH(OPMAIIMOHHATA
CUT'YPHOCT, KOMTO MOTaT /1a OTKPUBAT U pearupaT Ha 3aIlaxyu CBOEBPEMEHHO. B Ta3u Bpb3ka
IpeularaMe MeToJl 3a IPOSKTHPAHEe Ha ONEPATUBEH LIEHTHP 3a MHPOPMALMOHHA CUTYPHOCT,
ChCTOAI] c€ OT TPU HUBA Ha yIpaBJICHUE, W3MOJ3BALIM MPUHLIUIM U METOIU OT CBETAa Ha
nH(pOpPMAIMOHHATA M KHOEPCUTYypHOCTTa, KakTo B KoHTpoau oT ISO 27001. IIspBoTO HUBO
BKJIIOUBA /IalITUBHA CUTYPHOCT U MHTEJIUI€HTHA 00paboTKa, BTOPOTO OCUTYPsiBa BHTPEIIHA
curypHocT B cpefara Hadoop u ce dokycupa BbpXy cUrypHOCTTa Ha copTyepHuUs OU3Hec,
JI0KaTo TpeTroTo HUBO u3noia3Ba SIEM cucrema 3a HaOnrofeHue M aHAIM3 HAa CHOUTHS 3a
CUT'YpHOCT B PEaJHO BpeMe. 3a BaIMAUPAHE Ha MPEAJIOKEHHUS METO]] € U3BBPIICHA IIPOBEPKa
C MOMOLITAa Ha HSAKOJKO MPEIJI0KEH!U MHCTPYMEHTa, KOETO JIOBEJAE /10 M0-BUCOKO HUBO Ha

CUT'YPHOCT.

6. Criuchek Ha Hy6HI/IKaHI/II/ITe IO TCMAaTa Ha JUCCPTALIUOHHUA TPY [

1. lIvona Velkova, Security challenges for big data platforms, 10TH INTERNATIONAL
CONFERENCE ON APPLICATION OF INFORMATION AND COMMUNICATION
TECHNOLOGY AND STATISTICS IN ECONOMY AND EDUCATION
ICAICTSEE - 2020, November 27 — 28th, 2020, University of National and World
Economy, Sofia, Bulgaria, ISSN 2367-7635 (PRINT),ISSN 2367-7643 (ONLINE),
nocTeiHa Ha: https://icaictsee.unwe.bg/past-conferences/ICAICTSEE-2020.pdf, crp.
482-488

2. Ivona Velkova, Mariana Kovacheva, Digitalization in Bulgarian Higher Education —
Present and Future Opportunities, 4th International Academic Conference on Education,
2021, 10th December 2021, Barcelona, Spain, ISBN: 978-609-485-239-8), noctbiHa
Ha:  https://www.dpublication.com/proceeding/4th-iaceducation/#Table-of-Contents,
crp. 1-13
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General characteristics of the dissertation

1. The relevance of the problem

The growing digitalization of processes, objects and activities in our everyday life is a
modern trend caused by technological progress through the last few decades. One of the results
of this digitalization is the significant increase in the volume of data generated from different
sources [1]. With the entry of digital transformation into almost every area of human activity,
data has become one of the main assets for obtaining a competitive advantage for any business.
This is a ubiquitous process and affects practice in all areas of human activity - from health,
finance, logistics, transport to ecology and sports. All these activities constantly collected huge
amounts of data and information. The data may be of a different nature - for markets,
customers, competitors, various processes, quantities of goods, state of environment, video
surveillance, social media data, etc. Thanks to this data, people receive information that can be
analyzed and benefit business. The process of extracting knowledge from data collection and
their analysis is able to optimize and bring greater efficiency to any business or parts of him.
With the knowledge gained, companies can identify what is important to them and what
additional or alternative actions they may or should take to update or optimize their ultimate

success targets [2].

According to Statista, the total amount of data generated and consumed worldwide
scale reached 97 zetabytes (ZB) in 2022, a significant increase compared to previous years [1].
For comparison, in 2020 the number of data generated was 64 ZB [1]. As the volume of data
generated increases, so do the risks, related to their protection - the larger the data, the more
complex they are the mechanisms and approaches by which these data are collected and

analyzed [3].

Information security is essential for the protection of information in an organization.
This applies to customer data, financial records, intellectual property, etc., which may be
subject to cyber threats such as malware, phishing, attacks through social engineering, etc.

Information security is a process that aims to prevent unauthorized access, counteract various
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types of threats, provide confidentiality and reduce the risk of destruction or modification of

the stored information [4].

In order to be effectively managed, information security is necessary to identify, assess
and manage the risks of information assets of the organization. This requires an in-depth and
integrated approach to security, which includes the implementation of policies, standards,
procedures and technical control for protection against potential threats. Because of the above
reasons, the existence of an operational information management center security that can
monitor and respond to security threats is from crucial for protecting digital information and

ensuring appropriate business security level [5].

Data protection and information during storage, processing and analysis of big data in
a number of cases is carried out by cloud and software solutions, which are characterized by a
high level of security. Increasingly often these systems include Atrtificial Intelligence ( I11),
which increases the efficiency of processing large amounts of data, including unstructured data

in the form of text, video, audio and web content [6].

The present work proposes an approach that ensures security of different levels of data,
processes and communications in large systems data. The data is extracted from heterogeneous
sources, some of which are video streams from cameras, data from websites, social media, etc.
The latter are actively used in business, as they offer a set of opportunities - from increasing
awareness of a trademark, model or service, to informing potential customers and sales
stimulation. As such, they are one of the important ones modern digital tools for even greater
business success. According to a report by Datareporta as of July 2022, 59% of people who
use the Internet worldwide use social media platforms [7]. This shows the great importance of

these media as a source of business data.

It is not known now that a method is proposed that unites different software solutions
for big data systems to extract and process data with Al from different sources to which
cognitive and adaptive have been applied security, and which at the same time be confirmed,
presented and separated into a single operations center. Each big data system has technical
specifics, depending on the specifics of its application, the number of active users, place of

activity and technologies of implementation. The presented study can help professionals
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working in the field of big data to increase the level of security through the application of the
proposed principles and methods, building a single management center to provide different
levels of security. The presented solution can be further developed and extended with
additional functionalities so as to meet the needs of different types of business and users.

2. Object and subject of the study

The object of the study is principles and methods for the design of an operational center

for security management in big data systems.

The subject of the study is the output of a method for building a new type of operational
security management center based on treatment with Al of unstructured data, big data systems and
Security Information and Event Management (Security information and event management -

SIEM), integrated in general architecture.

The research problem of the dissertation is the combination of technologies and
providing different levels of security in the construction of an operational center in big data

systems.

3. Purpose and tasks of the dissertation

The purpose of the dissertation is to offer principles and methods for design and the
construction of an operational center to manage information security, for systems operating with

big data.
Tasks that are performed in the process of realization of the set goal of the dissertation is:

° To study the types of data and the advantages and disadvantages of existing means for
storage and processing of big data;

° After analyzing existing solutions and good practices worldwide in this area, consider
principles and methods of management different levels of information security;

° Review models and approaches when using artificial intelligence to ensure a higher level

of security;
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° Review operational security centers (TACIS) as consider the different generations of the
CCIs;

° Based on the analysis, to define an approach for designing OSIC in systems for large
security management data;

° Design a functional architecture with different levels of security to propose a solution to
the defined research problem in the dissertation work and the proposed architecture to be
able to use the set principles and methods for designing and building an operational center
for management of security;

o To extract data from heterogeneous sources and to store in a single system for big data and
to establish a level of security in their extraction and subsequent processing;

° Analyze the level of security in the storage and processing system big data and to define a
level of adaptive security; to be considered the internal-organized security of the big data
system; to be separated software business security;

° To propose approaches for building an operational center that will manage security in

different processes in big data systems.

The design approach and software systems ,, bottom-up “. With this approach, the process
begins with the design of the main components of the system, which then should be combined to

create complex operational modules center.

4. Working hypotheses of the dissertation

The main working hypotheses for the current dissertation are:
Hypothesis I:

It is possible to create a model that describes the design of an operational information
security management center at different levels for large systems data and data extraction from

heterogeneous sources.
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Hypothesis I1:

It is possible to achieve effective integration of various technologies and systems for

working with big data.
Hypothesis 111:

It is possible to create a multilayer architecture with different approaches to providing

security.

5. Scientific and scientific-applied contributions

1. The nature and component structure of ,, operational center for security ““ and an up-to-date
definition and necessary elements have been defined, in relation to the modern conditions
for the functioning of such a center in the environment of big data.

2. Criteria for comparing technologies for processing large ones are proposed data, in relation
to the objectives of the development in terms of collection, the organization and storage of
unstructured data, with opportunities for application of artificial intelligence tools.

3. Basic principles and methods for managing an operational center for information security
covering the process, functionalities, and levels of security.

4. Current principles have been proposed for the design and construction of the OSIC, necessary
to cover the specifics of security management systems operating in a big data environment.

5. A method for designing and creating a functional architecture has been defined of the OSIC.
The proposed architecture has three levels of security management, covering the network
level of security, the process of extraction and processing data, verification of internal-based
security in a big data environment and analysis of the obtained results.

6. A prototype built with the technologies of the proposed architecture has been realized
purpose covering all necessary functionalities. The prototype connects NiFi, Micro Focus
IDOL and Apache Hadoop technologies and has been tested with data from social media,

video stream, data from websites and log files.
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6. Volume and structure of the dissertation

The dissertation is in a volume of 170 pages, of which 153 contain the actual study without

applications. The structure of the dissertation consists of:

Introduction;

Three chapters in which an analysis of the subject area is realized, the subject area is removed
basic definitions related to the research problem are presented the prerequisites for the
realization of labor and a method is defined with which to achieve this. The proposed method
is verified using different technologies;

Conclusion, which includes a list of scientific and scientific applications contributions, List
of publications made on the topic of the dissertation labor, Future work, Literature, Lists of

figures and tables and List of terms and abbreviations.

Chapter One (Introduction) focuses on the timeliness of the view problem by
considering the object, subject, research problem and objectives of dissertation. Three

hypotheses have been defined that need to be proven.

Chapter Two is the research part of the research. In it place the theoretical foundations
of the meaning and types of data, the means are considered and approaches for processing big
data and comparison is made according to selected criteria, to help choose the appropriate tools
for the dissertation. Chapter Two discusses artificial intelligence (Al) applications in the field
security, principles and methods are derived that are used to ensure high level of security in
organizations and its definition is presented the component structure of the operational security

information center (OSIC).

Chapter Three focuses on the design of the OSIC. They are taken out in it principles and
methods to be applied for the design of a center of this kind, the existing generations of OSIC
have been considered and the challenges have been identified in front of them. As a result of
these things, current principles are proposed and controls of the international standard ISO
27001 for the design of a new generation OSIC. This chapter proposes a method that describes

the new type of OSIC in functional architecture at three levels for security management. First
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level covers adaptive security and intelligent data processing by heterogeneous sources, the
second level focuses on the internal-based security of Hadoop system for big data and software
business security of processes in organization while the third level focuses on visualization of
the analyzed information from the previous two levels and in the presence of potential security

vulnerability - notifying the OSIC team to take specific actions.

Chapter Four focuses on proving the functionality of the proposed one architecture using
different technologies at each of the proposed three levels. A working prototype with an

experimental goal for verification of a worker is presented process using the proposed OSIC.

Chapter 5 (Conclusion) summarizes the work on the dissertation, the scientific and
applied contributions are derived, as well as guidance is given for the future work of scientific

work.
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Brief presentation of the dissertation

1. Introduction

The introduction provides an overview of the timeliness of the chosen topic, the object, the
object, defines the tasks to be performed, as well as formulates three hypotheses. The purpose of
the dissertation is to offer principles and methods for design and construction of an operational
center to manage information security, for systems operating with big data.

2. Security in a big data environment and an Operational Security
Information Center

Data has been used for centuries, but nowadays digital technologies are ubiquitous to over
5 billion users in a connected Internet environment [8]. Each digital action generates data that a
business can use to improve efficiency and to discover new opportunities. The data are classified
in structured, semistructured and unstructured types and can provide valuable information for

making strategic decisions and competitive market advantage.

e Structured data is organized quantifiable data, often in tabular form as SQL databases.
Columns have data types - text or numeric and rows have specific values. This data are
secure thanks to controlled access and established technology. They are used in sensitive

applications such as finance or healthcare [9].

e Semi-structured data do not have a fixed scheme and allow changes without violating
their structure. They are good for dynamic data sets and use metadata as tags or attributes
to describe the shape, structure, and their meaning. It is usually extracted in XML, HTML
and JSON documents [10].

e Unstructured data includes data generated by humans and machines, such as social media
posts, images and data from sensors [11]. It constitutes 80% of global data, challenging

organizations that try to derive a value of [12].
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Unlike structured and semi-structured data, where there is specific processing methods, in
the case of unstructured data, the extraction of knowledge and analysis is a problem, as the
diversity of formats require specialized tools for their processing [13]. Part of these tools
are Apache Hadoop, Micro Focus IDOL, IBM Watson, AWS, and others.

The analysis of information extracted from unstructured data is important because ¢ such
an approach organization can get an idea of the behavior of customers, market trends and
other business-relevant information that would it was difficult or impossible to obtain

otherwise.
Big data

Big data is a large, complex and fast-growing collection of structured, semi-structured and
unstructured data generated from various sources such as social media, web search engines and
loT devices. Statistics Statistics Statistics for social media show that in 2022 the number of
consumers was 4.26 billion worldwide — the number is projected to increase over the next few
years [14]. Only for the period October 2022 to January 2023 there is an increase in the number of
active users of the Facebook platform worldwide with 5 million [15]. The bigger one part of the
global growth of social media is due to the growing use of mobile devices with which users write
posts, express opinions, upload photos or respond to posts of other users. In addition to social
media, web search engines for various inquiries are also widely used. A study shows that by the
end of 2022. Google receives 8.5 billion requests a day, equivalent to almost 100 thousands of

requests per second [16]. This data indicates that the information generated is constantly growing.

Big data can be best defined with the six V’s: volume, speed, variety, reliability, value and
variability. Initially, big data were often presented as the 3 V — volume, speed and variety, but up
to 42V [17].

e The volume refers to the huge amount of data generated and collected by individuals,

organizations, and machines.

e Speed refers to the speed at which the data is generated, processed, and analyzed in real

time.

82



e Diversity refers to the variety of data types, sources, and formats, including structured,

semi-structured and unstructured data.
¢ Reliability refers to the reliability, accuracy, and consistency of data.

e The value refers to the extraction of knowledge and benefits that can be obtained from the

analysis and use of big data.

e Variability refers to the unpredictability of the data generated and collected from various
sources, including social media, 10T devices and sensors. For example, social media data
can vary greatly due to differences in languages, writing styles and idioms used by different
users. Data variability management requires constant advanced data processing and
analysis techniques that can process different data formats and quality levels.

The data volumes collected by the business also increase exponentially with the
development of technologies are distributed in local, cloud and hybrid systems [18]. This increases
both the complexity of management and access and data processing. Therefore, big data systems

are developing and upgrading, and this process is expected to continue in the future.
Systems for big data and their processing

Specialized systems have been developed for storage and processing of big data. These
environments use distributed file systems and parallel processing techniques for storing and
processing large volumes of data. Examples of big data systems include Apache Hadoop, Amazon
Redshift, Snowflake, and NoSQL databases such as MongoDB and Apache Cassandra [19], [20].

The work discusses Apache Hadoop, Apache Spark, Apache Hive, Micro Focus IDOL,
and Apache NiFi.

e Apache Hadoop
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Hadoop is an open-source system for storing and processing various types of data in a
distributed environment. It consists of HDFS for data storage and MapReduce for parallel
processing between nodes [21]. To process the data, the Hadoop system first needs to store it in its
directories, which is done by HDFS (Figure 1).

Hadoop MapReduce
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Figure 1. Processing with Hadoop.
Hadoop clusters can be scaled horizontally to process large amounts of data. MapReduce
divides the data into smaller chunks and processes them in parallel, reading from HDFS for each
step. The results are stored in HDFS or sent for further analysis. Hadoop can be integrated with

other big data tools such as Spark for advanced analysis [22].
e Apache Spark

Spark is an open-source software solution for big data processing with high performance,
flexibility, and Al capabilities. It provides APIs for popular programming languages and consists
of Spark Core, Spark SQL, Spark Streaming, and MLIib [23]. Spark Core provides distributed
processing functionality and uses Resilient Distributed Datasets (RDD) as the primary data
structure (Figure 2).

Spark
RDD RAM RAM

Figure 2. Processing with Spark.

RDDs provide fault tolerance and parallelism and can be created from various data sources.
Spark SQL allows SQL-based queries, Spark Streaming enables real-time processing, and MLIib
provides machine learning capabilities. Spark reads data from RDDs and stores them in RAM for

faster processing and parallelizes the process across multiple nodes in a cluster.
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e Apache Hive

Hive is a data storage and query tool for big data sets stored in Hadoop's HDFS or other
compatible file systems. It supports various data formats and uses a query language called HiveQL,
based on SQL. Hive consists of components such as a query processor (Figure 3), Metastore,
server, and execution module, which work together to process big data [24].
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Figure 3. Processing with Hive.

Hive is not suitable for processing unstructured data such as text, images, or video and is

optimized for batch processing. It can be used with other tools for advanced analysis.

e Micro Focus IDOL

IDOL (Intelligent Data Operating Layer) uses techniques such as natural language
processing, Al, and semantic analysis to extract knowledge from various types of data. The system
has several components such as connectors, indexers, a distributed index manipulator, content

analyzer, and query server (Figure 5) [25].
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Figure 4. Processing with IDOL.

IDOL uses machine learning and semantic analysis to make predictions, classify data, and
identify relationships between different data. The processed data and results are stored in IDOL's

big data repository.

Comparison of selected criteria for big data

Based on the presented technological solutions, a summary of their capabilities is given in
Table 1 based on selected criteria. These criteria are important because they ensure that data can
be effectively managed and used to drive business success [26], [27].

The criteria presented in Table 1 were selected based on the specific goals and objectives
of the current dissertation work. The presented technological products are compared based on the
location for storing and processing big data, and attention is focused on the ability to process
unstructured data, as they play a key role in business success. To make a decision on which tools
to use, a comparison of the type of data processing is presented. This is an important condition
because some of the products do not support real-time processing, which would be critical in
critical moments for the organization. Next, attention is paid to the location of the data storage
during processing, as this can affect the efficiency and speed of data processing, as well as the
overall data storage costs. To ensure data security in case of potential vulnerability or data
encryption on any of the servers, a criterion for error tolerance is presented. The use of Al is
suitable for analyzing data from different types with proper understanding of the meaning of the
data. It would contribute to improved speed in data analysis and extraction of dependencies, trends,

and models.
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Table 1. A comparison of big data technology environment.

Criteria Hadoop Spark Hive IDOL
Big data HDFS file system HDFS file system HDFS file system Connectors for
storage and for storage and for storage and for storing and data extraction
processing MapReduce for resilient distributed | using HiveQL for | and IDOL server
batch data data set RDD for Hadoop queries | for processing and
processing data processing analysis
Processing of Yes Yes No Yes
unstructured
data
Processing Volumetric batch | Real-time and batch | Batch processing Real-time and
type processing of data processing of structured data batch data
historical data historical data processing
Data storage On the cluster disk In RAM On the cluster disk | Stores in RAM or
during in the HDFS in the HDFS cluster disk
processing system system
Fault Yes, by replicating Yes, by RDD Yes, by replicating Yes, by
tolerance the data with abstraction with the data with configuring with
HDFS on the replication on HDFS on the redundant nodes
cluster nodes cluster nodes cluster nodes for availability
and automatic
Use of Al No Yes No Yes

Table 1 compares the strengths and weaknesses of four big data processing tools: Hadoop,
Spark, Hive, and IDOL. Hadoop is suitable for batch processing but can be slow for real-time
processing. Spark is faster but more complex and requires more memory than Hadoop. Hive has
an easy-to-use interface but is not suitable for real-time processing or unstructured data. IDOL
processes unstructured data with Al and is tolerant to errors. All four tools replicate data for fast

recovery in case of system breaches.
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Based on the obtained derived characteristics, a decision is made on which technological
solutions will be used and which of them could be combined to achieve the result of the current

work.
The NiFi system is used for integrating data processing and analysis tools.

e Apache NiFi

NiFi is an open-source platform for automating the flow of data between different systems.
It has various components such as processors, flow controllers, file storage, and connectors that

work together to provide data integration capabilities (Figure 6) [28].

NiFi
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Figure 5. NiFi workflow process.

NiFi can direct and distribute data based on various criteria, transform data in different
ways, and validate data quality. It is important to integrate different systems for maximum benefit.
The three main models of artificial intelligence (natural language processing, machine learning,

and deep learning) are also being explored for vulnerabilities and breaches in the system.

All of the aforementioned systems have different applications. To maximize their benefit,
it is appropriate to integrate them into a unified system that meets business needs. To make a
decision on which of the already discussed systems to use to achieve results, the three main models
of artificial intelligence - natural language processing, machine learning, and deep learning - and
their application in the field of security are examined to gain an understanding of the possibilities

provided for detecting vulnerabilities and breaches in the system.
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An artificial intelligence application for big data security

The development of artificial intelligence (Al) is one of the most significant technological
achievements in recent times. Al is being applied in many places and its use in various fields of
application has increased significantly in recent years. Examples of its use in our daily lives include
smartphones, where facial or fingerprint recognition is used to unlock them. Another example is
the detection of credit card fraud, where Al algorithms analyze patterns and anomalies in
transactional data. This means that if a transaction is significantly larger than usual or if a customer
starts making purchases that are not typical of their behavior, Al can mark it for further review and

notify the system administrator of a potential threat [29].

Al is based on the idea of simulating human intelligence and applying it to digital devices
that are programmed to perform tasks that usually require human intelligence, which is associated
with processes such as learning, problem-solving, decision-making, and visual perception of
generated information [30]. A disadvantage of using Al is that if it is trained on data that contains
biases, it can lead to inaccurate results, which can be a serious challenge to identify and correct
errors [31]. To overcome this drawback, the application of pre-processing techniques such as data

cleaning and data normalization is necessary to reduce data deviation.

Al is used in big data security to protect against cyber-attacks by analyzing user behavior
patterns, detecting anomalies in data, and developing predictive threat models. These Al
applications can mark potential threats and help prevent future attacks. Al models are also used in

information security to improve the accuracy and effectiveness of security systems.

Three models of Al usage in security have been discussed: natural language processing,

machine learning, and deep learning, which provide different methods for managing security.
Principles and approaches for managing information security

Information security is a critically important issue for businesses as more and more data is
stored and processed online or in systems connected to the internet. However, security isn't just

about protecting data and processes online, but also in physical environments.

According to research and data from Astra, about 2,200 hacker attacks are carried out every

day, which translates to about one online attack every 39 seconds [32]. A hacker attack is an
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attempt by an unauthorized person to gain access to or damage a computer system, network, or
data. Protection against these attacks is achieved by implementing strong security measures such
as protective walls, intrusion detection and prevention systems, access controls, and training

employees to recognize and avoid attacks such as social engineering [32].

According to a Statista survey from the end of 2022, the top five critical areas in
cybersecurity for 2023 are data security, followed by personal data confidentiality, cybersecurity,
risk analysis, and compliance [33]. The latter ensures that the organization's security measures are
sufficient to protect sensitive information and prevent unauthorized access. Data security is the
highest-rated critical area in cyberspace, as shown in Figure 7. This type of security should be

viewed as a continuous process, part of an organization's culture, rather than a one-time event.

Cyber Security Critical Areas for 2023
80
60
40

20

M Data security Privacy Cybersecurity Risk analysis ® Compliance

Figure 6. Cybersecurity zones.

The importance of data security management cannot be overstated, as a breach can have
severe consequences for all affected parties. Data breaches are one of the most important and
widespread problems in data security, as companies keep not only corporate data but also sensitive

data about their customers.

To effectively manage security, several principles must be followed that help organizations
design and implement effective measures to ensure the confidentiality, integrity, and availability

of their information [34]:

o Confidentiality: This principle ensures that sensitive information is kept secret and only
accessible to authorized persons. This can be achieved through methods such as data

encryption, access control, and regular security checks;
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o Integrity: This principle ensures that data remains accurate and unchanged both during
transmission and at rest. This can be achieved through methods such as data archiving,

hashing, version control, and secure coding practices;

« Availability: This principle ensures that data and resources are accessible to authorized
persons when they need them. This can be achieved through methods such as backup

systems, disaster recovery planning, and service-level agreements;

o Authentication: This principle ensures that users are who they claim to be before granting
them access to resources. This is achieved through methods such as multi-factor or multi-
step authentication such as sending a message via email or mobile device, entering a code

from an image, entering a second password, etc.;

e Authorization: The principle of authorization ensures that users have the appropriate level
of access to resources based on their role or level of authority. By providing authorization,

organizations can limit potential damage that may result from a security breach or attack;

« Non-repudiation: This principle ensures that the authenticity of data or transactions cannot
be denied by participating parties. This is achieved through methods such as digital

signatures and protocols for secure communication.

While security principles provide a framework for effective information security,
prevention, detection, and response are specific actions that organizations take to implement these

principles and protect their sensitive information.

After outlining principles for an effective information security program, important methods
used to achieve information security goals are described. There are many different security

methods used to protect systems, data, and networks from unauthorized access, theft, or damage

[3].

* Process Security: Implementation of controls and procedures to ensure that business
processes are protected and not vulnerable to attacks or breaches, including policies for

confidential information, training on best security practices, and security audits.

» Zero Trust: Extending security measures to all devices, applications, and users within

an organization, requiring authentication and authorization before access is granted, and
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focusing on protecting individual devices and assets with data through multifactor

authentication, access control, and continuous monitoring.

* Multifactor Authentication: Requiring users to provide two or more forms of
authentication to verify their identity before access to systems or data is granted, reducing the
risk of unauthorized access and password disclosure attacks.

» Software Security: Using security-related software practices for building, testing, and
correcting the system, including designing and coding software to prevent common
vulnerabilities such as buffer overflow and injection attacks, vulnerability testing, and applying

updates and fixes to address vulnerabilities.

» Multilevel Security: Implementing multilevel security (MLS) is a way to protect
information in computer systems that contain data with different levels of sensitivity or
classifications. Multilevel security offers a higher level of protection than using one level of
security for all information, as it allows organizations to adapt their security measures to the

specific sensitivity of the protected information.

Next, security systems in a big data environment are discussed, as this is relevant to the
problem addressed in this paper, which combines security and working with big data

environments.

Security systems in a big data environment

The importance of data for gaining a competitive advantage is widely recognized, making
it critically important to ensure the storage and processing of sensitive data. To achieve a higher
level of security, organizations can implement authentication and authorization mechanisms such
as LDAP, Active Directory, and Kerberos. Encryption technologies such as SSL/TLS protocols,
data-at-rest encryption, and key management can be used to protect sensitive data. It is of great
importance to maintain audit logs and ensure compliance with regulatory requirements. Network
security measures such as firewall configuration, network segmentation, and VPN can help prevent
unauthorized access to Hadoop nodes and secure communication between nodes. In the complex
security environment of big data systems, a centralized authentication mechanism is necessary to

ensure that only authorized users and services have access to the data. Kerberos, Apache Knox,
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and Apache Ranger are solutions that provide a level of security in authenticating and authorizing
users. Apache Knox serves as a secure entry point for REST and HTTP interactions with the
Hadoop ecosystem [35], while Apache Ranger provides a platform for access control management
and audit policies in the Hadoop ecosystem[36]. Kerberos is used to protect the authentication

process and encrypt data exchanged between clients and servers [37].

After discussing the basic components and methods, the next step is to consolidate them
into a unified solution that covers all aspects of security and ensures the protection of the system

at different levels. Such a solution can be an operational security information center.
Operational Security Information Center

Operational Security Information Center play a key role in protecting these environments
and ensuring the confidentiality, integrity, and availability of sensitive data. The reason for using
and popularizing such centers is mainly due to the need to prevent major cyber incidents and the

resulting adoption of centralized security actions in organizations.

By its nature, the Information Security Operations Center (Operational Security
Information Center - OSIC) can be defined as a centralized facility responsible for monitoring and
managing the security of a given organization. OSIC typically has a team of security analysts and
specialists tasked with detecting, analyzing, and responding to security incidents in real-time [38].
OSIC provides mechanisms for collecting, storing, and normalizing any type of data, as well as
ensuring a higher level of security. The main function of OSIC is to provide situational awareness
and incident response functions for the organization. This includes monitoring network traffic,
detecting security incidents, investigating security-related events, and coordinating the incident

response team [39].

The goal of OSIC is to provide a collaborative platform for developing a scalable security
analysis tool while maintaining additional features for identifying security issues [38]. OSIC is
characterized by the use of automation and analysis to detect and respond to security threats. Some
of its automated processes include collecting and analyzing log files, sorting and responding to

incidents, and collecting threat intelligence (Figure 8) [38].
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Figure 7. Processes of OSIC.

These types of centers integrate various security technologies and data sources to provide
a holistic view of an organization's security status, including integrating security information and
event management (SIEM) systems, threat intelligence approaches, and other security tools into
one platform. A key feature of these centers is continuous improvement through regular
assessments and reviews of security processes and procedures, using metrics and analyses to
measure the effectiveness of security operations, identifying areas for improvement, and
accordingly adjusting processes and procedures. OSIC monitor compliance with security policies
and regulations such as HIPAA, GDPR, and others [38].

OSIC for big data are facing new challenges due to the large volume and complexity of
this type of data. There are several existing solutions for managing information security in big data
systems, including User and Entity Behavior Analytics (UEBA), Data Loss Prevention (DLP),
Identity and Access Management (IAM), Threat Intelligence, and machine learning. UEBA detects
anomalies in user behavior and identifies potential security threats, while DLP prevents data
leakage, and IAM manages user access to data and systems. Threat Intelligence provides real-time
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information on potential security threats and vulnerabilities, and machine learning identifies

patterns and anomalies in big datasets to detect security incidents more quickly and accurately.

When designing OSIC for big data, it is best to use a combination of these solutions to
ensure comprehensive real-time monitoring and analysis of security. The OSIC team should also

be able to interpret the data and react quickly to security-related incidents.
Conclusions

In conclusion, the increasing digitization of various processes has led to the generation of
massive amounts of online data, including unstructured data from social media and other
platforms. Big data and Al algorithms are used to collect and process this data, which can also
detect fraud and improve business operations. However, ensuring the security of this data is a
challenge, and various measures such as data encryption and multilayer security must be constantly

applied and monitored.

After summarizing the capabilities of big data environments according to selected criteria that are
relevant to the dissertation work, we selected products that we will use in designing an operational
security information center. Such products include Apache Hadoop and the IDOL system, which
can be used for storing and analyzing large amounts of data and for extracting data from social

media. These products can be integrated to provide additional functionality, using Apache NiFi.
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3. Designing the architecture of an Operational Security Information

Center

Digitalization is transforming and revolutionizing business requirements, and the use of
big data has become a key element in achieving competitive advantage. In this regard, Operational
Security Information Center (OSIC) have become indispensable for businesses as they ensure data
security. Specifically, big data systems play a crucial role in cybersecurity and information security
by collecting and analyzing large volumes of data to detect potential cyber threats. However, for
the effective implementation of OSIC, proper design is essential, and it should be carried out by

experienced professionals with clear plans for incident response.

Designing an OSIC requires following established principles and methods. Principles
provide guidelines for decision-making, while methods refer to specific techniques and processes
aimed at achieving the objectives. It is crucial to note that creating a functional OSIC project
requires a comprehensive understanding of the organization's requirements, risks, and goals.
Therefore, principles and methods for designing OSIC are presented to establish a framework for

understanding the requirements, risks, and goals of the organization.
Principles for designing an Operational Security Information Center

When designing an operational center for big data systems, several principles should be
taken into account [40], [41].

First, monitoring is crucial for the functioning of an operational security information
center. This principle involves detecting malicious attacks and monitoring malicious activities by
employees, subcontractors, guests, and external individuals. Effective monitoring allows for quick

identification of threats and facilitates efficient collaboration among security personnel [41].

Second, the analysis of the collected data is crucial for identifying threats as they arise.
Real-time analysis is essential for timely response to security threats [40].

Third, incident response is crucial for handling security incidents, whether they are internal

or external. Internal incidents may arise from employees, contractors, or partners with access to
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the organization's systems, while external incidents may be initiated by attackers outside the

organization [41].

Fourth, detecting breaches and responding to them requires a comprehensive incident
response plan that outlines the steps to be taken in case of a security incident. The plan should

include procedures for containment, investigation, and recovery [41].

Fifth, auditing log files involves analyzing log files from all devices and correlating events
across different log files. The OSIC plays a crucial role in logging and auditing by verifying

compliance and documenting the response to security incidents [41].

Sixth, regular testing and assessment are critical for identifying potential vulnerabilities

and ensuring that existing security measures effectively mitigate risks [41].

Seventh, scalability is important as big data can rapidly grow in size and speed. The OSIC
should be designed to scale horizontally by adding more servers or vertically by increasing the

processing power of existing servers [40].

Eighth, data confidentiality is crucial to ensure that data is not compromised by internal or
external attackers. Methods such as encryption and access control should be implemented to

protect data during transmission and at rest [40].

Lastly, automation is crucial for timely identification of security events and prompt
response to such events. Automation reduces the risk of manual errors and enhances the tools and

processes for security monitoring [40].

These principles serve as a framework for designing a SOC for a big data system that
provides comprehensive security. However, in order to fully understand the steps of designing a

SOC, various methods need to be examined.
Methods for designing an Operational Security Information Center

Designing an OSIC for big data systems requires careful planning and execution. Here are
some methods that are important and useful in designing and implementing an OSIC for big data
systems. Their order is based on their significance in ensuring the security and confidentiality of

big data systems [42].
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Risk assessment - conducting a comprehensive risk assessment is one of the first steps in
designing an OSIC for big data systems. This helps identify potential vulnerabilities and
risks associated with the data, infrastructure, and applications that will be monitored by
the OSIC [42].

Security Information and Event Management (SIEM) - implementing SIEM tools is
crucial for collecting, aggregating, and analyzing security event data from various sources

in real-time.

Access Control - strict access control is applied to limit the number of people who have

access to sensitive information, data, and systems [42].

Encryption - data encryption mechanisms are applied at rest and in transit, which helps
protect sensitive data from unauthorized access [43].

Network segmentation - the network is segmented to create separate zones for different
types of data and users. This will help prevent unauthorized access and limit potential

damages caused by security breaches [42].

Compliance - The OSIC must adhere to all relevant regulations and standards regarding
sensitive or personal data, such as the General Data Protection Regulation (GDPR) and
the Payment Card Industry Data Security Standard (PCI DSS)[81].

Training and awareness raising - using training programs and awareness campaigns to
inform employees and users about the importance of information security and how to
identify and report potential security threats. Providing training and awareness about
security to all personnel involved in big data system operations helps reduce the risk of

security incidents caused by human error[81].

Continuous improvement - implementing a program for continuous improvement to

regularly review and update the ISMS to ensure it remains effective and up-to-date [42].
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To further enhance these principles and methods by incorporating new technologies, tools,

and processes to improve the operation of the ISMS, it is necessary to examine the existing

generations of architectures for such centers.

Generations of Operational Security Information Center (OSIC) architectures

The generations of SOC refer to the evolution and maturation of these centers over time.

The existing generations are classified into four stages, each with different capabilities, processes,

and technologies[43]. These are presented in Figure 8.
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The first generation is characterized by a lack of integration and automation among security

tools, while the second generation expands capabilities beyond security alert monitoring to include

proactive security operations. The third generation includes advanced automation and

orchestration capabilities, and the fourth generation includes integration of advanced analytics and

machine learning capabilities.

As each generation of OSIC builds upon the previous one, the work of the security team

shifts from collecting log files and incident response to developing new capabilities, processes,

and technologies that improve the ability to detect, prevent, and respond to security threats. The

evolution of OSICs is a continuous process, as security threats continue to evolve and new

challenges arise over time. The development and integration of new technologies, tools, and
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processes will continue to be important for enhancing the work of OSIC. These centers face several
challenges that need to be addressed for the successful design and construction of the next

generation of OSIC.

One of the main challenges is the increasing complexity of systems that need to be managed
centrally and automatically, leading to a higher number of events and increased security risks
associated with these systems [44]. However, the lack of context in the data generated by security
systems can make it difficult to distinguish between genuine threats and false positives.
Additionally, existing security information centers can be overwhelmed by the large volume of
data, resulting in the generation of numerous alerts and reduced ability to identify real threats [44].

Another challenge is the limited visibility across the entire organization. Existing security
information systems often focus on specific areas or functions of the organization, which can result
in "blind spots” that hinder the detection and response to security threats that may occur outside
the scope of the center [44]. The growth of migration to cloud services and systems also imposes
new requirements on security information centers, and the speed at which modern threats can

evolve makes current generations vulnerable to new attack techniques [44].

To overcome these challenges, a process has been initiated to design a new fifth generation
OSIC. This generation utilizes technologies such as artificial intelligence, machine learning, and
automation to enable real-time threat detection and response across the entire organization [45].
One of the main advantages of fifth generation OSIC is their ability to analyze large amounts of
data from multiple sources in real-time and adopt a more proactive and strategic approach to
security, focusing on threat hunting and prevention rather than just incident response [45]. The
fifth generation is expected to focus on cloud security, addressing the unique challenges posed by

the transition to cloud-based architectures and the increasing use of containers and microservices.

Some vendors offer advanced solutions for OSIC that incorporate Al for analytics and more
automated processes, calling them "fifth generation™ OSIC. Such companies include IBM, Atos,
ProCyb, and others [46], [47], [48]. However, currently there is no universally accepted definition

of what exactly constitutes a fifth generation OSIC.

As threats and technologies constantly evolve, it is of critical importance to continuously

assess and update the design principles of an OSIC. New threats and vulnerabilities are constantly
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being discovered, and attackers always find new ways to exploit them. At the same time, new
technologies are being developed that can help organizations better detect and respond to security
incidents in a timely manner. Based on the analysis of existing principles and methods, as well as
the information presented about generations and the different challenges they face, several current
principles can facilitate the design of a OSIC and lead to the creation of a methodology that shapes

the steps before creating a new type of security operations center.
Current principles for designing a security operations center (SOC)

Due to constantly evolving threats and technologies, changing business requirements,
increased data analysis, and the growing popularity of cloud computing, it is necessary to update
the principles for designing an OSIC.

As a result, updated principles for designing an OSIC are proposed to address security
needs and adapt to changing technologies and business requirements. These principles include:

7. Fully automated incident response and event analysis, including the use of Al refers
to the automation of incident response processes using artificial intelligence and machine
learning technologies. This includes automatic analysis of events and log files generated
by various systems and devices, which can help identify potential security incidents and

anomalies;

8. Integration — The SOC must be integrated with other security systems, such as firewalls,
intrusion detection systems, and antivirus software, to ensure a holistic security posture.
It should be designed in a way that facilitates data sharing between systems to enhance

capabilities for threat detection and response;

9. Use of Al for analysis of structured and unstructured event data- involves the use of
machine learning algorithms to analyze both structured and unstructured event data. This
can help identify patterns and trends that may be missed by traditional methods and can

provide a more accurate and timely understanding of potential security threats;
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10. Analysis of unstructured data content - processing of near real-time and historical data
from unstructured sources such as emails, social media, and documents to generate

insights for analysis, notification, and report creation;

11. Prioritization of security alerts based on their severity and impact. This ensures that

critical alerts receive immediate attention and resources are allocated accordingly.

12. Collaboration and information sharing include communication capabilities between

the SOC and other stakeholders, such as IT teams, business units, and external partners.

Applying these design principles to a OSIC would contribute to organizations remaining
competitive by improving their ability to quickly and effectively detect and respond to security

incidents.

Designing a SOC for big data systems can be a complex and challenging process, but it is
essential to ensure that sensitive data is protected, and security incidents are detected and
responded to in a timely manner. For this reason, it is important to consider the various controls in
the ISO 27001 standard [49] that are relevant to defining the different functional levels of the new
generation SOC.

Using security controls in the design of an OSIC

ISO 27001 can be used as a reference framework for building and managing an OSIC as it
provides a comprehensive set of controls that organizations can implement to protect their
information assets [50]. This standard includes a total of 114 security controls in 14 areas,
including information security policies, organization of information security, asset management,
access control, cryptography, physical security and environmental security, and incident
management, designed to help organizations manage and mitigate risks to their information
security. The standard is flexible and can be adapted, meaning that not all controls need to be
implemented, but only those that align with the organization's objectives and assessed risks [49],
[50].

Here are some of the ISO 27001 controls that are suitable for implementation in an OSIC:
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e Information security policies (A.5)- requires organizations to establish and maintain
policies for managing information security. OSIC teams should be guided by policies that

outline their responsibilities and procedures for handling security-related incidents [49];

e Physical security (A.7) - requires organizations to implement measures for physical
security to protect their information assets, information processing facilities, and other

critical resources from physical threats such as theft, damage, or unauthorized access [50];

e Information classification (A.8) - requires organizations to classify information assets
based on their level of sensitivity and apply appropriate controls accordingly. The teams of
the OSIC can use information classification to focus their efforts on the most critical assets

and ensure that security controls are commensurate with the level of risk [50];

e Access control (A.9) - requires organizations to restrict access to information and
information processing facilities to authorized users. The teams of the OSIC should have
access to sensitive data and systems, but this access should be carefully controlled to
prevent unauthorized access or data breaches [51];

e Incident management (A.16) - requires organizations to establish and maintain a process
for detecting, reporting, and responding to information security incidents. The teams of
security operations centers are responsible for monitoring security events and incident

response, making this control particularly important for the operations of the OSIC [52].

Based on the modern nature of the controls presented in the ISO 27001:2022 standard and
their relevance and appropriateness for the field of information security, they will be applicable to
the design of OSIC projects. In this context, we propose integrating them into a methodological
framework for designing a new type of OSIC. This would contribute to ensuring the
confidentiality, integrity, and availability of data processed and stored in the security center, as

well as protecting the overall infrastructure of the OSIC against potential security threats.
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Creating a method for designing the functional architecture of an OSIC

After a review and analysis of the generations of OSIC, their challenges, and the current
development of the next generation OSIC, we believe that there is currently a lack of an integrated
approach that facilitates interconnected operation of all security system components, to provide a
comprehensive real-time security solution using data from heterogeneous sources. Another reason
is the business need for improved security measures in the face of increasing cybersecurity threats.
As a result, in this dissertation, we propose a method that incorporates the controls and principles
for creating a functional architecture that will enable the construction of a modern generation OSIC
(Figure 9).

* Observation
» Analysis and visualization
= Events identification

« Events notification

ity

*Websites data

*Social media data
*Video streams

Figure 9. Security Operations Center Functional Architecture.

The main objective of the proposed solution for an OSIC is to address the evolving needs
of businesses facing increased levels of cyber threats from various malicious actors. This security
center incorporates adaptive security and offers dynamic adjustment of vulnerability measures
using artificial intelligence (Al) for event processing that impacts the security level based on
existing threats. The proposed method aims to provide protection against cyber-attacks by offering
an even higher level of automation, utilizing Al for collecting various types of data from different

sources.
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The proposed functional architecture consists of three levels, with the first level being
intelligent security management. The goal of this level is to detect and respond to security incidents
in real-time, utilizing Al and adaptive security. The system collects data from various
heterogeneous sources, including video streams, social media data, and other sources. Al, machine,
and deep learning methods are used for cognitive search, pattern and knowledge discovery, and
data analysis. Data collected from social media and websites can be used for identifying
individuals or groups that may pose a security threat, as well as identifying stolen vehicles.
Additionally, facial recognition technology can aid in identifying individuals who may pose a

security threat.

The second level is based on Hadoop internal security and software business security,
designed to protect the confidentiality, integrity, and availability of data. This level includes
approaches that utilize centralized user authentication, creation of user access rights to clusters of

large data systems, and data segmentation.

The highest third level is the analysis and visualization of the obtained results, aimed at
providing appropriate visualization of the collected data from the previous levels and detecting
potential threats in real-time. The system monitors events occurring in the center, such as creation

and analysis of log files, to prevent and detect potential threats in real-time.

The proposed functional architecture provides a comprehensive set of controls that
organizations can implement to protect their information assets. The architecture is flexible and

can be adapted to meet the specific needs of any organization, regardless of its size or industry.
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On Figure 10, the capabilities of the technologies used at each level are summarized, which

help achieve the objectives set for each level.

CUTYPHOCT
[ MicroFocus Sentinel ] [ Apache Hadoop ] [ IBM QRadar ]
[ macmon Network Access Control ] [ OpenlLDAP ] AHanus v BUsyanusaLus
MicroFocus IDOL
MicroFocus IDOL => IBM Business Automation
Media Server, IDOL Content, IDOL Workflow
Find
Apache NiFi

Apache Hadoop

Apache Nifi Apache Spark / MicroFocus IDOL

Power BI

Figure 10. Technologies used at the different levels of OSIC.

Below is a detailed presentation of the levels in the proposed architecture and the
technological solutions covering the functionalities that offer a higher level of protection for each

of them.
First Level - Adaptive Security at the Operational Security Center

The main challenge in security is the constant threat of attacks. Adaptive Security (AS) is
an approach to cybersecurity that continuously analyzes network behavior and events, and is ready
to adapt to threats by studying and analyzing them before they occur. An organization can
continuously assess risk and ensure appropriate implementation of defensive mechanisms and

approaches using adaptive security [53].

We offer a component-based architecture for adaptive security for big data systems,
designed to protect the confidentiality, integrity, and availability of data. Figure 11 presents a
proposed architecture for Adaptive Security (AS) that can be applied to a big data system.
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Figure 11. Adaptive Security Components for Big Data Systems.

The proposed architecture includes multiple components such as firewalls, switches,
application servers, servers containing components of the Hadoop Distributed File System
(HDFES), and device connections. The Hadoop environment has three main components, namely
the nameNode, dataNode, and managementNode, which are responsible for managing the
namespace of the file system, storing and managing data blocks, and hosting management services,
respectively. All components in the system have an option for creating log files, which are
monitored by adaptive security systems to ensure real-time network state monitoring and reduce
potential security risks. Data replication is used to ensure data availability in case of node
compromise. The system also includes a log and event management system (LEMS) and a network
access management system (NAMS) for managing and analyzing log files and events and
providing network access control, respectively. Overall, this architecture provides a
comprehensive and efficient way to protect big data systems[54]. Ensuring secured access and data
confidentiality in big data systems is of paramount importance and can be achieved through
methods such as multi-factor authentication and data encryption using techniques like AES and
3DES. Regular monitoring and auditing of the system help detect unauthorized activities and
ensure compliance with regulations. The use of microservices architecture and implementation of
new security features for containerized applications can also enhance security. Network security

measures such as firewalls and network segmentation can help prevent attacks. LEMS and NAMS
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are components of adaptive security with specific tasks for execution and technological solutions

to achieve security goals [55], [56].

The proposed adaptive security solution for the OSIC system includes the use of Micro
Focus Sentinel for UALs and macmon Network Access Control for MUD. Sentinel collects and
analyzes security-related data from various sources, while macmon provides network access and
controls devices and users. Integrating these two systems allows for greater visibility into the
network and quick response to security incidents. Data sharing through APIs allows for correlation
of events and security alerts, facilitating the identification of potential threats and immediate
actions to mitigate them. This approach enables the OSIC team to stay informed about the current

state of the system and take timely measures to ensure security [57], [58].

The first level of the operational center for information security - Intelligent data

processing

Intelligent data processing refers to a system or approach for security management that
utilizes intelligent or automated technologies, where Al plays a key role. This level of security is
heavily focused on the collection and analysis of data from various sources in a secure manner
[59].

Automating data analysis using machine learning algorithms and other Al techniques
facilitates the detection and response to potential threats by identifying patterns in large datasets.
Al is used for monitoring social media and other websites for suspicious activities, as well as
detecting unusual behaviors from cameras positioned inside or outside facilities. This technology
can identify potential threats such as the spread of false information or planning of criminal

activities, unauthorized access, or suspicious activities around restricted access areas (Figure 12).
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Figure 12. Intelligent primary security with cameras.

Figure 12 illustrates the use of video streams for detecting unusual behaviors, such as
unauthorized access or suspicious activities around restricted access areas. By employing
advanced Al techniques, algorithms can be trained to count the number of people entering and
exiting a specific location in real-time, providing valuable information to security teams about
human flow and occupancy levels. Object detection and tracking techniques, including deep neural
networks, can be used to avoid double counting and artificial inflation of object numbers within
the frame. Al can also be trained to recognize specific individuals based on "enrolled"” face images,
enabling rapid identification and response to potential threats. This technology can be particularly

useful in high-security environments such as airports, railway stations, and stadiums.

The recognition of vehicle license plates from images or video streams involves the use of
algorithms that utilize optical character recognition (OCR) to identify and read the license plate

numbers - Figure 13.
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Figure 13. Registration of car numbers at the entrance of a site.

OCR technology has various applications such as traffic control, parking management, and

law enforcement.

On the other hand, cognitive analytics can be used to analyze unstructured data such as
text, images, and video clips from websites and blogs [25]. This allows the system to understand
the context of the website's content, detect negative sentiments or tones, and identify visual
elements that contribute to the user experience. Web scraping or crawling tools such as
BeautifulSoup, Scrapy, and Selenium can be used to extract website content, which is then indexed
in a big data system. Another approach to retrieving web content is through the use of a Content
Management System (CMS), which separates content creation and management from the
presentation layer [106]. CMS can provide an API for Hadoop access to content stored in CMS,
or data can be transferred from CMS to HDFS using a custom script or NiFi. Analyzing website
data with Al allows businesses to gain valuable insights into user behavior, market trends, and
other key business indicators. Al-driven search engines can recognize and analyze a wide variety
of data types, including structured, unstructured, and semi-structured data, providing a more

comprehensive understanding of the data [60].

Second level of operational center for information security - Internal-based security

for big data system

Internal-based security for big data systems is an approach to data security that emphasizes

the inclusion of security measures directly within the big data infrastructure. This approach aims
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to make it difficult for malicious actors to gain unauthorized access or compromise the system.
Traditional data security has relied on perimeter-based security measures such as firewalls and
intrusion detection systems. However, internal-based security focuses on integrating security

functions within the framework of the big data infrastructure.

The proposed method for internal-based security for big data systems utilizes the Hadoop
big data framework, which includes several built-in security features. These features are designed
to address key areas of security concerns, such as authentication and authorization, encryption,

and auditing.

Centralized user authentication is a key security approach for Hadoop clusters. This can be
achieved through LDAP and/or Kerberos mechanisms to ensure proper authentication and
permission control for multiple users accessing the cluster [61]. One-time passwords provide an
additional layer of security by requiring a unique password that can only be used once and is valid
for a limited period of time. MFA (Multi-Factor Authentication) can be implemented with LDAP
to require two or more authentication factors to verify the user's identity. For access control to
DataNode servers based on user accounts and groups, System Security Services Daemon (SSSD)
can be implemented. SSSD is an identity and authentication provider that allows integration of
different authentication mechanisms and maintains data segmentation for access control to
DataNode servers[62], [63]. Access control to HDFS directories and files can be managed through
assigning permissions to users and groups using the Unix-style permission model and the "setfacl”
command from Hadoop CLI [64], [21].

Another approach to ensuring security is by creating a centralized access control list (ACL)
for Hadoop, which is managed through the HDFS Command-Line Interface (CLI) or the Graphic
User Interface (GUI) [65]. This mechanism allows the administrator to add or remove users or
groups from the ACL and modify access rules for specific files or directories. In addition,
implementing a comprehensive auditing mechanism is crucial for ensuring traceability of data
access and user activity, which helps prevent data loss and maintain regulatory compliance [66].
Data lineage tracking involves recording metadata about the origin, history, and transformation of
data in the infrastructure, while user activity tracking involves recording metadata about actions
taken by users within the infrastructure. Lastly, data-at-rest and data-in-motion protection through

encryption are critical components of a secure and well-managed Hadoop cluster, which can be
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achieved through various encryption methods and TLS protocol[67]. These approaches help
maintain the security of the Hadoop cluster and protect the valuable data that organizations rely
on [68].

Second level of operational center for information security - Software business

security

Business software security (BSS) is crucial for protecting sensitive data collected by
businesses from cyber threats such as malware, hacking, and phishing. BSS includes access
control, data encryption, secure coding practices, vulnerability assessments, penetration testing,
security monitoring, and incident response. Statistical methods can be combined with other
security measures for data analysis and anomaly detection, trends, and patterns that may indicate
security threats. Correlation analysis is used to identify potential security threats and take
appropriate mitigation measures[69]. Additionally, Business Process Management (BPM) is used
for identifying potential security risks and vulnerabilities in business processes and designing and
implementing security measures to mitigate those risks[70]. By employing these methods,
organizations can develop a comprehensive security strategy that addresses a wide range of

potential threats and vulnerabilities.

Integration of BSS with the Lambda architecture ensures that the data being processed is
protected. The Lambda architecture is an approach to data processing designed for handling large
volumes of data by combining batch processing and real-time data processing methods. However,
the use of the Lambda architecture can result in inconsistencies in the results generated by the
batch layer and the real-time processing layer. To overcome these limitations, an extended Lambda
architecture is used, which introduces additional layers such as the data ingestion layer, data
storage layer, and data processing layer [71], [72] - (Figure 14). These layers help improve the
performance, scalability, and consistency of the system.
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Figure 14. Extended Lambda architecture.

The extended Lambda architecture securely integrates the security of the software business
into its workflow, including defining data sources and extracting data from them using a data
ingestion layer. Then, the data is stored directly in a distributed storage system or distributed for
processing. After data preparation, batch processing, stream processing, or Al algorithm
processing is performed, followed by data analysis using big data analytics tools to provide
informed business insights. Visualization of results is done using big data visualization platforms
or enterprise resource planning (ERP) software. Business process management (BPM) tools such
as IBM Business Automation Workflow (BAW) are used for managing and optimizing data
processing workflows. Various applications such as NiFi, IDOL, and Spark are used for data
processing, analysis, and visualization at different stages. NiFi is used for data ingestion from
various sources, Spark is used for near real-time stream data processing, and MLIib is used for
machine learning model training and real-time prediction and classification. IDOL is used for

advanced information extraction from unstructured data.

The visualization of data is an important aspect of data analysis, allowing decision-makers
to identify trends, patterns, and anomalies, and predict future trends. Tools like PowerBI, Tableau,
and Plotly offer adaptive and interactive visualizations that can be tailored to specific business

needs. Additionally, IDOL has built-in data processing and knowledge extraction capabilities,
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including the ability to create charts and diagrams. By leveraging the extended Lambda
architecture, companies can benefit from a holistic approach to data processing and security,
enabling real-time monitoring, detection, and response to security threats, while ensuring data
consistency and accuracy. The architecture can also integrate statistical methods and artificial

intelligence to enhance data analysis capabilities and maintain data security.
Third level of OSIC for Information Security

The third level of OSIC includes security management and data visualization from various
sources such as log files, video streams, and social media. Effective analysis and visualization of
this data can help implement comprehensive security measures and vulnerability prevention
strategies. SIEM systems such as QRadar and MicroFocus IDOL can be integrated into SOC to
provide real-time monitoring, analysis, and incident response capabilities. QRadar uses correlation
mechanisms to detect patterns and anomalies in security data, while IDOL is used for analyzing
and visualizing unstructured data from various sources. By combining QRadar with IDOL,
organizations can gain insights into their security posture and identify potential threats that may
have been missed by other security tools. This integration provides advanced visualization

capabilities and enables businesses to explore security data in new ways [73].
Conclusions

In this chapter, the importance of using business security centers was emphasized,
presenting the four generations of Security Information and Event Management (SIEM) systems
and the challenges they face before the emergence of the next generation. We derived current
design principles for SIEM systems and focused on the security management controls provided by
the international standard 1SO 27001, which are suitable for such security centers. Based on the
analysis conducted, we proposed a method for designing a functional architecture for a new type
of big data security operations center. The proposed architecture includes three levels of security
management, including adaptive Al-driven security, intelligent data processing, internal security,
and holistic system analysis. Technological solutions are offered at each level to be implemented
in a working model of the proposed security operations center. The functional architecture offers
amulti-layered approach to security management, providing comprehensive protection for big data

systems by integrating technologies to achieve the set goals.
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4. Application of the operational security center method with

architectural solutions

The proposed functional architecture offers a multilayered approach to security
management, providing comprehensive protection for large data systems by integrating
technologies to achieve goals. By applying the proposed method for designing an OSIC
(Operational Security Information Center) with the presented solutions, organizations can improve
their information security. Some of the technological solutions presented in chapter three have
already been implemented by various companies and are not discussed in this chapter. Some of
them will be given greater attention due to specificities in their application, demonstrating that

they are feasible for the proposed Operational Security Information Center (OSIC).

Application of adaptive security

The adaptive security approach is crucial for managing the lowest level of the proposed
security operations center, which is the network level. Two additional security functions included
in the proposed architecture are log and event management (LEM) and network access control
(NAC), which provide detailed control over network access and constant monitoring of logs from
connected devices. LEM works by collecting log files from all low-level components, and NAC
manages access to them. Micro Focus Sentinel and macmon Network Access Control are two
solutions that can be used to monitor network traffic and provide administrators with timely
information about system status. Enabling these security solutions can improve the organization's

security by building a comprehensive and multilayered approach to security.
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Figure 15 shows the monitoring dashboard from Sentinel, which displays the network load

of the monitored devices in the proposed OSIC.
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Figure 15. Dashboard for constant monitoring of network traffic in OSIC.

Using both systems, OSIC administrators can take timely action and be informed about the

status of the system.

Applying solutions for intelligent data processing

After considering a proposal for network and component protection in the big data
environment, the next step is to address the protection during data extraction and processing. To
achieve this functionality, the Micro Focus system - IDOL (described in detail in Chapter 2) is

used.

Due to the need for data extraction from heterogeneous sources, methods of data extraction,
storage, and processing from video streams have been examined, including actions such as people
counting, facial recognition, license plate recognition, as well as data extraction from web content

and social media.
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The proposed architecture for data extraction from a video stream includes recording or
capturing the video, followed by data processing using Al algorithms on the IDOL Media Server.
The latter analyzes the video stream to detect faces and objects and can convert speech to text for
audio tracking. The Al algorithms in the Media Server can also count people in the video stream,
achieving one of the goals of the proposed architecture. The output for people counting contains
data such as the number of people per frame and cumulative count, as well as determining the
duration, start time, and end time of the video stream. Figure 16 shows real-time visualization of
the video stream and output generated by the Media Server.

IDOL Media Server » Monitor

Source risp/idobRoch#st@19@89.252.202.200:554/ ~ | Engine: Survesliance:Countt:count

3m ads

ODkuMjUYLjwMEAXNZASMT QWMDASUFIPQOVTUZOXNjcA... B

Figure 16. People counting in a frame from a video stream.

Media Server divides the video frame into different areas for better object detection and
tracking efficiency. The use of areas in the frame contributes to focusing on individual parts of the
frame where important events or activities are expected to occur and ignoring other areas where
little or no activity is expected. In the case of Figure 17, there are two areas of division - where

there is a gathering of people and where there is not.
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IDOL Media Server is a technology that can analyze video streams to detect faces and
objects using Al algorithms. One of the goals of the proposed architecture is to count people both
inside and outside the facility. Media Server is trained to count people from a video stream using
Al algorithms. The facial recognition function involves creating a mathematical representation of
a person's face that captures key features of the face. The Media Server compares the extracted
features from the video stream with a database of characteristics of known or specified faces, using

a matching algorithm to assign a similarity score - Figure 17.

BANZASMTQWMDAGUFIPQOVTUZOWNcA... B

Figure 17. Media Server facial recognition.

The output generated by the software provides valuable information such as the location
of the detected faces in the video frames, the name of the recognized individual, the base from
which the face was detected, and the percentage of confidence that the detected face is the one it
matches. This information is used to determine whether the detection results are reliable enough

to take further action or alert security officials.

IDOL Media Server analyzes a video stream to detect and locate license plates and then uses OCR

algorithms to recognize the characters - Figure 18.
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Figure 18. License plate recognition with Media Server.

The software compares the license plate number with a database of known numbers using
a matching algorithm. The generated output includes information about the recognized license
plate number, its attributes, and the level of accuracy of the recognition results. This output also
includes additional information about the recognized license plate, such as the country or state of
registration, make and model of the vehicle, and the date and time of recognition. Once IDOL
Media Server recognizes a face or license plate number, it can analyze metadata associated with
that object, such as the time and location when it was detected. This information can be used for

security, surveillance, traffic control, or customer analysis purposes.

In recent years, data generated on social media has become a valuable resource for

businesses. They identify customer behavior and conduct analysis to improve business quality.

At this level, we use Micro Focus IDOL, Apache Hadoop, and Apache NiFi products, and the
chosen social media platforms are Facebook and Twitter.

The process of data extraction, storage, and processing is shown in Figure 19.
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Figure 19. Processing of unstructured social media data.

The process of processing unstructured social data involves installing and configuring the
IDOL server and its components, creating a database to store the extracted data, defining access
roles, and using built-in Al functionalities. Then, Apache NiFi is installed and configured to extract
and store data. The next installation is Hadoop, which is configured for data storage. Connectors
are installed and configured to extract data from social media platforms such as Twitter and
Facebook by creating applications in the application developer environment and using client keys
and tokens to connect to the API. Then, the NiFi system is used to define social media connectors

to extract desired content. Figure 20 demonstrates this process.
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Please ensure there is an allowed redirect URL for your app, set to: | hitp://localhost:8090/| fi-connector-facebook-ui-12.10.2/configure/cauthRedi

AppKey
AppSecret

If you require a proxy, please use the following section to configure it before continuing.
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Figure 20. Connector configuration with provided keys in a built social media application.

Connectors offer the ability to filter data by keywords or phrases that are contained in social

media, as shown in Figure 21.
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Figure 21. Configure fields to extract data from social media.

In building the process for processing unstructured social media data in a NiFi environment

(Figure 22), it is necessary to create processors.
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Figure 22. The process of retrieving and storing data from Twitter.
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This is done after we select the option to select the type of IDOL component to which it
will be assigned. Next, we configure the connector and confirm that the connection between the
components is working, and data can be downloaded.

Once the process is complete and the data is in IDOL, further processing and analysis of the data
follows for further search, filtering or sorting requests by IDOL Find, which uses Al in this

processing (Figure 23).
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Figure 23. Loading data into IDOL Find.

IDOL Find uses preprocessing techniques such as tokenization and normalization to
transform raw data into a format that can be analyzed. This includes processes such as splitting the
data into smaller units, such as words or phrases, and removing noise and irrelevant information.
For data that has visual content, we can visualize it (Figure 24) before it is processed or stored in
the Hadoop repository, where it can be extracted and used for subsequent analysis at any time.

https://twitter.com/73627197/status/1639998757063335

Title https://twitter.com/73627197/status/1639998757063335937

Figure 24. Data visualization in IDOL Find.
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Many companies rely on data to make informed decisions. Researchers in various fields

collect data from websites to conduct studies, analyze trends, and gain insights into specific topics.

We use the IDOL server and IDOL Content platform to index specific web content. The
process involves extracting content using Scrapy and generating an XML file, which is checked
for compatibility with IDOL. The file contains fields such as DRREFERENCE, DRETITLE,
DRECONTENT, DREDBNAME, DREINDEX, DREFILENAME, and DREFIELD. After
indexing, the data is ready for processing and analysis in IDOL Find, where it can be searched. By
analyzing web data with Al, companies can gain valuable information about user behavior and
market trends, which can inform decision-making. The Extended Lambda architecture, using NiFi

and Spark, provides second-level security in addition to Hadoop's internal security.
Applying second-level security to the functional architecture

To ensure the security of a big data system, it is necessary to provide security functionality
from the very beginning - at the entry point of the system. LDAP and Kerberos are two solutions
that can achieve this. In this context, LDAP is considered as a specific application for Hadoop.
The first step is to install and configure the OpenLDAP LDAP server. This includes creating an
LDAP directory, defining users and groups, and configuring authentication and authorization
rules. The OpenLDAP system uses an LDAP data interchange format (LDIF) file, which is created
with a text editor. Users and groups can be added to the OpenLDAP database using the Idapadd

command.

Dn: cn=ivelkova,ou=users,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: ivelkova

sn: Velkova

givenName: Ivona Velkova
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userPassword: {SHA}nU4fzW93lj8q313TQDwWBSjJREO

mail: ivelkova @example.com

Authentication and authorization policies can be configured using the OpenLDAP Access
Control Language (ACL).

access to * by dn="cn=admin,dc=example,dc=com‘* write by * read

LDAP authentication for Hadoop can be enabled by editing the system core-site.xml
configuration file of Hadoop. After securing access to the system, attention should be paid to the
software business security at this level. Software business security refers to the protection of
business activities, infrastructure, and data. Software business security tools are suitable for
comprehensive data processing from various sources. This is important because it is considered to
provide higher business awareness of potential threats in the online space and processing them in
near real-time would help to provide a contemporary response to them. Here, we use the NiFi and
IDOL tools, with the latter also used for result visualization. Processes related to data processing
for extraction from sources, storage in repositories, processing for information extraction, and
analysis of the information that can help in decision-making are included. By using these tools in
an extended Lambda architecture and secure system access, organizations can build stable and
scalable data processing channels that can handle large volumes of data and support real-time data

processing and analysis.

Third-level security management of the Operational Security Information Center
architecture

Security information and event management (SIEM) systems are used for third-level
security management to aggregate and consolidate data from multiple sources, including networks,
security, servers, and databases. IBM Qradar is such a system that uses advanced algorithms for
analysis and machine learning to detect and prioritize security threats in real-time. Micro Focus
Sentinel collects data from various sources and normalizes them to a common format, which makes
analysis and correlation easier. When Qradar identifies a potential threat, it generates a warning
that can be personalized based on severity and type. Micro Focus IDOL is used for analysis and
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visualization of data collected from log files. IDOL uses text analysis and natural language
processing techniques to extract suitable information from log files, and its set of tools includes
management dashboards, diagrams, and graphs for exploring and analyzing log data. When
potential issues or anomalies are detected, Qradar issues a notification for the potential threat.
Together, Qradar and IDOL enable businesses to analyze and visualize security data in real-time

to identify potential security threats.

Verification of the defined method using architectural solutions for notification of a

potential threat

The proposed Information Security Operations Center uses a variety of software tools to
monitor and protect networks and data. A case study is presented to demonstrate the effectiveness
of the system. The first process involves retrieving a post from a social media platform, analyzing
the data, and storing the results in the Hadoop repository — Figure 25.

@ MwmoMunses
@ CDaver

A well-known hacker Ivan Tsvetkov behind the recent
attacks against the popular e-commerce brands

®  Tweetyourrepl
- ¥ i

More Replies

Figure 25. A social media post about a known hacker.

The second process involves extracting data from a video stream from a camera,

performing analysis from the Media Server and face recognition - Figure 26, Figure 27.
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A well-known hacker Ivan Tsvetkov behind the recent
attacks against the popular e-commerce brands

Metadata Similar documents Similar dates

Title A well-known hacker Ivan Tsvetkov behind the recent attacks against the popular e-commerce brands

Figure 26. Visualize the retrieved social media post.

Figure 27. Source code from the Media Server with data of the corresponding recognized entity.

The media server then matches the identified person with the data stored in Hadoop, and if
there is a match, QRadar generates an SMS alert to the OSIC team. Working together, these
software tools provide organizations with a more efficient and effective way to monitor and protect

their networks and data — Figure 28.
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Figure 28. SMS alarm for potential danger in the vicinity of an object.

The collaborative use of these software tools can lead to a broader and more effective
solution to IT and cybersecurity problems, which in turn allows organizations to better monitor,

analyze, and protect their networks and data.
Conclusion

An assessment has been made of the proposed architecture for a Security Information and
Event Management (SIEM) system in a big data environment, demonstrating the advantages of
software solutions working together. Micro Focus Sentinel and macmon Network Access Control
are used for first-level management, gathering protected data from devices and systems, and
monitoring security threats. Micro Focus IDOL and NiFi are used for secure extraction and storage
of data in a big data environment, while LDAP and OpenLDAP for multi-factor authentication
provide secure access to the system. BPM and the extended Lambda architecture are used as one
process with NiFi, IDOL, and PowerBIl to generate graphics and diagrams for business
conclusions. IDOL is used for visualization of log file analysis, and QRadar is used for real-time

notifications and log file analysis.
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5. Conclusion

Providing information security in big data systems is a complex task that requires effective

security operation centers capable of detecting and responding to threats in a timely manner.

In this regard, we propose a method for designing an information security operation center

consisting of three management levels that utilize principles and methods from the world of

information and cyber security, as well as controls from ISO 27001. The first level includes

adaptive security and intelligent processing, the second ensures internal security in the Hadoop

environment and focuses on software business security, while the third level utilizes a SIEM

system for monitoring and analyzing security events in real-time. To validate the proposed

method, several suggested tools were used, which led to a higher level of security.

6. List of publications on the topic of the dissertation work

1.

Ivona Velkova, Security challenges for big data platforms, 10TH INTERNATIONAL
CONFERENCE ON APPLICATION OF INFORMATION AND COMMUNICATION
TECHNOLOGY AND STATISTICS IN ECONOMY AND EDUCATION
ICAICTSEE - 2020, November 27 — 28th, 2020, University of National and World
Economy, Sofia, Bulgaria, ISSN 2367-7635 (PRINT), ISSN 2367-7643 (ONLINE),
available at: https://icaictsee.unwe.bg/past-conferences/ICAICTSEE-2020.pdf, pp.
482-488

Ivona Velkova, Mariana Kovacheva, Digitalization in Bulgarian Higher Education —
Present and Future Opportunities, 4th International Academic Conference on Education,
2021, 10th December 2021, Barcelona, Spain, ISBN: 978-609-485-239-8), available at:

https://www.dpublication.com/proceeding/4th-iaceducation/#Table-of-Contents, pp. 1-

13

Ivona Velkova, Unstructured Data Processing and Analysis Using Aurtificial
Intelligence, Automatics and informatics magazine, ISSN 0861-7562 (Print), ISSN

128


https://icaictsee.unwe.bg/past-conferences/ICAICTSEE-2020.pdf
https://www.dpublication.com/proceeding/4th-iaceducation/#Table-of-Contents

2683-1279 (Online), Year LV No. 4/2022, available at: https://sai-bg.com/wp-
content/uploads/2023/01/A1-4-2022.pdf, pp. 27-30

4. Ivona Velkova, Unstructured social media data processing with artificial intelligence,
VIII INTERNATIONAL SCIENTIFIC CONFERENCE HIGH TECHNOLOGIES.
BUSINESS.SOCIETY 2023, 06-09.03.2023, BOROVETS, BULGARIA, ISSN 2535-
0005(PRINT), ISSN 2535-0013 (ONLINE), available at:
http://hightechsociety.eu/sbornik/2023.pdf, p. 45-48

Pending publication: Ivona Velkova, Approaches to higher security level for Hadoop
environment

129


https://sai-bg.com/wp-content/uploads/2023/01/AI-4-2022.pdf
https://sai-bg.com/wp-content/uploads/2023/01/AI-4-2022.pdf
http://hightechsociety.eu/sbornik/2023.pdf

7. Literature

[1] “Total data volume worldwide 2010-2025,” Statista.
https://www.statista.com/statistics/871513/worldwide-data-created/ (accessed Oct. 09,
2022).

[2] K. Stefanova and D. Kabakchieva, “Challenges and Perspectives of Digital Transformation,”
Conferences of the department Informatics, no. 1, pp. 13-23, 2019.

[3] G. Sriram, “SECURITY CHALLENGES OF BIG DATA COMPUTING,” p. 8, Jan. 2022.

[4] InfoSec (www.infosec.gov.hk), “InfoSec: Core Security Principles,” InfoSec.
https://www.infosec.gov.hk/en/knowledge-centre/core-security-principles (accessed Mar.
11, 2023).

[5] “7 SecOps roles and responsibilities for the modern enterprise | TechTarget,” Security.
https://www.techtarget.com/searchsecurity/feature/7-SecOps-roles-and-responsibilities-for-
the-modern-enterprise (accessed Jan. 29, 2022).

[6] D. Hain, R. Jurowetzki, S. Lee, and Y. Zhou, “Machine learning and artificial intelligence
for science, technology, innovation mapping and forecasting: Review, synthesis, and
applications,” Scientometrics, Jan. 2023, doi: 10.1007/s11192-022-04628-8.

[7] “The Global State of Digital in July 2022 — DataReportal — Global Digital Insights.”
https://datareportal.com/reports/digital-2022-july-global-statshot (accessed Feb. 15, 2023).

[8] “Number of internet users worldwide 2022 ] Statista.”
https://www.statista.com/statistics/273018/number-of-internet-users-worldwide/  (accessed
Mar. 29, 2023).

[9] B. Scalzo, “Securing Structured Data,” Stealthbits Technologies, Apr. 24, 2019.
https://stealthbits.com/blog/securing-structured-data/ (accessed Mar. 11, 2023).

[10] P. Lo Giudice, L. Musarella, G. Sofo, and D. Ursino, “An approach to extracting complex
knowledge patterns among concepts belonging to structured, semi-structured and
unstructured sources in a data lake,” Information Sciences, vol. 478, pp. 606-626, Apr. 2019,
doi: 10.1016/j.ins.2018.11.052.

[11] MicroFocus, “Saba Cloud Pro: IDOLO1IWBT - IDOL Essentials 12.6 Digital Learning for
Administrators with Specialist Exam.”

[12] “What Is Unstructured Data?,” MongoDB. https://www.mongodb.com/unstructured-data
(accessed Mar. 29, 2023).

[13] R. H. Hariri, E. M. Fredericks, and K. M. Bowers, “Uncertainty in big data analytics: survey,
opportunities, and challenges,” Journal of Big Data, vol. 6, no. 1, p. 44, Jun. 2019, doi:
10.1186/s40537-019-0206-3.

[14] “Internet and  social media users in the world 2023,”  Statista.
https://www.statista.com/statistics/617136/digital-population-worldwide/ (accessed Feb. 27,
2023).

[15] “The Latest Facebook Statistics: Everything You Need to Know — DataReportal — Global
Digital Insights.” https://datareportal.com/essential-facebook-stats (accessed Mar. 01, 2023).

[16] “10 Google Search Statistics You Need to Know in 2023 | Oberlo,” Jan. 13, 2023.
https://www.oberlo.com/blog/google-search-statistics (accessed Mar. 02, 2023).

[17] “The 42 V’s of Big Data and Data Science,” Elder Research.
https://www.elderresearch.com/blog/the-42-vs-of-big-data-and-data-science/ (accessed Mar.
09, 2023).

130



[18] K. CredanoBa and C. Mopaanosa, “TIPEJJU3BMKATEJICTBATA HA T'OJIEMUTE
JAHHU CBbIIHOCT, XAPAKTEPUCTHUKU n TEXHOJIOI'MN.”
https://docplayer.bg/166167087-npenu3BukareicTBaTa-Ha-roJeMHUTE- TaHHU-CHIITHOCT-
XapakTepucTuku-u-Texnonoruu.html (accessed Nov. 20, 2022).

[19] Techreviewer, “The Most Popular Big Data Frameworks in 2022 | Techreviewer Blog.”
https://techreviewer.co/blog/the-most-popular-big-data-frameworks-in-2022 (accessed Oct.
09, 2022).

[20] W. Inoubli, S. Aridhi, H. Mezni, M. Maddouri, and E. Mephu Nguifo, “An experimental
survey on big data frameworks,” Future Generation Computer Systems, vol. 86, pp. 546—
564, Sep. 2018, doi: 10.1016/j.future.2018.04.032.

[21] Y. Filaly, N. Berros, H. Badri, F. E. mendil, and Y. E. B. EL Idrissi, “Security of Hadoop
Framework in Big Data,” in Artificial Intelligence and Smart Environment, Y. Farhaoui, A.
Rocha, Z. Brahmia, and B. Bhushab, Eds., in Lecture Notes in Networks and Systems. Cham:
Springer International Publishing, 2023, pp. 709-715. doi: 10.1007/978-3-031-26254-8 103.

[22] “Apache Hadoop.” https://hadoop.apache.org/ (accessed Mar. 09, 2023).

[23] IBM  Cloud Education, “What is Apache Spark?,” Sep. 14, 2022.
https://www.ibm.com/cloud/learn/apache-spark (accessed Oct. 09, 2022).

[24] “What is Apache Hive? | AWS.” https://aws.amazon.com/big-data/what-is-hive/ (accessed
Mar. 11, 2023).

[25] MicroFocus, “Powered By Idol,” Micro Focus. https://content.microfocus.com/idol-
analytics-21/powered-by-idol-sdks (accessed Oct. 09, 2022).

[26] N. Millman, “8 considerations when selecting big data technology,” Computerworld, Feb.
27, 2014. https://www.computerworld.com/article/2475840/8-considerations-when-
selecting-big-data-technology.html (accessed Feb. 24, 2023).

[27] ““7 Criteria for Choosing Big Data Developers - N-iX,” Software Development Company - N-
iX. https://www.n-ix.com/7-criteria-choosing-big-data-developers/ (accessed Sep. 28, 2021).

[28] “Apache NiFi Overview.” https:/nifi.apache.org/docs/nifi-docs/html/overview.html
(accessed Mar. 11, 2023).

[29] “Supervised vs. Unsupervised Learning: What’s the Difference?,” Nov. 15, 2022.
https://www.ibm.com/cloud/blog/supervised-vs-unsupervised-learning (accessed Mar. 05,
2023).

[30] “What is Artificial Intelligence (AI)? | Definition from TechTarget,” Enterprise Al.
https://www.techtarget.com/searchenterpriseai/definition/Al-Acrtificial-Intelligence
(accessed Mar. 11, 2023).

[31] “What is Natural Language Processing? | IBM.” https://www.ibm.com/topics/natural-
language-processing (accessed Mar. 11, 2023).

[32] N. James, “160 Top Cybersecurity Statistics 2023: Figures, Facts & Trends,” Dec. 19, 2022.
https://www.getastra.com/blog/security-audit/cyber-security-statistics/ (accessed Mar. 06,
2023).

[33] “Critical cybersecurity areas worldwide 2023,” Statista.
https://www.statista.com/statistics/1292944/critical-cybersecurity-area-worldwide/
(accessed Mar. 06, 2023).

[34] “What is Information Security | Policy, Principles & Threats | Imperva,” Learning Center.
https://www.imperva.com/learn/data-security/information-security-infosec/ (accessed Mar.
29, 2023).

131



[35] Y. Soo, “Discussion and Comparison of Several Hadoop Security Tools | by Yinyi Soo |
Medium.” https://ys0023.medium.com/discussion-and-comparison-of-several-hadoop-
security-tools-b4532a8c67f9 (accessed Feb. 10, 2022).

[36] Cloudera, “Apache Ranger,” Cloudera. https://www.cloudera.com/products/open-
source/apache-hadoop/apache-ranger.html (accessed Feb. 11, 2022).

[37] A. Javed, “3 Basic A’s of Identity and Access Management -Authentication, Authorization,
and Accounting.” https://www.xorlogics.com/2019/04/15/3-basic-as-of-identity-and-access-
management-authentication-authorization-and-accounting/ (accessed Feb. 10, 2022).

[38] EC-Council, “Understanding the Role of a Security Operations Center,” Cybersecurity
Exchange, Apr. 28, 2022. https://www.eccouncil.org/cybersecurity-exchange/security-
operation-center/responsibilities-security-operations-center-soc-team/ (accessed Mar. 29,
2023).

[39] M. Vielberth, F. Bohm, I. Fichtinger, and G. Pernul, “Security Operations Center: A
Systematic Study and Open Challenges,” IEEE Access, vol. 8, pp. 227756227779, 2020,
doi: 10.1109/ACCESS.2020.3045514.

[40] S. MS, “Useful KPIs for a Security Operation Center (SOC),” Dec. 19, 2019.
https://www.cloudcybersafe.com/useful-kpi-elements-for-a-security-operation-center-soc/
(accessed Mar. 29, 2023).

[41] LogRhythm, “7 Steps to Building A Security Operations Center (SOC),” LogRhythm, Jun.
16, 2020. https://logrhythm.com/blog/7-steps-to-build-your-security-operations-center/
(accessed Jan. 18, 2023).

[42] “How to Build a Security Operations Center (SOC): Peoples, Processes, and Technologies,”
Digital Guardian. https://www.digitalguardian.com/blog/how-build-security-operations-
center-soc-peoples-processes-and-technologies (accessed Mar. 29, 2023).

[43] “The Evolution of Security Operations and Strategies for Building an Effective SOC,”
ISACA. https://www.isaca.org/resources/isaca-journal/issues/2021/volume-5/the-evolution-
of-security-operations-and-strategies-for-building-an-effective-soc  (accessed Mar. 29,
2023).

[44] A. T. A. J. Kienzle, “What Is a SOC? Top Security Operations Center Challenges,” 10T
World, Jan. 28, 2022. https://www.iiot-world.com/ics-security/cybersecurity/top-challenges-
soc-are-facing/ (accessed Mar. 29, 2023).

[45] “5G/SOC: SOC Generations -HP ESP Security Intelligence and Operations Consulting
Services - Business white paper”.

[46] E. R. https://www.emergenresearch.com, “SOC as a Service Market Size, Share | Industry
Forecast by 2030.” https://www.emergenresearch.com/industry-report/security-operations-
center-as-a-service-market (accessed Apr. 17, 2023).

[47] “Atos opens new global next-gen Security Operations Center in Bulgaria and strengthens its
sovereign security offering in Europe,” Atos, Mar. 22, 2022. https://atos.net/en/2022/press-
release_2022 03 _22/new-global-security-operations-center-in-bulgaria (accessed Apr. 17,
2022).

[48] “Next Gen CR - PROCYB srl,” Oct. 06, 2021. https://procyb.io/en/next-generation-soc-en/
(accessed Apr. 17, 2023).

[49] “ISO 27001 Annex A.5 - Information Security Policies,” https://www.isms.online/.
https://www.isms.online/iso-27001/annex-a-5-information-security-policies/ (accessed Apr.
23, 2023).

132



[50] D. Kosutic, “What are the 11 new security controls in ISO 27001:2022?”
https://advisera.com/27001academy/explanation-of-11-new-iso-27001-2022-controls/
(accessed Apr. 23, 2023).

[51] “ISO 27001 Annex A.9 Access Control - Your Step-by-Step Guide,”
https://www.isms.online/. https://www.isms.online/iso-27001/annex-a-9-access-control/
(accessed Apr. 24, 2023).

[52] “ISO 27001 Annex A.16 - Information Security Incident Management,”
https://www.isms.online/. https://www.isms.online/iso-27001/annex-a-16-information-

security-incident-management/ (accessed Apr. 24, 2023).

[53] “Adaptive architecture: Key to True Cybersecurity | Kaspersky official blog.”
https://www.kaspersky.com/blog/asa-key-to-true-cybersecurity/6678/ (accessed Dec. 10,
2022).

[54] “Designing an Adaptive Security Architecture for Protection From Advanced Attacks,”
Gartner. https://www.gartner.com/en/documents/2665515 (accessed Mar. 28, 2023).

[55] “Set Up Containerize and Test a Single Hadoop Cluster using Docker and Docker compose,”
Engineering Education (EngEd) Program | Section. https://www.section.io/engineering-
education/set-up-containerize-and-test-a-single-hadoop-cluster-using-docker-and-docker-
compose/ (accessed Mar. 29, 2023).

[56] K. Miao, J. Li, W. Hong, and M. Chen, “A Microservice-Based Big Data Analysis Platform
for Online Educational Applications,” Scientific Programming, vol. 2020, p. €6929750, Jun.
2020, doi: 10.1155/2020/6929750.

[57] “Enterprise  Business Intelligence | Sentinel.”  https://www.microfocus.com/en-
us/cyberres/secops/sentinel (accessed Mar. 29, 2023).

[58] “Zero Trust Network Access.” https://www.macmon.eu/en/ (accessed Mar. 29, 2022).

[59] Y. Duan, J. S. Edwards, and Y. K. Dwivedi, “Artificial intelligence for decision making in
the era of Big Data — evolution, challenges and research agenda,” International Journal of
Information Management, vol. 48, pp. 63-71, Oct. 2019, doi:
10.1016/j.ijinfomgt.2019.01.021.

[60] “Big data Hadoop and MapReduce solutions for CMS content management problems,”
TheServerSide.com. https://www.theserverside.com/tutorial/How-big-data-solved-the-
content-management-CMS-problem (accessed Mar. 02, 2023).

[61] KARDEN, “Authentication in Hadoop cluster: MIT Kerberos and Active Directory —
DekarLab,” May 23, 2020. https://dekarlab.de/wp/?p=883 (accessed Mar. 29, 2022).

[62] “Set up Okta Verify (MFA) | eSolutions.”
https://www.monash.edu/esolutions/phones/change-device-multi-factor-authentication
(accessed Mar. 29, 2023).

[63] “Best Practices Guide for Systems Security Services Daemon Configuration and Installation
- Part 1 - Cloudera Blog.” https://blog.cloudera.com/best-practices-guide-for-systems-
security-services-daemon-configuration-and-installation-part-1/ (accessed Mar. 29, 2022).

[64] A. Luntovskyy and D. Giitter, “From Big Data to Smart Data: Best Practices for Data
Analytics,” in Highly-Distributed Systems: 10T, Robotics, Mobile Apps, Energy Efficiency ,
Security, A. Luntovskyy and D. Gutter, Eds., Cham: Springer International Publishing, 2022,
pp. 79-96. doi: 10.1007/978-3-030-92829-2_4.

[65] P. P. Sharma, “Securing Big Data Hadoop: A Review of Security Issues , Threats and
Solution,” 2014. https://www.semanticscholar.org/paper/Securing-Big-Data-Hadoop-%3A-

133



A-Review-of-Security-%2C-Sharma/fedad0e2e8a2eb2a81a572679c233ee94b1a2bf8
(accessed Feb. 10, 2022).

[66] “Apache Hadoop Amazon Web Services support — Object Store Auditing.’
https://hadoop.apache.org/docs/current/hadoop-aws/tools/hadoop-aws/auditing  (accessed
Feb. 10, 2023).

[67] W. Rowe, “Introduction to Hadoop Security,” BMC Blogs.
https://www.bmc.com/blogs/hadoop-security/ (accessed Feb. 10, 2022).

[68] “Hadoop KMS — Hadoop Key Management Server (KMS) - Documentation Sets.”
https://hadoop.apache.org/docs/stable/hadoop-kms/index.html (accessed Mar. 29, 2023).

[69] R. Ross, M. McEvilley, and J. Carrier Oren, “Systems Security Engineering: Considerations
for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems,”
National Institute of Standards and Technology, NIST SP 800-160, Nov. 2016. doi:
10.6028/NIST.SP.800-160.

[70] “Use BPM Software to Improve Enterprise Security,” abas. https://abas-
erp.com/en/resources/erp-blog/improve-enterprise-security-bpm-software (accessed Mar.
29, 2023).

[71] “Artificial Intelligence: Transforming Business Security Strategies.”
https://www.securityinformed.com/insights/artificial-intelligence-transforming-business-
security-strategies-co-3425-ga.1555480394.html (accessed Mar. 29, 2023).

[72] “What Is Lambda Architecture?” https://www.databricks.com/glossary/lambda-architecture
(accessed Mar. 29, 2023).

[73] “Definition of SIEM - IT Glossary | Gartner.” https://www.gartner.com/en/information-
technology/glossary/security-information-and-event-management-siem (accessed Mar. 29,
2023).

2

134



8. List of figures

Figure 1. Processing With Hatd00op. ......cc.ccviiieiiiciece et 84
Figure 2. Processing With SPark. .........cceioeiieiiiiiiiese e 84
Figure 3. Processing With HIVE.........ccooiiiii it 85
Figure 4. Processing With IDOL. .......ccccviiiiieie et 86
Figure 5. NIFI WOIKFIOW PrOCESS. .......ooueeiiiiiieicierieee s 88
Figure 6. CYDEISECUIITY ZONES. .....oouiiiiiiieiieieeete sttt bbb 90
Figure 7. Processes OF OSIC. ..ot 94
Figure 8. Generations OCIS. ..o 99
Figure 9. Security Operations Center Functional Architecture. ..........ccccooeveieniiniininnnns 104
Figure 10. Technologies used at the different levels of OSIC...........c.cccooiiiiiiiie i, 106
Figure 11. Adaptive Security Components for Big Data Systems. ..........cccocevvveveiiieieennns 107
Figure 12. Intelligent primary security With CAMEras. ..........ccccovvevieiieii e 109
Figure 13. Registration of car numbers at the entrance of a site. ........cccooevvevviiciiiciiennn, 110

Figure 14,
Figure 15.

Extended Lambda architeCture. .........c.ooviveieiie i 113
Dashboard for constant monitoring of network traffic in OSIC. ..............c........ 116

Figure 16. People counting in a frame from a video Stream..........cc.ccocevveieienencncnescnins 117
Figure 17. Media Server facial reCognitioN. ..........cciieirierieieiesese e 118
Figure 18. License plate recognition with Media Server..........cccoocvvvvevieiieiiievie s 119
Figure 19. Processing of unstructured social media data. .............ccccoevviveiieiiese e, 120
Figure 20. Connector configuration with provided keys in a built social media application.
..................................................................................................................................................... 120
Figure 21. Configure fields to extract data from social media. ...........ccccceoeveiiniicninnnnnns 121
Figure 22. The process of retrieving and storing data from TWitter............ccoceieiininnnnns 121
Figure 23. Loading data into IDOL FiNd. ........c.ccociiiiiiiiiiiec e 122
Figure 24. Data visualization in IDOL FiNd. ..........ccccoouriiiiiiiiieneeeeese e 122
Figure 25. A social media post about a Known hacker. ............ccccoeiieiiiiiie i 125
Figure 26. Visualize the retrieved social media post. .........c.ccceevvevieiieii i 126
Figure 27. Source code from the Media Server with data of the corresponding recognized
01 Y2 RSP 126
Figure 28. SMS alarm for potential danger in the vicinity of an object. ..............ccceoeens 127
9. List of tables
Table 1. A comparison of big data technology environment............c.ccoovvviiiiniinieninnnnns 87

135



