YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

PEONEH3UA

Ot:  ooy. 0-p /lopuna llemposa Kabakuuesa,
Yuusepcumem 3a nayuonanno u ceemogno cmonancmeo (YHCC);
Hayuna cneyuannocm: Ilpogecuonanno nanpaenenue 3.8: Hrxonomuxa,
Hayuna cneyuainocm ,, Ilpunodcenue Ha uzvuciumenHama MmMexHuxka 8
ukKoHomukama
OTHOCHO:  JUCEPTAIMOHEH TPYy/ 3a MPUCHKIaHe Ha 00pa3oBaTe/IHA U Hay4YHa
CTeNEH L JAOKTOpP“ 10 [llpogecuonanno HanpasieHue 3.8:
Uronomurxa,  ookmopcka  npoepama  ,, Ilpunosxcenue  Ha
uzuucaumennama mexuuxa 6 ukonomuxama, B YHCC.

OcHnosanue 3a TIPEACTABSHE HA PELICH3UATA: YYacTUE B ChCTaBa HA HAYYHOTO
Kypyu TIO 3allUTa HaA JUCEPTAllMOHHUSA TpyA CbhIVIACHO 3amoBen Ne
973/06.04.2023r. na Pextopa nHa YHCC.

ABTOp Ha TUCEPTALMOHHHUS TPYL: Heona Ilnamenosa Benxosa

Tema Ha nHCEpTAMOHHUS TPYA: ., [punyunu u memoou 3a npoexmupane
Ha ONepamueer YeHmwvp 3a Ynpasienue HaA UHDOPMAYUOHHA
CUCYPHOCM 34 CUCMEMU ¢ 20aeMU OaHHU **

1. Uudopmanus 3a 1ucepranra

JlucepTaHThT ce € oOydaBaj IO JOKTOPCKA IporpamMa KbM Kameopd
,, Ungpopmayuonnu mexnonocuu u xomynuxayuu“, gaxyaimem ,,Ilpunoocna
ungopmamuxa u cmamucmuka ' Ha YHCC, 1o npogecuonanno nanpasnenue
3.8: Hrxonomuxa, ookmopcka npoepama ,,Ilpunodsxcenue nHa uzuuciumennama
mexHuKa 6 UKOHoMukama, ChIIIACHO 3anoBeld Ha 3aM.-pexkropa nmo HUJ[ na
YHCC Ne 966/30.04.2020r. OOy4eHHETO € OCBHIIECTBEHO B pedosHa Gdopma
npe3 nepuoga 27.04.2020r. — 27.04.2023r.

o Kpamxka buoepaghuuna cnpaska

[TpunobuTta oO6pa3oBaTeTHO-KBATH(UKAIIMOHHA CTENEH ,,bakamaBbp® mo
cnermaindoct “busnec npopmatuka u komynukauu B8 YHCC mpe3 nepuosa
2014-2018r..

[Ipunoburta obpazoBarenHO-KBAIM(PHUKAIIMOHHA CTENeH ,,Maructwp* mo
cnieruaiHoct ,,busnec nnpopmaruka“ B YHCC npes nepuona 2018-2019r..



® 3aemanu axkaoemuyHu u Opyeu ONbHCHOCMU 00 MOMEHmMA (8KIL.

OnvorcHocmu u3evH BY unu nayuna opeanuzayusi).

Ot mapt 2018r. padotu B YHCC, kxaro ce 3anumaBa c pazpaboTka Ha
copTyep W TONAPHKKA HA YHHBEPCHUTETCKH CHCTEMH KBbM JIHPEKITHS
,,/IHDOPMAITMOHHN TEXHOJIOTHH‘, U ¢ 00y4YeHUE Ha CTYJIEHTH 1O TUCITUTIINHH,
BKJIFOYCHHU B y4eOHHU MporpamMu Ha Kareapa ,,/IHGopMarmoHHN TEXHOJOTUU H
KOMYHUKaIHK .

o Kpamka ungopmayus 3a u3nviIHeHUEMo HA UHOUBUOYANHUSL NIAH

B unpuBunyannus mimaH Ha Joktopanta MBona BenkoBa ca Ouiwm
npenBUACHU 00110 6 U3MUTa - [0 TPU U3IKTA NPe3 MbpBaTa U BTOpaTa roAnuHa
OT 00YyYEHUETO — BCUYKH U3KAPAHU YCHEIIHO.

[IpeaBuaeHo € pa3paboTBaHETO HA HAYYHH MMyOauKanuu B pamkute Ha 30
KpeIuTa, Mpe3 BTopaTa v TpeTaTa roJaruHa Ha 00y4eHUETO. 3a U3IIBIHEHUETO 10
TO3M TIOKa3aTea ca MmojydeHu 35 kpeauTa 3a MyOJMKYBaHU TPU JIOKJIaaa Ha
KOH(EpEHIIMU U €]IHA CTaTHUsl B HAYYHO CIIUCAHUE.

Bcuuku neiiHOCTH OT MHIMBUAYAIHHS Yy4eOeH TUlaH ca U3IIBIHEHU U €
MOJTy4Y€HA MOJIOKUTEIHA OLICHKA OT oOyuaBaiiara KaTteapa.

2. O0ma xapakTepucTHKA Ha MPeACTABEHNS JUCEPTALMOHEH TPY/
o Cmpyxmypa, obem

[IpencraBeHUAT MM 3a pPELEH3UpPAHE IUCEPTALMOHEH TpyJ Ha Tema
,»| [PUHIINIIM ¥ METOJIM 3a NPOEKTUPAHE HAa ONEPATUBEH LICHTHP 3a YIPABIICHHE
Ha MH(pOpMALIMOHHA CUTYPHOCT 32 CUCTEMU C TOJIEMHU JJaHHU ~ € B 0011 00eM OT
170 cTpanuM W BKJIKOYBA BBBEACHHUE, TPU TJIABH, 3AKIIOYCHHE, W3MOJI3BAHA
JuTEpaTypa, COUCHIM Ha (QUIypUTe U TAOJUIUTE, W3MNOJI3BAHU TEPMHUHHU U
cbkpamienusi. OOeMbT U CTPyKTypara Ha JAUcepTauusTra OTroBapsAT Ha
M3HUCKBAHMATA 32 TIOJI00CH BU HAYYHU Pa3paOOTKH.

BbB BbBegeHneTto € 00OCHOBaHA aKTyaJIHOCTTa HAa HM3CIIEOBATEICKUS
po0JjieM, MPABUITHO €A ONPEACICHH OOCKTHT U MPEIMETHT Ha M3CIIEBAHETO,
nepuHUpaHa € OCHOBHATA IIeJ1 Ha JUCEPTALMOHHUS TPYZ - Ja C€ MPEeIJIoKar
OPUHLMIIM U METOJM 34 MPOEKTUPAHE U U3rPAXKIAHE HA ONIEPATUBEH LIEHTHD 32
ynpasienne Ha uHpopmanronnara curypaoct (OLIUC) 3a cucremu ¢ roiremu
naHHU, (opMyJIMpaHU ca 3alavyuTe, KOUTO CE€ HW3IMBIHSABAT 3a MOCTHUTAHE Ha
L[eJITa, ¥ ca MPEeICTaBeHN PAOOTHUTE XUIIOTE3H.

[IspBa r1aBa € 0030pHA M aKIIEHTHPA BBHPXY CHIIHOCTTA HA TOJEMHUTE
JAaHHU U YIPABJICHUETO Ha MH(OpManMOHHAaTa cUrypHocT. HampaBeH e ananus
Ha crenudukara npu padora ¢ pa3IMYHU BUIOBE IOJIEMU JaHHH, IPEJACTABEHU
ca (yHKIMOHAJIHUTE BH3MOKHOCTH Ha CHIIECTBYBAIM CUCTEMHU 3a 00paboTKa
Ha TOJIEMU JJAaHHU U Ca CPABHEHH MO MOJXOJAII0 M30paHH KPUTEPHH, KaTo ca
HaIpaBeHU U3BOJM OTHOCHO TEXHOJOTUYHUTE PEIICHUs, KOUTO MOTaT ja ObJaaT



U3MOJ3BAaHM W KOMOMHUpAHM 3a T[IOCTUTaHe Ha KpaWHusg pe3ysiTaT Ha
aucepTauroHHus TpyA. Pasrnenanu ca npunoxkenus Ha MM 3a noBuiiaBane Ha
uH(pOpMaIIMOHHATa CUTYPHOCT TIpU TOJEMHU JlaHHU, 3a Jla ce Npuaodoue
IpeACTaBa OTHOCHO ChIIECTBYBAIIUTE BB3MOKHOCTA 32 OTKPUBAHE Ha
ySI3BUMOCTH U TIPOOMBH B CHCTEMATa, U J1a CE B3eME PEIICHUE KOU CHCTEMH J1a
ObJaT M3MOJ3BAHU B MPOEKTHPAHUS ONEPATHBEH LIEHTHP. bl KaTO OCHOBEH
doxyc Ha TUCEpTAMOHHUS TPYZ € MHPOPMAIMOHHATA CUTYPHOCT MIPHU TOJEMHU
JAHHU, Ca pas3riefaHd OCHOBHUTE NMPUHUMUIMW U MOJIXOAU MPU YIPABICHHE Ha
uH(pOpPMallMOHHATa CUTYPHOCT, M CBHINECTBYBAIlM CHUCTEMHU 3a CUTYPHOCT B
cpena 3a rojemMu AaHHU. V3ciemoBaTeNncKusT MpodiieM Ha AUCEePTAllMOHHUS
TPYZ € CbBMECTSIBAHETO HA TEXHOJOTUH U MPEIOCTAaBSHE HA PAa3IMYHA HUBA HA
CUTYPHOCT TpHU U3TPAXKJAHETO HA ONEPATUBEH LIEHTHP B CHUCTEMH 3a TOJIEMHU
JAaHHH, 3aTOBa B IIOCJEJHATAa 4YacT Ha IJaBara ca JHUCKyTUPaHU KIFOYOBHU
XapaKTEPUCTUKU U (PYHKIIMU HA OTMEPATUBHUTE LIEHTPOBE 32 CUTYPHOCT, KAKTO
U TpPEIU3BUKATEIICTBATA, CBBP3aHU C TOJIEMHs OO0EM M CIOXKHOCTTAa Ha
rojieMUTe JaHHU. B pe3ynTaT Ha HaNpaBeHUs aHAIN3 U PEATUZHPAHOTO
0000111eHEe HAa BB3MOKHOCTUTE HA CPEIUTE 3a TOJEMH JaHHH, CbOOpPA3EHU C
HY)KIUT€ Ha JMCEPTAlMOHHUS TpyHd, B Kpas Ha BTOpa TIJlaBa ca IOCOYEHU
n30paHuTe COPTYEPHUTE CPEICTBA, KOUTO Ca M3IMOI3BAHH MPU MPOECKTUPAHETO
Ha OLJUC.

Bropa riaBa € HacoueHa KbM NMPOECKTUPAHETO HA apxuTekTypa Ha OLIMC.
[IpeacTaBeHu ca OCHOBHHUTE MPUHIUIIM 32 MPOEKTUPAHE HA MOJOOHU LEHTPOBE
Y HSKOU METOJIU, KOUTO €a MOJIXOJAIIM 332 MPOESKTUPAHETO U BHEIPSBAHETO HA
ONEpPaTUBEH LEHTHP 332 CUTYPHOCT MPU CUCTEMHU 3a roJieMu AaHHU. Pasrienano
€ €BOJIIOLIMOHHOTO PAa3BUTHE HA apXUTEKTYPUTE HA ONMEPATUBHUTE LIEHTPOBE 3a
uH(OPMAITMOHHA CUTYPHOCT, KaTO ca MOCOYEHH OCHOBHUTE MPEAN3BUKATEIICTBA
IIpU MPOEKTUPAHE U U3TPAXKIAHE HA ONEPATUBEH LIEHTHP 32 CUTYPHOCT OT HOBO
neto nokosieHne. Ha 6azara Ha U3BBHPILICHUS aHATU3 ca MPEIIOKEHH aKTyaTHH
NPUHLHUIKA, KOUTO Ja yJecHAT mnpoektupaHero Ha OLIMC u na noenmat Ao
Ch3[JaBAHETO HA METOJl 3a M3rpakJaHe Ha HOB THUI OINEpaTHUBEH LEHThD 3a
CUCTEMH C TOJEMU JaHHM, KOMUTO Ja rapaHTUpa, Y€ UyBCTBUTEIHUTE JAaHHU ca
3alIUTEHU, MHIIUIEHTUTE ChbC CUTYPHOCTTA C€ OTKPHUBAT U CE pearupa HaBpeme,
U Ce M3BBPIIBA aJanTalys KbM IMPOMEHSLIUTE CE€ TEXHOJOIMH U OHu3HEC.
MexaynapoauusTt cranaaptsT ISO 27001 e wmsnon3Ban kato pedepeHTHa
pamka 3a usrpaxnaaHe u ynpasieHue Ha OLMC, mocodyeHu ca wuzbpanu
NOAXOMSIINA KOHTPOJM, KOUTO Ca MHTErPUPAHU B METOJOJIOTMYHATA paMKa 3a
npoektupane Ha HOB T OLIMC.

[IpensioxkeH € MeTol, KOMTO BKJIFOUBA FOPECIIOMEHATUTE KOHTPOJHU U C€
O0azupa HaA UBIOKECHUTE TMPUHIMIK 32 Ch3laBaHe Ha (QyHKIHOHATHA
apXHUTEKTypa, KOSTO II€ MO3BOJIMA M3rPaJAaHETO Ha AaKTyaJHO ITOKOJIEHUE



OLUC, xoitTo na paboTu C MOMY-CTPYKTYpUPAHU U HECTPYKTYpUPaAHHU JAHHH,
KaTo W3I0JI3Ba CUCTEMH M peIIeHus 3a oO0paboTKka Ha TOJEeMHU JaHHH |
M3BIIMYAaHE Ha 3HAHUS OT TAX. [IpeayiokeHara apXUTEKTypa € C TPU HHBA Ha
yIpaBleHUEe Ha CHUTYPHOCTTA, BKIIOYBAIM CUTYPHOCT IMPH H3BIMYAHETO M
CbXpaHEHHETO Ha JaHHH, BbTpeIIHo-0a3upana Hadoop curypHocT u ananus Ha
pesynratute. [IppBOTO HHMBO € 0Oa3WpaHO HA KOHIICTIHATA 33 aJanTHBHA
curypuoct Ha Gartner, moaxoa 3a KHUOEPCUTYPHOCT, KOWTO TOCTOSIHHO
aHaJM3Mpa TMOBEICHUETO M CHOWTHATA B Mpekara, © WMa TOTOBHOCT Jia Ce
ajanThpa KbM 3alllax, KaTo TH MPOyYBa M aHAIW3HWpa NPEIu jJa ce cirydar.
BximrouBa WHTENWIEHTHO YMpaBlieHWE HA CHUTYPHOCTTAa UYpe3 IpHiaraHe Ha
ITOPUTMU 3a MammHHO o0yueHue u MU, kato ce 00paboTBaT TaHHU OT BUACO
MOTOLM, COLMAIHA MEAUU U JPYTH XETEPOT€HHU W3TOUYHMIIM, KOETO BOIH [0
noio0peHne Ha ePeKTUBHOCTTA HA IsijlaTa CUCTeMara, KaTo ¥ Mo3BoJisABa Jia ce
ajanTupa KbM MPOMEHSIIUTE ce 0OCTOATENCTBA U Ja pearupa Ha Bb3HUKBAIIU
3amiiaxu B peaqHo Bpeme. BTopoTo HMBO Ha mpensiokeHata (yHKIIMOHATHA
apXUTEKTypa € ChCPEOTOYCHA BBbPXY BBHTPEIIHATA CUTYPHOCT Ha CHUCTEMH 3a
rojieMd JaHHU (B camaTa MH(PPACTPYKTypa), KOSATO B KOHKPETHUS CIy4yaill ce
OoTHacsl 10 BbTpemHo-0a3upanata Hadoop curypHoct, u codryepHara 6usnec
CUTYPHOCT, BKJIIOUBAIlla MEPKH 3a CHUTYPHOCT Ha HHMBO NpHIOKeHHE. Haii-
BHCOKOTO TpPETO HHUBO B TpeajokeHaTa (yHKIHOHATHA apXHUTEKTypa
Mpe/ICTaBIsIBA aHAJIN3 U BU3yalIM3allysl Ha MOJTyYSHUTE Pe3yiTarH, 3a Ja MoraT
MO-JICCHO J1a OBbAAT UACHTUDUIIMPAHU HACTHITMINTE CHOUTHS U TIPU HATHIHUETO
Ha HapyIIeHWE Ja Ce TeHepupar u3BecTws. Ha BCSKO €IHO OT HMBaTa ca
PENJIOKEHN TEXHOJOTUYHU PEIICHUsI, KOUTO € MOAXOMISAIIO /1a Ce MPHUIIOKAT B
paborenr monen Ha OLIUC.

CrnennamHo BHUMaHUE € OTACJIICHO Ha KOMIIOHEHTHTE Ha aJanTHBHA
CUTYPHOCT 3a CHMCTEMa 3a TOJEMH JIaHHU, KaTo € MpeIIoKeHa KOHIIeTTyaTHa
apXUTEKTYypa ChC CbOTBETHU Bb3MOXKHH TEXHOJIOTHYHHU pereHus. [IpeacraBenu
ca ¥ KOHKPETHU TMPHUJIOKEHUS 3a WHTEIWTeHTHa 00pa0oTKa Ha JaHHU OT
Pa3IMYHU WU3TOYHUIM - COIMATHM MEIWH, BHUIEO TOTOIM OT Kamepw M yeO-
caiiToBe, 3a pasloO3HABaHE Ha WA, aBTOMOOWUIIHH HOMeEpa, mpedposiBaHe Ha
X0pa, KOMTO Ja ca C KOHTEKCT KBbM OIpeeisHe Ha I0-BHCOKO HHBO Ha
CUTYPHOCT.

B Tpera rmaBa e ommcaHO TPHUIOKEHHUETO Ha TPEIIOKCHHSI METOJ 3a
IIPOCKTUPAHEe W M3TPaKJaHE HA OMEPATHBEH IIEHTHP 3a CHUTYPHOCT, KaTo ca
npeacTaBeHd  (yHKIMOHATHOCTUTE C KOHKPETHH CO(PTYEpHU pPEIICHUS.
[IpeacraBen e u mpuMepeH ciiydail 3a paboTaTta Ha OMEPATUBHUS IEHTHD 3a
nH(pOpMAIIMOHHA CUTYPHOCT, Ype3 KOWTO ce BepuduIlMpa H3MBIHCHHETO Ha
MMOCTaBEHUTE TIPE] HETO ETH.

B 3axmtouenueTo ca 0000IIEHN MOTYYEHUTE PE3yITaTH, IPEICTAaBeHH Ca



IOCTHTHATUTE HAYYHH W HAYYHO-TIPWJIOKHU TPUHOCH, H30pPOCHH ca
nyOJUKAIMKUTE M0 TeMaTa Ha JUCEPTAIlMOHHHS TPYJ U ca JaJCHH HACOKH 3a
Objeria padoTa.

e QOyenka 3a: akmyaiHocm Ha memama, yeama, 3adavume, o0bOeKkma
npeomema, OCHOGHAMA Mme3d HA OUCEPMAYUOHHUS MPYO

Pasrnexnanata B aucepTallMoOHHHS TPy MpoOjieMaTHka OTroBaps Ha
KII0YoBaTa poJii Ha WH(DOPMAIMOHHUTE TEXHOJOTHH B CHBPEMEHHOTO
obmectBo. MH(popManmoHHaTa CHTYPHOCT € OT ChHINECTBEHO 3HAYCHHE 3a
3aluTaTa Ha JaHHUTE W WHGOpMaIusaTa NpH ChXpaHEeHHEeTo, oOpaboTkara u
aHajiM3a Ha TOJIeMH JaHHU. TBHH KaTo eQPEeKTUBHOTO YIPABJICHHE Ha
uH(pOpPMAIIMOHHATa CUTYPHOCT W3MCKBA WHTErpUpaH IMOAXOJ, BKJIIOYBAII
PWJIAraHEeTO HA MOJUTUKHU, CTAHAAPTH, MPOLETYPU U TEXHUYECKA KOHTPOII 3a
3alUTa Cpelnly NOTEHIWATHW 3aljlaxd, uAesTa 3a H3rPakIaHeTo Ha
OTIepaTHBEH LIEHTHD 3a YMpaBieHHE Ha MH(QOpPMAIMOHHATa CUTYPHOCT, C LN
OCHUTypsIBaHE Ha 3alluTa Ha TUTUTATHATA WH()OpPMAIUS W TOJXO/SIIN0 HUBO HA
CUTYPHOCT 3a OM3HEeca, € aKTyaJieH U BaKECH HAYYHOM3CIIEOBATEICKH MPOOIIEM.

B aucepranmoHHUS TPYZ € TMPEMIOKEH MOAXO0JM, C KOWTO C€ OCUTYpsBa
CUTYPHOCT Ha pa3IMYHATC HWBA Ha JJaHHUTE, Ha TIPOIECUTC U Ha
KOMYHUKAIIMUTE B CUCTEMH 3a TOJIEMU JaHHU, KaTO JTAaHHHUTE Ca W3BJICUCHH OT
XETEPOreHHU U3TOUHHUIIM, YACT OT KOUTO Ca BUIEO MOTOLU OT KaMepH, JaHHHU OT
yeb caiiToBe, colMaiHM Meauu u Ap. Karo ce wmar mnpeaBuj MOJA00HU
npennoxkennst ot Boxeuu WT xommanmm (Kaspersky), mpumaranero Ha
AgnanTuBHATa CTpaTerys 3a CUTYPHOCT M M3IOJI3BAaHETO Ha enemeHTH Ha MU
npu paboTa ¢ TOJEMHU JaHHU, TOBA HANpPABJICHHE € MHOTO aKTyallHO, U
WHOBATUBHO.

o [/3nonzeana mayuna iumepamypa (OYeHKa Ha 0C8e00MeHOCMmMA HA oucep-
manwma no npooaemMamuKkama, pasenedcoana 8 OUCepmayuoHHuUs mpyo).

N3non3Banute nutepatypHu u3TouHuim ca 119 wa Opoi, myOnuKyBaHU
npe3 MocIHeqHUTE HsAKOJIKO roawHu (cimen 2019r.) m BrIOYBAT Hay4YHU
myOJuKaIMu W akTyaigHa uHdopmalus, NmyOJMKyBaHa Ha CHEIUATU3UpaHU
MHTEPHET CTPAHUIIH.

3. OueHka Ha NMOJy4YeHHTe HAYYHHM M HAYYHO-TIPUJIOKHH Pe3yaTaTH
[[A0CTHOTO BNEYATIEHUE OT AUCEPTALIMOHHUA TpPyA €, Y€ TOh €
pe3yaTaT oT 3aAbji00UYeHa U JI0OPOCHBECTHO U3BBPIIEHA H3CIEI0BATEICKA
nerHocT. MarepuainbT € OTJIMYHO CTPYKTYPUpPaH, H3JI0KEHHUETO € SCHO U



[OCJIEIOBATEIHO. ABTOPBT SICHO OIpPEAENs CBOETO OTHOLIEHHE IO BCEKH
BBIPOC, @ HANPABEHUTE HU3BOAM U M30paHUTE MOAXOOU C€a MOAXOMASIILIO
MOTHUBHpPAHHU.

[Ipennoxen e merox 3a npoektupane Ha OLIUC 3a cucremu ¢ rojaemu
JaHHH, KOWTO ce 06a3upa Ha Hal-ChbBPEMEHHU METOJIU, TEXHOJIOTHH U YCIYTH 32
3all[UTa Ha CUTYPHOCTTa, U MpPHU KOWTO ce mpujara AJanTHBHA CTpaTerus 3a
CUTYPHOCT.

Pa3zpaborenata (yHKIIMOHATHA apXUTEKTypa IMpeajara MHOTOCTEIICHEH
MOJIX0] KbM YIIPaBJICHUETO Ha CUTYPHOCT M MMa 3a 1LIeJl 1a OCUTYPsIBa LSJIOCTHA
3alUTa 32 CUCTEMH C TOJIEMH JTaHHHU, KaTO MHTETrpHpa KOHKPETHH cOo(PTyepHHU
TEXHOJIOTMH, KOUTO Jia IOCTUTHAT IOCTAaBEHUTE LIEIH.

[TpencraBeHuTe pe3ysiTaTd ca MOJYyYEHU 4Ype3 3aabJIOOYEH aHajau3 Ha
CHILECTBYBAIIA U J0Ka3aHO €(PEKTUBHU MOAXOIU, CTAHAAPTH U HWHOBATHUBHU
TEXHOJIOTMM 32 OCHUIypsBaHE€ Ha HMH(QOpPMAIIOHHAa CUTYPHOCT U paboTa c
rojgemu naHHu. llpennoxenara (yHKIMOHAJIHA apXUTEKTypa € OINHCaHa C
KOHKPETHH CO(TYEepHU pEUIeHHs] KaTo € peaJu3upaH NpPOTOTHUIl, CBbP3BAIL
texnonoruute NiFi, Micro Focus IDOL u Apache Hadoop. IlpoTtoTunsT €
TECTBaH C HECTPYKTYypUPaHH JAaHHHU OT COI[MAIIHU MEIWU, BUAEO MOTOK, TaHHU
oT yebcaiiToBe U JIor (pailioBe, KaTo 4ype3 TO3U NPUMEPEH ciaydail 3a paboTtaTa
Ha OLHUC e BepuduuupaHo U3MbJIHEHUETO HA IOCTABEHUTE MPE HETO LIEIIH.

Bcuuko TOBa MM JaBa OCHOBaHHME Ja TBBPAS, Y€ JOKTOPAHTHT €
MOCTUTHAJI TIOCTaBEHaTa HaydHa IIel B JUCEpTAllMATa KaTo € MOJIyYryI
HEOOXOUMUTE HAy9YHU PE3yITaTH.

4. OueHka HA HAYYHHUTE U HAYYHO-NIPUJIOKHU MPUHOCH

OneHsiBaM MNPUHOCHUTE Ha aBTOpa KaTro Hay4yHH, B 0OJacTTa Ha
oOoraTsiBaHe Ha ChLIECTBYBAILY 3HAHUS, U HAYYHO-TIPUIIOKHH.
Hayunume npunocu B 1YCEpTAlMOHHUS TPy BKJIIOYBAT:
e Ha Oazara Ha HampaBeH 3aqbJIOOYEH aHalIM3 Ha ChUIECTBYBAIIU
CHBPEMEHHH TOIXOH, IPUHIIMITA U TEXHOJIOTUH, Ca U3BEICHHU:

o Ompenenenrne U HEOOXOJUMH €JIEMEHTH Ha ,,0NIePATUBEH IIEHTHP
3a CUTYPHOCT®, CBOTBETCTBAll0 Ha CBHBPEMEHHHUTE YCJIOBHUS 3a
(GYHKIIMOHMpaHE Ha TaKbB IIEHTHP B Cpefia Ha TOJIEMH JaHHHU;

o [loaxomsmm KpUTEpUU 3a CPAaBHEHHE HA TEXHOJIOTHH 3a 00paboTKa
Ha rojieMu JaHHHU ¢ (OKYC BBPXY ChOHMPAHETO, OpraHU3alUsITa U
CbXPAaHEHHETO Ha HECTPYKTYypUpaHH TaHHH, C BB3MOXKHOCTH 3a
MpUJiaraHe Ha CPeJCTBA 3a U3KYCTBEH UHTEJICKT;



o llpunnunu u meroam 3a ympasienue Ha OLIMC, HeoOxomumu 3a
oOxBalaHe Ha cnernudukara Ha yrnpaBlicHHE Ha CUTYPHOCTTA Ha
CHCTEMUTE, PabOTEIIN B Cpe/ia Ha TOJIEMU JTaHHH.

e Jlehurmpan MeTOa 3a MPOCKTUPAHE M Ch3JaBaHE Ha (PYHKIIMOHATHA
apxutektypa Ha OILMC, BkiIroYBamia TpWU HHBAa Ha YINpaBICHHE Ha
CUTYPHOCT, OOXBaIllallld MPEXKOBO HHBO Ha CHTYPHOCT, IMPOIEC IO
M3BIMYaHEe W 00pabOTKa Ha JaHHW, YJIOCTOBEpsSBaHE Ha BBHTPEIIHO-
0a3mpaHa CHTYPHOCT B CpeJia 3a TOJIEMH JIaHHU U aHAJIU3 Ha MOJyYCHHUTE
pe3yJaTaTy.

Hayuno-npunosxcnume npunocu B JUCEpTAMOHHUS TPYJ BKIIIOYBAT:

e Peamm3upan mpoTOTHN, M3TPAZCH C TEXHOJOTHHTE Ha TMPEIOKeHATa
apxuTeKTypa, cBbp3Bail TexHojoruute NiFi, Micro Focus IDOL u
Apache Hadoop, u TecTBaH ¢ JaHHW OT COIMAIHA MEJIUH, BUJICO MOTOK,
JTAaHHU OT yeOcaliToBe u Jjor (paitnose.

5. Ouenka Ha NyOJIMKALMUTE 110 AUCEPTALMATA

[IpencraBenuTe MyONMKalMK MO AUCEPTALMOHHUS TPyJ ca oOmio 4 Ha
Opoit — 3 oT TAX ca AOKJIaau Ha KoH(pepeHIuy 1 | € cTaTus B HAyYHO CIIHCAaHHUE.
JIBa OT JOKJIaguTe ca CaMOCTOATEIHHM pPa3pabOTKM Ha MEXKIyHapOJIHU
KoH(pepeHInr, TMpoBeJAeHU B bbarapus, emuH € B ChaBTOPCTBO — Ha
MEXAyHapoJHa KoH(epeHluss B uyyxOuHa. Cratusta € mnyOJIMKyBaHa B
PEHOMHUPAHO CIIMCAHWE, UHJEKCHUPAHO B U3BECTHU MEXKIYHAPOJIHU HAYIHU O6a3u
naHHYU . Bcuuky yetupu myOiMKanuy ca Ha aHTJTUHCKH €3UK.

Ha penenseHTta He € HM3BECTHO MPEICTAaBEHUTE MMyOJUKallMU Ja ca
MOJIYYWJIM LIUTUPAHUS O MOMEHTA.

6. Ouenka Ha aBTopedepara

ABTopedepaThbT  OTroBapsi  HAmbJIHO HA  CHABPKAHMETO  HA
JUCEPTAllMOHHUS TPYJI U KOPEKTHO 0000IaBa HampaBeHUTE HAy4YHHU
W3CJIeABAHUS U TIOCTUTHATUTE PE3yTaTH.

7. Kputuunm 0ej1esKKH, NPenopbKU U BBIIPOCH

[Ipenyoxenusita U OENEKKUTE, HAMPABEHH B PEIICH3UATA 332 BHTPEIIHO
KaTeJIpeHaTa 3alluTa ca B3€TH IIPEABU U Ca KOPEKTHO OTPA3CHH.

[IpenopwrkuTe MU KBM JIOKTOpPAHTA Ca OCHOBHO HAaCOYCHH KbM OBICIIO
myOJMKyBaHe Ha TMOJYYCHUTE OPUTHHAIHM HAyYHU U HAYYHO-TIPUIIOKHU
pEe3yATaTH B CICIHAIM3UPAHNA CIIUCAHUS U KOH(PEPEHIIMU C BUCOK PEHUTHUHT, 3a
Ja Ce€ TMOBUIIM TSAXHATAa BUAUMOCT B HAy4YHUTE CpPEId U Jla C€ YBEIUYHU
BEPOSITHOCTTA 32 MOJy4YaBAHE HA IUTUPAHUS.



8. 3akaouenue

[To mos mpenenka MBoHa BenkoBa € 3aBBpIIEH HW3CIEI0BATEN, KOMTO
pUTEKaBa HEOOXOJUMUTE YMEHHsI CaMOCTOSITENIHO Ja (hopMyJiMpa U peliaBa
Hay4yHU 3a7ayu. CmsiTaM, 4e IPEeACTAaBEHUAT JUCEPTALIMOHEH TPY/l OTroBapsl Ha
M3UCKBAHUSITA, yCTAHOBEHHU OT ,,3aKOHA 32 PA3BUTUETO HA aKaJEMHUYHUS ChCTaB
B PenybOnuka bearapusa®, kakro u Ha npaBuiaHuka Ha YHCC 3a nonydaBaHe Ha
MCKaHaTa 00pa3oBaTeIHA U Hay4YHaTa cTerneH ~ JJokTop”.

Bcuuko ToBa MU JJaBa OCHOBAaHME J1a MPEJJIoKa HAa YBAKAEMOTO HAYYHO
Kypu na Oblle NpHUChIEHA HayyHaTa U oOpa3oBaTeiHa CTENEH ,,JOKTOp™ Ha
NBona BenkoBa 1o Hay4yHa CHENHUANHOCT ,,l[puiiokeHne Ha WM3YHMCIMTEIHATA
TEXHHKA B UKOHOMHUKATa .

25.05.2023r. IHomgmue: ...oooovvvnnn....
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of Computing in Economics"
Referring: PhD Thesis for awarding educational and scientific degree "Doctor"
(PhD) in Professional field 3.8: Economics, PhD program
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Reasoning for presenting the review: Participation in the scientific jury for the
defense of the PhD Thesis, under Order No 973 / 06.04.2023 of the Rector of
UNWE.

Author of the dissertation: Ivona Plamenova Velkova
Dissertation topic: "Principles and Methods for Design of an Information
Security Management Operational Center for Big Data Systems"

1. Information about the candidate

The candidate has been trained on a Doctoral Programme at the
Department of Information Technologies and Communication, Faculty of
Applied Informatics and Statistics, UNWE, in the professional field 3.8:
Economics, PhD Programme on the Application of Computing in Economics, in
accordance with the Order of the Vice-Rector on Scientific Research of UNWE
No 966/30.04.2020. The training was carried out in full-time form during the
period 27.04.2020 — 27.04.2023.

e Brief biographical reference

Acquired educational and qualification degree Bachelor in Business
Informatics and Communications at the UNWE during the period 2014-2018.

Acquired Educational and Qualification Degree of Master in Business
Informatics at the UNWE during the Period 2018-2019.



o Academic and other positions held so far (incl. positions outside HEIs or
scientific organization).

As of March 2018, the candidate works at the UNWE, dealing with
software development and maintenance of university systems at the Information
Technologies Directorate, also teaching students in disciplines included in the
educational programmes of the Department of Information Technologies and
Communication.

e Brief information on the implementation of the individual plan

A total of 6 exams were included in the individual plan of the candidate
Ivona Velkova - three exams for the first and second year of training - all
successfully completed.

The development of scientific publications within 30 credits was
envisaged in the second and third years of study. For the performance under this
indicator, 35 credits were obtained for published three papers at conferences
and one article in a scientific journal.

All the activities included in the individual plan have been implemented
and a positive assessment has been received from the training department.

2. General xActivities of the Dissertation Presented
o Structure, volume

The PhD Thesis presented for review and titled "Principles and Methods
for Design of an Information Security Management Operational Center for Big
Data Systems" is with a total volume of 170 pages, including an ntroduction,
three chapters, conclusion, references, lists of figures and tables, terms and
abbreviations used. The volume and structure of the PhD thesis meet the
requirements for such kind of scientific papers.

In the Introduction section, the actuality of the research problem is
justified, the subject of the study and the main purpose of the PhD thesis are
defined - to propose principles and methods for the design and development of
an operational center for information security management (OCISM) for big
data systems, the tasks that are performed to achieve the goal are formulated
and the working hypotheses are presented.

The first chapter provides an overview and focuses on the essence of big
data and information security management. An analysis of the specifics of
working with different types of big data is performed, the functional capabilities
of existing big data processing systems are presented and compared according
to appropriately selected criteria, and conclusions are drawn about the
technological solutions that can be used and combined to achieve the final
result of the PhD thesis. Applications of Al to enhance information security in
big data are discussed, in order to gain insight into the existing capabilities for
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detecting vulnerabilities and system breaches, and to decide which systems to
use in the designed operational center. Since the main focus of the dissertation
is information security in big data systems, the basic principles and approaches
for information security management and the existing security systems in big
data environments are discussed. The research problem of the PhD thesis is the
integration of technologies and the provision of different levels of security in
the construction of an operational center in big data systems. Therefore, the last
part of the chapter discusses key features and functions of operational security
centers, as well as challenges related to the large volume and complexity of big
data. As a result of the analysis, the software tools that are suitable to be used
for the design of the OCISM are selected.

The second chapter is aimed at the design of an OCISM architecture. The
basic principles for the design of such centers and some methods that are
suitable for the design and implementation of an operational security center for
big data systems are presented. The evolution of the architectures of operational
information security centers is discussed, indicating the main challenges in
designing and building a new fifth generation security operational center. Based
on the analysis, updated principles to facilitate the design of OCISM are
proposed, leading to the creation of a method for designing a new type of
operational center for big data systems, ensuring that sensitive data is protected,
security incidents are detected and responded to in time, and adaptation to
changing technologies and businesses is achieved. The international standard
ISO 27001 1s used as a reference framework for the design of OCISM, and
appropriate controls are selected and integrated into the methodological
framework for the design of a new type of OCISM.

A method is proposed, incorporating the aforementioned controls and
based on the defined principles, for creating a functional architecture that will
allow the development of an up-to-date generation of OCISM that works with
semi-structured and unstructured data using systems and solutions to process
big data and extract knowledge from them. The proposed architecture has three
levels of security management, including data retrieval and storage security, in-
house based Hadoop security, and result analysis. The first level is based on
Gartner's concept of adaptive security, a cybersecurity approach that constantly
analyzes network behavior and events, and is ready to adapt to threats by
researching and analyzing them before they happen, by processing data from
video streams, social media and other heterogeneous sources, resulting in an
improvement in the efficiency of the entire system, allowing it to adapt to
changing circumstances and responding to emerging threats in real time. The
second level of the proposed functional architecture focuses on the internal
security of big data systems (within the infrastructure itself), which in this case
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refers to internal-based Hadoop security, and software business security,
including application-level security measures. The highest third level in the
proposed functional architecture is an analysis and visualization of the results
obtained, so that the events that have occurred can be more easily identified and
notifications can be generated in the presence of a violation. At each of the
levels, appropriate technological solutions are proposed to be implemented in a
working model of OCISM.

Special attention is paid to adaptive security features for big data systems,
and a conceptual architecture with relevant technological solutions is proposed.
Specific applications for intelligent processing of data from different sources -
social media, video streams from cameras and websites, for face and car plates
recognition, counting people who have a context to determine a higher level of
security, are also considered.

The third chapter describes the application of the proposed method for
the design and development of an operational security center, presenting the
functionalities with specific software solutions. An example of concrete
implementation of the Operational Center for Information Security is also
presented, through which the achievement of objectives is verified.

The Conclusion summarizes the results obtained, presents the achieved
scientific and applied scientific contributions, lists the publications on the topic
of the PhD thesis and provides guidelines for future work.

o Assessment of the topic; the purpose, tasks; object; subject; main thesis
of the dissertation

The issues discussed in the PhD thesis correspond to the key role of
information technologies in modern society. Information security is essential
for the protection of data and information when storing, processing and
analyzing big data. Since effective information security management requires
an integrated approach, including the implementation of policies, standards,
procedures and technical controls to protect against potential threats, the idea of
building an operational center for information security management in order to
ensure the protection of digital information and an appropriate level of security
for business 1s an important research problem.

An approach for providing security at different levels of data, for
processes and communications in big data systems, is proposed in the PhD
thesis, relevant for data extracted from heterogeneous sources, e.g. video
streams from cameras, data from websites, social media, etc. Having in mind
similar offerings from leading IT companies (Kaspersky), the implementation
of the Adaptive Security Strategy and the use of Al technologies for ensuring
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information security when working with big data, is very up-to-date and
innovative topic.

o Used scientific literature (assessment of the awareness of the candidate on
the issues discussed in the dissertation).

The total number of literary sources used is 119, published in the last few
years (after 2019), and including scientific publications and up-to-date
information published on specialized websites.

3. Evaluation of scientific and applied research results achieved

The overall impression is that the PhD thesis is the result of a thorough
and conscientious research activity. The document is very well structured, the
exposition is clear and consistent. The author clearly defines her attitude on
each issue, and the conclusions drawn and the approaches chosen are
appropriately motivated.

A method for designing OCISM for big data systems is proposed, which
i1s based on state-of-the-art methods, technologies and services for security
protection, and in which an Adaptive Security Strategy is applied.

The developed architecture offers a multi-level approach to security
management and aims to provide comprehensive protection for big data
systems by integrating specific software technologies to achieve the set goals.

The presented results are obtained through an in-depth analysis of
existing and proven effective approaches, standards and innovative
technologies, for ensuring information security and processing big data. The
proposed functional architecture is described with specific software solutions
and a prototype is developed, integrating NiFi, Micro Focus IDOL and Apache
Hadoop technologies. The prototype has been tested with unstructured social
media data, video stream, website data and log files, and through this example
case the implementation of the OCISM has been verified.

All of the above mentioned gives me the reason to conclude that the PhD
student has achieved the scientific goal defined in the PhD thesis by obtaining
the necessary scientific results.

4. Evaluation of scientific and applied research contributions
The author's contributions are appreciated as scientific contributions, in

the field of enrichment of existing knowledge, and applied research
contributions.
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The scientific contributions of the PhD thesis include:

e Based on an in-depth analysis of modern approaches, principles and
technologies, the following are outlined:

o Definition and identified necessary elements of an "operational
security center" for big data environments;

o Appropriate criteria for comparison of big data processing
technologies with a focus on collecting, organizing and storing
unstructured data, with opportunities for the application of
artificial intelligence tools;

o Principles and methods for the development of OCISM, capturing
the specifics of security management for big data systems.

e A proposed method for designing and creating a functional architecture
of OCISM, including three levels of security management and covering
network level of security, data extraction and processing, authentication
of internal-based security in a big data environment, and analysis of the
results obtained.

The applied research contributions of the PhD thesis include:

e A realized prototype, based on the technologies of the proposed
architecture, using NiFi, Micro Focus IDOL and Apache Hadoop
technologies, and tested with social media data, video stream, website
data and log files.

5. Evaluation of dissertation publications

The total number of presented publications on the PhD thesis are 4 — 3 of
them are conference papers and 1 is an article in a scientific journal. Two of the
papers are authored by the candidate and are accepted at international
conferences held in Bulgaria, one is co-authored — at an international
conference abroad. The article is published in a reputable journal, indexed in
well-known international scientific databases. All four publications are in
English.

The reviewer is not aware that the submitted publications have received
citations so far.

6. Evaluation of the autoref

The autoreferate fully corresponds to the content of the PhD thesis and
correctly summarizes the scientific research performed and the results achieved.

14



7. Critical remarks, recommendations and questions

The comments and remarks made in the review of the internal
department defense are taken into account and are correctly reflected.

The recommendations to the PhD student are mainly aimed at future
publication of original scientific and applied research results in specialized
journals and conferences with a high rating, in order to increase their visibility
among the members of the scientific community and to increase the likelihood
of obtaining citations.

8. Conclusion

In my opinion, Ivona Velkova is an accomplished researcher who has the
necessary skills to formulate and solve scientific tasks independently. I believe
that the presented PhD thesis meets the requirements established by the Law on
the Development of Academic Staff in the Republic of Bulgaria, as well as the
UNWE Rules for obtaining the requested educational and scientific degree of
Doctor (PhD).

All of the above mentioned gives me grounds to propose to the honorable
scientific jury to award the scientific and educational degree "Doctor" (PhD) to
Ivona Velkova in the scientific specialty "Application of Computing in
Economics".

25 May 2023 Signature:..................
Sofia
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