YHUBEPCUTET 3A HAITMOHAJIHO 1 CBETOBHO CTOITAHCTBO

PEHOEH3UA

Ot: 1pod. n-p CuBus CrosiHoBa [apymieBa
HNxoHoMu4ecku yHUBEpcUTET - BapHa
Hayuna cnenmanuoct: 4.6. apopMaTiKa 1 KOMIIOTHPHU HAYKU

OTHOCHO: JuCepTallMOHEH TPY/l 3a MPUCHXKAaHE Ha 00pa3oBaTeIHA U HAy4YHA
CTENEH ,,JIOKTOP* 10 HaydHa chenuainHoct ,llpuioxxenue Ha
U3YUCIIMTEIHATA TeEXHUKA B UKoOHOMHUKaTa™ B YHCC.

OcHosanue 32 TPEJICTaBsIHE HA PEICH3MATA: YYacTHE B ChCTaBa HA HAYYHOTO
Kypd 10 3alMTa Ha JUCEPTAlMOHHUS TPYyJa ChIlacHO 3amoBex No
973/06.04.2023 . Ha Pextopa na YHCC.

ABTOp Ha quceprauMoHHus Tpya. Hsona IlnamenoBa BeskoBa

Tema Ha qucepTaunoHHus TpyA:  [IpuHUMOM U METOAM 3a IPOEKTHPAHE HA
OMepaTUBEH IEHThP 3a yhOpaBieHUEe Ha HWHGOpPMALMOHHA

CUTYPHOCT 3a CUCTCMHU C I'OJICMHU JJaHHHU

1. Uudopmanus 3a 1ucepraHTa

HoxTtopant MBoHa BenkoBa ce € o0yuyaBaina o JOKTOpcka nporpama KbM
karenpa , udopmarmonnn TtexHonoruu W KomyHwkanuu® Ha YHCC mo
HayyHa crnenuamHocT llpumokeHne Ha UW3YUCIWTENHATa TEXHHUKA B
MKOHOMMKATa“ chriacHo 3amoBen Ha 3am.-pektopa no HUJ] nwa YHCC
Ne 966/30.04.2020 r. OOyyeHHETO € OCBHIISCTBEHO B pemoBHa (opma mpes
nepuona ot 27.04.2020 pgo 27.04.2023 r. ¢ HaydeH pPBKOBOJIWTEN Ha
noktopanta mpod. na-p Jlroben bosHoB. Ilpounemypata mno 3ammra Ha
JUCEPTAIMOHHUS TPYJ € pa3KpuTa ¢ pelnieHue Ha kareapa ,,ubopmarmoHau



texHonoruu u KomyHukaruu”® (IIporoxonm Ne9/30.03.2023) u permicHue Ha
dakynteTeH cbBeT Ha (akynrer ,llpmnoxna nHpopmMaTuka M CTAaTUCTHKA™
(ITporoxoma Ne2 /03.04.2023 r.).

NBona BenkoBa e ponena B rp. Bpana. 3aBwpiimia € OakanaBbpcka U
MarucTbpcKa CTENEeH B YHUBEPCUTETA 32 HALIMOHAIHO U CBETOBHO CTOMAHCTBO
croTBeTHO mpe3 2018 u 2019 r. Cnen 3aBbplIBaHETO CU € padoTuia B
cuetoBogHa (pupma ,,Poy3 Bepu EOO/l xaro omepatuBeH CYETOBOJAUTEN, a
MOHACTOSIIEM 3aeMa MOo3uIuAITa ,,au3aiHep Ha codryep” B YHCC um ce
3aHMMaBa C pa3paboTka Ha coTyep U KOHKPETHO ChC Ch3JIaBAHETO Ha yeO
MPWIOKEHUS, MOANPHKKA HAa YHUBEPCUTETCKUTE CHUCTEMU U OOydeHHE Ha
KaJIpH.

Karo penosen nokropant MBoHa BenkoBa € W3NBJIHWIA YCHEIIHO
3a/layuTe OT WMHIWBUIyaNHHUs cH IUiaH. [Ipe3 mbpBaTa rojgumHa € MOJOXKUJIA
o010 MET U3MHUTA - TPU OT UBNHUTHUTE 32 NPOPECUOHAIHO HAIIPaBJICHUE U J1BA 32
Hay4YHaTa CHEIMAIHOCT, KaKTO M €IMH B HA4YaJOTO Ha TpeTaTa rojauHa. [Ipe3
BTOpaTa M TpeTaTa roAuHa € paboTuna ¢ A00OpO TEMIO 1O Hay4HO-
u3cieoBaTesnckaTa pabora, CBbp3aHa ¢ MOJATOTOBKA Ha JUCEPTAMOHHUS TPY/L
U IyOJUKAINK, CBBP3aHU C HEro: YeTUpH AoKiIaaa (Tpu myOiIMKyBaHU U €/IHH,
KOWTO ce ouakBa J1a Objie myOnuKyBaH) U enHa ctaTusi. OTIWYHO BIIEYaTICHUE
MpaBu, Y€ JOKTOpaHT BenkoBa € ycnsiia Ja ce BMECTH B CpPOKOBETE Ha
JIOKTOpaHTyparta, KaTo B Kpast Ha mecer] MapT 2023 r. unu 1 Mecen npenu Kpas
Ha CpOKa i KaTeIpeHUsT ChbBET Ha Karenpa ,,JIHpopMalMOHHU TEXHOJIOTMH U
KOMYHHKAIUKM~ € pa3Kpuil Mpoleaypa Mo 3alluTara u.

2. O0ma xapakTepuCTHKA HA MpeJCTABEHUS JUCEPTAIUOHEH TPY/

Hucepranmonnusart Tpya Ha MBora Benkosa € B o6y o6em ot 170 ctp. u
oOxBaia BbBeficHNE (0003HaUE€HO KaTo ToukKa 1), Tpu riaBu (CbOTBETHO TOYKHU
2., 3. u 4.) , 3akmoueHue (Toyka 5.), CIUChK C HAYYHU M HAYYHO-TIPUIOKHU
MPUHOCH, CIUCHK Ha MyOJIMKALMKTE MO0 TeMaTa Ha TpyJa, HACOKH 3a Obiela
paboTa, COHUCHK HA JIUTEPATYpPHUTE HW3TOYHHUIIM, CIHCHK Ha (UTYPUTE WU
TaOJMIUTE U CIHUCHK C U3MOJ3BAHUTE TEPMUHU U ChKpaieHus. [IpencraBeHusr
TPy M HEroBara CTPYKTypa ChOTBETCTBAT HA HW3UCKBAHUATA 3a TO3U POJ

myOIuKaluu.



CuuraMm, ye TemMaTa Ha AUCEPTALMOHHUS TPY/l € U3KITIOYUTEIHO aKTyalHa
nopaaun (akTa, 4e chueraBa B ceOe CH JBE TOMN TEHACHIIMH B Pa3BUTHETO Ha
UH(OPMAIITMOHHUTE TEXHOJOTUM TMpe3 IMOCIEIHUTE TOJIUHU - BBIPOCUTE,
CBBP3aHHM ChC 3HAUMTETHO YyBEIMYCHHUS 00E€M Ha aHHWUTE, TEHEPUPAHH OT
pa3IMYHU W3TOYHUIM, U UWH(OOpPMAIMOHHATA CUTYPHOCT MW 3aIUlaXuTe 3a
JTAHHUTE.

Karo oGekTt Ha u3cienBaHe B AMCEpTALMATA ca MOCOUYECHU MPUHIIUITUTE U
METOAMTE 3a MPOEKTHPAHETO Ha OINEpaTUBEH LUEHTBhD 3a YIpaBJICHUE Ha
CUTYPHOCTTA B CHCTEMHM 3a TOJIEMHU JaHHH, a KaTO HErOB MPEAMET € MOCOYECHO
M3BEXKIAHETO HA ,,METOJ 3a M3rPaKTaHE HAa HOB THII ONEPAaTUBEH IEHTHP 3a
yIpaBJICHHE Ha CUTYPHOCTTA, 0a3upaH Ha oOpaboTKa C M3KYCTBEH HHTEJIEKT
(M) Ha HeCTpyKTYpHpaHH TaHHH, CHCTEMH C TOJICMH JIJAHHH U Y TIPaBJICHHE HA
uH(popMaIMaTa 3a CUTYpHOCTTa U chOuTHsATa (Security information and event
management - SIEM), wunterpupanu B o0Oma apxutektypa. Ilenra Ha
JTUCEPTAIIMOHHUA TPy € Jla Cce€ TMpeioXKaT NPUHIMIN HW METOAU 3a
NpOEKTUpaHe M W3rPaXJAaHEe Ha ONEPAaTUBEH IEHTHD 3a YIMpaBICHHE Ha
uH(pOpPMAIIMOHHATA CUTYPHOCT 3a CHUCTEMH, OINEpHUpAIlUd C TOJIEMHU JIaHHU. 3a
M3MBJIHEHUE Ha LENTa ca 3AJI0KEHU J0CTa Ha OpoH 3a/1a4uu - 00110 AEBET, HIKOU
OT KOUTO CUHMTaM, 4ye OM OMJIO ITOAXOIAIIO 1a CE 0OCTUHSIT.

B Tpyna He e dopmynupaHa OCHOBHA Te3a, HO ca HU3BEACHU TpHU
OCHOBHHUTE paOOTHU XHWIIOTE3W, CBBP3aHU CbHC. Ch3/IaBaHE Ha MOJEN 3a
MpOEKTUpaHe Ha ONEpPaTUBEH IIEHTHDP 3a YIpaBJICHHWE HA Pa3TWYHA HUBA Ha
uH(OpPMAIITMOHHATA CUTYPHOCT 32 CUCTEMH C TOJIEMU JaHHU W W3BIMYAHETO Ha
JaHHU OT XETCPOTCHHM W3TOYHHUIM; ePEKTHBHA HWHTETpAIlds HA Pa3IndHU
TEXHOJIOTUU U CUCTEMH 3a paboTa C TOJEeMU JaHHU; MHOTOCIIOITHA apXUTEKTypa
C Pa3JIMYHU MOAXOM 32 MPEJOCTaBsIHE HA CUTYPHOCT.

CouchkbpT ¢ auTeparypata obOxBama 119 wm3TOYHMKA, KaTO Cpel TAX
npuchbcTBaT 67 WHTEPHET ajpeca, KOETO IMOKa3Ba, Y€ JIOKTOpPaHTKaTa ce €

Imo30BaBaJia IPSCANMHO Ha aKTyaJIHU U3TOYHUIIN B OHJIAMH cpcaa.



3. OneHka HA NMOJyYeHUTE HAYYHU U HAYYHO-TIPHJIOKHM Pe3yJITaTH

KbM mocTHrHATHTE pe3yJTaTH B TUCEPTANMOHHMS TPYJ MOTraT Ja ObIaT
OTHECEHU CIICIHHTE:

B mppBa rinaBa (o0o3HavueHa KaTo TOYKa 2) € MPEICTAaBEHO HAYYHOTO
U3CJeIBaHEe Ha MpeaMeTHaTa 00JacT. ABTOPBHT pasriiekia BHUIOBETE IaHHH,
CBIIIHOCTTA HA TOJEMHUTE JaHHH, CUCTEMUTE M TMOAXOAWTE 3a 00paboTKa Ha
rojgemu gaHHW. Ha Ga3a Ha cuctema OT 6 KpUTEpUs € HallpaBeHO CpaBHEHHE
MEXIy YETHUPHUTE CpPeA 3a TOJEMH MaHHHW. B W3J0KeHHWETO Ha rjaBaTa Ha
CJIeJIBAII] €Tall Ce Pa3riIeKIaT MPUIIOKEHHITa Ha 3KycTBeHus nuTenekt (MN) B
o0JlacTTa Ha CUTYPHOCTTA, KaTO Ca W3BEJACHU IPUHITUITN U METOIN, TPUIIOKUMHU
3a OCHTypsSBaHE I10-BUCOKO HHBO Ha CHUTYPHOCT B OpraHH3AIWHTE.
[IpeacTaBeHn ca TPUHOWNATE W TMOAXOAUTE 3a  yIpaBIeHHWE HaA
MHPOPMAITMOHHATA CUTYPHOCT C aKIEHT BBHPXY CHCTEMHUTE 3a CHUTYPHOCT B
cpemara Ha rojemMu fAaHHU. C oryen oOxBamiaHe Ha PA3IMYHATE ACIICKTH Ha
CUTYPHOCTTA W TapaHTHpaHE Ha 3allUTaTra Ha CHCTEMaTa Ha pa3IndHH HUBA ca
MPEJICTAaBEHN BB3MOKHOCTUTE Ha OINEpPaTHBEH IEHTHP 3a HH(POpPMAIMOHHA
curypaoct (OLIHC).

Bropa rmaBa, o603HaueHa KaTo TOYKa 3, € TOCBETEHA HA TTPOCKTUPAHETO
Ha TIPUHIAIIA M METOAM 3a IMPOCKTHpaHE Ha apXWTEKTypa Ha OICpaTHUBEH
IEHTBP 3a WH(pOpMaAIMOHHA CUTYPHOCT. [IBpBO ca pasriegaHu MPUHITUIUTE U
meronute 3a mnpoektupaHe Ha OIIUC, crnen ToBa € HampaBeH 0030p Ha
MOKOJICHUATA apXUTCKTypH 3a OINEPAaTHBHH IIGHTPOBE, IIOCOYCHH ca
NPEIU3BUKATEIICTBATA TIPEJ TAX M IPOCKTHPAHETO HA TIETO IOKOJICHUE
IIEHTPOBE KaTO BB3MOYKHOCT 3a TIPEOI0JIIBAaHETO M. V3JI0KEHH ca aKTyaTHUTE
NPUHIMIY 32 U3rpaXkIaHe Ha [EHTPOBE U HIKOHW OT KOHTPOJIMUTE Ha CTaHIapTa
ISO 27001, moxxomsiimm 3a BHEApsIBaHE B Te3W IieHTpoBe. Ha cieamamy etan B
rjlaBata ce Ipejjiara MeToJ 3a MPOSKTUPAHEe Ha apXHWTEKTypa Ha IICHTPOBE 3a
CUTYPHOCT C Mmpu HU8a Ha HeuHomo ynpasieHue. IIbpBOTO HUBO ce Oa3upa Ha
aJIaNTHBHA CUTYPHOCT W MHTEJIMTEHTHA 00pa0OTKa, BTOPOTO aKIICHTHPA BBPXY
ocWrypsiBaHe Ha BbTpemHa curypHoct B Hadoop cpema wu  pasriexna
copTyepHata Ow3HEC CHUTYpHOCT, (OKycHpaHa BBPXY CHUTYpPHOCTTAa Ha
pa3paboTKkaTa W BHeApsBaHETO Ha codTryep. TpeToTo HUBO M3MOJ3Ba Security
information and event management cuctema, KOSITO OCUTYpsiBA MOHUTOPHHT H



aHaJIM3 B peaJlHO BpeMe Ha ChOUTHS, CBbp3aHU ChC cUrypHocTTa. Hamupam 3a
MHOIO TII0JI€3HA MpEUIOKEHATa apXUTEKTypa 3a aJalTUBHA CUTYPHOCT C
HEHWHUTE KOMIIOHEHTH, MOIXO/IA1Ia 32 IPUIOKEHUE B CUCTEMA C TOJIEMU JIaHHH.

B Ttpera rmaBa (mmm Touka 4.) ce mpeanpueMa IOTBBPXKIaBaHE Ha
IpeaJIoKEeHHsI METOJ] Upe3 HeroBaTa Bepudukanus. B To3u mpoiec ce moa3Bat
peauia oT NPeyIoKEHUTE UHCTPYMEHTH 3a MOCTUTaHE HA MO-BUCOKO HUBO Ha
CUTYPHOCT.

[TpaBu mMHOTO J0OpO BIICUaTIICHWE, Y€ B Kpas Ha BCsKa TiaBa (BTOpa,
TpeTa U YeTBbPTA TOUKA) IPUCHCTBAT U3BOIU, KOUTO 0000IaBAT MOCTUTHATOTO
B [JIaBaTa.

Karo 0600mieHre Ha JAOCTHXKEHUSATA B JIMUCEPTAIMOHHUS TPy Mora Ja
1I0coyYa, 4e TOM € cieABal NOCTABEHUTE 3a/1a4yd U CbOTBETHO YCIENIHO MOCTUTA
3QJI0’KEHATA 11€J1 HA HAYYHOTO U3CJICIBAHE.

4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJI0KHHU MPUHOCH

B cnpaBkaTta ¢ Hay4HHTE W HAYYHO-TIPHJIOKHH TMPUHOCH HA JTOKTOPAHT
HNBona BenkoBa mpuchCTBAaT LIECT MPUHOCA, KOUTO KaTO LSJIO MOKPUBAT
MOCTUTHATUTE TEOPETUYHH U MPAKTUIECKH PE3yNATaTH B IUCEPTALIMOHHUS TPY/I.
[Ipuemam 1 3a peanHo nocturHatd. [IpaBu BreuaTiieHue, 4e B MOCJEIHUS
IIPUHOC C€ TBBPAU, Y€ € PEATU3NpPaH ,IPOTOTHN C TNPWIAraHe Ha
texHosoruute NiFi, Micro Focus IDOL u Apache Hadoop. ToBa ce pazmunaBa
C mpujlaraHaTa TEPMHUHOJIOTHSI B YETBBPTA TOYKA, KBAETO HE C€ TOBOPH 3a
OPOTOTHUII, a C€ M3MOJ3Ba TEPMUHBT ,,Bepuduuupane”. bu morno Tosa aa ce
yHUbULHpA.

Karo nsno naBaM MonoXHUTENHA OLIEHKAa Ha IMOCTUTHATUTE IPHUHOCH.
CuuraM, 4ye Te ca JOCTaThbYHO 3HAYMMHU 3a IMpeAMEeTHaTa o0JacT Ha
nucepranusaTa. [lpaBu 1o0po BrHeuaTiieHWe, Y€ B Kpas Ha TpyAa ca JaJCHU
HAacoOKM 3a Objema paboTa Mo TpyAa U HErOBOTO J0pa3pabOTBaHE, C KOETO
JIOKTOpaHT BenkoBa OTroBapsi Ha MOTEHLMATHU BBIIPOCH 332 HEHHUTE ObJCIIN

H3CJICAOBATCIICKU IIJIAHOBC KATO HAYUYCH pa6OTHI/IK.



5. Onenka Ha MyOJUKAIMUTE MO JUCEPTAIUATA

B cnuceka ¢ mpeacTaBeHuTe — MyOJMKAIMM [0 TeMara  Ha
JTUCEPTAlMOHHUS TPYJ Y4acTBaT YETUPU IMyOJMKAIIMM — €JHAa CaMOCTOsITeTHA
CTaTUsl Ha OBJITAPCKU €3WK, 3 JOKJIaJa Ha aHTJIMACKU €3WK OT MEXKIyHApOIHU
KOH(EpEeHIMH, JBa OT KOUTO Ca CaMOCTOSTEIHH. EauH Tpya e moj medyar.
[Tocouenute mnyOMuMKanuMu ca T[OCBETEHM HA BaXXHU  AaCleKTH  OT
JUcepTallMOHHUS Tpya. Karo KOJMMYeCTBO M KavyecTBO TE€ OTroBapsT Ha
M3UCKBaHusTa 3a npugoouBane Ha OHC ,,mokTop®.

6. Ouenka Ha aBTOpedepaTa

ABTopedepaTbT OTpa3siBa KOPEKTHO CTPYKTypaTa M ChABPKAHUETO Ha
OUCEpPTAllMOHHUA TpyA. PasmepbT My or 71 cTpanuum obade HaaBUIIaBa
CTaHIapTHUsI 00eM 3a aBTOpedepar, KOWTO TpsOBa MO-CUHTE3UPAHO Ja
MIPEACTABs TUCEPTALMOHHOTO U3CIIEABAHE.

7. KpurnuHu 0ejie’KKU, NPenopbKH U BLIIPOCH

[Ipennoxenara aucepTalus NMpUTEKaBa HY)KHUTE MOJIOKUTEITHU CTPAHU
KaTO CaMOCTOATEJICH HayueH Tpy.. Ts Joka3Ba CIOCOOHOCTUTE Ha JOKTOpaHTa
Jla U3BBPIIM HAy4YHO H3CJEJBaHE, CBBP3aHO ChC CHUTYPHOCTTa B cpeaaTta ¢
rojieMd JaHHU U TPOEKTUPAHETO Ha OIMEPATHBEH IIEHTHDP 3a yNpaBJieHUE Ha
nH(pOopMaIIMOHHATa CUTYPHOCT 3a CUCTEMHM C rosieMu JaHHH. [1o oTHOIeHne Ha
TpyJa MoraT Ja ObJaT OTHPAaBEHU U HAKOM OEJIeKKH, KOUTO HE HaMallsBaT
HETOBUTE JOCTOMHCTBA. [locOueHHMTE BBHB BBBEICHHETO TPHU XUIIOTE3U OH
CIEIBAJIO Ja MPEACTaBIsABAT YacT OT €IMHHA HAay4yHA T€3a Ha TpyJda, pa3BUTa
CIIOpe]l BIKIAHUSITA HA JIOKTOpAHTa B 3 OCHOBHU HAIIPaBJICHUA.

bux npenoppuana cbiio BMecTo ,,Ch3/1aBaHe HA Memood 3a NPOeKmupaHe
Ha (QyHKIMOHATHA apXUTEKTypa Ha OMEPATUBEH IEHTHP 32 CUTYPHOCT U CIIe]
TOBa MPUJIAraHEeTO Ha TO3U METOI, J1a C€ U3IO0J3Ba ,,PazpaboTBane Ha n00X00 3a
npoekmupaxe Ha ...“ ¥ BIIOCIEJICTBYE MpUIaraHe Ha TO3M MOJX0/, T.€. CUATaM,
4ye € MO-MOJAXOIAII0 J1a C€ M3MO0JI3Ba TEPMHUHA ,,IIOJXOA", KOWTO MO-TOYHO
OTroBapsi Ha MOCTUTHATOTO.

ITo oTHomieHMEe Ha CHHUCHbKA C U3TOYHUIIMTE TIpaBU BIICUATIICHUE

HaJMYUETO Ha TojisiMa KOJMYECTBO OHJIAMH HN3TOYHUIIH. CMSITaM, qc



HOIXOJAIIO /1a MPUCHCTBAT IOBEUE HAYYHM MYOJIMKALMU - CTATUH, JOKJIaH,
CTYIUH U T.H., BKJI. OT HAyKOMETPUYHHUTE Oa3u OT JaHHHU kato SCOpus u WOS.
OcBeH TOBa OINMCAaHMETO HA HAKOW W3TOYHMIM € HENBJIHO, JIMIICBAT BAaYKHU
3abJDKUTEHN aTpuOyTH. Karo mpumep morar na ce mocodat u3ToYHHNHN [3],
[20] u mp.

bux mpenoppyaia JOKTOPAHTHT Ja WHHULIMHPA ChbBMECTHH IyOJIMKALUU
3a€JTHO ChC CBOS HayuyeH pbKoBoaUTEN Npod. 1-p Jltoden bosHoB.

Bosnpocn

B T1pyna ce usnomsBaT NOHATHATA ,,MH()OPMALIMOHHA CUTYPHOCT H
,knoepcurypHoct. B pa3Oupanusita Ha aBTOpa UMa JIM PA3IUKA MEXKIY TAX
WJIN T€ MOraT Jla Ce U3MO0J3BAT KaTO B3aUMO3aMEHsIEMU ?

8. 3akiaouenue

Hucepraumonnussit  Tpyn Ha  MBoHa  BenkoBa — mpencTaBiisiBa
CaMOCTOSITEJIHO  HAy4yHO  HM3CJIeBaHE, KOETO  JEMOHCTpUpa  HeWHara
3a1ba00YeHa TEOpEeTUYHA MOJATOTOBKAa B IpeceyHaTa OOJacT Ha TOJEMUTE
JAHHU U cUrypHOCTTa. ChIIEBPEMEHHO TOM IIPUTEXKABA U CHIIECTBEHN HAYYHO-
MIPAKTUYECKA NMPUHOCH. J(McepramusaTa OTroBaps Ha M3MCKBAaHUATA Ha 3aKOHA
3a pa3BUTHE Ha aKaJeMUYHMUS CbCTaB B buarapus, IIpaBunHuka 3a HEroBOTO
npunarane u [Ipasuinnka Ha YHCC 3a npunarasero my.

IlocoueHOTO MM JaBa OCHOBAaHME Ja HalpaBs [PELJIOKEHUE HaA
YBa)KaBAaHOTO HAYYHO KYpHU Ja NPHUCHIM 0Opa3oBaTeNHATA MU HAy4yHA CTENEH
,»JOKTOp® 110 Hay4YHa CIIEUUAIHOCT ,, I [priiokeHne Ha U3YUCIUTEIHATAa TEXHUKA
B NKOHOMHUKATa*“ Ha JOKTOpaHT MiBoHa Benkosa.

26.05.2023 1. | B 6)1100; (U
rp. Bapna (pod. n-p Cussust [lapyrieBa)
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1. Information about the PHD student

PHD student Ivona Velkova was trained in a doctoral program at the
Department of “Information Technologies and Communications” of the UNWE
in the scientific specialty “Application of computing technology in the
economy” according to the Order of the Vice Rector for Research of the UNWE
No. 966/30.04.2020. The training was carried out in regular form during the
period from 27.04.2020 to 27.04.2023 with the scientific supervisor of the
doctoral student Prof. Dr. Lyuben Boyanov. The procedure for the defense of



the dissertation was disclosed by the decision of the Department of Information
Technologies and Communications (Protocol No. 9/30.03.2023) and the
decision of the Faculty Council of the Faculty of Applied Informatics and
Statistics (Protocol No. 2 /03.04.2023 ).

Ivona Velkova was born in Vratsa. She completed her bachelor's and
master's degrees at the University of National and World Economy in 2018 and
2019, respectively. After her graduation, she worked at the “Rose Veri” EOOD
accounting firm as an operational accountant, and currently holds the position
of “software designer” at UNWE and deals with software development and
specifically with the creation of web applications, support of university systems
and staff training.

As a full-time PHD student, Ivona Velkova has successfully completed
the tasks of her individual plan. In the first year, she passed a total of five
exams - three of the exams for the professional direction and two for the
scientific specialty, as well as one at the beginning of the third year. During the
second and third years, she worked at a good pace on the research work related
to the preparation of the dissertation and publications related to it: four reports
(three published and one expected to be published) and one article. It makes an
excellent impression that PHD student Velkova managed to fit in the terms of
the doctoral studies, as at the end of March or 1 month before the end of her
term, the departmental council of the “Information Technologies and
Communications” department revealed a procedure for her defense.

2. General characteristics of the presented dissertation work

Ivona Velkova's dissertation has a total volume of 170 pages and includes
an introduction (marked as section 1), three chapters (respectively sections 2., 3.
and 4.), a conclusion (section 5.), a list of scientific and applied contributions,
list of publications on the topic of the work, directions for future work, list of
literature sources, list of figures and tables, and list of used terms and
abbreviations. The presented work and its structure correspond to the
requirements for this kind of publication.

In my opinion, the topic of the dissertation is extremely relevant because
it combines two top trends in the development of information technologies in



recent years - the issues related to the significantly increased volume of data
generated from various sources and information security and data threats.

As the object of research in the dissertation, the principles, and methods
for the design of an operation center for security management in big data
systems are specified, and as its subject, the derivation of “a method for
building a new type of operation center for security management based on
artificial intelligence (Al) processing of unstructured data, big data systems and
Security information and event management (SIEM) integrated into a common
architecture”. The purpose of the dissertation is to propose principles and
methods for the design and construction of an information security management
operations center for systems operating with big data. To fulfill the goal, quite
several tasks are set - nine in total, some of which | believe would be
appropriate to combine.

The dissertation does not formulate a main thesis, but three main working
hypotheses related to: creating a model for designing an operational center for
managing different levels of information security for big data systems and the
extraction of data from heterogeneous sources; effective integration of various
technologies and systems for working with big data; a multi-layered
architecture with different approaches to providing security.

The bibliography includes 119 sources, including 67 Internet addresses,
which shows that the doctoral student referred mainly to up-to-date sources in
the online environment.

3. Evaluation of the obtained scientific and scientific-applied results

The following can be attributed to the achieved results in the dissertation
work:

In the first chapter (marked as section 2) the scientific research of the
subject area is presented. The author examines the types of data, the nature of
big data, systems, and approaches for processing big data. Based on a system of
6 criteria, a comparison is made between the four big data environments. The
presentation of the next stage of the chapter examines the applications of
artificial intelligence (Al) in the field of security, and the principles and
methods applicable to ensure a higher level of security in organizations are



derived. Information security management principles and approaches are
presented with an emphasis on security systems in big data environments. With
a view to covering the various aspects of security and guaranteeing the
protection of the system at various levels, the capabilities of an operational
information security center (OISC) are presented.

A second chapter, designated as section 3, is devoted to the design
principles and methods of designing an information security operations center
architecture. First, the principles and methods for the design of OISC are
examined, then an overview of the generations of operating center architectures
Is made, the challenges facing them and the design of fifth generation centers as
an opportunity to overcome them are indicated. Current principles for building
centers and some of the controls of the ISO 27001 standard suitable for
implementation in these centers are presented. At the next stage, the chapter
proposes a method for designing a security center architecture with three levels
of its management. The first level is based on adaptive security and intelligent
processing, the second focuses on providing internal security in a Hadoop
environment and considers software business security, focused on the security
of software development and deployment. The third level uses a Security
information and event management system that provides real-time monitoring
and analysis of security-related events. I find very useful the proposed adaptive
security architecture with its components suitable for application in a big data
system.

In the third chapter (or section 4.), confirmation of the proposed method
Is undertaken through its verification. In this process, a number of the proposed
tools are used to achieve a higher level of security.

It makes a very good impression that at the end of each chapter (second,
third and fourth sections) there are conclusions that summarize what has been
achieved in the chapter.

As a summary of the achievements in the dissertation work, | can point
out that it followed the set tasks and accordingly successfully achieved the set
goal of the scientific research.



4. Evaluation of scientific and scientific-applied contributions

In the list of scientific and scientific-applied contributions of doctoral
student Ivona Velkova, there are six contributions, which generally cover the
theoretical and practical results achieved in the dissertation work. | accept them
as actually achieved. Notably, the latest contribution claims to have
implemented a ,,prototype* using NiFi, Micro Focus IDOL and Apache Hadoop
technologies. This diverges from the terminology used in the fourth point,
which does not speak of a prototype, but uses the term "verification”. This
could be unified.

In general, | give a positive assessment of the contributions achieved. |
believe that they are sufficiently relevant to the subject area of the dissertation.
It makes a good impression that at the end of the paper, guidelines are given for
future work on the paper and its further development, with which doctoral
student Velkova answers potential questions about her future research plans as a
researcher.

5. Evaluation of dissertation publications

The list of presented publications on the topic of the dissertation includes
four publications - one independent article in Bulgarian, 3 reports in English
from international conferences, two of which are independent. A paper is in
print. The mentioned publications are devoted to important aspects of the
dissertation work. In terms of quantity and quality, they meet the requirements
for obtaining the educational and scientific degree ,,Doctor*.

6. Evaluation of the abstract

The abstract correctly reflects the structure and content of the dissertation
work. However, its size of 71 pages exceeds the standard volume for an
abstract, which should present the dissertation research in a more synthesized
way.

7. Critical notes, recommendations, and questions
The proposed dissertation has the necessary positive aspects as an
independent scientific work. It demonstrates the doctoral student's abilities to



conduct scientific research related to security in a big data environment and the
design of an information security management operations center for big data
systems. Regarding the work, some remarks can be made that do not detract
from its merits. The three hypotheses mentioned in the introduction should
represent part of a single scientific thesis of the work, developed according to
the views of the doctoral student in 3 main directions.

| would also recommend that instead of “Establish a method to design a
functional security operations center architecture” and then implement that
method, use “Develop an approach to design ...” and then implement that
approach, i.e. | believe it is more appropriate to use the term “approach” which
more accurately corresponds to what has been achieved.

Regarding the list of sources, the presence of many online sources is
striking. | think it is appropriate to present more scientific publications -
articles, reports, studies, etc., incl. from scientometric databases such as Scopus
and Web of Science. In addition, the description of some sources is incomplete,
missing important mandatory attributes. As an example, sources [3], [20], etc.
can be mentioned.

| would recommend that the doctoral student initiates joint publications
together with his supervisor Prof. Dr. Lyuben Boyanov.

Questions

The dissertation uses the terms “information security” and “cyber
security”. In the author's understanding, are there differences between them, or
can they be used interchangeably?

8. Conclusion

Ivona Velkova's dissertation is an independent scientific study that
demonstrates her in-depth theoretical training in the intersection of big data and
security. At the same time, he also has significant scientific and practical
contributions. It meets the requirements of the Law on the Development of the
Academic Staff in Bulgaria, the Regulations for its Implementation and the
UNWE Regulations for its Implementation.



The above gives me the reason to make a proposal to the respected
scientific jury to award the educational and scientific degree “Doctor” in the
scientific specialty “Application of computing technology in the economy” to
doctoral student Ivona Velkova.

26.05.2023 Signature: ...
Varna (Prof. Dr. Silvia Parusheva)
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