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Hayuna cneyuannocm ,, Ilpunodscenue na usduciumenHama mexHuxka 6
uxonomuxama "

OTHOCHO: JuCepTallMOHEH TPY] 3a MPUCHKIaHE Ha 00pa30BaTeIHA U HAy4YHA
CTEIEH  ,JAOKTOpP* 1O 05.02.08  , Ilpunosxcenue  Ha
uszuucaumennama mexnuxka 6 uxkoHomuxkama“ 8 YHCC.

ABTOp Ha TMCEPTALIMOHHUS TPY/I: HNeona Ilinamenosa Beskosa

Tema Ha nucepranmoHHus Tpya:  “‘Ilpunyunu u memoou 3a npoekmupane Ha
onepamusern YeHmvp 3a YHpasieHue Ha
UHGOPpMAYUOHHA CUSYPHOCT 3A CUCEMU C
eonemu OanHu”

OcHnoeanue 3a npeaACTaBsAHC Ha CTAHOBUIICTO: YH4aCTHC B CbCTaBa HAa HAYUYHOTO

Kypu TIO 3allluTa Ha JHCEPTAllMOHHUA TpyA cbriacHo 3amoBen Ne
973/06.04.2023 r. Ha Pextopa nHa YHCC.

1. NUndopmanus 3a 1ucepTanTa

JucepranThT ce € oOyuyaBall 1O JOKTOpCKa IMporpama KbM KaTenapa
LS2AHbopmarmonan TexHojorun W KomyHukamuu®“ Ha YHCC mo nHayyHa
cneruaiHoct L, IlpunokeHne Ha M3YUCIUTENIHATa TEXHMKA B HMKOHOMHKaTa*
cbritacHo 3amoBen Ha Pekropa Ha YHCC Ne 966/30.04.2020 1. OOyueHuero ¢
OCBIIIECTBEHO B pesioBHA popma mpe3 nepuoaa ot 27.04.2020 r. qo 27.04.2023
T.

2. O0ma xapaKkTepuCcTHKA HA MPeACTABEHUS JUCEPTAIIMOHEH TPY/

[IpeacTaBenusT nucepTauMoHeH Tpya € B obem oT 169 crpanunm u ce
CbCTOM OT. BBBEACHHEC; TPHU TJIABU; 3aKIIOUEHHE, BKJIIOYBAINO HAYYHH U
HAYYHO-TIPWJIO)KHA TIPUHOCH, CHOUCBK ¢ TyOnWKamuy 1o TemaTa Ha
IUCEepTallMOHHUSA TPyHd, ObJemia padoTa 1 U3MOJI3BaHa JIUTEpaTypa; CIUCHK Ha
¢urypure; cnuchbk Ha TaOJMIUTE; U3MOI3BAHU ChbKpamleHus. HayuHust



npoOsieM € mpenactaBeH Ha 147 crtpanuiy, wioctpupan ¢ ¢ 43 durypu, a
JaHHUTE ca cucreMarusupanu B 1 Tabmnuma. bubnumorpadckara crpaBka
BKItouBa 119 nureparypHu M3TOUHUIM. JIMCEpTAIMOHHUAT TPY/l € TIPEICTaBeH
BBB BHJl U 00€M, ChOTBETCTBAIIlM HA M3WCKBAHUATA U KPUTEPUUTE 32 TAKHB THUII
pa3paboTKH.

W3non3BaHeTo Ha TOJIEMHU JAaHHU W CBbp3aHaTa C TAX CUTYPHOCT ca
aKTyasJeH HaydeH mpobiseM. Tasm akTyasHOCT € 1oOpe 000CHOBaHa OT aBTOpa
BBHB BBBEACHUETO HA JUCEPTAIMOHHUS TPY/I.

OOeKkThT, TPeAMEThT Ha M3CJICABAHETO M M3CJICAOBATEICKHUAT TPOOIeM
ca noope nepunupanu. C TAx ca cBbp3aHu popMynHrpaHaTa el ¥ MOCTAaBEHUTE
3amaqn. Berpeku rojgemust Opoli MOCTaBeHU 3a/1a4yM (JIEBET) MOXKE Jla CE OTYETE,
Ye T€ ca U3MBJIHEHU YCIEITHO.

N3cnenoBarencka Te3a He € JAeduHUpaHA, a € MPEJCTaBeHa 4pe3 TPHU
XUIOTE3U, KOWTO ca JOKa3aHW B HW3JIOKEHUETO. 3a IOCTUTaHe Ha IenTa u
peliaBaHe Ha M3CIEJAOBATEIICKUTE 3a/ladd Ha HAyYHOTO M3CJe/IBaHEe ca
U3IMOJI3BaHU PAa3HOOOpPA3HU TOJAXOJM U METOAM KaTo, CUCTEMEH aHalu3 |
CUHTE3, CPAaBHUTEJICH aHaju3, aHaJOTUs, CUCTeMaTH3alus, MPOTOTUIIMpAHE U
ap. N3noxenneTo nma 100pa Jorudecka mocie10BaTeTHOCT.

W3non3BanuTe JUTEpaTypHH WM3TOYHHIIM Ca KOPEKTHO IIUTHUPaHHU.
[IpoBepkaTa 3a TUTArMAaTCTBO Ha JAWCEPTAllMOHHUS TpPyJ C Iporpamara
StrikePlgiarizm.com, u3BbpmieHa Ha 5.9.2023 r. moka3Ba U3KIIOYUTEITHO HUCKA
MTOBTOPSIEMOCT MPH CPAaBHEHUETO ¢ JOKYMEHTH OT 0a3ara JaHHHU.

3. OuneHka Ha MOJIyYeHUTe HAYYHU U HAYYHO-TIPUJI0KHH Pe3yJITaTH

JlokTOopaHTKaTa mpeyiara MeTo/l 3a MPOSKTHPAHE HA ONIEPATUBEH IIEHTHP
3a uHpopmanmonHa curyproct (OL[MC), koiTto BKJIHOYBa TPH HHBa Ha
yOpaBJICHWE W TpWiara MPUHIUIKA U METOJIM TUIUYHHU 3a MHPOpMaIMOHHATA
CUTYPHOCT ¥ KHOEPCUTYpHOCTTa, KakTo U KoHTpoiu oT ISO 27001. ITspBoTO
HUBO BKJIIOYBA aJIalITUBHA CUTYPHOCT M HHTEIUTCHTHa 00pabOTKa, BTOPOTO
ocUrypsiBa BbTpeIllHa cUrypHOcT B cpenata Hadoop u ce ¢okycupa Bbpxy
CUTYpPHOCTTA Ha coTyepHUs OM3HEC, a TPETOTO HMBO u3noia3Ba SIEM cucrema
3a HaOJIOZICHNWE U aHAJIN3 Ha CHOUTHS 32 CUTYPHOCT B peaniHo Bpeme. C ToBa T4
MIOCTHTA IIEJITa HAa TUCEPTAITMOHHMS TPY — Aa ObJIAT MPEIIOKCHN TPHHIUITN U
METOJM 3a TMPOCKTUpPAaHE W M3rpaKJaHE Ha OINEpPaTUBCH IICHTHP, KOWTO Ja
yrIpapisiBa HHQOpMAIMOHHATA CUTYPHOCT, 32 CHCTEMH, ONEPUPAIIN C TOJIEMHU
JaHHHU,

Peanusupan e mpoTOTHN, M3rPajicH ¢ TEXHOJOTUUTE Ha TPEJIoKeHaTa
apxutektypa. [Iporotunbt cBbp3Ba Texnonoruute NiFi, Micro Focus IDOL u
Apache Hadoop u e TecTBaH ¢ 1aHHU OT COIMAITHU MEJIUU, BUJIEO TIOTOK, TAaHHU
oT yebcaiiToBe u Jior (aitsiose.



4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJI0KHHM PHUHOCH
[IpuemaM BCHYKM MOCOYEHH OT aBTOpa HAYYHU M MPHUIIOKHU MPUHOCH.
Karo Haii-3HauuMu OT TSIX, MOXKE Jla C€ TocoYaT CIICTHUTE!

e JlebuHupan e METOJ 3a MPOEKTUpPAHE WU Ch3JaBaHE Ha (DYHKIIMOHAIHA
apxutekrypa Ha OLIUC. Ilpemnoxenata apxuTekTypa € ¢ TpU HUBA Ha
yYIpaBJI€HUE HA CUTYPHOCT, 0OXBalllallld MPEKOBO HMUBO HAa CUTYPHOCT,
mpolec Mo W3BIMYaHe U 00paboTka Ha JaHHM, YIOCTOBEpsBaHE Ha
BBHTPEIIHO-0a3upaHa CUTYPHOCT B cpejia 3a TOJIeMU JaHHU
U aHAJIU3 Ha MOJyYEHUTE PE3YITATH.

e Peanusupan e mpoTOTHUI, U3rPaJIeH ¢ TEXHOJOTUUTE Ha MpeasioKeHaTa
apxXuTeKTypa ¢ ILeJ  oOXBallaHe Ha  BCHUYKM  HEOOXOAUMHU
¢ynkuronanHoctu. IIporotunsTt cBbp3Ba TexHonoruute NiFi, Micro
Focus IDOL u Apache Hadoop u € TecTBaH C JaHHU OT COLMAIHU
MeJIUM, BUCO MOTOK, TJAaHHU OT yeOcalToBe U JoT (paitiose.
HampaBeHute nmpuHOCHM MMAT 3HAYEHUE 3a TEOPUATA M IMpaKTUKaTa Ha

YIPaBJICHUETO HA MH(OPMAIMOHHATA CUTYPHOCT B CUCTEMU C TOJIEMU JaHHH.

5. OuneHka Ha My0JMKALMHUTE M0 AUCEPTAIUATA

ABTOpPBT € MpeNCTaBUIl YETUPHU MyOJMKallMK, CBbpP3aHM C TemaTa Ha
JUCEPTAIIMOHHUS TPy — €IHA CTAaTUs U TPH JOKJIaJla Ha HayYHU KOH(pEPEHIUH.
Tpu OT TAX ca Ha AHIIMICKU €3UK. EAMHUAT OT NOKJIAJIWTE € M3HECEH Ha
KoH(epeH1us B uy>KOnHa.

6. Ouenka Ha aBTopedepara
ABTOpedepaThT OTroBapss Ha HW3UCKBAaHUATA M TOYHO OTpassiBa
CBhABPKAHUETO HA JUCEPTAIMOHHUS TPY/I.

/. KputuuHu 0eJie:KKH, IPeNnopbKH U BHIIPOCH
Bbnpeku Oe3crnopHHTE KayecTBa HAa JAMCEPTALMOHHUS TPYJ, Mora Ja
HaIpaBs CIEAHUTE MPENOPbKU:

e ABTOopedepaThT NpeBHIIaBa MpenopbuuTenHus odem. Toil mMoxke 1o
CUHTE3UPAHO U MO-HAKPATKO Ja NPEICTaBU JUCEPTALUOHHMS TPY;

e Peanu3upaHusaT NOPOTOTUN, M3TPAJEH C  TEXHOJOTMUTE  Ha
IOpeayio’KeHaTa apXuTeKTypa cieiBa Ja ObAe MO-NoJpoOHO OMUCAH B
raBa 2. ,,CUTypHOCT B CpeJaTra Ha TOJEMHUTE JaHHU U OIEPATUBEH
LHEHTHD 3a CUTYPHOCT®. B mucepTauMOHHHS TpYyA PEaTu3HpPAHUAT
IPOTOTHII CAMO € CIIOMEHAT B MpUHOC Ne 6.

KbM aBTOpa Ha AucepTallMOHHUS TPy UMaM JBa BBIIPOCA.



. Ha d¢ur. 13 ca mnpeacraBeHHM U3MNOI3BAHUTE TEXHOJIOTUU TMPHU
paznuunute HUBa Ha OLIMC. KakTo nmocouBa aBropa, Ha OLIUC e BaxHO na ce
MOCTUTHE MHTETpalusi Ha YChBBPIICHCTBAHU MHCTPYMEHTH 3a yIpPABJIICHHE Ha
curypHoctrta, karo peuienusi 3a SIEM, QRadar u MicroFocus IDOL. Kak ce
peraBa MHTErpanyaTa Ha Te3WM WHCTPYMEHTH W BB3MOJKHO JIA € J]a Bh3HUKHAT
PHUCKOBE B Ta3W Hacoka 3a pyHkunonupaneto na OLIUC?

2. Bp3MoxHU 11 ca mpo0eMu ¢ MamaOupaHeTo W MPOU3BOAUTEIIHOCTTA
Ha ONEPAaTUBHUA WEHTHP 3a CHUTYpHOCT, Koraro ImaTtdopmara o0OpaboTBa
rojieMd 00eMH OT JaHHH, TPEABHUI OOCTOSATEICTBOTO, 4Ye 0oOpaboTkara Ha
rojieMd JaHHW W H3MOJ3BAHETO Ha W3KYCTBEH HWHTEJIEKT 3a Ta3u Iel ca
pECYypCOeMKH JIEHHOCTHU?

8. 3akiouenue

Ha 6a3a ropensnokeHOTO, cYUTaM 4e JTUCEPTALMOHHUAT TPy Ha IBoHa
IInamenoBa BenkoBa npencTaBiisgBa CaMOCTOATEIHO M3CJIEABAHE 110 AKTyaJIeH U
3HAYMM TIpoOjieM, KakTO 3a TeopusATa, Taka M 3a TpaKTUKa Ha
UH()OPMAIIMOHHUTE TEXHOJOTUU. TPYyIbT ChIbpkKa HEOOXOJAMMHUTE HAYUYHH M
Hay4YHO-TIPUJIOKHU MPUHOCHU U OTTOBApsi HA BCUYKW U3UCKBAHUS U KPUTEPUH 32
MPUCHKIAHE Ha 00pa3oBaTelIHATa U HAy4YHA CTeneH ,,JlokTop”.

Bcuuko ToBa MU JaBa OCHOBAHME /1a JaM MOJ0KUTENIHA OlleHKa ,,J1a* 3a
MPUCHXKIAHE Ha oOpa3oBaTeliHaTa M Hay4dHa CTENeH ,,JIOKTOp~ MO0 Hay4yHa
CIeuanHocT ,,I[punokeHne Ha U3YMCIUTEIHATA TEXHUKA B MKOHOMHUKATa™ HA
HBona IInamenoBa Benkosa.

18.05.2023 . Hommuc: ...oovvvveieii i
CBHUIII0B



UNIVERSITY OF NATIONAL AND WORLD ECONOMY

OPINION

By: Assoc. prof. Veselin Dimitrov Popov, PhD,
Department of Business Informatics; D. A. Tsenov Academy of
Economics — Svishtov,
professional field 05.02.08 ,,Application of Computing in Economics*

About: dissertation for awarding the educational and scientific degree
»doctor“ in a professional field 05.02.08 ,,Application of
Computing in Economics* at UNWE.

Author of the dissertation: Ivona Plamenova Velkova

Topic of the dissertation: “Principles and methods for designing an
operational centre for managing information
security for big data systems “

Grounds for writing the opinion: participation in the scientific jury for the
defence of the dissertation according to Order No. 973/06.04.2023 r. of the
Deputy Rector for Research and Development of the UNWE.

1. Information about the PhD student

The PhD student was trained in a doctoral program at the Department of
"Information Technologies and Communications” of the UNWE, professional
direction 3.8 Economics, doctoral program "Application of computing
technology in the economy”, according to Order of the Rector of the UNWE
No. 966/30.04.2020 r. The training was carried out in regular form during the
period from 27.04.2020 to 27.04.2023.

2. General description of the presented dissertation

The presented dissertation is 169 pages long and consists of:
introduction; three heads; conclusion, including scientific and scientific-applied
contributions, a list of publications on the topic of the dissertation work, future
work and literature used; list of figures; list of tables; abbreviations used. The
scientific problem is presented on 147 pages, illustrated with 43 figures, and the
data is systematized in 1 table. The bibliographic reference includes 119 literary



sources. The dissertation is presented in a form and volume corresponding to
the requirements and criteria for this type of development.

The use of big data and the security associated with it is a current
scientific problem. This relevance is well justified by the author in the
introduction of the dissertation.

The object, the subject of the study and the research problem are well
defined. The formulated goal and set tasks are related to them. Despite the large
number of defined tasks (nine), it can be said that they were successfully
completed.

A research thesis is not defined, but is presented through three
hypotheses, which are proven in the exposition. To achieve the goal and solve
the research tasks of the scientific study, various approaches and methods were
used, such as, system analysis and synthesis, comparative analysis, analogy,
systematization, prototyping, etc. The exposition has a good logical sequence.

The used literary sources are correctly cited. Dissertation plagiarism
check with StrikePlgiarizm.com program performed on 5.9.2023 shows
extremely low repeatability when compared to database documents.

3. Evaluation of the obtained scientific and scientific-applied results

The PhD student proposes a method for designing an information
security operations centre (OCIS) that includes three levels of management and
applies principles and methods typical of information security and cyber
security, as well as controls from ISO 27001. The first level includes adaptive
security and intelligent processing, the second provides internal security in the
Hadoop environment and focuses on software business security, and the third
level uses a SIEM system to monitor and analyse real-time security events.
With this, the author achieves the goal of the dissertation - to propose principles
and methods for designing and building an operations centre to manage
information security for systems operating with big data.

A prototype built with the technologies of the proposed architecture has
been implemented. The prototype combines NiFi, Micro Focus IDOL and
Apache Hadoop technologies and has been tested with social media data, video
stream, website data and log files.

4. Evaluation of obtained scientific and scientific-applied
contributions
| accept all scientific and applied contributions indicated by the author.
As the most significant of them, the following can be mentioned:
e A method for designing and creating a functional architecture of the
OCIS is defined. The proposed architecture has three levels of security



management, covering network level security, data extraction and
processing process, authentication of internal-based security in big data
environment and analysis of the obtained results.

e A prototype was implemented, built with the technologies of the
proposed architecture in order to cover all the necessary functionalities.
The prototype combines NiFi, Micro Focus IDOL and Apache Hadoop
technologies and has been tested with social media data, video stream,
website data and log files.
These contributions have implications for the theory and practice of

information security management in big data systems.

5. Evaluation of the publications concerning the dissertation

The author has presented four publications related to the topic of the
dissertation - one article and three reports at scientific conferences. Three of
them are in English. One of the reports was presented at a conference abroad.

6. Evaluation of the abstract of the dissertation
The abstract meets the requirements and accurately reflects the content of
the dissertation.

7. Critical remarks, recommendations, and questions

Despite the undoubted qualities of the dissertation work, I can make the

following recommendations::

« The abstract exceeds the recommended volume. He can present the
thesis in a synthesized and more concise way;

« The realized prototype built with the technologies of the proposed
architecture should be described in more detail in Chapter 2. "Security
in the Big Data Environment and Security Operations Center". In the
dissertation, the realized prototype is only mentioned in contribution
No. 6.

| have two questions for the author of the dissertation.

1. In fig. 13 presents the technologies used at the different levels of
OCIS. As the author points out, achieving integration of advanced
security management tools such as SIEM solutions, QRadar, and
MicroFocus IDOL is important to OCIS. How is the integration of
these tools decided and is it possible for risks to arise in this direction
for the functioning of the OCIS?

2. Are security operations centre scaling and performance issues
possible when the platform processes large volumes of data, given



that processing big data and using artificial intelligence for this
purpose are resource-intensive activities?

8. Conclusion

Based on the above, | believe that the dissertation work of Ivona
Plamenova Velkova represents an independent study on a current and
significant problem, both for the theory and practice of information
technologies. The work contains scientific and scientific-applied contributions
and meets all the requirements and criteria for awarding the educational and
scientific degree "Doctor".

All this gives me the reason to give a positive rating "Yes" for awarding
the educational and scientific degree "doctor" in the scientific specialty
"Application of Computing in Economics™ to lvona Plamenova Velkova.

18.05.2023 r. Signature: ..o,
Svishtov



