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4.6. UudpopmaTuka 1 KOMIIOTHPHU HAYKH

OTHOCHO: JucepTallMOHEH TPYJ 3a MPHUCHXKJIaHE Ha 00pa3oBaTe/IHA U HAy4YHA
cTerneH ,A0KTop* 1o [1H 3.8 Ukonomuka B YHCC.

ABTOp Ha IUCEPTALMOHHHUS TPYA: NBona IInamenosa Benkosa

Tema Ha TUCepTallMOHHUS TPYA: [IprHIMIM 1 METOAM 3a MPOEKTUPAHE HA
OMEpaTMBEH LEHTHP 3@ YIpaBleHWEe Ha HWHPOPMALMOHHA
CUTYPHOCT 34 CUCTEMH C TOJIEMHU JAHHU

OcHosanue 3a INpCaACTaBAHC Ha CTAHOBHUIICTO: YHAaCTHUC B CbCTaBa HA HAYYHOTO

Kypu TI0 3allldTa Ha JUCEPTAIlMOHHUS TpyA CbriaacHo 3amoBen No
973/06.04.2023 na Pextopa na YHCC.

1. Undopmanus 3a q1ucepTanTa

HuceptanTbT ce € oOydaBaJl TIO JOKTOpPCKa Mporpama KbM
Nudpopmarnmonan TexHonmorud W KomyHukanuu/ @Daxynrer [IpumokHa
uHpopmatuka u cratuctuka Ha YHCC no 11H 3.8 Hkonomuka, nokropaHTCcKa
nporpama [lpunooicenue Ha UYUCTUMENHAMA MEXHUKA 6 UKOHOMUKAmMa
cbriacHo 3amnoBen Ha 3am.-pektopa mo HUJI ma YHCC Ne 966/30.04.2020.
OOy4eHneTo € OChIIEeCTBEHO B pefoBHa ¢opma mpe3 nepuoga 27.04.2020 -
27.04.2023.

2. O01ma xapakTepuCTUKA HA NPeCTABEHUS TUCEPTANUOHEH TPY

Temara Ha AHMcCEpTALIMOHHUS TPYJ € aKkTyajdHa. B MOMeHTa cbh37aBaHETO
Ha OTICPATHBHH IICHTPOBE 3a YIpaBJICHHE Ha WH(POpMAIMOHHATA CUTYPHOCT 3a
roJIEMH JIaHHU € BaKEH MPOIIEC, 3al0TO HUE TeHEPUPAME BCE MOBEYE TAHHU U €
BOXHO T¢ Ja Obaar 3ammureHd. [IpoekTupaHeTo Ha cUCTEMH TpsOBa 1a ObIe
CUT'YpPHO 110 AU3aliH.

[IpencraBeHUAT QUCEPTALMOHEH TPYJ € pa3noJioxkeH Ha 153 crpaHuiy,
pazneneHa B 3 riaBu: CUTYpHOCT B Cpela Ha roJe€MH JAaHHU W ONEpaTHUBEH



IEHTBP 3a CUT'YPHOCT, [IpoekTupaHe Ha apXUTEKTypa Ha OTMEPATUBCH LIEHTBD 32
uH(pOPMAIMOHHA CUTYPHOCT, [IpriaraHe Ha METO/a 3a ONEPATUBEH IICHTHP 3a
CUTYPHOCT C apXUTCKTYPHH PELICHHS.

[locoueHutre TpU TrJaBU NOKpUBAT aMOWMLMO3HHUTE 9 3agaun  Ha
JOKTOpaHTKaTa 3a TOCTUTaHe Ha OCHOBHATa Iiej. Beska riaBa 3aBbBpIBa C
U3BOJIH.

Pasrenanu ca 119 umsrounmka. He Moxke Ja ce oTyYeTe KOJIKO OT
M3I0JI3BaHUTE M3TOYHMIIA Ca OT MOCJCIHUTE TNET TOJWHH, 3aIll0TO Ha rojisaMma
9acT OT U30pOCHATA IUTepaTypa JHUIICBA TOAMHA Ha U3/IaBaHe. 3a ChKAJICHUE Ha
HaBCSKbBJC (UTrypupa aBTOp Ha myOJuKanusaTa. Ha HAKOM MecTa € CIIOKeH
nyoukyBamus [4, 15], Ho Ha npyrm mecra ro Hama [1,5,8, 16, 21-24 u 1.H.].
JlunicBatr ¥ roAMHUTE HAa W3J]aBaHE HA YacT OT MaTEpUAUTE, MMa U BPbB3KH,
KOHMTO HE BOIST KbM IPEACTaBCHUs Matepuai, Hanpumep [14]. Hanmpumep mpu
otBapsiHe Ha [39] sicHO ce BWXKIa aBTOpa M roJHWHATa Ha MyOJMKyBaHE, HO TE
nuncsat B Tekcta By Yustyna Velykholova, March 30, 2017.

3. OueHka Ha MOJyYeHUTe HAYYHH M HAYYHO-TIPUJIOKHH Pe3yaTaTH

[IpaBu n0Opo BreuyarieHUE MO3HABAHETO HA TEPMUHOJIOTHYHUS €3UK U
KOPEKTHOTO pa3JieJIeHue Ha CUTYPHOCTTa (u3nuecka, MHPOpMalMoHHa, Kubep
U T.H.

[IpeacTaBeHuTe OCHOBHHU  €JIE€MEHTH M (PYHKIMOHAJIHOCTH  Ha
OnepaTUBHUTE LIEHTPOBE 3a MH(GOPMAIIMOHHA CUTYPHOCT B 2.4 ca U3BJICUCHU OT
HacokuTe Ha EBporneiickata komucus U apyru u3rounuiu ot [73-88]. Ipeau na
Ce M3rpaaiu U NPUWIOKU Memooda 3a onepamuen YeHmwvp 3a CUSYPHOCHL C
apxumexkmypHu peuienus TiaBa 4 € 1o0pe aa ce MpeACcTaBAT BeYe Ch3JaJCHU
TakuBa  IIeHTpoBe. JleraiiiHata  uwHGOpManUsi CbC  CUTYPHOCT €
KOH(UIEeHIIMalIHA, HO KaTo mpuMmepHu Ouxa oboratuiu padorata. [Ipunaranero
Ha pa3MYHU THUIOBE pEIICHUS M chenudukara Ha MOPUIOKUMOCTTa Ha
aJanTHUBHA CUTYPHOCT, Ha PEIICHUs 3a UHTEIUMIeHTHa 00paboTKa Ha aHHU, Ha
BTOPO HHUBO OT (YyHKIHMOHATHATA apXUTEKTypa TMOKa3BaT pa3OMpaHeTo u
JTBJIIOOKOTO MPOYYBAHE HA JOKTOPAHTKATA.

Nnona BenkoBa mocraBsi Tpute cu paOOTHH XMIIOTE3W B HA4YaJIOTO Ha
JTUCEPTAIIMOHHUS TPyA W Hakpas oOpbllla BHUMAaHHE, Y€ T€ Ca JI0Ka3aHU
YCHELIHO.

JucepranoHHUAT TPy € wiocTpupad ¢ 43 wuzoOpaxkenus. [Ipu
[IpoekTupane Ha apXWTEKTypa Ha OMEPATUBEH IEHTHP 3a MHPOPMAIMOHHA
CUTYpHOCT Ou OuJio goOpe Ja MMa moBede pa3padOTKH Ha JOKTOpAHTKAaTa TYK
SCHO € oTimyeHa (urypa 15, HO cb31aBaHETO Ha MOBEYE BU3YAIHO MPEACTABAT
noao0psiBa pa3dupaHEToO HA MaTEePHUATA.



EnnncTBenara  mpunokeHa — tabmuma 3a CpasHenHue  medicoy
MeXHON0SUYHUmME CPpedU 3a 20jeMu OaHHU MOXKe 1a 0b/ie MyITUIUIUIpaHa IPU

CpaBHEHUE

Ha TCXHOJOIrMUTC W [pYyTu (1)aKTOpI/I, KOUTO JOKTOpaHTKaTa

npencrass B paborata cu. TaObIMYHOTO NMpEACTaBSIHE CHCTEMaTU3Wpa W J1aBa
0-0bp30 U MO-5ICHA KapTUHA.

4. OueHKa HA HAYYHUTE U HAYYHO-TIPUJI0KHHU PUHOCH
JlokTOopaHTKaTa € npejacTaBuia 6 Hay4YHO ¥ HAyYHO-TIPUJIOKHU MTPUHOCA.

1.

N3cnenBaHa € CBIOTHOCTTa W KOMIIOHGHTHATa CTPYKTypa Ha
,,OIIEPaTHBEH ICHTHP 3a CUTYPHOCT M € Ne(UHUPAHO aKTyaslHO
OTpe/ieNieHue M HEOOXOIMMHU EJIEeMEHTH, CHIPSMO CHhbBPEMEHHHUTE
yCIIOBUS 3a QYHKIIMOHUPAHE Ha TaKbB IIEHTHP B CpPe/la Ha roJieMHU
TaHHU.

[IpennoxkeHn ca KpUTEpUW 3a CpPaBHEHHWE Ha TEXHOJOTHH 3a
o0paboTKa Ha TOJIEMHU JIaHHHM, BBB Bpb3Ka C LEJIUTE Ha
pa3paboTKaTa MO OTHOIICHHWE HA CHOMPAHETO, OpraHHU3AIUATa U
ChXPAHCHHETO Ha HECTPYKTYypUPAHH TaHHH, C BB3MOXKHOCTH 3a
IpujiaraHe Ha CpeJICTBA 3a U3KYCTBEH MHTEJICKT.

W3Benenn ca OCHOBHM MPUHIMIIA U METOJIU 32 YIpaBICHUE Ha
OTEpPaTUBEH IEHTHP 32 MH(GOPMAIIMOHHA CUTYPHOCT, OOXBalaIllH
npotieca, GyHKIIMOHATHOCTUTE U HUBATA HA CUTYPHOCT.

3a mpoextupaneTo U m3rpaxaaHeto Ha OL[UC ca mpennoxxenu
aKTyaJIHHU MPUHIIUINN, HEOOXOAMMH 3a 0OXBalllaHe Ha crernuduKara
Ha yIpaBlieHUE HA CUTYPHOCTTA HA CUCTEMUTE, pabOTelH B cpea
Ha TOJIEMU JaHHH.

Jlepuaupan € MeToq 3a TMPOeKTHpaHe W Cbh3/aBaHe Ha
¢ynkuuonanHa apxutekrypa Ha OLUC. IIpennoxenara
apXUTeKTypa € C TpUM HHBA Ha YNpaBJICHHE Ha CHUTYPHOCT,
00XBaIIaly MPEXKOBO HUBO Ha CUTYPHOCT, MPOLIEC TIO W3BINYAHE
U 00pa0oTKa Ha JTaHHU, YJOCTOBEpSBaHE Ha BBHTPEIIHO-Oa3upaHa
CUTYPHOCT B Cpeja 3a ToJIeMH JaHHM W aHaJu3 Ha TOJyYCHUTE
pe3ynTaTH.

Peanusupan € mnpoToTHn, W3rpageH C TEXHOJIOTHMHTE Ha
MpeIOKeHaTa apXUTEKTypa ¢ Iell oOXBallaHe Ha BCHUYKH
HEO0OXO0IUMHU (GYHKIIMOHATHOCTH. [IpoToTHNBT CBBp3Ba
texnonorunte NiFi, Micro Focus IDOL u Apache Hadoop u e
TECTBaH C JaHHW OT COIMAIIHA MEIWH, BUICO MOTOK, JaHHU OT
yebcaiToBe u Jior (aitione



Cnopen MEH OCHOBHHAT W HAay4YHO-TIPWJIOKEH MPHUHOC € 2, KOHTO €
cnerupuyueH 3a oOpaboTkata Ha rojemMu naHHu. [lpuHocutre 4 M 6 Oux U
OKaueCTBUJIA KATO MPHUIIOKHHU.

5. Ouenka Ha NMyOJIUKALMHUTE MO IUCEPTALMSTA

[IpencraBeHuTe dYeTupu MyOIMKAIIMU, NPEACTaBAT pa3paboTkaTa Ha
Nnona BenkoBa rnmaBHO 1o riaBa 2. JloOpe Oum Oumino na myOnukKyBa U
U3BJICYCHUTE OT HEes OCOOCHOCTH Ha TPOCKTUPAHETO HA OIEPATUBHUTE
IICHTPOBE.

6. Ouenka Ha aBTopedepara

ABtopedeparbTr OM TpsOBamo Ja Obe CbKpaTeHa Bepcus Ha
aucepTaudoHHus Tpya. ToBa, koeTo Mu Oe mpeaoctaBeHo O6e 135 cTpanunu, a
nucepTauuoHHUAT Tpyd 170. Moxke Ou MMa HETOYHO MoaieH (aitn.

7. KpurnuHu 0ejie’KKU, NPenopPpbKU U BHIIPOCH

Kakro cnomenax B HauasoTro npenopbuBaMm Ha MBoHa Benkosa mo-
CTPUKTHO J1a IIUTUPA U3MOJI3BaHaTa JIuTepaTypa B ObJele KakTo B CIIUCHKA ChC
3arjJaBuATa Taka M 3a H300pakeHusiTa. BakHO € ja yBakaBaMme Tpyaa Ha
JIPYTUTE, OT KOUTO YepruM HHGOpMaIIHs.

JIokTOpaHnTKaTta MMa CMECEH HM3Ka3 TPETO JIMIE €IUHCTBEHO 4YHUCIO U
I'BPBO JIMIIE MHOKECTBEHO. ToBa ce HabJto/1aBa TJIaBHO B M3BOJIUTE Ha BCAKA
rJiaBa, HO € Jo0pe Jla ce mpuIbpka KbM €IWH U Jla Mo 4epTaBa 3acilyruTe CH ¢
BUNCOAHEMO HA OOKMOPAHMA UIU OOKMOPAHMBI ... ..

Hsamam nuunu Briedatnienus ot Mnona BenkoBa, HO B qucepTaiiuoHHus 1
TPYyA BWXKJAM M3rPAJICH YYEH, KOHUTO CE€ CTPEMHM Ja MNpPOy4Yd B JETAWIIHU
MMOCTABECHUTE 3a/1a4H.

8. 3akiouenue

HezaBucumo OT HampaBeHHUTE KPUTUYHH OENEKKH, Bb3 OCHOBA Ha TOPEH3JIOKEHOTO
ITOJIOKUTCITHO CTaHOBHIIIC, npenoquBaM Ha HayLIHOTO }KypI/I aa HpC}IHO)KI/I Ha
KOMITETEHTHHsI opraH mo u3bopa Ha Dakynrer [Ipunoxna nHpoOpMaTHKa M CTATHCTUKA HA
YHCC na npuckau Ha MBona IlnameHoBa BenkoBa oOpa3oBaTenHaTa M HaydHa CTEICH
,Jdoktop* B [TH 3.8 MkoHoMuKka, noKTOpaHTCKa rporpama [IpunoxeHne Ha U3YUCIUTETHATA
TCXHHUKA B UKOHOMUWKATAa

JlaTa / MscTo IMoamuc: .....c.ooovvvviiiiiinn....



UNIVERSITY OF NATIONAL AND WORLD ECONOMY

OPINION

By: Prof.Eugenia Petrova Kovatcheva, PhD;
University of Library Studies and Information Technologies;
4.6. Informatics and Computer Science

Subject: dissertation work for awarding the educational and scientific degree
PhD in 3.8 Economics at UNWE.

Author of the PhD thesis: lvona Plamenova Velkova
PhD Topic: Principles and Methods for Designing an Information Security
Management Operations Center for Big Data Systems

Reason for presenting the opinion: participation in the composition of the
scientific jury for the defense of the dissertation according to Order
No. 973/06.04.2023 of the Rector of the UNWE.

1. Information about the PhD student

The PhD student was trained in a doctoral program at Information
Technologies and Communications/ Faculty of Applied Informatics and
Statistics of UNWE under 3.8 Economics, a doctoral program Application of
computing technology in the economy according to the Order of the Deputy
Rector for Research and Development of UNSS No. 966/30.04.2020 . The
training was carried out in regular form during the period 27.04.2020 -
27.04.2023.

2. General characteristics of the presented PhD Thesis

The topic of the PhD thesis is a hot topic. Currently, the creation of
security operations centers for big data is an important process because we are
generating more and more data and it is important they are secure. It has to be
secure by design.

The presented dissertation is spread over 153 pages, divided into 3
chapters: Security in a Big Data Environment and Security Operations Center,
Designing an Information Security Operations Center Architecture, Applying
the Security Operations Center Method with Architectural Solutions.

The mentioned three chapters cover the ambitious 9 tasks of the doctoral
student to achieve the main goal. Each chapter ends with conclusions.



119 sources were reviewed. It is not possible to count how many of the
sources used are from the last five years because much of the literature listed is
missing a year of publication. Unfortunately, the author of the post appears
everywhere. In some places the publisher is included [4, 15], but in other places
it is not [1,5,8, 16, 21-24, etc.]. The years of publication of some of the
materials are also missing, there are also links that do not lead to the presented
material, for example [14]. For example, when opening [39] the author and the
year of publication are clearly visible, but they are missing in the text By
Yustyna Velykholova, March 30, 2017.

3. Evaluation of the obtained scientific and scientific-applied results

Knowledge of terminology and the correct division of security into
physical, informational, cyber, etc. makes a good impression.

The main elements and functionalities of Information Security
Operations Centers presented in 2.4 are derived from European Commission
guidelines and other sources from [73-88]. Before building and implementing
the Security Operations Center Method with Architectural Solutions Chapter 4,
it is good to present already established such centers. Detailed information is
certainly confidential, but examples would enrich the work. The
implementation of different types of solutions and the specifics of the
applicability of adaptive security, intelligent data processing solutions, at the
second level of the functional architecture show the understanding and deep
research of the PhD student.

llona Velkova puts her three working hypotheses at the beginning of the
dissertation and finally points out that they have been successfully proven.

The dissertation is illustrated with 43 images. In Designing an
Information Security Operations Center Architecture, it would be nice to have
more own work here, Figure 15 is clearly highlighted, but creating more visual
representations improves understanding of the subject matter.

The single attached table for Comparison of Big Data Technology
Environments can be multiplied when comparing the technologies and other
factors that the PhD student presents in her work. Tabular presentation
systematizes and gives a faster and clearer picture.

4. Evaluation of scientific and scientific-applied contributions
The PhD student presented 6 scientific and scientific-applied
contributions.
1. The essence and component structure of a "security operations center"
has been studied and an up-to-date definition and necessary elements



have been defined, in relation to the modern conditions for the
operation of such a center in a big data environment.

2. Criteria are proposed for the comparison of technologies for
processing big data, in relation to the development goals regarding the
collection, organization and storage of unstructured data, with
possibilities of applying means of artificial intelligence.

3. Basic principles and methods for managing an information security
operations center covering the process, functionalities and levels of
security are outlined.

4. Up-to-date principles are proposed for the design and construction of
OCIS, necessary to cover the specifics of security management of
systems operating in a big data environment.

5. A method for designing and creating a functional architecture of the
OCIS is defined. The proposed architecture has three levels of
security management, covering network level security, data extraction
and processing process, authentication of internal-based security in
big data environment and analysis of the obtained results.

6. A prototype was implemented, built with the technologies of the
proposed architecture in order to cover all the necessary
functionalities. The prototype connects NiFi, Micro Focus IDOL and
Apache Hadoop technologies and has been tested with social media
data, video stream, website data and log files

In my opinion, her main scientific and applied contribution is 2, which is

specific to big data processing. | would classify contributions 4 and 6 as
applied.

5. Evaluation of dissertation publications

The presented four publications present the development of llona
Velkova mainly in chapter 2. It would be good if she also published the features
of the design of the Security Operational Centers derived from her.

6. Evaluation of the autoref

The abstract should be a shortened version of the dissertation. What | was
received was 135 pages and the thesis was 170. Maybe there is an incorrect file
submitted.

7. Critical notes, recommendations and questions
As | mentioned at the beginning, | recommend that Ivona Velkova more
strictly cite the literature used in the future both in the list of titles and for the



Images. It is important to respect the work of others from whom we draw
information.

The PhD student has a mixed singular and plural statements. This is
mainly seen in the conclusions of each chapter, would be good to keep
consistency.

| have no personal impressions of Ilona Velkova and in her PhD thesis |
see a scientist who strives to study the tasks set in detail.

8. Conclusion

Regardless of the critical comments | made and based on my above
mentioned positive opinion, | recommend the scientific jury to propose to the
competent authority for the selection of the Faculty of Applied Informatics and
Statistics of the UNSS to award Ivona Plamenova Velkova the educational and
scientific degree Doctorate of Philosophy in 3.8 Economics, doctoral program
Application of computer technology in economics

Date / place Signature: ................oeeunll.



